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The SNRA was carried out following a defined methodology allowing a systemat
analysis of the ML or TF risks linked to modi operandi used by perpetrators. The aim

was not to pass judgment on a sector as a whole, but to identify the circumstang
according to which the services and products it delivers or provides could be abused for

TF or ML purposes.

This SNRA is based onDirective 2005/60/EC (3AMLD) which was the legislation in
force at the time of the analysis. It describes the areas in which, at the time, the EU leg
framework was not as harmonised or complete as it would benoe the forthcoming
revisions of 3AMLD had taken effect In particular, Directive (EU) 2015/849 (4AMLD)

shall be transposed by 26 June 2017. Since the 4AMLD was not yet transposed at
time of the analysis, it was not considered as part of the legal fraawork in place for the
risk analysis. The 4AMLD and its upcoming revision (COM(2016) 450) are, howeve
considered as part of the mitigating measures.

For each risk, a rating has been defined for the threat and vulnerability based on th
criteria defined in the methodology (see annex 3). Those ratings are determined or
scale from 1 to 4 as follows:

1) Lowly significant (value: 1)

2) Moderately significant (value: 2)

3) Significant (value: 3)

4) Very significant (value: 4)
Those ratings were used onlyd synthesise the analysis. They should not be consider
in isolation from the factual description of the risk.
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Cash couriers

Product

Cash couriers / crossxternal border cash movements

General description of the sector and related product/activity concerned

This assessment covers the supranational iiske. cash entering/leaving the Europe
Union at the EU external borders.

Map of key countries of destination and origin for cash movements in and out of the EU

The Cash Control Regulation establishes a uniform EU approach towards cash
based on a mandatory declaration system. If a natural person entering or leaving
(including transiting) transports cash of a value of EUR 10 000 or more, he/shdetiase
these funds. The EUR 10 000 threshold is considered high enough not to burg
majority of travellers and traders with disproportionate administrative formalities. How
when there are indications of illegal activities linked with movemenhtsash lower thar
EUR 10 000, the collecting and recording of information related to these movements
authorised. This provision was introduced in order to limit the practice of 'smurfir
'structuring’, the practice of deliberately carryingoaims lower than the threshold with t
intention to escape the obligation to declare (e.g. splitting the amount between d
connected persons from a same group/family).

The Cash Control Regulation is aimed at aligning EU legislation with the requireme
the FATF's Recommendation 32 on cash couriers and with the highest global AM
standards. The definition of cash in the Cash Control Regulation matches théodefisetd
by the FATF for Recommendation 32 on cash couriers and incl
x Currency, i.e. banknotes and coins that are in circulation as a medium of exc
x Bearernegotiable instruments (BNI)
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As the Cash Control Regulation mirrors the definitioncash' used in the supnational
standard (FATF recommendation 32), gold, precious metals or stones, electronic ca
and casino chips are currently not included in the definition of cash.

Statistics: On average, 100 000 cash control declaratiorsibneitted annually in the EU
representing a total amount declared betweerv@®Dillion Euro. While amounts ¢
undeclared or incorrectly declared cash which have been detected by authorities ar
variable (240 Mid 1.5 billion Eurol/year), on avega approximately 300 Mio Euro per yg
is detected following controls. Statistics show a sustained, high level of cash declg
over the years and also a significant increase in the number of recordings at the EU 4
recent years. It is difficulto pinpoint the exact combination of reasons behind these t
based on the available data.

General comment (where relevant)

This risk scenario is intrinsically linked to use of/payment in cash and to high
denomination banknotes risk scenario.

Criminals or terrorist financiers who generate/accumulate cash proceeds seek to a
and move these profits from their souyregther to repatriate funds or to move them
locations where one has easier access to placement in the legal economy.

The characteristics of such locations are a predominant use of cash, more lax super
the financial system or stronger bankreeg regulations. It may also be used by terrorisi
transfer rapidly and safely funds from one location to another, including by using
concealed in air transit.

Cash couriers may use air, sea or rail transport to cross an EU external bordetitidn, g
cash may be moved across external borders unaccompanied such as in containerise
forms of cargo, or concealed in mail or post parcels. If perpetrators wish to move ver
amounts of cash, often a valuable option is to conceal irgodhat can be containerised
otherwise transported across borders.

Perpetrators may also use sophisticated concealment methods of cash within goog
are either carried across the external border by a courier or are sent by regular mai
parcel services. Although unaccompanied consignments tend to be smaller thar
secreted within vehicles, or on the person of cash couriers, the use of high denon
banknotes can still result in seizures of significant value.

Threat

Terrorist fina ncing

The assessment of the TF threat related to cash couriers/unaccompanied cash m
shows that terrorist groups have made use of various techniques to move physic
across the external borders, particularly in the case of larger organisations.

This threat is particularly relevant for cash couriers from the EU to third countries.

have seized large amounts of money in conflicts zones that was supposed to finance
organisations. In addition, cases have been identified where (ptigsjpdoreign terrorist
fighters doubled as cash couriers to fund their travels and sojourn in conflict areas.
individuals typically carry lower amounts that are more difficult to detect and may r
subject to an obligation to declare incumbemtnatural persons carrying EUR 10 000 E
or more is cash. As it allows for anonymity, this modus operandi is perceived as ati
and fairly secure, despite still carrying some risks. That is the reason why this
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operandi shall also be consideredconjunction with the analysis of high denominat
banknotes. The more high denomination banknotes are used, the easier th
transportation i§ although risks associated with acquiring high denomination noteg
readily available) may not outwgh the benefit of additional compactnesSash
transportation is a recurring modus operandi for terrorist groups in Syria / ISIL ocg
territoriesi although the average amounts carried by a foreign fighter leaving the EL
not be significant compared locally available funds.

The threat of cash transportation into the EU from a third country may also ex
particular from countries exposed to TF risks or conflict areas (e.g. cash couriers fron
Gulf region, Russia into the EU have been reporf€dgre are limited indations of high
value movements of cash into the Union (i.e. much in excess of the declaration thresh
the purposes of terrorism financinGases have been identified concerning lower amag
and involving integration of cash amounts carried frémndt countries into the financig
system/legal economy of the EU (analysed in a separate fiche).

From a perpetrator riskhanagement perspective, sending cash through post or f
consignments, using multiple consignments each containing lower amo@ssnisr g
theoretically attractive option as there is no courier physically crossing the external
carrying the cash who could be intercepted. While customs controls may take plac
do not allow for the capture of all relevant data.

Finally, pepetrators may also have an incentive to convert cash in other types of anor
assets which are not subject to cash declarations (gold, prepaid caxdsed by separal
fiche).

Conclusions LEAs have gathered evidence that cash couriers are recurrently used [
terrorist groups to finance their activities or fund FTF travels. Similarly to the analysis
conducted on cash, the use by criminal elements or terrorist financiers of cash courig
present advantages since this modi operandi is easily accessible, with no spe
planning or expertise required. In that context, the level of TF threat related to cas
couriers is considered agery significant (level 4).

Money laundering

The assessmeof the ML threat related to cash couriers presents some commonalitie
TF threats. Organised crime organisations also recurrently make use of cash courier
same reasons: easily accessible, no expertise, no planning and low cost. This rehd
is very attractive for organised crime since it offers an alternative vs. the use of the
financial sector to move funds while allowing full anonymity. Numerous cases of susf
cash transports have been reported by law enforcement aeth@ither in connection wit|
predicate offenses to monégundering such as drug trafficking and other serious crimg
as separate incidents).

Similarly cases were reported for other types of dé&kghinstruments (gold, anonymol
prepaid cards), whitare outside the scope of this fiche (see separate fiches).

Since specific controls are focusing on physical transportation by natural pe
perpetrators may find sending cash by post/freight/shipping more attractive and more
There is anecdotavidence that this modus operandi was used but the size of the prot
difficult to quantify (see IA on CCR revision).

Conclusions: the level of ML threat related to cash couriers is considered asery
significant (level 4)
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Vulnerability

Terrorism Financing

(a) risk exposure

The assessment of the TF vulnerability related to cash couriers shows that due to th
of cash, the use of cash couriers allows significant volumes of transactions/transport
take place speedily and anonymously.
The crosshorder aspect of this modus operandi increases the risk to involve geogr:
areas identified as high risks.

(b) risk awareness

The legislation in place (mandatory cash declarations by natural persons at the
borders of the EU) haacreased the risk awareneas|east as far as persons are concer
Risk awareness exists for unaccompanied cash transpoitdtigns more limited.

(c) legal framework and controls
There are controls in place through the mandatory declaratioasbf transportation at t
EU external borders (Cash Control Regulation). This legislation has increased ti
awarenessat least as far as natural persons are concefiede cash declarations allow
easier detection of suspicious transactiorss reporting to the FIUs (although shortcomir
in information sharing exist).

Where unaccompanied cash is concerned (cash sent through consignments or pal
present legal framework relies mainly on customs controls, which do not allow the ¢
of all relevant data.

Conclusions The risk exposure related to cash couriers by physical persons
intrinsically linked to the cash based activity (large volume, anonymity, speediness
which is exacerbated by the fact thati especially within a terrorism context- the
individual couriers often carry amounts below the declarative threshold. While the
volume of cash couriers may be more important than for unaccompanied shipping, ris
awareness and controls are in place.

The use of cash couriers or methds to ship in/out of the EU unaccompanied cas
coupled with the anonymity of cash and (at least with respect to unaccompanied cag
an imperfect control mechanism presents a significant challenge. While the volume
unaccompanied cash shipped in/out the & is probably lower than for accompanied
cash couriers, the risk awareness and controls of the latter pose a greater challenge.
In that context, the level of TF vulnerability related tocash couriers by natural persons
is _considered as significant(level 3). The level of TF vulnerability related to
post/freight is considered as very significant considering the controls/legal framewor
in place, more than the inherent risk exposurdlevel 4).

Money Laundering

(a) risk exposure

The assessment of the ML vulnerability related to cash couriers showisethietk exposure
is intrinsically linked to the cash based activity (anonymity, speediness). Hence tl
exposure is particularly important for this modus operandi.
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(b) risk awareness
The legislation in place (mandatory cash declarations at the external borders for cash
by natural persons) has increased the risk awaregtdesst as far as persons are concert

Risk awareness exists for unaccompanied physicaltcassportation but is more limited
with regard to shipping/freight/couriers.

(c) legal framework and controls
Similarly to TF, there are controls in place through the mandatory declaration of
transportation at the EU external borders (Cash CloR&rgulation) by natural persons.

These cash declarations allow an easier detection of suspicious transactions and are
to the FIUs (although shortcomings in information sharing exist emidrcement i
application may also vary between Membeat&s).

Where unaccompanied cash is concerned (cash sent through consignments or pal
present legal framework relies mainly on customs controls, which do not allow the ¢
of all relevant data.

Conclusions The risk exposure related to cashcouriers by physical persons is
intrinsically linked to the cash based activity (large volume, anonymity, speedinesg
While the volume of cash couriers may be more important, the risk awareness and ti
controls in place exist. The use of cash couriers onethods to ship in/out of the EU
unaccompanied cash coupled with the anonymity of cash and (at least with respect
unaccompanied cash) an imperfect control mechanism presents a significant challen
While the volume of unaccompanied cash shipped in/otlhe EU is probably lower than
for accompanied cash couriers, the risk awareness and controls in place pose a grea
challenge. In that context, the level of ML vulnerability related tocash couriers by
natural persons is considered as significar{tevel 3) and by post/freight is considered ag
very significant (level 4).

Mitigating measures

The Commission will present a legislative proposal revising the cash control Regulg
further mitigate those risks. In order to provide competent authowithsadequate toolg
the proposal intends to:
1 Enable authorities tact on amounts lower than the declaration thresbabEHBUR10
000, where there are suspicions of criminal activity,
1 Improve the exchange of informatibetween authorities and Member States
1 Enable competent authorities to demand disclosure for cash sent in unaccon
consignments such as cash sent in postal parcels or freight shipments;
1 Extend the definition of 'cash' to also include precious commodititasg as highly
liquid stores ofvalue such as gold, and to prepaid payment cards which are cu
not covered by the standard cash control declaration.
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Cash intensive business

Cash intensive business

sectors of bars, restaurants, constructions companies, motor vehicle retadensashes
art and antique dealers, auction houses, pawnshops, jewelleries, textile retail, liqug
tobacco stores, retail/night shops, gambling services
General description of the sector and related product/activity concerned

An interesting description of the use of cash has been described by the European
Bank in its reportConsumer cash usage. A crassintry comparison with payment dia
survey data (ECB Working Paper Series, no 1685, 20
<https://www.ecb.europa.eu/pub/pdf/scpwps/ecbwpl685.pdf

Conceriing cash limitations, 12 Member States (Germany, Estonia, Ireland, Cy
Lithuania, Luxembourg, Malta, Netherlands, Austria, Finland, Sweden, United Kingdo
not have any restrictions on cash payments. In most countries, large value cash p
triggered obligations under the anmney laundering provisions of the Directive or natig
legislationi along the following lines:

Country Limitation Scope
Belgium EUR 3 000 (and 10% of any All persons acting as
transaction above EUR 3 000) business
Bulgaria BGN 10000 (EUR 5 000) All persons and
transactions except bank
operations and salaries
Czech Republic | CZK 270 000 (EUR 14 000) All persons and
transactions
Denmark DKK 50 000 (EUR 6 700) Businesses not covered b
AML Act
Greece EUR 1 500 for business to consum| All persons acting as
EUR 500 for business to business, | business
Spain EUR 2 500 All persons acting as
EUR 15 000 for nomesidents naturg business
persons
France EUR 1000 All personsacting as
EUR 15 000 for nomesidents business
Croatia HRK 105 000 (EUR 13800), All persons acting as
EUR 15 000 for nomesidents business
Italy EUR 3 000 All persons and
transactions
Latvia EUR 7 200 All persons acting as
business
Hungary HUF 500 000 (EUR 4 800) Business to business
transactions
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Country Limitation Scope
Poland EUR 15 000 All persons acting as
business
Portugal EUR 1 000 Legal persons
Romania
Slovenia EUR 420 for payments All persons acting as
EUR 5 000 for receiving business
Slovakia EUR 5 000 for businesses, All persons and
EUR 15 000 for natural persons transactions, with different
limits

Maximum amount of cash transaction allowed
(above €18000 means no limit)
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(the previous chart ignores the absence of restriction foibnemess transactions betwe
private persons)

The following general observatie can be made:

1 Limitations typically apply to transactions in both national and foreign currencie
limit being in such case the equivalent of the national limit in that currency.

1 Limitations apply to single payments exceeding the thresholdslebisiations ofter]
consider that multiple payments connected to a single operation should be consig
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one.
1 Limitations always concern at least businesses and transactions between busing
customers. Noi#business transactions between naturalgrersare often not concerng
by the limitation (BE, DK, GR, ES, FR, HR, LV, HU, PL, PT).
1 Limitations typically apply to transactions in cash (i.e. banknotes). Some ng
legislations extend explicitly the limitations to bearer instruments (ES, IT)

Desciiption of the risk scenario
Cash intensive business is used by perpetrators:

- to launder large amounts of cash, which are proceeds of criminal activity, by claimif
the funds originate from economic activities;

- to launder amounts of cash, whiate proceeds of criminal activity, by justifying its orig
based on fictitious economic activities (both for goods and services)

- to finance, through often small amounts of cash, terrorist activities without any tracead

General comment (where réevant)

This risk scenario is intrinsically linked to use of/payment in cash and to high
denomination banknotes risk scenario.

Terrorist financing

The assessment of the TF threat related to cash intensive business shoashtivaensive
businesses are generally run by individuals through bars, restaurants, phone shop;s
managed by a network of persons forming a terrorist organisation. In general, they g
to get clean cash in a speedy way (e.g. selling carswallggies). However, this ris
scenario is not used equally by all terrorist organisations (never seen for Daesh for ir
and not largely widespread as it requires capabilities to run the business.

Conclusions: the elements gathered by the LEAs and IBs show only few cases hay
been registered meaning that terrorist groups do not favour this risk scenario as
requires some technical expertise and investments to run the business in itself wh
makes this modus operandi less attractive. However, siacthis risk is not only
hypothetical and that sleeper cells are active in cash intensive businesses, the levg
TF threat related to cash intensive business is considered asoderately significant
(level 2).

Money laundering

The assessment of the ML threat related to cash intensive business shaws timatdus
operandi is exploited by criminals as it represents a viable option which is rather att
and secure. It constitutes the easiest way to hide illegitimate proofeedse. However, a
for TF, it requires a moderate level of expertise to be able to run the business and tq
detection.

Conclusions cash intensive businesses are favoured by criminal organisations
launder proceeds of crime. As it requires som level of expertise to run the business, th
level of ML threat related to cash intensive business is considered siginificant (level

3).
Vulnerability




Terrorist financing
The assessment of the TF vulnerability related to cash intensive businessheitdhe main
factors are linked to the risk posed by cash.

(a) risk exposure
While cash intensive business is less attractive to terrorist organisations than to ci
(see threat assessment below), when they are used by terrorists they prese
vulnerabilities because the underlying risk is the one related to cash. The vulne
assessment of TF related to cash intensive business is intrinsically linked to the ass
related to the use of/payments in cash in general and can follow tieergaomale. Cas
intensive businesses allow the processing of a huge number of anonymous tran
which require no management of new technologies and tracking tools. Hence it has
inherent risk exposure.

(b) risk awareness
The risk awarenessppears to be quite low because, even if large sums of cash ¢
obtained from cash intensive business, some FIUs notice that terrorist organisations
prefer lower denomination banknotes which are less easy to be considered as susp
obligedentities and LEASs.

(c) legal framework and controls in place

The legal frameworks in place related to cash payment limitations that some Membe
have introduced. This framework varies a lot from one Member State to another con
cash controland cash payment limitations and, thus, controls can potentially be inexis

Conclusions: the vulnerability of cash intensive business is intrinsically linked to the¢
vulnerabilities related to the use of cash in general. The variety of legal framewks in
place, the widespread use of cash in EU economies and the fact that the sector s¢
being not aware of this risk, the level of TF vulnerability related to cash intensiv
business is considered agry significant (level 4).

Money laundering

The assessment of the ML vulnerability related to cash intensive business shows f{
main factors are linked to the risk posed by cash.

(a) risk exposure

The vulnerability assessment of ML related to cash intensive business is intrinsically
to theassessment related to the use of/payments in cash in general and can follow t
rational. Cash intensive businesses allow the processing of a huge number of ang
transactions which require no management of new technologies and tracking taolssKI|
exposure concerns cash payments both for goods and services. Hence it has a high
risk exposure.

(b) risk awareness

Obliged entities are usually aware about the risk posed byicakhough controls are n¢
easy to implement. However, fother professions not submitted to AML/CFT obligatio
risk awareness remains a challenge.

(c) legal framework and controls in place
There is no uniform level of controls at EU level, for instance through common rules o
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limitations or cash transachs reports.

The vulnerability of the sector is affected by the existence, or lack thereof, of rules r
to cash payment limitations:

1 where cash limitation rules exist, ML vulnerabilities related to cash inte
business have been more easilytigaited thanks to the legal requirements wh
allow the refusal of cash payments above a certain threshold. In these cases,
are in place and allow detecting red flags and suspicious transactions more ex
addition, these cash payment thi@dls are perceived by the sector and by LEA
more efficient and, eventually, less burdensome than imposing custome
diligence measures. However, these legal businesses can also hide shadow &
activities which are able to circumvent the chstitations.

1 where cash limitations rules do not exist, and whilst the risk awareness is quit
the sector does not know how to manage the risks. It has no tools to cont
detect suspicions transactions. The result is that the number ofiSfidser low, of
even inexistent.

Some Member States have introduced cash transaction reports to be declared
operations over a certain threshold. However, there is no common approach at EU ley

From an internal market perspective, the diffeenbetween Member States legislationg
cash limitations increases the vulnerability for the internal market; perpetrators may
easily circumvent controls in their country of origin by investing in cash intensive bu
in another Member States hiag lower/no control on cash limitation. The existence of ¢
payments limitations in some Member States, and their absence in other Member
creates the possibility to bypass the restrictions by moving to the Member States whe
are no restations, whilst still conducting their terrorist or other illegal activities in
'stricter' Member State.

The 3rd AML Directive provides that high value dealers accepting payment in cash [
EUR 15 000 are subject to AML/CFT rules and have to apfp Cequirements. Thi
obligation applies to any persons trading in goods when the payment is made in cash
EUR 15 000" but it does not cover services. However, the effectiveness of those meas
still limited given the number of STRs. The voluroé STR reporting is generally lo
because cash transactions are difficult to detect, there is not much available informati
dealers may lose their clients to the benefit of competitors applying looser contr
addition, it may be difficult for &rader in high value goods to design an AML/CFT policy
the limited events where a cash transaction beyond the threshold takes place (i.e. it i
sector in itself which is covered by AML/CFT regimébut only high value dealers fact
with cash trasactions beyond a threshold). For this reason, some Member State
extended the scope to cover certain sectors regardless of the use of cash. Some
States have also decided to apply a general cash restriction regime at this threshold {
the risk of ineffective or cumbersome application of CDD rules by high value deg
However, it does not mitigate situations of cash intensive business which are based (¢
amount cash transaction®r a repeated number of low amount cash transaction

In addition, cash intensive businesses are inherently risky because there are no rule
with fit and proper testing of these businesses' managers. Some cash intensive busin
more vulnerable than others because they may give rise t@xelsiinge more easily (mot
retails orpawnshops).
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Conclusions the risk exposure to ML of cash intensive businesses is influenced by t
existence of legal cash limitations which are efficient to mitigate the risks but are n
always sufficient. In a clossborder context, the variety of regulations on cash payment
constitutes also a factor of vulnerabilities. When no rules are in place, the rig
awareness of the sector is quite low, leading to few STRs to FlUs. Investigat
capacities from LEAs are then quite limited. In light of this, the level of ML
vulnerabilities related to cash intensive businesses is considered &y significant
(level 4).

Mitigating measures

1 The Commission examines launching an initiative to swiftly reinforce the
framework on the prevention of terrorism financing by enhancing transparer
cash payments through an introduction of a restriction of cash payments or
other appropriate means. Organised crime and terrorism financing rely on cg
payments forcarrying out their illegal activities and benefitting from them.
restricting the possibilities to use cash, the proposal would contribute to disru
financing of terrorism, as the need to use non anonymous means of paymen
either deter the @ity or contribute to its easier detection and investigation.
such proposal would also aim at harmonising restrictions across the Unior
creating a level playing field for businesses and removing distortions of comp
in the internal marketlt would additionally foster the fight against mon
laundering, tax fraud and organised crime.

1 The Commission will continue to monitor the application of AML/CFT obligati
by dealers in goods covered by the AMLD and further assess risks pos
providers of services accepting cash payments. It will further assess the adde
and benefit for making additional sectors subject to AML/CFT rules.

1 Member States should take into account in their national risk assessments tf
posed by payment inash in order to define appropriate mitigating measures su
the introduction of cash limits for payments, Cash Transaction Reporting syste
any other measures suitable to address the risk. Member States should ¢
making sectors particularlyxposed to money laundering and terrorist financing r
subject to the AML/CFT preventative regime based on the results of their NRA.
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High value banknotes

High value banknotes

/

General description of the sector and related product/activity concerned

In spite of steady growth in nasash payment methods and a moderate decline in the
cash for payments, the total value of euro banknotes in circulation continuesytearnse-
year beyond the rate of inflation. Cash is largely used for low value payments and its
transaction purposes is estimated to account for arounthodeof banknotes in circulatior
Meanwhile the demand for high denomination notes, sucth@sEUR 500 note, ng
commonly associated with payments, has been sustained. These are anomalies whic
linked to criminal activity.
Chart 4: Growth of Euro banknotes in circulation by denomination (value) 2002- 2014

450 Source: ECE
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Perhaps the most significant finding around cash is that there is insufficient inforr
around its use, both fdegitimate and illicit purposes. The nature of cash and the naty
criminal finances mean that there is little, if any, reliable data available on the scale &
of cash by ordinary citizens, let alone by criminals.

One of the few reliable figuresvailable, that of the volume and value of bank notes is
and in circulation in the EU, leaves open questions around the use to which ¢
proportion of cash in issuance is put, especially when considering the EUR 500 note.
total of approximatly EUR 1 trillion banknotes in circulation as of e2@l4, the use of

significant proportion of these remains unknown. Furthermore, the EUR 500 note
accounts for over 30% of the value of all banknotes in circulation, despite it not b
commonmeans of payment. Although it has been suggested that these notes are
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hoarding, this assumption is not proven. Even if this is the case, the nature of the caj
hoarded (criminal or legitimate) is unknown.

Description of the risk scenario

Perpetrators use high value denominations, such as EUR 500 banknotes, to make
transportation easier (the larger the denomination, the more funds can be shrunk to
less space).

General comment (if relevant)

This risk scenario is intrinsally linked to use of/payment in cash and to cash inter
business risk scenario

Terrorist financing

The assessment of the TF threat related to high value denomination banknotes sh
terrorist groups are not really keen in using high value denominations. They a
necessarily easy to access and, given that they can be detected quite easitg tiy
attractive for terrorist groups whose first objective is to get cash as quickly as possik
sake of discretion, terrorist groups tend to favour low denominations banknotes. LEA
detected few cases which tend to demonstrate that the andntapability are not real
significant.

Conclusions in that context, the level of TF threat related to high value denomination
banknotes is considered amoderately significant (level 2)

Money laundering

The assessment of the ML threat relatedhigh value denomination banknotes shows
they are recurrently exploited by criminal organisations to launder proceed of crime. T
related to high value banknotes is not limited to EUR 500 and as long as long large
cash are gathered theyeaconsidered as attractive by criminal organisations. It doe
require any major planning or complex operatiore. perpetrators have the technical sk
to easily use this product. It remains a "low cost" operation and allows storirzggef
amourns in very small volumes which makes it very attractive for organised crime. It
been reported by LEAs that some criminal groups seek EUR 500 banknotes by p
premium in order to get access to those large denominations; this demonstrg
attractiveness.

Conclusions banknotes (EUR 500 but not only) are used recurrently by crimina
organisations. This modus operandi is widely accessible and available at low cost. f
ML purposes, it's quite easy to abuse and requires no specific planning or kwtedge.
In that context, the level of ML threat related to high value denomination banknotes i
considered asvery significant (level 4)

Vulnerability

Terrorist financing

The assessment of TF vulnerability related to high value denomination bangnovesthat
this product is as vulnerable for TF as for ML for the following reasons:
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(a) risk exposure
Large volume of high value denominations is in circulation, despite low use in comn
transactions. Cash still allows carrying transactions in gpedited, anonymous, ar
untraceable way.

(b) risk awareness
Especially LEAs and FIUs have high risk awareness, as do obliged entities sul
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligatio
cash limitations obligabns remains challenging. Existing literature, especially Eur
reports, point to the blind spot in risk awareness (i.e. the precise use of high
denominations, difference of issuance between Member States, disconnection with
There is little, f any, reliable data available on the scale and use of cash by ordinary c
let alone by criminals.

(c) legal framework and controls in place
Even if terrorist groups are less attracted to high value denomination banknotes, deté
quite difficult because there is no EU harmonisation concerning the legal framework
to the use of high value denomination banknotes. Controls are uneven; reports to R
rather few, and most of the time they cannot distinguish between ML and TF. The
high value denomination banknotes for ML purposes may be impacted by the ECB d
to gradually phase out EUR 500 (may 2016) because of the recognised links with ¢
activities. However, the return rate is generally quite low and these bankreptdsenstill in
use for a long time. Therefore, this cannot be seen as an immediate mitigation measu

Conclusions from a vulnerability point of view, risk exposure is high, level of
awareness is low and controls in place are not harmonised which creapstential
loopholes when cros$order transactions are at stake. In light of this, the level of TH
vulnerability related to high value denomination banknotes is considered agery

significant (level 4).

Money laundering

The assessment of Mlulnerability related to high value denomination banknotes show
following features:

(a) risk exposure
High value denominations allow the storing/putting into circulation of large volumes 0]
in a speedy and anonymous way. A large volume of higluevdenominations is i
circulation, despite the low level of use in commercial transactions. Even if the use

value denominations raises red flags, it remains that these denominations are not ne
used for payments but rather to move furidsrge amounts can be stored in very sn
volumes. They are less easy to detect by FIUs and obliged entities.

(b) risk awareness
Especially LEAs and FIUs have high risk awareness, as do obliged entities sul
AML/CFT obligations. Risk awareness séctors not covered by AML/CFT obligations
cash limitations obligations remains challenging. Existing literature, especially ELl
reports, point to the blind spot in risk awareness (i.e. the precise use of high
denominations, difference of ismuce between Member States, disconnection with G
There is little, if any, reliable data available on the scale and use of cash by ordinary (¢
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let alone by criminals.

(c) legal framework and controls in place

The use of high value denominatioanknotes for ML purposes may be impacted by
ECB decision to gradually phase out EUR 500 (May 2016) because of the recognisg
with criminal activities. The issuance of the EUR 500 will be stopped around the ¢
2018.However, the return rate is generally quite low and these banknotes may be stil
for a long time. The EUR 500 will remain legal tender and can therefore continue to
as a means of payment and store of value. Therefore, this cannot be aeemasediate
mitigation measure.

Conclusions:similarly to the outcomes of the assessment of the TF vulnerability relate
to high value denomination banknotes, the ML vulnerability related to these product
is considered awery significant (level 4).

Mitigating measures

1 Monitoring of the return rate of EUR 500 banknotes will be conducted as well
assessment of the evolution of the usage of the EUR 200 banknote.
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Payments in cash

Product

Payments in cash

Sector

/

General description of the sector and related product/activity concerned

Chart 2: Volume versus value Certain studies suggest that cz
of consumer payments in cash transactions have been moderat
declining at a rate of between 1.3
3.3% per year7. This appears
correspond with available informatic
around the growth of neoash
payment methods (an increase
about 4.2% for Eune8) and
information on E
banking services (around 89%
adults have bank accounts compa
to just 41% in the developin
world)9. However payments in ca
are still widespread; according
ECB data, 87% of all transactio
below EUR20 are still made in cash

100%a

B0%

All other Payment Types

&0%

7
http://www.richmondfed.org/publicai
ons/research/working_papers/2014

pdf/wp1409.pdf

8
http://www.ecb.europa.eu/press/pr/q
e/2013/html/pr130910.en.html

9
http://elibrary.worldbank.org/doi/pdf
10.1596/181384506025

40%

20%

0%

Global Volume
of Consumer Spend

Global Value
of Consumer Spend

Source: World Payment Report 2014

Description of the risk scenario

Perpetrators frequently need to use a significant portion of the cash that they have @
to pay for the illicit goods they have sold, to purchase further consignments, or to [
various expenses incurred in traogpg the merchandise to where it is required. Despit¢
advantages and disadvantages of dealing in cash (detailed earlier in this report) for
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groups, there is often little choice. The criminal economy is still overwhelmingly cash

This means that, whether they like it or not, perpetrators selling some form of illicit pr
are likely to be paid in cash. The more successful the perpetrators are and the mot
commodity they sell, the more cash they will generate. This can causetrptns
significant problems in using, storing and disposing of their proceeds. Yet despite
problems, cash is perceived to confer some significant benefits on them.

In addition, the objective of criminals is taunder large amounts of cash, whiake
proceeds of criminal activity, by claiming that the funds originate from economic acti
They may launder amounts of cash, which are proceeds of criminal activity, by justify,
origin based on fictitious economic activities (both for good$ services). Terrorists mg
finance, through often small amounts of cash, terrorist activities without any traceabili
general description under cash intensive business).

General comment (where relevant)

This risk scenario is intrinsically linked to cash intensive business and high
denomination banknotes risk scenario.
Threat

Terrorist financing

The assessment of the TF threat related to payments in cash shows that terrorist gr
recurrenty cash, as this modus operandi is widely accessible and low cost. Cash is
basis of all illicit trafficking and illicit purchase of products. In general, cash is r
attractive, difficult (even impossible) to detect and does not require spexjifertise to be
used.

Conclusions based on the feedback from LEA and FlUs, the level of TF threat i
considered assery significant (level 4).
Money laundering

The assessment of the ML threat related to payments in cash is considered as simil
assessment of TF threat. For ML, cash is also the preferred option for criminals,
allows hiding illicit proceeds of crime easily and moving funds rapidlyludiog cross
border. As for TF, it does not require specific expertise, knowledge or planning capaci

Conclusions based on the feedback from LEA and FlUs, the level of ML threat is

considered asery significant (level 4).
Vulnerability

Terrorist financing

The assessment of TF vulnerability related to payments in cash shows the following fe

(a) risk exposure

Cash payments allow spdy and anonymous transactions. The level of risk exposure i
high considering that large sums can alsonfioved across borders and may involve |
risk customers and/or geographical areas.

(b) risk awareness
Especially LEAs and FIUs have high risk awareness, and so do obliged entities su
AML/CFT obligations. Risk awareness of sectors not coveyeAML/CFT obligations or
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cash limitations obligations remains challenging. Existing literature, especially a E
report, points to the blind spot in risk awareness (i.e. the precise use of high
denominations, difference of issuance between MerSates, disconnection with GDH
There is little, if any, reliable data available on the scale and use of cash by ordinary ¢
let alone by criminals.

(c) legal framework and controls in place

While cash payment limitations may allow a mitigation of the level of vulnerability,
frameworks in place related to cash payment limitations vary a lot from one Member §
another and, therefore, controls can potentially be inexistgoim an nternal marke
perspective, the differences between Member States legislations on cash limitations if
the vulnerability for the internal market; perpetrators may more easily circumvent cont
their country of origin by investing cash intenskugsiness in another Member States ha
lower/no control on cash limitation.

The 3rd AML Directive provides that high value dealers accepting payment in cash [
EUR 15 000 are subject to AML/CFT rules and have to apply CDD requirements
obligaion applies to any persons trading in goods when the payment is made in cash
EUR 15 000" but it does not cover services. However, the effectiveness of those meas
still limited considering the number of STRs. The volume of STR reportingnisrglly low
because cash transactions are difficult to detect, there are few available informat
dealers may lose their clients for the benefit of competitors applying looser contro
those Member States who have put in place CTR, most ofteetiey are not connected
any STR and the analysis cannot be conducted (for instance, large sums withdrawn
ATM will trigger CTR but no specific suspicion is related to that and the FIU cannot I
any investigation).

In addition, it may baelifficult for a trader in high value goods to design an AML/CFT po
in the limited events where a cash transaction beyond the threshold takes place (i.e.
the sector in itself which is covered by AML/CFT regimbut only high value dealers fad
with cash transactions beyond a threshold). For this reason, some Member Stat
extended the scope to cover certain sectors regardless of the use of cash. Some
States have also decided to apply a general cash restriction regime at thdheeseduce
the risk of ineffective or cumbersome application of CDD rules by high value de
However, it does not mitigate situations of cash intensive business which are based (
amount cash transaction®r a repeated number of low amogash transactions.
In any case, some competent authorities consider that even when cash payment lir
exist, enforcement of these limitations is very challenging and may limit their impact
activities.

Conclusions considering that cash paymats may engage large transactions speedi
and anonymously, including crossborder, that all sectors may potentially be exposed t
cash payments and even if they are aware that these payments present some risks
not equipped to mitigate them (either beause no framework/controls in place, of
because enforcement of the controls is not efficient), the level of TF vulnerabili
related to payments in cash is considered agry significant (level 4).

Money laundering

The assessment of ML vulnerabilitglated to payments in cash shows the follow
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features:

(a) risk exposure
The sector shows the same vulnerability to TF as to ML. As for TF, cash payments
speedy and anonymous transactions to launder proceeds of ML crime. The level
exposue is very high considering that large sums can also be moved across borders ¢
involve high risk customers and/or geographical areas.

(b) risk awareness

Especially LEAs and FIUs have high risk awareness, and so do obliged entities su
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligatio
cash limitations obligations remains challenging. Existing literature, especially the E
report, points to the blind spot in risk awareness (i.e. the precise use of high
denominations, difference of issuance between Member States, disconnection with
There is little, if any, reliable data available on the scale and use of cash by ordinary ¢
let alone by criminals.

(c) legal framework and controls in place

While cash payment limitations may allow mitigating the level of vulnerability, |
frameworks in place related to cash payment limitations vary a lot from one Member §
another and, therefore, controls can potentially be inexistgom an interal market
perspective, the differences of Member States legislation in cash limitations increa
vulnerability for the internal market; perpetrators may more easily circumvent contr
their country of origin by investing cash intensive businessother Member States havi
lower/no control on cash limitation.

The volume of reporting is very low because cash transactions are difficult to dete|
those Member States who have put in place CTR, most of the time they are not conn
any STR and the analysis cannot be conducted (for instance, large sums withdrawn 1
ATM will trigger CTR but no specific suspicion is related to that and the FIU cannot ti
any investigation).
In any case, some competent authorities consider thatvavem cash payment limitatior
exist, enforcement of these limitations is really challenging and may limit their impg
ML activities.

Conclusions considering that cash payments may engage large transactions speec
and anonymously, including acros$order, that all sectors may potentially be expose
to cash payments and even if they are aware that these payments present some r
are not equipped to mitigate them (either because no framework/controls in place, ¢
because enforcement of the controlss not efficient), the level of ML vulnerability
related to payments in cash is considered agry significant (level 4).

Mitigating measures

1 The Commission examines launching an initiative to swiftly reinforce the
framework on the prevention a@érrorism financing by enhancing transparency
cash payments through an introduction of a restriction of cash payments or
other appropriate means. Organised crime and terrorism financing rely or
payments for carrying out their illegal actieg and benefitting from them. B
restricting the possibilities to use cash, the proposal would contribute to disru
financing of terrorism, as the need to use non anonymous means of paymen
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either deter the activity or contribute to its easletection and investigation. Ar
such proposal would also aim at harmonising restrictions across the Unior
creating a level playing field for businesses and removing distortions of comp
in the internal market. It would additionally foster tlight against money
laundering, tax fraud and organised crime.

The Commission will continue to monitor the application of AML/CFT obligati
by dealers in goods covered by the AMLD and further assess risks pos
providers of services accepting caslympants. It will further assess the added va
and benefit for making additional sectors subject to AML/CFT rules.

Member States should take into account in their national risk assessments tl
posed by payment in cash in order to define appropriate mitigating measures
the introduction of cash limits for payments, Cash Transaction Reporting syste
any other measures suitable to address the risk. Member States should ¢
making sectors particularly exposed to money laundering and terrorist financin
subject to the AML/CFT preventative regime based on the results of their NRA.
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Retall financial sector z deposits on accounts
Product

DeEosits on accounts

Credit and financial institutions
General description of the sector and related product/activity concerned

As far as trends are concerned, according to data from the European Banking Féq
since 1998, the total stock of deposits in the EU contracted slightly, by 2.4% in 20
returned to a pattern of growth in 2014 (+0.2%). While the contraction in 2013
generated in the euro area, the rise from 2014 onwards is only attributable to the e
countries where bank deposits expanded by EUR171.3 billion or 1.0%. At theisam
noneur o area EU countriesd deposits con
76.7% of all EU deposits are held by banks headquartered in the euro area. This s
changed very marginally in the last few years.

Description of the risk scenario

Perpetrators place the proceeds of crime into the financial system through the re
credit and financial sector in order to hide its illegitimate origin. Terrorists, supporty
facilitators place funds from legitimate sources into tharfcial system with a view of usir
it for terrorist purposes.

Money mules mechanisms may be used to transfer proceeds out of the banking sec
personal accounts either through cybercrime (scamming, fake banking websites etc.)
value transfer services.

Threat

Terrorist financing

The assessment of the TF threat related to deposits on account /retail banking shows
risk scenario concerns both placing funds and withdrawing funds (i.e. deposits on &
and use of this account).

It is frequently used by terrorists but alsy relatives/friends and this extends the scop
the intent and capability analysis. Furthermore, law enforcement authorities have rq
the use of forged or stolen documents by terrorists to open bank accounts. Accof
information from competdrauthorities, foreign terrorist fighters are generally withdraw
bank accounts' deposits through ATMs located in high risk third countries or conflict
in general or in bordering countries. Terrorists outside conflict zones also withdraw|
through ATMs in order to pay in cash some of the expenses related to their operatio
source of the funds deposited on bank accounts may come from both legitimate a
legitimate origins.

In general, this modus operandi is easily accessible espegiadp legitimate funds an
used, and thus they do not trigger any suspicion when the bank account is opened. It
that terrorist groups do not have specific challenges in hiding the real beneficiary
funds or the exact purpose of the transac{atestination of funds) given that they may <
include family members or relatives in the ownership chain. Concerning cash withdra
may be more challenging if the terrorist organisation cannot accessréléMd to banks i

! http://www.ebf -fbe.eu/publications/statistics/
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conflict zones. It rquires at least basic planning and basic knowledge of how bal
systems work. At the same time, once executed, cash withdrawals allowbordes
movements which make this risk scenario rather attractive.

Conclusions: terrorists groups use rather frequently this easily accessible mody
operandi, although it requires some basic knowledge and planning capabilities
ensure that funds deposited are legitimate. The identity of the beneficiary of funds cg
be hidden. This modus operandi is rather attractive for terrorist groups. In that
context, the level of TF threat related to deposits on accounts is considered
significant/very significant (level 3/4)

Money laundering

The assessment of the ML threat related to depos account /retail banking shows tl
this risk scenario concerns both placing funds and withdrawing funds (i.e. depos
account and use of this account).

It is frequently used by organised crime organisations but also by relatives/close as
which extends the scope of the intent and capability analysis. Law enforcement aut
reported a frequent use of this modus operandi since it one of the easiest way to i
illicit funds into the financial system. It does not require plannind knowledge of how
banking systems work, and it is low cost. Also complex money laundering cases
reported with funds deposited on accounts transiting via a chain of complex operatig
such complex schemes, perpetrators may use available exenmisintermediaries.

Conclusions the level of ML threat related to deposits on account is considered asry
significant (level 4).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to deposits on account /retail banking
that as far as the placement and withdrawing of funds is concerned:

(a) risk exposure

Deposits on accounts represent, by definition, high volumes of praghets, in the case (¢
cash, the origin of funds cannot be always traced. When traced through electronic pa
the origin of funds might be legitimate. In such case, the use made by those fun
trigger a link to terrorist activities. When used byraest organisations, funds may cofr
from high risk third countries.

(b) risk awareness

The risk awareness of credit and financial institutions is quite good due to the fact t
sector has put in place guidance to detect the relevant red flags. Mvhile the sector i
inherently highly exposed to TF risks, it has the adequate tools to detect these risks
confirmed by a good level of reporting. However, CDD and risk indicators are not g
sufficient to detect a link to terrorist actigis due to the legitimate origin of the funds. FI
and LEAs are also well aware about the vulnerabilities of the sector and are prog
engaged with the sector. This is confirmed by the typology project launched by the E
group on ISIL. Neverthess, some weaknesses remain in the supervision aspects.

(c) legal framework and controls
Retail banking services/deposits on accounts (including from cash) are covered
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AML/CFT framework since the first AML/CFT legislation at EU level in 1991. Calstin
place are generally considered as efficient. Obliged entities are applying CDD mg
including monitoring and reporting of STRs in an effective way. It is nevertheless imp
to mention that new risks and opportunities may emerge with FinReghéch.

Conclusions although the risk exposure may be considered as quite high (significa
level of transactions), the sector shows a good level of awareness to the
vulnerability and is able to put in place the relevant red flags. The legal framewvk and
controls are the basis of a good level of reporting. In that context, the level of T
vulnerability related to deposits on accounts/retail banking is considered asoderately

significant (level 2).

Money laundering

The assessment of the Muulnerability related to deposits on account /retail banking sk
that it shares the same features as the TF vulnerability assessment.

(a) risk exposure

Deposits on accounts represent, by definition, high volumes of products iwlleeecase o
cash,the origin of funds cannot be always traced. While rather common practice for
and financial institutions, deposits represent a high number of operations that may
different kind of customers (some may present factors of high risks, eittardeethey art
politically exposed persons or because they are based in areas identified as high risks

(b) risk awareness:

The risk awareness is quite good due to the fact that the sector has put in place gui
detect the relevant red flags on MWhile the sector is inherently highly exposed to
risks, it has adequate tools to detect these risks. This is confirmed by a good |
reporting. FIUs and LEAs are also well aware about the vulnerabilities of the sector &
proactively engagedwith the sector. Nevertheless, some weaknesses remain i
supervision aspects.

(c) legal framework and controls

Retail banking services provided by financial institutions and cash deposits to
institutions are covered by the AML/CFT framewaiikce the first AML/CFT legislation &
EU level in 1991. Controls in place are considered as efficient. It is nevertheless impo
mention that new risks and opportunities may emerge with FinTech/RegTech.

Conclusions similarly to what has been analysed under the TF vulnerability part,
deposits on accounts are less exposed to ML risks due to the good functioning of
controls and a good level of awareness from the sector. In that context, the level of N
vulnerability related to deposit on accounts/retail banking is considered asoderately

significant (level 2).

Mitigating measures

1 The Commission proposed to reinforce the Directive (EU) 2015/849 by p
forward targeted amendments as presented i€dmemission’'s proposal adopted
July 2016 (see COM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial owne
information for legal entities and legal arrangements. This will also ing
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interconnection of beneficial owndip registers at EU level.

(i) clarifying explicitly that electronic identification means as set out in Regulz
(EU) No 910/2014 ("dDAS") can be used for meeting CDD requirements.

The Commission will launch further analysis in order to identify risks
opportunities in FinTech/RegTech. The CommisdtanTech Task Force withssess
technological developments, technology enabled services and business modys
determine whetherxesting rules and policies are fit for purpose and will iden
options and proposals to harness opportunities or address possible 1

The Commission will carry out a study mapping and analysingoamding bank
practices across the EU and any regps will be assessed.
The ESAs should provide updated guidelines on internal governance f
clarifying expectations with regard to the functions of the compliance offic
financial institutions s. The Commission services will further analysetivein those
guidelines allow a sufficient reinforcement of the position of the AML/QF
compliance officer.
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Institutional investment sector - Banking

Product

DeEosits on accounts

Credit institutions- Institutional investment

General description of the sector and related product/activity concerned

The EU asset management sector is composed of two pillars that are complementi
other. The first pillar comprises the mutual fund industry, theadled UCITS funds (EUR({
tr of assets under management). The second pillar includes alternative investment fur
as hedge funds, private equity, venture capital or real estate funds (EUR3 tr of asse|
management).

Description of the risk scenario

Perpetrators are usinigstitutional investors to invest in shares for integration of proce
title of shares to conceal beneficial ownership, frauds for predicate offence (e.g.
dealing); brokerage accounts; investment to justify criminal proceeds as profit; pr¢
investment fraud. Placement of proceeds by using specialiseergbugh financial services.

General comments

This risk scenario should be linked to the one related to institutional investment provi
brokers. It has been considered that as fahadML vulnerability is concerned, the level
risk is higher for brokers.

Terrorist financing

The assessment of the TF threat related to institutional investivemits (securities, ass
management, and investment) has been considered in conjunction with ML schemes r
institutional investment in order to hide the illegal origin of the fund that context, the T
threat does not benefit from a separate assessment.

Conclusion: in light of this, the assessment of the TF threat related to institutiong
investment through banks is considered amoderately significant (level 2).

Money laundering

The assessment of the ML threat related to institutional investrbanks (securities, ass
management, and investment) shows that criminal organisations do not favour this
risk scenario. Although large amount of funds can be gattieredgh this process, it is n
easy to access, not financially viable (depends on the quality of investment) and in any|
requires knowledge and technical expertise. It is very close to wealth management f
services. However, perpetrators ymaave increased intention to use this modus opet
when they can rely on more complex planning carried out by facilitators for this ty
services.

Conclusions in that context, the assessment of the ML threat related to institutiona
investment through banks is considered agoderately significant(level 2).




Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to institutional investnibamks (securities
asset management, and investment) has been considered in conjunction with ML §
related to institutional investment. In that context, the TF vulnerabitigs not benefit from
separate assessment.

Conclusion:in light of this, the assessment of the TF vulnerability related to institutiona
investment through banks is considered agoderately significant(level 2).

Money laundering

The assessment of the ML vulnerability related to institutional investiisantks (securities
asset management, and investment) shows that:

(a) risk exposure

The inherent risk is potentially high due to the nature of customers. This sector is
exposed to high risk customers including PEPs. The volume of transactions conce
significant, also in term of amounts with a high level of cilessier transetions.

(b) risk awareness

According to FIUs, the level of STRs is quite low in respect to the volume of transa
concerned. At the same time, financial transactions concerned are more complex
suspicious ones are probably less easy to deyeabliged entities. The fact that the servicy
provided by a credit institution limits the vulnerabilities given that credit institutions
obliged to fulfil a number of basic compliance requirements for all activities and app
same level of aairols whatever the financial services concerned. Nevertheless, based
information received, it seems that supervisors could not show a sound understandin
operational AML/CFT risks posed by this specific type of business activity.

(c) legalframework and controls:

Institutional investments through banks are covered by AML/CFT requirements at EU
However, the quality of this legal framework's implementation is questionable. |
investment field, the client manager has a vested Bsitdre conducting the busine
relationship (reward/salary) and this may lead him/her to margin of complaisance
implementation of CDD. It is also importantriention that new risks and opportunities n
emerge with FinTech/RegTech.

Conclusions the risk exposure is inherently high due to the nature of the customer an
the large amounts linked to the transactions. However, when provided by a bank, tk
investment service is quite well framed and controlled. The low level of STRs may
justified by the fact that due to the complexity of the transaction, few suspicious cas
arose (in general, these transactions are approved by senior manager). In light of th
the ML vulnerability related to institutional investment provided through banking
instituti ons is considered amoderately significant (level 2).

Mitigating measures

I The Commission proposed to reinforce the Directive (EU) 2015/849 by p
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(i) broadening the scope and reinforcing accessibility of beneficial ownership informati
legal entities and legal arrangements. This will also include interconnection of ber
ownership registers at EU level.

(i) clarifying explicitly that electronic identification means as set out in Regulation (EU
910/2014 ("eIDAS") can be used for meeting CDD requirements

1 The Commission will launch further analysis in order to identify risks

forward targeted amendments as presented in the Commission's proposal ad
July 2016 (se€0M(2016)450):

opportunities on FinTech/RegTech. The Consiais FinTech Task Force wikhssess
technological developments, technology enabled services and business modg
determine whether existing rules and policies are fit for purpose and identify o
and proposals to harness opportunities or address possible
The Commissio will carry out a study mapping and analysingbmarding bank
practices across the EU and any next steps will be assessed
Updated guidelines on interngbvernance further clarifying expectations with reg
to the functions of the compliance officer financial institutions should be providg
by theESAsand the Commission will further analyse whether those guidelines
the position of the AML/CFT compliance officer to be sufficiently reinforced.

An analysis of operational AML/CFT risks linked the business/business mode
the institutional investment sector should be provided by the ESAs. .

Further guidance for the application of beneficial ownership identification
providers of investment funds, especially in situations presenting @rhrgik of
ML/TF should be provided by the ESAs
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Institutional investment sector - Brokers

Deposits on accounts

Investments firmslnstitutional investment

General description of the sector and related product/activity concerned

The EU asset management sector is composed of two pillars that are complementi
other. The first pillar comprises the mutual fund industrycated UCITS funds (EURS tr @
assets under management). The second pillar includes alternative invefsimisnsuch a
hedge funds, private equity, venture capital or real estate funds (EUR3 tr of asset
management).

Description of the risk scenario

Perpetrators are using institutional investors to invest in shares for integration of pry
title of shares to conceal BO, frauds for predicate offence (e.g. insider dealing); brg
accounts; investment to justify criminal proceeds as profit; predicate investment
Placement of proceeds by using specialised,-regjirn financial services.

General comments

This risk scenario should be linked to the one related to institutional investment provi
banks. It has been considered that as far as the ML vulnerability is concerned, the leve
is lower for banks.

Terrorist financing

The assessment of the TF threat related to institutional investrbewiters (securities, ass
management, and investment) has been considered in conjunction with ML schemes r
institutional investment brokers. In that context, the TiRreat does not benefit from
separate assessment.

Conclusiont in that context, the assessment of the TF threat related to institutiona
investment through brokers is considered amoderately significant(level 2).

Money laundering

The assessment tife ML threat related to institutional investmenitrokers (securities, ass
management, and investment) shows that criminal organisations do not favour this
risk scenario. Although large amount of funds can be gathered through this processt
easy to access, not financially viable (depends on the quality of investment) and in any|
requires knowledge and technical expertise. It is very close to wealth management f
services. However, there may be intention when perpetratorsrely on more comple
planning and use facilitators for this type of services.

Conclusions in that context, the assessment of the ML threat related to institutiona
investment through brokers is considered amoderately significant (level 2).

43



Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to institutional investonekers (securities
asset management, and investment) has been considered in conjunction with ML §
related to institutional investmentbrokers. In that context, the TF vulnerability does
benefit from a separate assessment.

Conclusion the risk exposure is inherently high due to the nature of the customer an
the large amounts linked to the transactions. In addition, when provided bya

broker/asset manager, the level of controls may be less efficient than when provided b
credit institution. In that context, the TF vulnerability related to institutional investment

provided through brokers/asset managers is considered agnificant (level 3).

Money laundering

The assessment of the ML vulnerability related to institutional investineskers (securities
asset management, and investment) shows that:

(a) risk exposure

The inherent risk is potentially high due to the naturewdtomers. This sector is mos
exposed to high risk customers including PEPs. The volume of transactions conce
significant, also in terms of amounts with a high level of ctmmsler transactions.

(b) risk awareness
According to FlUs, the levatf STRs is quite low in respect to the volume of transact
concerned. At the same time, the financial transactions concerned are complex
suspicious transactions are probably less easy to detect by obliged entities. The fact
service isprovided by a broker affects the level of vulnerabilities which is considerg
higher than the one concerning credit institutions. Competent authorities consider th
managers are less equipped than credit institutions to detect suspiciousitnasisanct apply
the lowest controls on this kind of business relationships which constitute, most of th
their core business. The competition component is not negligible and some cases ha
identified where brokers accept to apply lower conttolattract more customers. Based
the information received, it seems that supervisors could not show a sound understa
the operational AML/CFT risks posed by this specific type of business activity.

(c) legal framework and controls

Institutiond investments through brokers are covered by AML/CFT requirements at EU
However, the quality of this legal framework's implementation is questionable. Com
authorities considered that the implementation of AML/CFT rules is less efficientdiogris
than for credit institutions. In the investment field, the client manager has a vested int
conducting the business relationship (reward/salary) and this may lead him/her to I
complacent in the implementation of CDD.

Conclusions the risk exposure is inherently high due to the nature of the customer an
the large amounts linked to the transactions. In addition, when provided by
broker/asset manager, the level of controls may be less efficient than when provided b
credit institution. In that context, the ML vulnerability related to institutional
investment provided through brokers/asset managers is considered agnificant (level
3).
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1 The Commission proposed to reinforce the Directive (EU) 2015/849 by p
forward targeted amendments as presented in the Commission's proposal ad
July 2016 (see COM(2016)450):
(i) broadening the scope and reinforcing accessibility of beneficial ownership informati
legal entities and legal arrangements. This widloainclude interconnection of benefic
ownership registers at EU level.

(i) clarifying explicitly that electronic identification means as set out in Regulation (EU
910/2014 ("eilDAS") can be used for meeting CDD requirements

1 The Commission will lamch further analysis in order to identify risks g
opportunities on FinTech/RegTech. The Commiss$tonTech Task Force wilhssess
technological developments, technology enabled services and business mods
determine whether existing rules and pefscare fit for purpose and identify optio
and proposals to harness opportunities or address possible ris

1 The Commission will carry out a study mapping and analysindpoamding bank
practices across the EU and any next steps will be assessed

1 Updated guidelines on interngbvernance further clarifying expectations with reg
to the functions of the compliance officer in financial institutions should be pro
by theESAsand the Commission will further analyse whether those guidelines
the position of the AML/CFT compliance officer to be to sufficiently reinforced.

1 An analysis of operational AML/CFT risks linked to the business/business mo
the institutional investment sector as well as further guidance for the applicat
benefcial ownership identification for providers of investment funds, especial
situations presenting a higher risk of ML/TF should be provided by the ESAs.

1 A sufficient number of orsite inspections that is commensurate to the ML/TF 1
identified shold be conducted by supervisors. In this context, supervisors s
assess the implementation of rules with regard to identification of beneficial own
(compliance with the BO definition).

1 Member States' supervisors should carry out within 2 yedhsematic inspection o
institutional investment, with a particular focus on brokers, except for thosg
carried out recently such thematic inspections. The results of the thematic insp
should be communicated to the Commission
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Corporate banking sector

Product
Deposits on accounts

Sector

Credit institutions- Corporate banking

Description of the risk scenario

Perpetrators use cash front businesses to inject proceeds into legal economy using
accounts with multsignatories

Threat

Terrorist financing

The assessment of the TF threat related to corporate banking has been consider
conjunction with ML schemes related to corporate banking in order to hide the illegal
of the funds. In that context, the TF thrdaes not benefit from a separate assessment.

Conclusions this modus operandi is used by criminals and, from LEAS perspective
requires only moderate levels of knowledge and expertise. In that context, the level of ]
threat related to corporate banking isconsidered assignificant (level 3).

Money laundering

The assessment of the ML threat related to corporate banking shows that this risk scer
been recurrently used for ML schemes. While it requires more sophistication than th
financial sector, depending on the financial service concernedetaisof sophistication i
lowered (for instance, personal documentation is required only if there is demand for {
loan). Nevertheless, given the level of sophistication that corporate banking ope
require, in general the conduct of money kening activities should involve the complici
of financial/legal intermediaries that shall be paid for their "services". This is a paramel
may have an impact on the intent component.

Conclusions this modus operandi is used by criminals and, fromLEAS perspective,
requires only moderate levels of knowledge and expertise. In that context, the level
ML threat related to corporate banking is considered asignificant (level 3).

Vulnerability

Terrorist financing

The assessment of the VHInerability related to corporate banking has been considered
conjunction with ML schemes related to corporate banking. In that context, th
vulnerability does not benefit from a separate assessment.

Conclusions the level of TF vulnerability related to corporate banking is considered as
moderately significant (level 2).




Money laundering

The assessment of the ML vulnerability related to corporate banking shows that:

(a) risk exposure
The inherent risk is potentially high due to the natureustamers. Indeed, corporate bank
is, by definition, used by companies where the identification of the beneficial ¢
constitutes a particular point of vulnerability. The structure of the business relationship
complex) and the transactions comeat (larger amounts than in retail payments) as we
the risk linked to forged documentation affect the level of risk exposure.

(b) risk awareness:
The sector appears quite aware of its risks. It has developed tools in order to trigger g
red flags. FIUs have confirmed this element mentioning that a high number of STH
received on this matter. Based on the information received, it seems that supervisors ¢
show a sound understanding of the operational AML/CFT risks posed by thiscspgefof
business activity.

(c) legal framework and controls:

Corporate banking is covered by AML/CFT requirements at EU level. This framew
considered as satisfactory as the one covering other financial activities undertaken b
institutions. It is also important tmention that new risks and opportunities may emerge
FinTech/RegTech.

Conclusions corporate banking presents some vulnerability due to customers' ris
factors. However, the legal framework in place is considereégs adapted to these
vulnerabilities and credit institutions involved in corporate banking activities are aware,
of the ML risks and equipped to address them. In that context, the level of Ml
vulnerability related to corporate banking is considered agnoderately significant (level
2).

Mitigating measures

For the Commission
1 The Commission proposed to reinforce the Directive (EU) 2015/849 by p
forward targeted amendments as presented in the Commission's proposal ad
July 2016 (se€0OM(2016)450):
(i) broadening the scope and reinforcing accessibility of beneficial owne
information for legal entities and legal arrangements. This will also ing
interconnection of beneficial ownership registers at EU level.

(ii) clarifying explicitly that electronic identification means as set out in Regulg
(EU) No 910/2014 ("¢DAS") can be used for meeting CDD requirements

1 Launching further analysis in order to identify risks and opportunities
FinTech/RegTech. The Commission set upirech Task Force with the objective
assessing technological developments, technology enabled services and |
models, determine whether existing rules and policies are fit for purpose and i
options and proposals to harness opportunities or address possible risks.

1 The Commissionwill carry out a study mapping and analysinglmarding bank
practices across the EU and any next steps will be assessed
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For the European Supervisory Authorities

1 ESAs to provide for updated guidelines on intergalernance further clarifyin
expectatios with regard to the functions of the compliance officer in finar
institutions. The Commission will further analyse whether those guidelines allo
position of the AML/CFTi compliance officer to be sufficiently reinforced.

1 In the context of the upde of the Joint Committee of the ESAS' joint opinion on r
of ML and TF ESAs should provide an analysis of operational AML/CFT risks li
to the business/business model in the corporate banking sector.

For competent authorities/setqulatory bodies

1 Authorities/selfregulatory bodies should provide training sessions and guidan
risk factors with specific focus on ndaceto-face business relationships; -sfiore
professional intermediaries or customers or jurisdictions; complexshedtures.

1 Selfregulatory bodies/competent authorities should conduct thematic inspectiq
how beneficial owner identification requirements are implemented.

1 Annual reports on the measures carried out to verify compliance by these ¢
entities withtheir obligations related to customer due diligence, including bene
ownership requirements, suspicious transaction reports and internal controls.

1 Member States should put in place some mechanisms to ensure that the cre
structures should bearried out under control of a professional (obliged entity),
should have to develop their due diligence.

1 Member States shoujout in place some mechanisms allowing competent authg
and FIUs to identify the situations where:
(i) for legal entites: obliged entities have identified the senior manager aj
beneficial owner, instead of the natural person who ultimately owns or contrg
legal entity through direct or indirect ownership. In such case, obliged entities §
keep record of anyaibt that the person identified is the beneficial owner.

(if) for legal arrangements: obliged entities should identify cases where the ¢
trustee, protector, beneficiaries or any other natural person exercising ultimate
over the trust invole one or several legal entities. In such cases, the obliged e
should also identify the beneficial owner of these legal entities.

1 Member States should put in place mechanisms to ensure the information
central beneficial ownership registenvisrified on a regular basis. For this purpos
national authority should be designated to collect and check the information
beneficial owner. This national authority should receive from obliged entitieg
discrepancy that would be found betwelea beneficial ownership information held
the registers and the beneficial ownership information collected as part ol
customer due diligence procedures. Where such discrepancies are not sufi
justified by the legal structure or the legalamgement, the national authority sho
provide for adequate pecuniary and/or administrative sanctions.

1 Member States shoukehsure that services providers related to advice to underta
on capital structure, industrial strategy and related queston advice as well
services relating to mergers and the purchase of undertaking are properly re
and supervised at national level and comply with their obligations on beng
ownership.
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Private banking sector

Deposits on accounts

Credit institutions Private banking and wealth management

Description of the risk scenario

Perpetrators are using private banking and wealth management for investing in sh
integration of criminal proceeds, title of shares to conceal BO, frauds for predicate (¢
(e.g. insider dealing); brokerage accounts; investment to justify clipioeeeds as profit
predicate investment fraud. Placement of proceeds by using specialisegthrghfinancial
services.

General comments

For this risk scenario, financial services concern high value investments and 1
investments done by indduals in retail services.

Terrorist financing

The assessment of the TF threat related to private banking (wealth management)
been considered as relevant. In that context, the TF threat is not part of the assessme

Conclusions non relevant

Money laundering

The assessment of the ML threat related to private banking (wealth management) sh
this sector is used in connection with the following predicate offences: corruption an
trafficking, fraud and tax evasion. This reduces the "scope" of orgariseel organisation
that may rely on this risk scenario. It requires some level of expertise that makes it
easy to access and not very attractive (not financially viable). In particular, when ¢
with private banking, the service is quite "higbst" (need of sufficient funds to access |
financial service) and the business relationship less easy to establish.

Conclusions from the above, the ML threat related to private banking is considered a
moderately significantsignificant (level 2 3)

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to private banking (wealth managemer
not been considered as relevant. In that context, the TF vulnerability is not part of the
assessment.

Conclusions non relevant
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Money laundering

The assessment of the ML vulnerability related to private banking (wealth manag
shows that:

(a) risk exposure

Private banking is generally exposed to high profile customers with a bigger risk a
(PEPs in particular). It presents a higher geographical risk via establishment of bran
some third countries that do not have necessarily equivalent AML/Gfihes to the EU
AML/CFT framework.

(b) risk awareness:

According to FIUs, private banking is characterised by a very low (almost inexistent
of STRs. As for investments services, institutions are sometimes competing betwe
commercial objedtes and the need to fight against ML. The competition component

negligible. It is worth mentioning that in this sector, the risk assessment is not always
enough to ensure that the sector is aware of its risks, in particular risks linkaddand
tax evasion. The supervision of activities at cilossler level is not considered as adequ
Based on the information received, supervisors could not show a sound understandir]
operational AML/CFT risks posed by this specific type dfibass activity.

(c) legal framework and controls:

Private banking is covered by AML/CFT requirements at EU level. Competent auth
consider thatontrols in place are not efficient. They explain this weakness by the faq
the quality of the camols depend on the financial culture of a country and that
understanding of the risks posed by this sector is not the same from one Member
another.lt is also important tanention that new risks and opportunities may emerge
FinTech/RegTeh.

Conclusions:large amounts of transactions concerned and the fact that it implies hig
risk customers (PEPs) and potentially high risk areas (third countries with branches
the risk exposure is quite high. The low level of STRs shows that the contsah place
are not necessarily adequate. However, there is a legal framework which establishes
basics of AML/CFT requirements. In that context, the level of ML vulnerability related
to private banking is considered asignificant (level 3).

Mitigating measures

For the Commission

1 The Commission proposed to reinforce the Directive (EU) 2015/849 by p
forward targeted amendments as presented in the Commission's proposal ad
July 2016 (see COM(2016)450):

() broadening the scope ammeinforcing accessibility of beneficial ownersh
information for legal entities and legal arrangements. This will also ing
interconnection of beneficial ownership registers at EU level.

(ii) clarifying explicitly that electronic identification means aet out in Regulatio
(EU) No 910/2014 ("¢DAS") can be used for meeting CDD requirements

1 Launching further analysis in order to identify risks and opportunities
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FinTech/RegTech. The Commission set upiral ech Task Force with the objecti
of assegng technological developments, technology enabled services and bu
models, determine whether existing rules and policies are fit for purpose and i
options and proposals to harness opportunities or address possible risks.

1 The Commission will aay out a study mapping and analysing-lwarding bank
practices across the EU and any next steps will be assessed

For the European Supervisory Authorities (ESAS)

1 ESAs to provide for updated guidelines on intergavernance further clarifyin
expectatios with regard to the functions of the compliance officer in finar
institutions. The Commission will further analyse whether those guidelines allg
position of the AML/CFTi compliance officer to be sufficiently reinforced.

1 In the context of the upde of the Joint Committee of the ESAS' joint opinion
risks of ML and TF, ESAs should provide an analysis of operational AML/CFT
linked to the business/business model in the private banking sector.

For competent authorities

1 Member States shouldhgure that supervisors conduct a sufficient number efiter]
inspections that is commensurate to the ML/TF risks identified. In this co
supervisors should assess the implementation of rules with regard to identificg
beneficial ownership (conipnce with the BO definition).

1 Member States' supervisory authorities should carry out a thematic inspect
private banking within 2 years, except for those that carried out recently
thematic inspections. The results of the thematic inspectidmsulds be
communicated to the Commission.
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Crowdfunding

Crowdfunding

Sector

Crowdfunding platforms

General description of the sector and related product/activity concerned

Crowdfunding refers to an open call to the public to raise fdodsa specific project
Crowdfunding platforms are websites that enable interaction between fundraise
individuals interested in contributing financially to the project. Financial pledges c
made and collected through the platform.

The differentbusiness models that are used by crowdfunding platforms can be group

the following broad categories:

1 Investmentbased crowdfundingCompanies issue equity or debt instruments to cf¢
investors through a platform.

1 Lendingbased crowdfunding (alsm&wn as crowdlending, pe&r-peer or marketplac
lending) Companies or individuals seek to obtain funds from the public thr
platforms in the form of a loan agreement.

1 Invoice trading crowdfundinga form of assebased financing whereby businessels
unpaid invoices or receivables, individually or in a bundle, to a pool of investors th
an online platform.

1 Rewardbased crowdfunding Individuals donate to a project or business V
expectations of receiving in return a Aimancial reward, sutas goods or services, a
later stage in exchange of their contribution.

1 Donationbased crowdfundingindividuals donate amounts to meet the larger fun
aim of a specific charitable project while receiving no financial or material return.

1 Hybrid models of crowdfundingCombine elements of the other types of crowdfundir

In a study commissioned by the Commission and published on 30 Septemberdzia
coverage from crowdfunding platforms across the EU was approximately 68% by
volume of theestimated total market size for the time period under consideration-{2033
Data covered loans, equity, rewards, donations and other crowdfunding models. A
December 2014, 510 live platforms were active in the EU and 502 platforms were log
22 Member States. Most platforms were located in the United Kingdom (143), follow
France (77) and Germany (65). The majority of platforms were involved in rdvasedt
crowdfunding (30%), followed by platforms involved in equity crowdfunding (23%)
loanbased crowdfunding (21%).

Z https://ec.europa.eu/info/sites/info/files/crowdfundingstudy-30092015_en.pdf
® Coverage of both loans crowdfunding and equity crowdfunding was estimated at 81%.
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Project data from the platforms amounted to a total of EUR 2.3 billion successfully ra
201314 The largest single projects raised EUR 6.1 million (equity) and EUR 5.0 m
(loan). This compares with EUR 5 tidn of domestic outstanding bank loans to n
financial corporations in the EU at the end of 2014. Across the EU between 2013 an
amounts raised through equity crowdfunding platforms grew by 167%, and amounts
through loan crowdfunding platfiors grew by 112%.
In 2014 the average amount raised was EUR 260 000 for equity crowdfunding and E
000 for loan crowdfunding. The average size of offers seems to be increasing. For e
the average amount raised through equity platforms grew by (#bd% EUR 215 000 t¢
EUR 260 000).

Crowdfunding is an Elvide phenomenon, as crowdfunding projects were identifie
every Member State in 204131. However, there are significant differences in levels
activity between Member States. For equity cravnding projects located in the E
covered by the study, in 2043l the United Kingdom was the largest market by t
amount raised (EUR 69 million), followed by France (EUR 14 million) and Germany
11 million). For loans crowdfunding projects coveladthe study, in 20234 the United
Kingdom was by far the largest market with EUR 1.6 billion, followed at a distang
Estonia (EUR 17 million) and France (EUR 12 million).

Crossborder project funding within the EU was EUR 102 million in 2043 lesshan 5%
of total funding raised, of which EUR 15 million in crdssrder financial returbased
transactions. However, it is likely that these amounts understate the true level of
border activity, as they only account for situations where théophatand the project ar
located in two different Member States (thus excluding situations where the provi
funds and the platform are located in two different Member States).

As far as the EU AML/CFT framework is concerned, it is not genegiglicable to
crowdfunding platforms as suchbut it is applicable to specific types of crowdfund
services depending on the Business Models. According to the ESlective 2005/60/E(
applies to firms including credit institutions and financial ingiins, the latter includin
MIFID investment firms, collective investment undertakings and firms providing ce
services offered by credit institutions without being one (including lending, m
transmission, participation in securities issues aratedlservices). As many platforms :
currently operating outside the scope of MiFID they would not be automatically captu
t he 3AMLD. However, the definition of

out money transmission, participatian securities issues and the provision of sery
related to such issues, and safekeeping and administration of securities. Dependin
business model, this could capture some crowdfunding platforms. In addition, in the

4 Given the market coverage of the study, it can be estimated that a total of approximately EUR 3.4 billion was
raised through crowdfunding across the European Union during 2013 and 2014 taken together, and EUR 2.2

billion was raised through equity and Isacrowdfunding.

® Given the market coverage of the study, a total of approximately EUR 150 million ofbenaies project
funding can be estimated for the EU in 2a13 of which EUR 19 million of equity and loans crowdfunding.
®https://www.esma.europad/sites/default/files/library/2015/11/201¥878_opinion_on_investment
based_crowdfunding.pdf
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of its analysis of isks and risk drivers of lendidgased crowdfunding, ESMA identifig
money laundering risks as one of those

Description of the risk scenario

Perpetrators can create platforms to collect/accumulate funds and transfers them ak
ML purposes or tdinance terrorist attacks. This can be done by creating crowdful
platforms directly linked to financial institutions or left to private initiatives on the inte
Crowdfunding platforms are set up under fictitious projects in order to allow cotlecti
funds which are then withdrawn within the EU or transferred abroad. This could b¢
either to collect funds from legitimate sources for the purpose of terrorist financingp
collect illicit funds from criminal activities using anonymous prdduc

Perpetrators post messages on the internet asking for donations in the form of prepait
phone cards which are sold to raise funds; direct requests on Internet (via Twee
specific amounts used ultimately for the purchase of ifii@ducts.

Social media misuses (the so called "crowdsourcing") are another kind of risk sc
Terrorists groups in particular have made use of social media and other online and
platforms to obtain funds which are channelled afterwards thraliffgrent means o
payment. This type of crowdsourcing is not further analysed in this fiche.

Terrorist financing:

Terrorist groups may have the intent to use the crowdfunding techniques to collect
Open sources informatioimdicated that some cases were identified with regard to r¢
terrorist attacks. There are overall few cases where they have been used, and i
usually smaller funds. Crowdfunding does not necessarily allow large amounts of fund
raised which makes this risk scenario less attractive. In addition, suspicious activit
quite easier to detect and may deter terrorist groups from using this opehandi as it i
not the most secure option. However, if perpetrators invest more consequent planni
could enable them to set up collection platforms allowing for more anonymous ope
(use of strawmen or relatives)vhich makes it more attrace.

Conclusions there are some indicators that terrorist groups have used crowdfunding
It is not financially viable to raise or channel large amounts. It may be rather insecurs
compared to other types of services, or it requires more planning in ordetio hide the
illicit intent. In that context, TF threat related to crowdfunding is considered as
moderately significant(level 2).

Money laundering

The assessment of the ML threat related to crowdfunding shows that there is little
evidence or indicators that criminals have used it to launder proceeds of there. are
situations where criminals set up a company which is then used for crowudfuaaivities
but this requires some expertise and it can be costly. One case identified conc
complex Ponzi scheme, using scam and fake projects. This confirms that this sce
difficult to access and requires having access to payment precéssertheless, while
requires some expertise, the intent is not negligible.

"https://www.eba.europa.eu/documents/10180/983359/DBR015
03+%28EBA+Opinion+on+lending+based+Crowdfunding%29.pdf
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https://www.franceinter.fr/economie/ces-plateformes-de-dons-en-ligne-qui-financent-le-terrorisme

Conclusions criminals may have vague intentions to exploit this modus operandi whic
is not necessarily attractive and may be costly. In any case, it requires some expertisg
be profitable. There is little evidence that it has been used. In that context, the lewdl
ML threat related to crowdfunding is considered aslowly - moderately significant
(level 1/2)

Vulnerability

Terrorist financing
The assessment of the TF vulnerability related to crowdfunding shows that the sectot
be assessed without taking other sectors into consideration.

(a) risk exposure

The level of risk exposure varies depending on whether crowdfunding is diia&ty lto
financial institutions or left to private initiatives on the internet. In both cases, it may
the use of virtual currencies or (anonymous) electronic money which may constitute
of vulnerabilities. Depending on the type of platfornge gervices may facilitate anonymaqg
transactions i.e. there may be limited or no CDD since the only requirements might
e-mail address which can be opened without any controls, and the payments on the |
are made through an IP address in ation different than the user's address.

(b) risk awareness:

Even when a financial institution is involved, there is a lack of knowledge about the s
of funds, the scope of the funding and its purpose. When provided through private init
crowmdfunding services are out of the scope of any AML/CFT monitor@gmpetent
authorities, including at EU level, are aware that TF risks exist but the risk assessmer
incomplete at this stage to have a clear understanding of the risks. It isanporinention
that where these platforms are included in the list of obliged entities, FIUs receive ST

(c) legal framework and controls:

Crowdfunding as such is currently not covered by AML/CFT requirements at EU
Hence there is no horizontalamework setting AML/CFT obligations for those servig
Depending on the business model (e.g. UCITS), specific types of crowdfunding sf
may be covered by AML/CFT obligatioris although those would not be the prima
services for terrorist financingince it concerns more high value investment collecti
Some Member States have covered crowdfunding platforms in their law throug
transposition of the Payment Services Directive |. At this stage, 10 Member State
specific laws in place to cowecrowdfunding platforms and 4 Member States ado
AML/CFT provisions. However, competent authorities consider that controls
supervisory actions are weak in particular given to the fact tlaaty nplatforms are ng
established physically in the temiyy where they operate which hinders the efficiency of
controls. Where credit and financial institutions are involved, the effectiveness of con
lower due to the fact that they can only rely on more limited information to mg
transactions ahapply red flagslt is important to mention that new risks and opportuni
may emerge with FinTech/RegTech.

Conclusions the sector is not homogeneous and may interact with other sectors th
can increase the level of vulnerabilities. Controls in plae are not harmonised becaus
there is no horizontal framework dealing with this issue. There are some conceri
about the risk awareness of the sector. In that context, the level of TF vulnerabilit
related to crowdfunding is considered asignificant (leve 3)
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Money laundering

The assessment of the ML vulnerability related to crowdfunding shows similar vulner
assessment as TF.

(a) risk exposure:

The level of risk exposure varies depending on whether crowdfunding is directly lin
financial institutions or left to private initiatives on the internet. In both cases, it may i
the use of virtual currencies or anonymous electronic money which may constitute fag
vulnerabilities. Depending on the type of platform, the services maytééeilknonymou
transactiong i.e. there may be limited or no CDD since the only requirements might
e-mail address which can be opened without any controls, and the payments on the |
are made through an IP address in a location differentlieamser's address.

(b) risk awareness:

The infiltration of such platforms by criminal organisations shall also be considered
additional factor of vulnerability. Some LEAs and FlUs tend to consider that crowdfu
represents a widespread way tarider money. #en when a financial institution
involved, there is a lack of knowledge about the sources of funds, the scope of the
and its purpose. When provided through private initiatives, crowdfunding services arg
the scope of any AMICGFT monitoring.Competent authorities, including at EU level,
aware that ML risks exist but the risk assessment is still incomplete at this stage to
clear understanding of the risks. It is important to mention that where these platfor|
included in the list of obliged entities, FIUs receive STR.

(c) legal framework and controls:

Crowdfunding as such is currently not covered by AML/CFT requirements at EU
Hence there is no horizontal framework setting AML/CFT obligations for thosécaer
Depending on the business model (e.g. UCITS), specific types of crowdfunding sf
may be covered by AML/CFT obligations. Some Member States have covered crowdf
platforms in their law through the transposition of the Payment Services arécht this
stage, 10 Member States have specific laws in place to cover crowdfunding platform
Member States adopted AML/CFT provisiohfawever, competent authorities consider {
controls and supervisory actions are weak in particular givémetéact that rany platforms
are not established physically in the territory where they operate which hinders the eff
of the controls. In case credit and financial institutions are involved, the effectiven
controls is lower due to the fact théney can only rely on more limited information
monitor transactions and apply red flagfsis important to mention that new risks a
opportunities may emerge with FinTech/RegTech.

Conclusions:the risk exposure is rather limited although large sumsnay be engaged ir|
crowdfunding activities. Controls in place are not harmonised because there is 1
horizontal framework dealing with this issue. When regulated, these platforms are we
aware of their risks and the level of reporting is quite good. The eurols in place are
still, sometimes, weak especially when obliged entities rely on limited information 1{
carry out checks. In that context, the level of ML vulnerability is considered aj

significant (level 3).

Mitigating measures

1 When applying articlel of the 4AML Directive for extending the scope of oblig
entities, Member States should consider the need to define crowdfunding plg
as obliged entities to be subject to AML/CFT requirements. Member §
definitions of crowdfunding platforms sl be aligned to the definition in th
Commission's forthcoming legal framewarlplanned to be adopted in Q4 2017
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Currencyexchange

Product

Conversion of funds

Sector

Currency exchange offices

Description of the risk scenario

Perpetrators areonverting their funds into another currency to facilitate the conver
transfer or laundering of funds.

Threat

Terrorist financing

The assessment of the TF threat related to currency exchange shows that terroris
exploit this modus operandi, and especially foreign terrorist fighters. The cony
EUR/USD is particularly attractive for these groups. Bringing currency intdicioondnes is
one of the basic practices to finance the travels. From a technical point of vie
conversion of funds does not require specific planning, knowledge or expertise, and it
easy to access. Although it does not consist in the ra@irigansferring of funds, it is
necessary step for moving physically "clean” currency (most of the time in cash). Té¢
groups may consider that the exchange of currency is as attractive as the collectio
transfer of funds to finance their aties.

Conclusions terrorist groups show some intent and capability to use currency
exchange to sustain/carry out their operations. This scenario does not require speci
planning or expertise and has been used already. In that context, the level df Threat
related to currency exchange is considered aggnificant (level 3).

Money laundering

The assessment of the ML threat related to currency exchange shows that there &
cases where currency exchange offices have been infiltrated by criminal organisation
their activities. This is particularly relevant in offices operating in aatrzones. High
volumes of money can be easily converted and make the access to "clean" currency
these criminal organisations. Similarly to TF, the currency exchange does not
specific planning or expertise for ML purposes. However, cugrerthe volume of
suspicious transactions is difficult to assess.

Conclusions although the volume of cases is difficult to assess by law enforcemg
authorities, the indicators show that criminal organisations may use currency exchang
to launder proceed of crime. This scenario does not require specific planning ¢
expertise and las already been used. In that context, the level of ML threat related t
currency exchange is considered aggnificant (level 3)

Vulnerability

[6)]
(o]



Terrorist financing

The assessment of the TF vulnerability related to currency exchange shows t
vulnerability is present whatever the type of transaction concerned:

- the customer gives sums in cash and orders to exchange this cash for a currency th
be transferred to an indicated bank or payment account.
- the currency exchange is performed the internet and transferred, electronically, to
indicated bank account or payment account.

(a) risk exposure:
The fact that currency exchange offices deal most of the time with transactions in cé
factor indicating a higher vulnerability. This is amplified when large denomination nots
involved, and these are not properly monitored. LEAs and competémbrities have
noticed that PEPs are also common users of currency exchange.

(b) risk awareness:

In the different risks scenarios where currency exchange offices are used, MVTS pr
or bank/payment institutions are associated to these offices.cdhgequence is th
currency exchange offices tend to rely on the underlying MVTS providers or o
bank/payment institution to conduct the customer due diligence measures. In this con
currency exchange office/platform is not able to get thé fidture of the busines
relationship. Despite factors of high exposure, the level of STRs remains low ex
specific cases, such as USD conversion requested from high risk third countries (e.g
It seems that the sector does not show awareadds risks.

(c) legal framework and controls:
Currency exchange offices are covered by the AML/CFT framework at EU level. Th
little information concerning the level of controls which vary a lot from one Member St
another. Some Member States have dedicated AML/CFT compliance departmdints
with currency exchange offices but this practice is not widespread enough to draw ¢
consequences. In particular when carrying occasional transactions, currency e
offices have to apply CDD only for occasional transactions beyond EUR @ Surider
3AMLD. This threshold is relatively high, especially in the context of terrorism finar
risks where low amounts are at stake.

Conclusions the awareness of the sector to TF risk is low and relies too often on t
due diligence conducted by asgiated sectors, such as MVTS or bank/paymer
institutions. High risk customers and countries are recurrently involved in such
transactions. The legal framework in place does not have an influence on the level
STRs. In that context, the level of TF vulerability related to currency exchange is
considered assignificant (level 3).

Money laundering

The assessment of the ML vulnerability related to currency exchange shows that:

(a) risk exposure:

The fact that currency exchange offices deal most ofithe with transactions in cash is
factor indicating a higher vulnerability. This is amplified when large denomination nots
involved, and these are not properly monitored. LEAs and competent authorities
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noticed that PEPs are also common uséuency exchange. Currency offices in boar
zones are more vulnerable than other offices.

(b) risk awareness:

In the different scenarios where currency exchange offices are used, MVTS provif
bank/payment institutions are associated to thgls¢forms. The consequence is t
currency exchange offices tend to rely on the underlying MVTS providers or o
bank/payment institution to conduct the customer due diligence measures. In that (
the currency exchange office is not able to getfull picture of the business relationsh
For AML purposes, the level of reporting is uneven from one Member State to anoth
does not necessarily consist in STR (mostly CTR).

(c) legal framework and controls:

Currency exchange offices are came@rby the AML/CFT framework at EU level. Tk
regulation and the supervision of the sector is usually not considered as robust enoug
less efficient than for other financial institutions. In particular, when carrying occays
transactions, curregaexchange offices have to apply CDD only for occasional transag
beyond EUR 15 000 under 3AMLD. This threshold seems relatively high, which ex
why Member States usually applied lower thresholds at national level. Such var
thresholds for ocasional transactions by currency exchange offices may have a ne
effect from an internal market perspective.

Conclusiont awareness of the sector is rather uneven, and controls in place are r
efficient given the low level of reporting. Competenauthorities do not consider that the
regulation and the supervision work effectively.In that context, the level of ML
vulnerability related to currency exchange is considered asignificant. (level 3)

Mitigating measures
1 Member States should ensuhat supervisors conduct a sufficient number okiba

inspections that is commensurate to the ML/TF risks identified.

1 Competent authorities should provide further risk awareness and risk indi
relating to terrorist financing.

1 Member States should filge a threshold below EUR 15 000 triggering CI
obligations in case of occasional transactions, which is commensurate
AML/CFT risk identified at national level. Member States should report tg
Commission such threshold applicable to occasiogaalsactions defined at natior,
level. A threshold similar to the one for occasional transactions for transfers of|
as defined in article 11(b)(ii) of 4AMLD is considered as commensurate to th
(i.,e. EUR 1 000).
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E-money sector

E-money

Credit and financial institutions

General description of the sector and related product/activity concerned

"El ectronic money6 i-Mondydirectimee(EMDA, 20D 1r10/BCh
electronically, including magnetically, st monetary value as represented by a clain
the issuer which is issued on receipt of funds for the purpose of making payment trans
and which is accepted by a natural or legal person other than the electronic money isg
A key characteristic o&-money is its prgpaid nature. This means that an account, card,
device needs to be credited with a monetary value in order for that value to const
money. Examples of-mioney are money stored on cards, money stored on mobile de
and mong stored in online accounts. Depending on the wayoeey is stored, it can K
cl assified-bas e dobh a phdavsaérseé r v @ibeey tpeoduats requir
identification of the owner, others allow owners to remain anonymous

Prepaid cards can have myadifferent features, including reloadable and -neloadable
functionalities; cards linked to othemaoney schemes (i.e. cards linked to online accou
or cards with basic bank account features (also known as IBAN cards), which can
incoming bak transfers in order to credit the card balance.

Other potential distinctions betweesm®ney products can include the manner in whic
money is created or issued. The key distinction relates to whetheney can be prpaid
by the user (payer) or ythirdparty on behalf of or in favour of the payer (e.g. compan
case of busineg®-business (B2B) cards or by a merchant in mrmukirchant loyalty
schemes). It is also linked to the question of whether -amorey product allows fo
reloading (i.e. hility to add more value to the product after the initial issuing-wiomey by
the issuer). Yet another distinction could also be made between personalised a
personalised products.

Not all monetary value that is stored electronically should beideresl as enoney in the
context of the EMD2. Limited network products such as gift cards and public transpor
that can only be used with a certain retailer or a chain of defined retailers are outs
scope of EMD2. Also, virtual currencies suaé Bitcoin are not considered asneney as
they do not represent monetary value.

Description of the sector

In the landscape of-money, prepaid cards andwallets are predominant. As regards

use of emoney for making payment transactions, thera clear increasing trend in the
of account based-money products as compared to card based products. Looking in
future, growth is primarily expected in the area of digital wallets used -tmmamerce
payments (i.e. Google Wallet). With regaodtechnological developments, increased ug
of NFC (Near Field Communication) technology allowing for contactless payments
mobile phones, is expected.

Systematic examination of the market in terms of volume and valuenohey transaction
is mae complex. Although the European Central Bank (ECB) serves as a central sg
statistical data on the value and volume ghe@ney transactions, there are numerous
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gaps. According to the ECB, this is mainly due to the fact that only Eurozone W&tabes
are required to report statistical information, with remaining Member States doin
voluntarily.
Although existing ECB statistics do not provide a full picture of the size of -therney
market, they provide some indications concerning tltersr of magnitude related to t
market size, as well as changes over time.

Figure 6 - Value of e-money transactions in the Eurozone by type
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Note: For cards with an e-money function the figure does not include data for Estonia, Finland, Greece, Latvia, Malta,
Slovenia, and historical data for Slovakia. For other e—money storages the figure only includes data for Cyprus,
Greece, Italy. Luxembourg, Slovakia, and recent data for Slovenia

Source: Own analysis based on ECB data. Status as of October 2014

According to the ECB data on ther@ney market, in 2014-money payment transactio
for the 22 Member States that provided data amounted to EUR73 billion correspondir
money payment transactions witimeney issued by EU resident payment service provig
This amount of EUR73 billion includes 57 billion in LUX (R&gal, Amazon) and 13 billio
in IT. The number of transactions was 2.09 billion (including 1.5 billion irXlathd some
300 million in IT). These data are not complete as they do not include sevemlimoareg
markets and therefore underestimate the actual size of the EU market. The
transaction value on that basis was of EUR3%ndhey payments repreged 3% of the
total number of electronic payment transactions in the euro ared&EUn the last 5 year
(20102014), the number of-money transactions in the EU increased 2 times, and
value 2.5 times.

On the basis of the ECB statistics, thepaid instrument market in 2014 would hg
represented EUR19.3 billinout of which 13 billion are attributable to the IT prepaid ca
which are essentially distributed by a public body, Poste Italiane, and 3.2 billion to ti
market, which is the send largest in size in the EU. The ECB statistics do not cover lin
network markets, including the gift card market. However, these cards are outside th
of the AML/CTF legislation, at EU or national level, as their use is restricted to lir
netvorks of retailers, or petrol stations (for fuel cards), and hence such cards pres
AML/CTF risks.

Relevant actors
Electronic money can be issued by credit institutions, electronic money institutions al

8 Estimate obtained bgubtractingrom the gldal figure provided by the ECB (EUR73 billion), the amount attributed to the
e-money activities oPayPaland Amazon which are essentially accebased enoney ones, and adding the data available
for the UK (source EMA), i.e. EUR3.3 billion.
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office giro institutions where they hawelicence to do so. Also the European Central B
national central banks and Member States with their regional or local authorities wher
in their public capacity are allowed to do so.

A recent, not yet published, study commissioned by the Conunjssas identified thah
2014, 177 emoney institutions (EMIs) were licenced EU wideto issue emoney, the
majority of them being in the UK and DK, NL, LV, BE, CZ. No EMIs were identified in
EE, GR, IE, PO, PT, SK, SI.

As regards the different buss®e models used for the issuance oh@ney, three types ¢
actors are recognised in EMD2:

1 theissuer:ent i t y wh-inandy todhe eustbneib(whether a consumer
business) in exchange for a payment. It is also the entity that requires autho
to issue electronic money and is regulated by EMD2;

1 the distributor: entity other than the issuer that can distribute or redeemnrey
on behalf of the issuer (i.e. it-eells the emoney issued by the issuer, such &
retail outlet selling prepaidacds);

1 the agent:entity that acts on behalf of the EMI through which an EMI can carry
payment services activities in another Member State (except for issunamesy)
without establishing a branch in that Member State.

In practice, this distinctioappears to be used by the consulted EMIs primarily in the co
of crossborder provision of enoney ser vi ces, wi t h sel
partnersdé in order to operate in other

Description of the risk scenario

Perpetrators use characteristics and features of some of new payment methods "
using truly anonymous products (i .e. W
abusing noranonymous products (i.e. circumvention of verification meadwassing fake
or stolen identities, or using straw men or nominees etc.)

Perpetrators can load multiple cardaslar the anonymous prepaid card model. This mul
reloadingcould lead to substantial values which can then be carried out abroad wid
traceability.

Terrorist financing

The assessment of the TF threat related-nwoeey shows that the use ofr@ney can beé
particularly attractive for terrorist groups, as it allows funds to be moved easily
anonymously (in particular withrepaid cards instead of bulk of cash). In practiempeey
is rather easy to access and does not require specific expertise or planning. This is e
the case for noeaccountbased emoney productsAs far as the use for TF purposes
concerned, EAs have gathered evidence thaneney loaded onto prepaid cards has 4
used to finance terrorist activities, in particular to assist the terrorists in committing
actions (hotel or car rentals).

However, the level of TF threat presented by@ne/ shall be assessed proportionally to
level of threat represented by cash which constitutes a more competitive and more a
tool because it is easier to access thanoeey. In that sense, cash is still the prefe
option to finance travels twar zones. At the same timep®ney loaded onto prepaid car
may be seen by terrorist groups as more secure as it allows more discrete payme
cash. They may also see this option as more attractive when cash transactions ar
available optia (e.g. online transactions, online purchases).
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Conclusions e-money is attractive for terrorist groups, especially when loaded ont
prepaid cards, as it allows terrorist activities to be financed easily and with a low levy
of planning/expertise. LEAs lave evidence that this modus operandi has been us
recurrently. However, it seems that it is still less attractive than cash. In that contex
the level of TF threat related to emoney is considered asignificant/very significant
(level 3/4).

Money laundering

The assessment of the ML threat related-toomey shows that the volume of transacti
concerned is high and this modus operandi is quite attractive for criminal organis
including non EU ones who want to operate in the EU. This is paatiguhe case for-e
money carrieaut via prepaid cards.

FIUs have detected multiples cases of misuses-robrey (tax fraud, drug trafficking
prostitution) through the purchase of multiple prepaid cards of large amounts (som
above EURG600). LEAs have noticed cases where the proceeds of drug trafficken
laundered by prepaid cards. Prepaid cards may allow large amounts of funds to b
brought (some cards have no limit).

As for TF, the intent to use cash remains nevertheless higher than-usorges.

Conclusions similarly to TF, e-money is attractive for criminal organisations and
terrorist groups, especially when loaded onto prepaid cards, as it can easily allg
money laundering and requires a low level of planning/expertise. The intent is quit
high, while the capability of criminal organisations to use emoney is still higher for
cash than for emoney. In light of this, the level of ML threat related to emoney is
considered assignificant/very significant. (level 3/4).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability relatednooeey shows that:
(a) risk exposure:

Due to the fact that someneoney products may, in certain circumstances, entail anony
transactions, the risk exposure of the sector is higmoRkey products ar@owadays
widespread means of payment which can generate significant volumes of financial flo
speedy and sometimes anonymous way, including-lcaséd which may have crelsserder
functionalities. Based on new technologies, inherent risks-wloreey @pend on thé
structure of theroduct, the naturef the operator and its capability in managing these
technologiesto effectively identify and report suspicious transactions. Regulators
supervisors have noticed that this capability is uneven @noenoperator to another. The fg
that emoney does natecessarily involve high amounts is rather irrelevant in the conte
terrorist financing, due to the often low costs of carrying out terrorist activities.

(b) risk awareness

The promotion ofe-money products in the field of financial inclusion or vulnerable pe
impacts the risk awareness of the sector which tends to consider TF abuses as 1
Thus, the sector tends to advocate that due to the low level of TF risks, simplified (
acequate. Where CDD is exempted (i.e. where no identification and no verificat
performed), the monitoring of the transaction is not considered as sufficient to ig
suspicious transactions and to process reporting of the transactions (no datadinke
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transaction). The risk awareness tends nevertheless to increase. Some big players
money market have developed robust risk assessments in order to better iden
understand the risks that the sector faces. They also improved awdmmusesl on CTH
compliance and auditing, through information sharing and training. In addition, the
increasing initiatives aimed at engaging with competent authorities and LEASs.

Member States have already included in their national AML/CFT fnarle some
mitigating measures to limit the risks posed by the anonymity (for instance transactiq
recorded when processed through the internet or the possibility to keep track of
addresses). However, from a more general point of view, thersgscstill not harmonise
and small players tend to have limited resources to provide guidance, training or de
staff. Based on the information received, it seems that supervisory authorities have a
understanding of the TF risks to whiclettmoney sector is exposed.

(c) legal framework and controls

E-money is covered by AML/CFT requirements at EU level. Under the current AML
framework, emoney products benefit from an exemption regime which allows CDD n
be applied when specific nditions are fulfilled (EUR250 for nereloadable anoney or
EUR 2500 for reloadable-money). The inclusion of-money in the EU AML/CFT|
framework has played a role in increasing the suspicious transactions reports. H
many electronic money instifohs operate across borders in the EU. In that contexi
supervision of the sector is not considered as sufficiently robust to address the TF
appears that the anonymity of the product is a feature meant to attract cust@nieedure
which isthen compensated by the monitoring of transactions; however this approach
doubt regarding the effectiveness of AML/CFT framework in the absence of identifi
measures. Finally, new risks and opportunities may emerge with FinTech/RegTech.

Conclusions: when used anonymously, -eoney is inherently exposed to TH
vulnerability. The level of awareness of the sector is growing but not in a sufficient we
to allow FIUs to acquire enough data from suspicions transaction#n that context, the

level of TF vulnerability related to e-money is considered asignificant/very significant.

(level 3/4)

Money laundering

The assessment of the ML vulnerability related-toaney shows that:
(a) risk exposure:

Due to the fact that someneoney products may, in ain circumstances, entail anonymg
transactions, the risk exposure of the sector is higmoRkey products are nowada
widespread means of payment which can generate significant volumes of financial flo
speedy and sometimes in an anonymous weyuding caskbased which may have cres
border functionalities. Based on new technologies, inherent risksnoiney depend on th
structure of the product, the nature of the operator and its capability in managing the
technologies to effectivelydentify and report suspicious transactions. Regulators
supervisors have noticed that this capability is uneven from one operator to another.

(b) risk awareness:

The promotion of @noney products in the field of financial inclusion or vulnerable pe
impacts the risk awareness of the sector which tends to consider ML abuses as n
Thus, the sector tends to advocate that due to the low level of ML risks, simplified
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adequate. Where CDD is exempted (i.e. where no identification and nacatesif is
performed), the monitoring of the transaction is not considered as enough to i
suspicious transactions and to process reporting of the transactions (no data linke
transaction). The risk awareness tends nevertheless to increamebigglayers of-enoney
market have developed robust risk assessments in order to better identify and unders
risks that the sector faces. They also improved awareness focused on AML complia
auditing, through information sharing and traminin addition, there are increasi
initiatives aimed at engaging with competent authorities and LEAs. Some Member
have already included in their national AML/CFT framework some mitigating measu
limit the risks posed by the anonymity (for tasce transactions still recorded wh
processed through the internet or possibility to keep track of the IP addresses). H
from a more general point of view, the sector is still not harmonised and small player
to have limited resources to pide guidance, training or dedicated staff. Based on
information received, it seems that supervisory authorities have a limited understan
the TF risks to which the-eoney sector is exposed.

(c) legal framework and controls:

E-money is coveredy AML/CFT requirements at EU level. Under the current EU A
framework, emoney products benefit from an exemption regime which allows CDD n
be applied when specific conditions are fulfilled (EUR250 for-redoadable anoney or
EUR 2500 for reloadd® emoney). The inclusion of-money in the EU AML/CFT
framework has played a role in increasing the suspicious transactions reports. H
LEAs and competent authorities tend to consider that the controls in place are not &
enough and that -eoney remains, from the elements gathered during crin
investigations, a tool used by criminal organisations (using anonymous products or p
subject to simplified due diligence). It appears that anonymity of the product is a f
meant to attraccustomersi a feature which is then compensated by the monitorin
transactions; however this approach raises doubts regarding the effectiveness of AN
framework in the absence of identification measures. Concerning supervision, the sity
rather similar to that of other payment institutions (see relevant fichejing ESAs stresse
weaknesses in this sector for managing ML risks associated with technological advan
financial innovation. Finally, the recent adoption of Directive 20248 on access t
payment accounts (due to be transposed by September 2016) is an important eleme
into consideration in the context of the financial inclusion aspects. New risks
opportunities may emerge with FinTech/RegTech.

Conclusions: e-money is inherently exposed to ML vulnerability when useq
anonymously. While the level of awareness of the sector to ML risks seems higher th
for TF, the structure of the sector and its capability to provide for dedicated resource
and training is quite low. The level of STRs confirmed this point. The legal framework
in place has increased the controls applied in this sector, but these controls remg
inadequate (monitoring only).In that context, the level of TF vulnerability related to e
money is consideed asmoderately significant/ significant(level 2/3).

Mitigating measures

1 The Commission proposes in its proposal for amending Directive (EU) 201
(COM(2016)450) to (i) lower (from 250 to 150 EUR) the thresholds in respe
nonreloadablepre-paid payment instruments to which such CDD measures :
and (ii) suppress the CDD exemption for online use of prepaid cards. This will
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serve identification purposes and widen customer verification requirements. Li
the anonymity of prepdi instruments will provide an incentive to use s
instruments for legitimate purposes only, and will make them less attractiy
terrorist and criminal purposes.
In the context of the update of the Joint Committee of the ESAS' joint opinic
risks of ML and TF, ESAs should provide an analysis of operational AML/CFT
linked to the business/business model in tineomey sector.
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Transfers of funds

Transfers of funds

Sector

Credit and financial institutionsMoney value transfeservices (MVTS)

General description of the sector and related product/activity concerned

Money value transfer or money remittance is defined under PSD2 as a payment
where funds are received from a payer, without any payment accounts beteg ancihe
name of the payer or the payee, for the sole purpose of transferring a corresponding
to a payee or to another payment service provider acting on behalf of the payee
where such funds are received on behalf of and made availabkepayee.

A key example of money remittance is the remittances service offered by large
network providers (Money Value Transfer Systems or MVTS) where the payer gives (
a payment service providerds agent agerd.
Statistics:

Money remittance is a payment service that can be provided by bamks)ey institutiong
and authorised payment institutions (APIS). Money remittance is the payment serv
which APIls are most commonly authorised for (40% béathorisations).

According tothe report on the Payment Services Directive of London Economid$&nd
association with PaySyin 2012 there were 58 authorised payment institutions in the |
(considering the Payment Institutions registers and additional information provid
competent authorities) out of which 330 were specifically authorised to provide T
remittance services.

Regarding the EB payment statistics, these are the relevant statistics per reporting G
on money remittance:

® http://ec.europa.eulinternal_market/payments/docs/framework/130724_stuitypactpsd_en.pdf
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http://ec.europa.eu/finance/payments/docs/framework/130724_study-impact-psd_en.pdf
http://ec.europa.eu/finance/payments/docs/framework/130724_study-impact-psd_en.pdf

Total number of Total value of Total value of
money remittance money Total number of crossborder
) . . crossborder
MS transactions sent in remittance money remittances money
2014 (millions) transactions received in 2014 remittances
sent 2014 (EUR o received 2014
billion) (millions) (EUR billion)
BE 0.35 1.56 0.18 0.02
DE 13.01 155.48 0.40 0.44
EE - - - -
IE 0.11 1,014.23 0.12 1,014.23
EL 0.35 1,249.35 0.00 0.00
ES 12.71 3.57 0.27 0.07
FR 0.32 0.86 0.01 0.09
IT 2.67 1.31 0.20 1.31
CY 0.48 149.83 0.05 22.77
LV 0.83 1,006.72 1.15 244.05
LU 0.00 0.00 0.00 0.00
MT - - - -
NL - - - -
AT 0.47 0.40 0.03 0.03
PT - - - -
Sl 16.08 1,542.44 - -
SK 0.04 11.51 0.27 66.43
Fl - - - -
BG 39.81 3,144.74 0.99 556.08
CZ - - - -
DK - - - -
HR 0.12 0.19 0.27 0.59
LT - - - -
HU 0.06 6.85 0.16 13.57
PL - - - -
RO 0.00 0.00 0.00 0.00
SE - - - -
UK - - - -

In addition, it could also be pointed otltat all countries have some type of estimatg

wor ker so

remi ttances

(defined

as currtr
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considered residents of the host courdrg. nonresidents of the home economio
recipients i n tohosiginwfoom leither $hé Warld Bankt Migration ar
Remittances Factbook or Eurostat, with the notable exception of Denmark and the UK
do not collect remittances data at all. According to some general figures of the Worlg
on 2012, this type aflobal workers” remittances were then estimated $ 514 billion of w
$401 billion were sent to developing countries (World Bank Report 2012), with a g
rate of more than 10% per year.

The market landscape shows that different types of MVTS provatersperating. This i
reflected in the Payment Services Directive, which provides for "registered MVTS
"authorised MVTS".

Description of the risk scenario

ML: Perpetrators may use MVTS services:

- to comingle funds from legitimate/illegimateu st omer s (f ake | D,

- to launder proceeds of crime through settlement systems in a third country
passporting). MVTS channel funds through highly complex payment chains with g
number of intermediaries and jurisdictions involved in the funds circuit, thereby mgc
traceability of illicit funds. MVTS operating throughout the payment chain often esta
formal and/or informal settlement systems (frequently along with 4paded mone)
laundering techniques) also hampering traceability of illicit funds.

- to bre& large sums of cash into smaller amounts that can be sent below the thry
where stricter identification of the customer is required

- to place the proceeds of crime into the financial system through the regulated
offering payment accounts or slar products. Perpetrators may also use such regu
MVTS providers to channel their funds

- to place and/or transfer their funds, through money remittance services. Risks of
activity may be particularly high when funds to be transferred arevezten cash or ir
anonymous enoney

TF: Perpetrators use money and value transfers services provided by financial institu
place and/or transfer funds that are in cash or in anonymousey (noraccount base
transactions). They use MVTS services transfer rapidly amounts across jurisdictig
usually favouring a series of low amounts transactions to avoid raising red flags.

Terrorist financing

The assessment of the TF threat related to money value transfers services shows tha
groups recurrently use this modus operandi. LEAs and FIUs have gathered strong €
that these services are used to collect and transfers funds which sinepbriancing of
terrorist activities, both within the EU and in particular to transfer funds by/for fo
terrorist fighters travelling to/from the conflict zones. MVTS are, depending on
organisation, easy to access and terrorists do not respefic expertise or techniques
abuse this service for finance terrorist activities. Terrorists might be more attracted
large MVTS due to its global network of agents, whilst smaller MVTS might not [
attractive since they usually operateaifimited number of countries. Due to their featy
(see vulnerabilities part), MVTS are perceived as attractive and secure.

Conclusions MVTS are recurrently used to finance terrorist activities and do not
require specific knowledge or planning. In ligh of this, the level of TF threat related to
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MVTS is considered asery significant (level 4).

Money laundering

The assessment of the ML threat related to money value transfers services does n
from that of TF. Organised crime groups recurrenidg this modus operandi. LEAs &
FIUs have gathered strong evidence that these services are used to collect and trans]
which support the activities of money laundering. MVTS are, depending on
organisation, easy to access and do not recppeeific expertise or techniques to laun
proceeds of crime. Due to their features (see vulnerabilities part), MVTS are perce
attractive and secure.

Conclusions MVTS are recurrently used to launder money and do not require specifiq
knowledge or planning. In light of this, the level of ML threat related to MVTS is

considered asvery significant (level 4).
Vulnerability

The assessment of the TF vulnerability related to money value transfers services pres
several aspects, similarities with ML vulnerability assessment.

(a) risk exposure:
Reliance on cash based transactions and the recurring use of these sehigtesisk areag
lead to a high risk exposure.

(b) risk awareness:

According to the competent authorities, the risk awareness of the sector has I
increased (due to the recent terrorist attacks) but the suspicious transactions remain
to detect because of the low amounts at stake. The level of reporting varies a lot and
on the size of the MVTS provider. Big players may report more than small playerg
rarely report back to FIUs according to FIU feedback. However, LEAs nbatehe bigge
players are more misused by terrorists than the smaller ones. There is a lack of info
sharing between branches (due to personal data restrictions) which may impede
authorities in identifying suspicious actors related tospeat which take place between t
third countries.

(c) legal framework and controls
Registered and authorised MVTS are subject to AML/CFT requirements at EU leve
controls in place are considered as inadequate by competent authorities, in particulg
context of crosdorder transactions, to address TF risks. Because of thaaelon agents
the supervision of the sector is very challenging: supervisors find it difficult to monitor|
agents are doing in term of compliance with CDD requirements. Currently, theboroes
cooperation is not working properly and supervisoesret able to appropriately put in pla
the controls and the sanctions regime. In addition, when carrying out occasional trans
MVTS providers have to apply CDD only for occasional transactions beyond EUR1
under 3AMLD. This threshold seemslagively high, especially in the context of terrorig
financing risks where lower amounts are at stake.

Conclusions MVTS vulnerability to TF is similar to MVTS vulnerability to ML. Even
if the private sector is more aware about the risk of being abusefdr TF purposes, the
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detection of suspicious transactions remains difficult due to the low amoun
concerned. The crosdorder exchange of information is still challenging, in particular
due to the reliance on agents. In light of this, the level of TF voérability related to
MVTS is considered assignificant/very significant (level 3/4).

Money laundering

The assessment of the ML vulnerability related to money value transfers services ca
undertaken without considering that most of the MVTS lyagents. In the context
MVTS, agents constitute the main factor for risk exposure. They are, in addition, diffi
control and supervise.

a) risk exposure:
MVTS services are, in a number of cases, cash based and allow for anonymous an(
transactions. Due to their features and in particular the reliance on agents, they
provided in high risk third countries and may be used by high risk customers whi
meant to be subject to specific monitoring and controls. Usually MTVS providacamunt
based transfers of funds, therefore there is no lengthy financial relationship but only
of isolated transactions, for which the only form of CDD consists in recording the f
identification data of the clients. This feature, togethign the possibility of identity frauds
makes it al so possible to use Astraw
individuals behind the transactions (senders/receivers) or the purpose of the tran
themselves is detectable.

b) risk awareness:

Competent authorities and FIUs consider that the understanding of the risk within the
sector is not high enough and that the customer due diligence measures undertake
weak. IT systems are mostly in place at the level of the groumdants are not aware
the risks and of the adequate level of CDD to be applied. LEAs have noticed the re
use of fake ID and repeated occasional transactions to support ML schemes an
undermine the sector's capability to detect suspici@msactions. Consequently, FIUs &
find difficulties in detecting and analysing the risk. The organisational framework ¢
MVTS is, by definition, not centralised as these services may be provided Hyank
operators which are difficult to reach,gmvide some guidance or training.

c) legal framework and controls:

Registered and authorised MVTS are subject to AML/CFT requirements at EU
However, still because of the reliance on agents, the supervision of the sector i
challenging: gpervisors find it difficult to monitor what agents are doing in term;
compliance with CDD requirements. Currently, crbssder cooperation is not workir]
properly and supervisors are not able to appropriately organise the controls and the s
regime. In addition, when carrying out occasional transactions, MVTS providers hi
apply CDD only for occasional transactions beyond EUR15 000 under 3AMiliich
limits the effect of CDD rules applied in the sector.

Conclusions whilst the risk exposure of the MVTS sector is high, the risk awareness
quite low because of the lack of a centralised organisational framework. The relianc
on agents constitutes a factor of vulnerability which hampers the supervision and th
controls. The legal framework in place is not comprehensive enough to address iss
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T

such as the cros$order cooperation or supervisory actions on the agent. In tha
context, the level of ML vulnerability related to MVTS is considered asignificant/very

significant (level 3/4).

Mitigating measures

The 4AMLD will reinforce CDD measures with regard to occasional transactior
funds transfer (threshold of EUR1 000 applicable for transfers of funakich
triggers CDD obligations).

In the context of theipdate of the Joint Committee of the ESAS' joint opinion
risks of ML and TF, ESAs should provide an analysis of operational AML/CFT
linked to the business/business model in the MVTS sector.

Member States should ensure that supervisors conduntingber of orsite
inspections commensurate to the level of ML/TF risks identified. These inspe
should include a review of training carried out by agents of obliged entities.
Member States' supervisors should carry out a thematic inspection in th&
sector within 2 years, with the exception of those that recently carried out
thematic inspections. The results of the thematic inspections shoul
communicated to the Commission.

In addition, competent authorities should provide further risk avease and risl
indicators relating to terrorist financing to the MVTS sector. The obliged en
should provide mandatory training to agents to ensure that they are aware abg
AML/CFT obligations and how to detect suspicious transactions.
Pendingthe application of 4AMLD, Member States should define a threshold b
EUR15 000 triggering CDD obligations in case of occasional transactions, wh
commensurate to the AML/CFT risk identified at national level. A threshold si
to the one for ocaaonal transactions for transfers of funds as defined in a
11(b)(ii) of 4AMLD is considered as commensurate to the risk (i.e. EUR1 B0
addition, Member States should provide guidance on the definition of occa
transactions providing for ¢dria ensuring that the CDD rules applicable to busi
relationship are not circumvented.
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lllegal transfers of funds - Hawala

lllegal/informal transfer of funds through hawala

General description

Hawala predates traditional or western banking and is one of the informal funds t
(IFT) systems that are in use in many regions for transferring funds, both domesticg
internationally. These IFT are considered as unregulated payment semitsgsBEU law;
hence they are illegal within the EU.

Hawala payments are informal funds transfers that are made without the involven
authorised financial institutions. In principle the money does not physically move fro
payer to the payee, big, as is also often the case in money remittances, done throu
offsetting of balances between the hawaladar of the payer and the hawaladar of the p

Contrary to regulated remittance systems, IFT is based on a network of key
(Hawaladars)tied by trust (due to specific geographic regions, families, tribes, €
communities, nationalities, commercial activity, etc) and who compensate each othet
settlement over a long period of time using banking channels, trade or cash. Thishag;
contrary to all other remittance systems, no funds are transferred for each ang
transaction, but there is a net settlement. They use a local cash pool with money t
already in the system to pay the beneficiary. After a set period of tisually after 23
months) only the net amount is settled. Hawaladars aggregate months of funds 1
through individual remitters and then perform the settlement.

To illustrate this modus operandi, a hawaladar from country A (HA) receives funds

currency from the payer and, in return, gives the payer a code for authentication pu
He then instructs his country B correspondent (HB) to deliver an equivalent amount
local currency to a designated beneficiary, who needs to disclose teeccoeceive the
funds. After the remittance, HA has a liability to HB, and the settlement of their positi
made by various means, either financial or goods and services.

Hawala is often used by migrant workers to transfer money to overseas relati
developing countries without the high costs of currency exchange and with lower hg
costs compared to a regular remittance. As Hawala does not take place between lice
supervised financial entities, the engagements between all partiegsak dn connectior]
and trust. The cost effectiveness, the swifter transmission of amounts as comp
classical remittances, often requiring correspondent banking, and the lack of a pap
has made this type of transfers popular. Not being regghldawaladars do not feel bou
by formal exchange rates, thereby allowing them to offer lower exchange rates th
regulated counterparties. Hawaladars can engage in foreign exchange speculg
exploiting naturally occurring fluctuations in theerdand for different currencies. Th
enables them to make a profit from hawala transactions.

There is no reliable quantifiable data on the size of Hawala in the EU or globally,
entities are not supervised and their money flows are not processedghhauthoriseq
payment systems and therefore not systematically monitored (although traces ma
when compensation take place). There is limited/no information to be able to assess
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of the problem in the EU and to assess to what extent hiaservices exist in the EU.

Hawala payments show a large resemblance to remittances, except that the trans
place between natural persons. As the service that they provide can be equated to re
the hawaladars, when operating from withive tEU, should therefore be authorised urn
the Payment Services Directive to do so.

There are known risks to the use of Hawala payments. Reports from the US T
indicate that Hawala is known to be used for hiding cash flows that normally wol
subject to VAT or other taxation rules on their other (import/export) business in the c
where the Hawala dealer is operating. The manipulation of invoices is a very common
of settling accounts after the transactions have been made. A Hawlelandaaipulates thy
invoices on products that are shipped to the Hawala dealer abroad-iwuadeing). By
doing so, it settles its debt following from the Hawala business and avoids tax pay
Vice-versa, by "oveinvoicing" imported products, the Haa dealer can arrange to be p
by the other Hawala dealer abroad for the payment that it has done to a beneficiar
request of the Hawala dealer abroad.

The anonymity and minimal documentation of Hawala transactions has made it vulne
be used for illegal activities or money laundering purposes. There is a consensus tha
wake of heightened international efforts to combat money laundering and terrorist fing
more should be done to keep an eye on IFT systems to avoid their lnysilisgt groups.
This issue was lately discussed in the context ofFGIB&CBGs Meeting in Washingto
D.C. on 20 April 2017.

Description of the risk scenario

Perpetrators are using hawala and informal transfers of funds to channel funds for
purposes. Perpetrators are attracted since hawala and similar illegal services do ng
traceability of transactions / reporting of suspicious transactions. The system work
system of net settlement over a long period of time using banking elsatmade or cask
Contrary to all other remittance systems, funds are not transferred for each ang
transaction; Hawala uses net settlement. Also, within the Hawala network unique tecl
are used:

-Bil ater al settl| eme netentwd Hawaladarse ver s e h ay

-Mul til ater al settl ement, Atriangul ar o
part of the same network.

-Value settlement through trade transactions, usually applying TBML techniques (sh
of the equivalent value thrgh trade transactions, such as merchandise or
commodities such as paying a debt or invoice of same value that they owe, over ¢
invoicing, double invoicing, Black Market Peso Exchange, etc.).

-Settlement through cash via crdssrder cash cowis, banking and MSB channels.

Particular Hawala networks are created to serve exclusively criminal needs, by plac
layering criminal money and paying the equivalent value on demand elsewhere in the
They are known to use the techniques desdribove. In addition to protect themsel
they use these particular measures:

- Quick cash pick ups.

- Authentication via Token.
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- Placement via cuckoo smurfing.

All these techniques are unique to the Hawala system and are all known red flag in(
of Hawala activities for EU LEAs.

Such particular Hawala networkshe Criminal Hawala, also follows a particular structy
composed of:

- Controllers or money Brokeiis makes the deal with the OCGs for the collection of d
cash and for delivery ofdtvalue on a chosen destination.

- Co-ordinators- an intermediary working for the Controller and managing diffe
Collectors.

- Collectorsi collects dirty cash from criminals and disposes of it.

- Transmitter- receives and dispatches the monbtained by the Collector (usually an M
operator).

N/A

Those IFT are considered as unregulated payment services under EU law; hence tf
are illegal within the EU. The size of the problem is not easily identified due to the lag
of information.

According to Europol information, it seems associated to certaifusinesses (Trave
agencies, pawn shops, mobile phones and, SIM cards sales,-tigpof mobile cards,
grocery stores, import/export business and various neighbourhood type of businesses
nail salons, hairdressers, beauty salons, flower shops) of certagthnic communities
(India, Afghanistan, Pakistan, Iran, United Arab Emirates, Somalia and China) that
are extremely common in the EU. Europol is also aware of several mutftillion EUR

on-going money laundering investigations focusing on criminal Hawala.

Since there are no direct money/value flows between sender and receiver that LE/
can track or trace, tracing the money/value flow in a Hawala network is virtually
impossible. Even if ledgers are seized, it is not possible to trace money/value flow si
those ledgers are usually encrypted and are increasingly located on cloud serv
located in noncooperative jurisdictions. This opacity makes it attractive for
perpetrators.

Vulnerability

N/A

Those IFT are considered as unregulated payment servicesder EU law; hence they
are illegal within the EU. There is no specific vulnerability assessment for illegé
services in the context of the SNRA

Mitigating measures

1 The Commission services together with Europol and the ESAs will carry o
analysis ofinformal Funds Transfer/Hawala in order to define the size of the prg
and suitable measures to reduce the threat posed by these illegal activities.
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Payment services

Payment services

Sector

Credit and financial sector

General description of the sector and related product/activity concerned

Payment services regulated by the Payment Services Directive (2007/64/EC) cover
variety of services. They range from cash deposits and withdrawals from bank and p
accounts (cash deposits are addressed in a separate fiche), money remittanepa(sds
fiche as well), the execution of payment transactions such as credit transfers, dire
transactions and payments with credit
an act, initiated by the payer or on his behalf or by t@gee, of placing, transferring (
withdrawing funds, irrespective of any underlying obligations between the payer a
payee.

Furthermore, PSD covers the issuing of payment instruments, such as debit and cre
and the acquiring of payment trangans on the payee's side.

PSD does not regulate all payments. Payments in cash or paper cheque payment
covered, and neither are payments sent through an intermediary of a telecom IT or
operator. They may however be regulated at natiemal by the Member States.
Recently, the PSD has been revised. The revised PSD, commonly referred to ag
entered into force on 13 January 2016. With a transitional period of two years for M
States to implement the provisions, PSD2 will becapgicable on 13 January 2018.
PSD2 will cover additional payment services which have emerged during the past y
the slipstream of the digitalization of the services. These services are referred to as |
initiation services (PIS). PIS allow caumers to pay for their online purchases by a sir
credit transfer instead of a credit card payn{anbund 60% of the EU population does
have a credit card). The service provider can check if there are sufficient funds
consumer's account balze to make the payment. It informs the merchant immediately
the payment order has been sent to the payer's bank, which will allow the web mer
already ship the goods or render the service before the amount is booked on his
PSD2 will @ver these new payments addressing issues which may arise with res
confidentiality, liability or security of such transactions.

The large majority of payments are done electronically. The total number efash
payments in the EU increased by 2.886103.2 billion in 2014 compared to the previc
year:

- payments with credit and debit cards accounted for 46% of all transactions,
- credit transfers accounted for 26% and direct debits for 21%,

- the number of direct debits in the EU decreased 12y 6.6% to 21.9 billion,
- the number of credit transfers remained unchanged at 27.0 billion,

The number of cards with a payment function in the EU increased in 2014 by 0.9%
million, with a total EU population of 509 million, this representeduad 1.5 paymen
cards per EU inhabitant. The number of card transactions rose by 8.8% to 47.5 billion
total value of EUR 2.4 trillion. This corresponds to an average value of around EUR
card transaction (Source: ECB, more information onréhaive importance of each of tf
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main payment services across EU countries in 2014 can be found in annex 1).

The tables below show the level of the share of card usage in total card and cash
2011 (large bars in green and red) and the growtheirshare of card usage in total card
cash usage over the three periods). Most of the EU countries saw a significant increa
card use since 2011 until 2014, with a few exceptions of decreased usage in P
Ireland, Luxembourg, Malta and Atria.

Figure 33:The share of transactions accounted for by cards when considering those made by cash, cheque or cards
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Note: green bar = country does not prohibet surcharging, red = country prohies surcharping
Source ECB poyments stotistics

Retail payment systems

Retail payment systems in the EU have payments that are made by the public,
relatively low value, a high volume and limited tirosticality. In 2014, 42retail payment
systemsexisted within the EU as a whole. During the year, almd@sbillion transactions
were processed by those systems w&ithamount of EUR 38.3 trillior23 of these systen
were located in the euro area, where they processed nearly 37 billion transacf0ig
(i.e. 74% of the EU total) with a value amounting to EUR 27.2 trillion (i.e. 71% of th
total).

Large-value payment systems
Largevalue payment systems (LVPSs) are designed primarily to process urgent ef
value interbank payments, but sowfethem also settle a large number of retail payme
During 2014, 14 systems settled 749 million payments with a total value of EUR 682
in the EU. The two main LVPSs in the euro area (TARGET2 and EURO1/STEP1)
145 million transactions amating to EUR 541 trillion in 2014, i.e. 79% of the total valug

Payment service providers
Within the EU, not only credit institutions are allowed to provide payment service
addition, electronic money institutions, post giro institutions r@gibnal or local authoritie
where they do not act as public authorities can do so. In addition, with the adoption
in 2007, a new entity has been introduced, theadled payment institutions, which can of
provide payment services and are ntivaéd to take deposits or issuen@ney.

The introduction of payment institutions has increased competition in the payments
since 2009.
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The large majority of payments are done electronically. The total number etasb
payments in the EU, imeased by 2.8% to 103.2 billion in 2014 compared with the pre
year:

- card payments accounted for 46% of all transactions,

- credit transfers accounted for 26% and direct debits for 21%,

- the number of direct debits in the EU decreased in 2014a%¢ & 21.9 billion,

- the number of credit transfers remained unchanged at 27.0 billion,

The number of cards with a payment function in the EU increased in 2014 by 0.9%
million, with a total EU population of 509 million, this represented arouBdpayment
cards per EU inhabitant. The number of card transactions rose by 8.8% to 47.5 billion
total value of EUR 2.4 trillion. This corresponds to an average value of around EUR
card transaction (Source: ECB, more information on the velatnportance of each of th
main payment services across EU countries in 2014 can be found in annex 1).

The tables below show the level of the share of card usage in total card and cash
2011 (large bars in green and red) and the growth in thhe shaard usage in total card a
cash usage over the three periods). Most of the EU countries had a significant increa
card use since 2011 until 2014, with few exceptions of decreased usage in Portugal,
Luxembourg, Malta and Austria.

Figure 33:The share of transactions accounted for by cards when considering those made by cash, cheque or cards
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The following table shows the ECB statistics of institutions providing payment ser

ECB payments statistics - number of institutions offering payment services' and value

and volume of transactions in 2011

Country Total number Total value of transac- Total number of transac- Average
of institutions tions (EUR trillions) tions value in

providing EUR

payment

services 1o EUR Percentage

non-MFis trillions of total millions Percentage

of total

Austria 767 290 1.2% 2,363.10 2.6% 1,226.67
Belgium 110 4.07 1.7% 2,501.31 2.8% 1,626.56
Bulgaria 40 0.14 0.1% 10197 0.1% 132856
Cyprus 151 0.63 0.3% 93.70 0.1% 6,764.97
Czech Republic &0 175 0. 7% 979.75 1.1% 1,791.20
Denmark 162 077 0.3% 1,695 38 19% 452 61
Estonia 45 0.16 0.1% 313.59 0.3% 516.50
Finland 344 4486 1.9% 2,183.36 2.4% 2,044.97
France 662 28.42 11.8% 17,538.26 19.4% 1,620.71
Germany 1942 67.99 28.3% 17,775.92 19.6% 3,824.60
Greece 59 1.25 0.5% 18923 0.2% 6,582.99
Hungary 194 1.67 0. 7% 85214 0.9% 1,963.59
Ireland 483 0.69 0.3% B82.75 0.8% 1,016.20
Italy 797 10.05 4.2% 4,159 58 4 6% 2,41511
Latwia 28 042 0.2% 23858 0.3% 177397
Lithuania 114 0.22 0.1% 27584 0.3% B09.57
Luxembourg 147 113 0.5% 927 84 1.0% 1,217.16
Malta 34 0.13 0.1% 31.83 0.0% 4.161.67
Metherlands 306 6.87 2.9% 5,647 85 6.2% 1,216.70
Poland 1083 7.93 3.3% 2,67451 3.0% 296547
Portugal 269 177 0. 7% 1,791.74 2.0% 987.61
Romania 51 143 0.6% 32220 0.4% 4 43682
Slovakia 35 0.88 0.4% 503.97 0.6% 1,752.00
Slovenia 35 0.34 0.1% 339.75 0.4% 1,004.78
Spain 337 11.92 5.0% 5,535.92 6.1% 2,152.75
Sweden 199 154 0.6% 3,071.23 3.4% 502.76
United Kingdom 375 80.69 33.6% 17,794 .86 19.6% 453438
EU Total BE29 240.24 100.0% 90,586.14 100.0% 2,652.06

Mote: The institutions covered by the ECB statistics reported in the table above indude all credit institutions of the EU2T but only a few
of the existing payment institutions and e-money institutions
Sowrce: European Central Bank, Payment Stotistics, dota os of September 2012

The majority of payment service providers still consist of credit institutions and the like

As for the smaller players, EU wide (status 2012), there Wwéf authorised payme
institutions (APIs), 2,203 small payment institutions (SPSPs, payment institutions t
only allowed to provide payment service in the country where they have obtained a |
and 71 emoney institutions. The distribution glyment institutions (APIs and SPSPs
highly concentrated, in each case a few countries accounting for the vast majority
institutions in the EEA. The UK accounts for 39.4% of all APIs in the EEA, and th¢
together with Spain (8.1%), Italy (P4, Germany (6.5%), Netherlands (4.9%) and Swe
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(4.3%) account for 71% of all APIs in the EEA. As for the SPSPs, 44.8% were registy
Poland, and 43.6% were registered in the UK. The UK also accounted for 42.2% -0
money institutions in the EEA.

Description of the risk scenario

Perpetrators are using the banking and financial system to channel their funds throu
accounts, wire credit and debit transfers, (fiegreer) mobile payments and InteniBzsed
Payment Services

Terrorist financing

The assessment of the TF threat related to payment services shows that-leased
transactions are used by terrorists to store and transfer funds and to pay for the se
products needed to carry out their operations, in pdaticwhen processed through t
internet. According to research on the financing of European jihadist terrorist cel
formal banking system is one of the six methods most commonly used by terrorist ¢
The majority of terrorist cells located in pe have derived some income from le
sourced usually received through the formal banking systeand use bank accounts a
credit cards both for their everyday economic activities and for atédated expenses. Dy
to the account based elementgdast groups' intent to rely on this risk scenario is n
limited. However their capability to use it is quite high. Payment services allowluoodsr
transactions that may rely on different mechanisms of identification (depending on n
legislatons) that may lead the terrorists to use false identity. Thus, LEAs cannot tra
originator or beneficiary of the transaction. It requires specific skills but, according to
these skills are commonly widespread within terrorist groups and daamstitute an
obstacle (mobile/internet payments quite easy). The amounts concerned seem to
nevertheless, quite limited.

Conclusions terrorist groups use payment services to finance terrorist activities. The
rely on IT skills to circumvent identification requirements and do not need specifig
knowledge to access this channel which is rather attractive and secure. The amou
concerned remain nevertheless quite limited. In that context, the level of TF threg
related to payment services is consided assignificant (level 3).

Money laundering

The assessment of the ML threat related to payment services has been consic
presenting similarities with deposits on account /retail banking. This risk scenario co
both placing funds and withdrawing funds (i.e. deposits on account and e afdount)
It is frequently used by criminals but also by relatives/close associates and this exte
scope of the intent and capability analysis. The source of the funds used in payment
is coming from noflegitimate origin. It requires kit of planning and knowledge of ho
banking systems work.

Conclusions: criminal group organisations use rather frequently this modus operand
which is easily accessible, although it requires some knowledge and planni
capabilities to ensure that originof funds is hidden. In that context, the level of ML
threat related to payment services is considered aggnificant/very significant (level
3/4)
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Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to payment servicesntsresome
commonalities with the assessment of TF vulnerability concerning retail payment serv,

(a) risk exposure:
It is inherently high due to the characteristics of payment services. They involve
significant volumes of products and services. Although they are generally not anonym
they are linked to an identified account), they may interplay with veryfisigmt volumes of
higher risk customers or countries, including croseder movements of funds. They a
interact with new payment methods (mobile/internet) which may increase the level
exposure because it implies, by definition, a-fexeto-face business relationship.

(b) risk awareness

The risk awareness is quite good due to the fact that the sector has put in place gui
detect the relevant red flags on TF. This is confirmed by a good level of reporting,
sector seems to have adequate tools to detect these risks. HoweDean@msk indicators
are not always sufficient to detect a link to terrorist activities due to the legitimate ori
the funds. Competent authorities are also well aware about the vulnerabilities of the
(see Egmont group project on ISIL) ane @aroactively engaged with the sector.

(c) legal framework and controls

Payment services are included in the AML/CFT legal framework at EU level.
framework is in place for many years and controls are considered globally as efficient
as the égal framework is concerned, it covers equally bank and payment instity
Controls in place are nevertheless less efficient when dealing with payment instithéan
risks and opportunities may emerge with FinTech/RegTech.

Conclusions although the risk exposure may be considered as quite high (significar
level of transactions), the sector shows a good level of awareness to the
vulnerability and is able to put in place the relevant red flags. The legal framework an
controls are the basis of agood level of reporting. In that context, the level of TH
vulnerability related to payment services is considered asioderately significant. (level
2)

Money laundering

The assessment of the ML vulnerability related to payment services presents
comnonalities with the assessment of ML vulnerability related to retail services.

(a) risk exposure:

It is inherently high due to the characteristics of payment services. They involve
significant volumes of products and services. Although they areaneot anonymous (a
they are linked to an identified account), they may interplay with very significant volun
higher risk customers or countries, including croseder movements of funds. They a
interact with new payment methods (mobile/inegjrwwhich may increase the level of ri
exposure because it implies, by definition, a-fexeto-face business relationship.
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(b) risk exposure:
Competent authorities have noticed some discrepancies between banking and |
institutions, the latter ding less aware of ML risks. Agents of payment institutions h
most of the time, an insufficient knowledge of AML rules, leading to a low level of (
and weak controls (in particular due to lower human resources). The insufficient mon
is presenboth at the opening of the payment account (entry point) and at the proces
the transaction.

(c) legal framework and controls:

Payment services are included in the AML/CFT legal framework at EU level. As far
legal framework is concerned,dovers equally bank and payment institutions. The relig
on accounbased transactions implies that the legal framework applies commonly tg
and not banks entities. This framework is in place for many years and contrg
considered globally as fefient. Controls in place are nevertheless less efficient Vv
dealing with payment institutions. New risks and opportunities may emerge
FinTech/RegTech.

Conclusions the risk exposure and the risk awareness of the sector are quite similar
what happens in the retails services sector. As far as the legal framework is concern
it covers equally bank and payment institutions. Controls in place are nevertheless le
efficient when dealing with payment institutions. In that context, the level of ML
vulnerability related to payment services is considered asioderately significant (level
2).

Mitigating measures

1 The 4AMLD will reinforce CDD measures with regard to occasional transaction
funds transfer (threshold of EUR 1000 applicabladansfers of fundg which
triggers CDD obligations).

For credit institutions

1 The Commission proposed to reinforce the Directive (EU) 2015/849 by p
forward targeted amendments as presented in the Commission's proposal ad
July 2016 (se€0OM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial owne
information for legal entities and legal arrangements. This will also ing
interconnection of beneficial ownership registers at EU level.
(i) clarifying explicitly that electronic identification means as set out in Regula
(EU) No 910/2014 ("¢DAS") can be used for meeting CDD requirements

1 The Commission will launch further analysis in order to identify risks
opportunities on FinTech/RegTech. The Cossion FinTech Task Force will asse
technological developments, technology enabled services and business modt
determine whether existing rules and policies are fit for purpose and will id¢
options and proposals to harness opportunities aeadgbossible risks.

1 The Commission will carry out a study mapping and analysingoamding bank
practices across the EU and any next steps will be assessed

1 Updated guidelines on internal governance further clarifying expectations
regard to the unctions of the compliance officer in credit institutions should
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provided by the ESAs. The Commission services will further analyse whether|
guidelines allow the position of the AML/CHTcompliance officer to be sufficientl
reinforced.

For financial institutions

1 Member States should ensure that supervisors conduct a number-Site
inspections commensurate to the level of ML/TF risks identified. Those inspe
should include a review of training carried out by agents of obliged entities

1 Member States' supervisors should carry out a thematic inspection in the
sector within 2 years, except for those that carried out recently such the
inspections. The results of the thematic inspections should be communicateg
Commission.

1 In addition, competent authorities should provide further risk awareness an
indicators relating to terrorist financing to the MVTS sector. The obliged en
should provide mandatory training to agents to ensure that they are aware abg
AML/ CFT obligations and how to detect suspicious transactions.

1 Pending the application of 4AMLD, Member States should define a threshold
EUR 15 000 triggering CDD obligations in case of occasional transactions, wk
commensurate to the AML/CFT ris#tentified at national level. A threshold simil
to the one for occasional transactions for transfers of funds as defined in
11(b)(ii) of 4AMLD is considered as commensurate to the risk (i.e. EUR 1180
addition, Member States should provideidgunce on the definition of occasiorn
transactions providing for criteria ensuring that the CDD rules applicable to bu
relationship are not circumvented.
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Virtual currencies

Virtual currencies
Sector

Virtual currencies providers

General description of the sector and related product/activity concerned

Definitions

"Virtual currencies" means a digital representation of value that is neither issued by a
bank or a public authority, nor necessarily attached to a fiat currbotys accepted b
natural or legal persons as a means of payment and can be transferred, stored
electronically.

Various stakeholders are involved in the virtual currency market with the main ones bg

- User: a person or legal entity that obtains Virtual Currencies (VC) and uses it to pu
real or virtual goods or services, or to send remittances in a personal capacity to
person (for personal use), or who hold the VC for other purposes, suchiagestment
Typically users can obtain VC in one of the following three ways:

1 through an exchange (or, for most centralised VCs, directly from the entity gov(
the scheme) using Fiat Currencies (FC) or some other VC;
1 engaging in specific activitiesuch as responding to a promotion, completing
online survey, 6miningd (running s
validate transactions in the VC system); and/or
91 receiving VC from the scheme governing entity, the issuer or another uses
acting for purposes other than his or her trade, business or profession.
- Miners: in decentralised VC schemes, miners deliberately solve complex algorith
obtain small amounts of VC units. Miners tend to operate anonymously, from anywf
the wald, and validate VC transactions. When a group of miners controls more than I
total computational power used to create VC units, the group is potentially in a posi
interfere with transactions, for example by rejecting transactions valibdgtether miners
Miners group into pools of miners (An
Currently, most miners are located in China.

- Wallet providers: users may hold their VC accounts on their own devices or entr
wallet provider to hold rd administrate the VC account (arwallet) and to provide a
overview of the user 0s -basecasargca)ct i ons (v

There 2 types of wallets providers:

1 software wallets providers and

1 custodial wallets providers (including mu#ignatire wallets).
Contrary to software wallet providers that provide applications or programs running of
hardware (computer, smartphone, tabl et
ledger and access the network, custodial wallet providecsli ude t he cus
public and private key. Compared to traditional financial services, they are quite c
bank accounts. Wallets can be stored b
the latter of which increases thdetg of the balance by protecting the wallet.

- Exchange platforms: a person or entity engaged in the exchange of VC for fiat currg
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fiat currency for VC, funds or other brands of VC. Exchanges may generally accept
range of payments, includin@sh, credit transfers, credit cards and other VCs. Compg
to traditional currency exchanges, the larger VC exchanges provide an overall picturs
changes in a VC6s exchange price and i
their clierts, such as conversion services for merchants who accept VCs as payment,
a depreciation risk and would immediately like to convert any incomingp&@nents into &
(national) fiat money of their choice.

Compared to traditional financial servicébey are the "bureau de change" of the virl
currency world. ATMs are included under this category.

The VC market in the EU

Official data regarding the market is hard to reach. Based on various websites t
volumes and prices of exchanges or condgatesearch, the following estimations could
given. Market players tend to provide lower estimates than the statistics found online.
the following statistics should reflect a upgpevel but balanced estimation:

Total VC wallets worldwide

13 million (Q4 2015¥°1 7.4 million in Q4 2014

VC wallets in the EU

About 3 million

VC users worldwid€

From 1 to 4 million

VC users in the EU

About 500.000

VC miners worldwide

100.000?

VC miners in the EU

10.000 (estimate)

VC software wallet providers
worldwide

> 500 (estimate)

VC custodians worldwide

> 100(estimate)

VC custodians in the EU

> 20 (estimate)

Exchange platforms

worldwide > 100
Exchange platforms in the E > 28
ATMs worldwide™ 571

ATMs in the EU > 100

Daily VC transactions

> 125.00Q(bitcoin only- for 2015)

Merchants acceptinigitcoins

110.000 (Q4 2015) 80.000 in Q4 2014

Market capitalisation of VCg

EURY billion

Description of the risk scenario

ML: Perpetrators use virtual currency systems traded on the internet to triamsferor
purchase goods anonymously (cash funding or 4pémtly funding through virtug
exchangers).

TF: Virtual currency systems can be traded on the internet, are generally characte
nonfaceto-face customer relationships, and may permit anomgnfanding or purchas
(cash funding or thirgbarty funding through virtual exchangers that do not properly ide
the funding source). They may also permit anonymous transfers, if sender and recig
not adequately identified.

10 http://www.coindesk.com/statef-bitcoin-blockchain2016/Slide 8
1 At least one transaction per ntbn

12 http://bravenewcoin.com/news/taeclinein-bitcoinsfull -nodes/
13 http://coinatmradar.conftonsulted 4.2.2016)
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Terrorist f inancing

The assessment of the TF threat related to virtual currencies shows that terrorist gro
have some interest in using VCs to finance terrorist activities. A limited but incre
number of cases related to TF through VCs have been repogiednEgroup has identifie
virtual currencies as a tool by terrorist groups and terrorist groups are known to hav
instructions on the internet (including via twitter) on how to use VCs. However
technology is quite recent and in any case regusmme knowledge and technical exper
which has a dissuasive effect on terrorist groups. The reliance on virtual currencies
terrorist activities has some costs and is not necessarily attractive.

Conclusions LEAs have gathered some informationaccording to which terrorist
groups may use virtual currencies to finance terrorist activities. However, the use (
virtual currencies requires technical expertise which makes it less attractive
Consequently, the level of TF threat related to virtual curencies is considered a
moderately significant(level 2).

Money laundering

The assessment of the ML threat related to virtual currencies shows that organise
organisations may use virtual currencies to have access to "clean cash" (both cash
When used, virtual currencies allow organised crime groups to accesmoasimously ang
hide the transaction trail. They may acquire private keys of-thallets or obtain some caj
from ATM. However, cases are quite rare at this stage and few investigations hay
undertaken concerning this risk scenario. One of theonsais that the reliance on virty
currencies to launder proceeds of crime requires some technical expertise. Accol
LEASs, the amounts of money laundered via virtual currencies are quite low, which te
demonstrate that criminals' intent to ukem is rather limited because this modus oper
is not considered as attractive enough (in particular because of the volatility of the
currencies' market). From a technical point, virtual currencies present some commg
with emoney but tk IT expertise at stake for virtual currencies means that organised
would have lower capability to use them thameney which is more widely accepted.

Conclusions few investigations have been conducted on virtual currencies which seg
to be rarely used by criminal organisations. While they may have a high intent to us
due to VCs characteristics (anonymity in particular), the level of capability is lower dug
to high technology required. Consequently, the level of ML threat related to virtua
currencies is considered amoderately significant(level 2).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to virtual currencies providers shall tg
account the fact that, currently, virtual currencies are not regulated in the EU and {
risks of being misused for TF purposes are only just emerging.

a) risk exposure

When used anonymously, virtual currencies allow conducting transactions speed
without having to disclose the identity of the "owner". By nature, given that the
provided through the internet, the crdxsder element is the mgstevailing one, increasin
the risk to interact with high risk areas or high risk customers that cannot be identifie
nevertheless important to mention that being currently a developing technology requi
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skills and expertise, virtual currensi@re not necessarily easy to use and the numb
transactions is still quite low.

b) risk awareness:

This component of the TF vulnerability is difficult to assess in a comprehensive manr
to the fact that virtual currencies providers are notletgd as obliged entities at Europe
level at this stage. Evidently, at the moment there is no reporting from VCs providers
does not mean that the sector is not equipped to do so. Nevertheless, competent a
and FIUs have noticed in their éhanges with the sector that, at this stage, the lev|
awareness to TF risk is rather low, even if the sector is asking for the adoption
appropriate AML/CFT legal framework. The sector is not well organised yet and
difficult to find adequatetools to provide relevant information to the sector in orde
increase the level of awareness;

c) legal framework and controls:

The lack of a legal framework is the most important element of vulnerability. In the ¢
situation, VCs providers cannhbe monitored and supervised. There are no common ru
the EU to ensure that VCs providers apply AML/CFT requirements. The interng
cooperation is noexistent. New risks and opportunities may emerge
FinTech/RegTech.

Conclusions the most important element of vulnerability for virtual currencies

providers is the fact that there are not regulated in the EU. They cannot be properl
monitored and they cannot report suspicious transactions to FIU. The inherent ris
exposure is also very high duéo the features of the virtual currencies (internet, cross
border and anonymity). Finally, the sector is currently not organised well enough t
receive guidance or relevant information on AML/CFT requirements. Consequently
the level of TF vulnerabilities related to virtual currencies is considered ag
significant/very significant (level 3/4).

Money laundering

The assessment of the ML vulnerability related to virtual currencies providers starts fr
same caveat as for TF. They are not regulatedarEU and there is little evidence of V
being misused for ML purposes. However, this does not impede an assessmen
potential vulnerabilities of this risk scenario. There are still few investigations lead
prosecutions but the risk exists arah be analysed.

a) risk exposure:

Similarly to TF, when used anonymously, virtual currencies allow conducting transg
speedily and without having to disclose the identity of the "owner". By nature, give
they are provided through the interrnigte crossborder element is the most prevailing o
increasing the risk to interact with high risk areas or high risk customers (darkne
cannot be identified. At the stage of the conversion, the use of cash also become
element of vulnerabtly. The delivery channels are decentralised which increases th
exposure as well (in particular, ATM offer virtual currencies withdrawal or conve
process). It is nevertheless important to mention that being currently a deve
technology requing IT skills and expertise, virtual currencies are not necessarily easy
and the number of transactions is still quite low.

b) risk awareness:
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Given the emerging technology concerned, the level of risk awareness from the sect
granted. Neertheless, the sector is more and more in need of a legal framework in or|
the AML/CFT requirements to be applicable to virtual currencies. FIUs cannot dete
analyse the risk on the basis of the sole blockchain. They cannot identify the ah
funds stored in the wallet and the origin/beneficiary of the funds is also impossi
identify.

c) legal framework and controls:

Again, similarly to TF, the lack of legal framework is the most important eleme
vulnerability. In the current siaion, VCs providers cannot be monitored and superv
There are no controls in place and no common rules in the EU to ensure that VCs p
apply AML/CFT requirements. The international cooperation iseastent. New risks an
opportunities may earge with FinTech/RegTech.

Conclusions the assessment of ML vulnerability presents commonalities with TF. Th
most important element of vulnerability for virtual currencies providers is the fact that
there are not regulated in the EU. They cannot be properly monitored and they canng
report suspicious transactions to FIUs. The inherent risk exposure is also very high d{
to the features of the virtual currencies (internet, cros$order and anonymity). Finally,
the sector is currently not organised well enough to receive guidance or releva
information on AML/CFT requirements. In that context, the level of TF vulnerabilities
related to virtual currencies is considered asignificant/very significant (level 3/4).

Mitigating measures

1 The Commission proposed in its proposal for amending Dree@E) 2015/849 tha
virtual currency exchange platforms as well as custodian wallet providers are
to the list of obliged entities under 4AMLD.

1 The Commission would issue a report to be accompanied, if necessary, by prg
including, whereappropriate, with respect to virtual currencies, empowermen
setup and maintain a central database registering users' identities and
addresses accessible to FIUs, as well asdeelfaration forms for the use of virtu
currency users.

1 The Comnmssion will continue to monitor in the context of the SNRA the risks p(
by FinTech/RegTech, crypto-crypto currency exchanges, and use of vir
currencies for purchasing of high value goods.

89



Business loans

Product
Credit loan

Sector

Credit andfinancial sector (including insurance companies)

Description of the risk scenario

Perpetrators repay business loans with criminal funds (including use of the credit card
repayments in order to legitimise sources of funds). Loans provide legittmadyninal
funds.

Threat

Terrorist financing

The assessment of the TF threat related to business loans shows that there few cas
terrorist organisations have used this scenario to collect funds. Business loans are n
accessible toerrorist organisations because they do not fulfil the conditions to subsct
this kind of products (level of salary too low, origins of funds coming from social ben
There are also few cases where sanctioned entities (listed organisationsy nmayse
business loans to finance terrorist activities through shell companies. However, it reg
sophisticated level of expertise and knowledge.

Conclusions considering that there is little evidence that criminals used/have the
intention to use this modus operandi, the level of TF threat related to business loans is
considered as lowly significant (level 1).

Money laundering

The assessment of the ML threat related to business loans shows that there are few i
that criminals have the inteah to exploit this risk scenario which is perceived
unattractive. Fake loans are most of the time part of fraud schemes (e.g. 2 cor
subscribe to a fake loan and use a bank to process the transfer of funds) but
necessarily use to laundeopeeds of crime.

Conclusions considering that there is little evidence that criminals used/have th
intention to use this modus operandi, the level of ML threat related to business loans
considered adowly significant (level 1).

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to business loans has been consi
conjunction with ML schemes related to business loans. In that context, the TF vulne
does not benefit from a separate assessment.

Conclusions: the level of ML vulnerability is considered adowly significant (level 1).
Money laundering

The assessment of the ML vulnerability related to business loans shows that:
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(a) the risk exposure:

It is quite limited due to the nature of the product itself which implies high value loan
are not granted as easily as consumer credit. Business loans are not particularly ex
high risk customers or high risk areas, and they are granted lereraecured channels.

(b) risk awareness:

Financial institutions appear to be sufficiently aware of the risk of fraud that may a
relation to business loans. They pay particular attention to the risk of forged docume
or fake identity, a they also need to be sure that they can recover the funds granted.

(c) legal framework:
Business loans are covered by the AML/CFT framework at EU level. Controls in pla
considered as consistent with the volume of transactions concerned.

Conclusions the level of ML vulnerability is considered adowly significant (level 1).

Mitigating measures

No further proposal is made at this stage
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Consumer credit and low value loans

Product

Credit loan
Sector

Credit and financial sector

Description of the risk scenario

Terrorists/organised crime groups use "payday”, consumer credit or student loans
term, low value but high interest) to fund plots. Loans are given for relatively low am
allowing the access to funds, the sogréer which are untraceable as long as the mon
not transferred.

Terrorists/organised crime groups use cash withdrawals with credit cards: cri
withdraw cash with their own credit cards on an ATM, generating a negative balal
their accounts.They disappear with the funds without any intention to reimburse
"forced" credit.

Threat

Terrorist financing

The assessment of the TF threat related to consumer credit and low value loans sh
this modus operandi is used by terrorist groapnance travels of foreign terrorist fighte
to high risk third countries. The most widespread product is the consumer credit. LoV
loans are perceived as rather attractive and as not requiring necessarily a high
expertise or planning. Nevtheless, and depending on national legislation, the exp
required may vary where specific documentation is needed. It implies that terrorist
have the capacities to forge some documents.

Conclusions consumer credit and low value loans are @tactive for terrorist groups
who have used/are using this modus operandi quite frequently. Certain legislatiy
frameworks may impose specific conditions to acquire consumer credit or low valy
loans but this does not seem to constitute an obstacle for terist organisations. In that
context, the level of TF related to low value loans is considered significant (level 3).

Money laundering

The assessment of the ML threat related to low value loans has not been consig
particularly relevant. In that context, the ML threat is not part of the assessment.

Conclusions non relevant

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to consumer credits/ low value loans
that

(a) risk exposure:

From its characteristics, a consumer credit/low value loan does not expose the secto
vulnerabilities. In general, low amounts are stake (EUR 1000 is the most comm
amount), with no involvement of high risk customers or high risk countries. These pr
are generally granted to students or vulnerable people submitted to specific contr
checks by financial institutions.

92



(b) risk awareness:

This assumed low risk exposure is nevertheless overcome by the fact that, becaus
small amounts, the sector is less aware of the TF risks. In addition, similarly to wh
been analysed for the business loans, the risk awarseess more oriented towards rig
of fraud than risk of TF. Hence, the sector does not necessarily trigger any TF red fl
systems in place are not necessarily equipped to detect forged documents. Cqg
authorities consider, in addition, that thevel of vulnerability depends on the structi
which grants the loan: investigations have shown that consumer credit/low value loan
are now proposed by phone companies which are not supervised for AM
requirements. FIUs have also noticed t8@iRs are sometimes filed too late (e.g. whe
large amount is withdrawn in one go) which makes furthering the investigations i
impossible as the presumed terrorist is already gone.

(c) legal framework and controls:

Consumer credits/low value loanseacovered by the AML/CFT framework at EU leyv|
However, national legislations differ a lot from one Member State to another, as far
request for documents is concerned. Some Member States require specific documer
others do not. When the loas granted by a bank, the risks are not necessarily comp
mitigated because the funds from loans deposited on a bank account may be withdr
ATM with no control. New risks and opportunities may emerge with FinTech/RegTech

Conclusions while the volume of transactions and amounts at stake limit the ris
exposure of the sector, it appears that the sector is not necessarily aware of the TF ris
related to consumer credit/low value loans. The differences between national legislati
frameworks show that the capacity of competent authorities and FIUs to deteqg
suspicious transactions is limited, especially when loans are granted by nbnancial

entities. In that context, the level of TF vulnerability related to low value loans i
considered assignificant (level 3).

Money laundering

The assessment of the ML vulnerability related to low value loans has not been con
as patrticularly relevant. In that context, the ML threat is not part of the assessment.

Conclusions non relevant

Mitigating measure

Competent authorities should put in place systems to allow obliged entities to detect f
documents.
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Mortgage credit and high value asset -backed credits

Product
Mortgage credit

Sector

Credit and financial sector

Description of therisk scenario

In the case of money laundering, perpetrators disguise and invest proceeds of crime
of real estate investment. Proceeds of crime are used for deposit, repayments a
repayment of asset.

In the case of terrorist financingerpetrators use high value assets backed credit/mor
loans (medium/longerm, high value with low interest) to fund plots. Loans are subsc
for relative high amounts to access funds which are untraceable as long as the mon
transferred.

Threat

Terrorist financing

The assessment of the TF threat related to mortgage credit shows that this modus og
really difficult to use and to access by terrorist groups. There are few cases where
organisations have used this scenaoacdllect funds. In addition, they are not attract
because they do not correspond to the needs of terrorist organisations. It 1
sophisticated knowledge and technical expertise to be able to produce cq
documentations. In addition, it is nottractive because the inherent nature of mortg
credit is to give access to funds to a third party, so it does not allow an easy and
access to funds by terrorist organisations, unless complicity has been built with th

party.
Conclusions mortgage credit requires a high level of knowledge and expertise 1
understand the product and to provide the relevant documentation (forgec
documents). It is not attractive due to the fact that it implies the complicity of a third
party, beneficiary of the funds. In that context, the level of TF threat related tg
mortgage credit is considered as lowly significant (level 1).

Money laundering

The assessment of the ML threat related to mortgage credit shows that organise
organisations have frequently used this modus operandi. They are well equipped to
false documentation and the structure of the mortgage (third party) assigtsmgithe real
beneficiary of the funds. It constitutes an easy way to commit fraud because it may
the ownership of several pieces of properties to hide the volume of assets.

Conclusions in the ML context, mortgage credit is a vehicle favoured bycriminal
organisations. It allows hiding the volume of assets and the beneficial ownership.
requires a moderate level of expertise. Consequently, the level of ML threat related
mortgage credit is considered asignificant (level 3).




Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to mortgage credit shows that this pr
not vulnerable to TF risks because few or even no cases were found by LEAs. T
awareness of the sector is quite low but this does not mean that the nkkaesva, but thaf
it is unlikely and that red flags are adequate in case of suspicion of fraud.

Conclusions:moderately significant (level 2)

Money laundering

The assessment of the ML vulnerability related to mortgage credit shows that:

(a) risk exposure:

Mortgage credit is not exposed to an inherent high exposure to ML risks because, e
involves high amounts, the financial transaction is executed through secured channel
institutions). It may be exposed to high risk customers RE#S), and could involve cres
border transfers of funds.

(b) risk awareness

Credit institutions are well aware about the ML riskevareness which takes into acco
the fact that AML controls are exercised by different obliged entities wheragaged a
different stages of the real estate purcHaase approval process (credit institutiol
mortgage brokers, real estate agents, notaries, lawyers). This is less the case when
credit involves the real estate sector. The risk awarengagesgood due to the fact that t
sector has put in place guidance to detect the relevant red flags on ML. This is confir
a good level of reporting. FIUs and LEAs are also well aware about the vulnerabilities
sector.

(c) legal framework ard controls:

Mortgage credit is included in the AML/CFT framework at EU level. Controls in plac
considered as rather efficient when the mortgage credit is provided by credit instit
However, when a real estate agent is concerned, the contplé&caare less efficient. Ne
risks and opportunities may emerge with FinTech/RegTech.

Conclusions when provided by banks, mortgage credit products are as vulnerable g
retail banking. However, most of the time, the interaction with the real estate semt
makes the vulnerabilities higher. In that context, the level of ML vulnerability related
to mortgage credit is considered amoderately significant (level 2).

Mitigating measures
1 The Commission proposed to reinforce the Directive (EU) 2015/849%ultiyng
forward targeted amendments as presented in the Commission's proposal ad

July 2016 (see COM(2016)450):

(i) broadening the scope and reinforcing accessibility of beneficial owne
information for legal entities and legal arrangements.s Thill also include
interconnection of beneficial ownership registers at EU level.
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(i) clarifying explicitly that electronic identification means as set out in Regulz
(EU) No 910/2014 ("¢DAS") can be used for meeting CDD requirements

The Commissionwill launch further analysis in order to identify risks a
opportunities on FinTech/RegTech. The Commis§imTech Task Force wikhssess
technological developments, technology enabled services and business modyf
determine whether existing rulesdapolicies are fit for purpose and will identi
options and proposals to harness opportunities or address possible

The Commission will carry out a studgyapping and analysing dsoarding bank
practices across the EAhd any next steps will besessed

Updated guidelines on internal governance further clarifying expectations
regard to the functions of the compliance officer in financial institutions shou
provided by the ESAs. The Commission services will further analyse whether|
guidelines allow the position of the AML/CHTcompliance officer to be sufficientl
reinforced.

Member States should ensure that competent authoritiesdgelatory bodies
supervising real estate sector produce an annual report on supervisory meas
in place to ensure that the sector accurately applies its AML/CFT obligatio
particular related to the check of source of funds (mortgage credits). When re(
suspicious transaction reports, sefjulatory bodies shall report annually on
number of reports filed to the FIUs.
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Life-Insurance

Product

Life Insurance

Sector

Insurance sector

General description of the sector and related product/activity concerned

Life insurance companies offer a range of investment products, \itictie life insurancg
benefit as a component. The products can be structured as unit linked, or index
products or other products with or without guarantees from the insurance company.
According to the ECB statistical database the total assetswfaimce Corporations in th
Euro area as at September 2015 were reported EUR 7022'fillion

According to data published by Insurance Europe, in 2015, European life pre
amounted to EUR 73 billida

In addition to the AML Directive, specific provisions are aimed at mitigating risks shov
life insurance used as an investment vehicle. Article 59 Directive 2009/138/EC (Solv
and Article 323 Commission Delegated Regulation (EU) 2015/35 requil@ssassmer|
whether there are reasonable grounds to suspect that, in connection with the qu
holding of the shareholder or members having a qualifying holding in the special p
vehicle, money laundering or terrorist financing is being or has kEmmmitted or
attempted, or that the qualifying holding could increase the risk the

Description of the risk scenario

Perpetrators are using fraud to life insurance products to fund their activities.
redemption life policies to receive lunspms, particularly where product can be transfert

Money laundering and terrorist financing risks in the insurance industry may be found
insurance and annuity products. Such products allow a customer to place funds

financial system and pentially disguise their criminal origin or to finance illegal activiti
Relevant risk scenarios are typically focussed on investment products in life insuran
not on death benefit products as such). The risks may arise or materialise through
more of the following:

1. An insurer* accepts premium payment in cash.

2. An insurer refunds premiums upon policy cancellation or policy surrender to an acc
other than the source of original funding.

3. Aninsurer does not perform KYC due diligeneggeneral and the source of investmen
in particular.

14 https://www.insuranceeurope.eu/sites/default/files/attachments/European%20Insurance%20

%20Key%20Facts%220Auqust%202016.pdf
5 http://www.insuranceeurope.eu/sites/default/files/attachments/European%20Insurance%20

%20Key%20Facts%2820August%202015.pdf



http://www.insuranceeurope.eu/sites/default/files/attachments/European%20Insurance%20-%20Key%20Facts%20-%20August%202015.pdf
http://www.insuranceeurope.eu/sites/default/files/attachments/European%20Insurance%20-%20Key%20Facts%20-%20August%202015.pdf

4. An insurer sells transferable policies (which are uncommon).
5. Investment transactions involve trusts, mandate holders, etc.

6. An insurer sells tailor made products, where the investor dictatestierlying
investment or portfolio composition.

7. An insurer may sell a small investment policy initially; where the investor has the
opportunity to make further large investment without additional KYC due diligence.

The risk of terrorist financing exsin 2, 4 and 6 above for direct and indirect financing ¢
terrorist operations.

The risk of money laundering exists in all of the above. Perpetrators would use risk sc|
(1, 6 and 7) for placement, (2 and 4) for layering and (2, 4, 6 and 7) foratita.

*In all of the above examples, the process may involve the insurers or its agent
intermediary. For simplicity of presentation, we will use the term "insurer".

Terrorist financing

The assessment of the TF threat related toiris@rance shows that terrorist groups h
vague intentions to use this modus operandi. It requires specific knowledge of the
and its specificities. Life insurance contracts are not easily accessible and require
documentation to supportelrequest which is quite dissuasive and less attractive for tef
groups. One case can be considered: when life insurance is subscribed by foreign
fighters who ask for the redemption of the life insurance funds for the benefit of their
in case of suicide or war. However, legislations in place in Member State do not allg
type of clause, which make the risk less important.

Conclusions LEAs have limited evidence on life insurance misused for TF purposes.
requires knowledge and planning expertise which make this modus operandi rathg
unattractive. In that context, the level of TF threat related to life insurance ig
considered agnoderately significant (level 2).

Money laundering

The assessment of the ML threat related to life insurance shows that organise(
organisations can use this modus operandi but it requires complex architecture
proceeds of crimeb@nk account wrapped in an insurance policy; multiple accounts i
haven and loaded in cash, and used as guarantee to ask for a credit loan and then m
to life insurance policy). Cases exist but they are few, and they require sophis
planring and knowledge to make the life insurance a viable option.

Conclusions some case of life insurance abused for ML purposes have been identifi
but most of the time, they are the result of sophisticated schemes. In that context, t
level of ML threat related to life insurance is considered agioderately significant (level
2).

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to life insurance shows that
(a) risk exposure:
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When misused, life insurance is mostly used to place funds anonymously than to w
them. However, the risk exposure seems rather limited given the amount of trans
concerned.

(b) risk awareness:
The sector seems quite unaware about TF riSK&s are most of the time sent quite late
the process, because life insurers tend to wait for the withdrawal of the funds to ¢
whether or not there is a suspicion.

(c) legal framework and controls:
Life insurance is included in the AML/CFT amework at EU level. New risks ar
opportunities may emerge with FinTech/RegTech.

Conclusions risk awareness from the sector is low while the risk exposure is quite hig
However, cases at stake are very limited and due to the limited attractiveness biet
product, the level of TF vulnerability related to life insurance is considered apwly
significant/moderately significant (level 1- 2).

Money laundering

The assessment of the ML vulnerability related to life insurance shows that :

(a) risk exposure:

When misused, life insurance is mostly used to place funds anonymously than to w
them. However, the risk exposure seems rather limited given the amount of trans
concerned.

(b) risk awareness:
The sector is well aware about thé Msks.

(c) legal framework and controls:
Services are most of the time provided through bank accounts. Accurate controls g¢
apply for this type of products.

Conclusions life insurance is currently well framed and the sector seems quite awal
about the risk of ML abuses. The controls in place are correctly implemented. In thg
context, the level of ML vulnerability related to life insurance is considered a
lowly/moderately_significant (level 1-2). When life-insurance products are used af
investment product for wealth management or other investment services, the respecti
risk level should be considered.

Mitigating measures

No further proposal is made at this stage
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Non-Life Insurance

Product

Non-Life Insurance
Sector

Insurance sector

General description of the sector and related product/activity concerned

According to the EBA statistical database the total assets of Insurance Corporation
Euro area as at September 2015 were reported EUR 7022 billion*.

*Further breakdown by suactivity is not available, but not essential from the perspecti
AML/ATF.

According to data published by Insurance Europe, in 2015, the large$fenorsurance
market, motor insurance, totalled EUR132 billion in premiums, fakbly health insurang
with EUR119.3bn and property insurance market with EUR93 billion, accident insy
EUR32 billion and general liability insurance with EUR33.8 billion.%

Description of the risk scenario

Perpetrators are using fraud to insurance products to fund their activities (work]
i nsurance, car insuranceé¢)

ML in nortlife insurance can occur within the context of, and as the motive be
insurance fraud, for example where this results in iancla be made to recover part of t
invested illegitimate funds. Relevant risk scenarios are typically focussed on high fre(
premiums and cancellations. The risks may arise or materialise through one or mor
following:

1. An insurer* acceptsremium payment in cash.

2. An insurer refunds premiums upon policy cancellation or policy surrender to an acc
other than the source of original funding.

The risk of money laundering exists in all of the above. ML intent is to use the scenari
placement and scenario 2 for layering/integration.

*In all of the above examples, the process may involve the insurer or its agent or an
intermediary. For simplicity of presentation, we will use the term "insurer".

Similarly the risk of terrorist financingelates to insurance fraud to get access to sourc
revenues for terrorist activities. Such schemes materialised in work place insurance
insurance for instance.

Threat
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Terrorist financing

The assessment of the TF threat related tolif@nnsurance (e.g. cars or workplacs
presents similarities with the assessment of the TF related {odifeance. It is difficult tg
say that this modus operandi does not have any relevance but ieseaqeavertheless, son
planning and large paper trails which makes it not really attractive for terrorist g
although some evidence has been gathered during the terrorist attacks. However, fo
comparability, it presents the same level of Tied.

Conclusions: LEAs have limited evidence on noflife insurance misused for TF
purposes. It requires knowledge and planning expertise which make this mody
operandi rather unattractive. In that context, the level of TF threat related to nonlife
insurance is considered agmoderately significant(level 2).

Money laundering

The assessment of the ML threat related to-lifeninsurance (e.g. cars or workplace
shows that, unlike TF, ML abuses of nolife insurance require sophisticated scher
which make the risk scenario not secure or attractive enough. LEAs have nocg
evidence that ncfife insurance has been used to launder proceeds of crime.

Conclusions non-life insurance is not used for ML purposes as it requires planning
and expertise which make this modus operandi rather unattractive. In that context, thy
level of ML threat related to non-life insurance is considered agwly significant / non
relevant (level 1).

Terrorist financing
The assessment of the TF vulnerability related telidennsurance (e.g. cars or workplace
shows that two cases may occur:uildeclared work in motor vehicles retails/ fraud on
insurances: funds coming from the fraud are sent by cash trangjebsirifing of cars tg
obtain insurance redemption.

(a) risk exposure:
The risk exposure is limited due to the fact that it necessarily concerns huge ama
funds and that funds shall be accessed, with prior identification.

(b) risk awareness:
Gererally speaking, notife insurance is more vulnerable thhfe insurance because tt
sector is not necessarily aware about these risks (CDD are implemented and the
record keeping) or does always trigger specific red flags on TF or ML. Insussuegd ten(
to pay more attention at the moment of the-pag when the risk is perceived as bigger.

(c) legal framework and controls

Nonrtlife insurance is not covered by the AML/CFT framework at EU level. Where Me
States have put in place some regulations, controls seem to work adequately, includ
systems of selfleclarations.

Conclusions: In many Member States, the legaframeworks in place have triggered
some controls and have raised awareness within the sector. However, there are ¢
some weaknesses in the detection of suspicious transactions and reporting. In t
context, the level of TF vulnerability related to nonlife insurance is considered aj
moderately significant(level 2).
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Money laundering

The assessment of the ML vulnerability related to -lifen insurance (e.g. cars (
workplaces) shows that

(a) risk exposure:

Most of the time, noilife insurance is misused for ML purposes in a broader conte
fraud (fake investment, empty shell).

(b) risk awareness

The implementation of CDD is not widespread within the EU, but when Member State
an AML framework inplace for nodife insurance, they notice that obliged entities ten
not apply any CDD at all. However, considering the number of cases concerned, the
evidence that such weakness may increase the risk of ML

(c) legal framework and controls
There are no EU requirements to include +#ié® insurance in the scope of AML/FT. Tk
nortlife insurance framework depends on national legislations.

Conclusions: few cases on noitife insurance misuses for ML purposes have beeg
identified. Most of the time, they are part of a broader fraud-scheme. In that context,
the level of ML vulnerability related to non-life insurance is considered adowly
vulnerable (level 1)/ non relevant

Mitigating measures

No further proposal is made at this stage
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Safecustody services

Product
Safe custody services

Sector

Credit and financial sector and private security companies

Description of the risk scenario

Perpetrators rent multiple safe custody services (commercial or banking ones) to sto
amounts ofcurrency, monetary instruments, or higdlue assets awaiting conversion
currency, for placement into the banking system. Similarly, a perpetrator establishes 1
safe custody accounts to park large amounts of securities awaiting sale and cons
currency, monetary instruments, outgoing funds transfers, or a combination therg
placement into the banking system. Free zones may be used as shelter for illicit &
including proceeds from criminal activities.

Threat

Terrorist financing

The assessment of the TF threat related to safe custody services has not been con:s
relevant. In that context, the TF threat is not part of the assessment.

Conclusions non relevant

Money laundering

The assessment of the ML threat related to safe custody services shawis tiek scenarig
presents the specificity that the value is stored and not necessarily converted. Then
not be financially attractive. However, it represents the poggibdihide proceeds of crim
without any possibility to be detected. These "dormant” deposit's systems are, acco
LEAs, increasingly used to safe deposits and to take assets out of the financial systel
data are nevertheless difficult to geichuse such safe custody services are also us¢
relatives. This constitutes an additional element to the ML threat considering that the
who has deposited funds is not necessarily the same who will withdraw them. The ag
other persons to éhfunds increases the level of threat. It is also worth mentioning
market players other than banks are also providing such services (storage facilities|
extend the scope of tools available to criminal organisations. This also contriby
increase the level of threat.

Conclusions many Member States have noticed an increasing trend in the use of tl
modus operandi by criminal organisations to hide proceeds of crime. Safe custo
services are rather attractive because they do not require speicifexpertise and are a
fairly secure tool to escape tax or AML controls. In that context, the level of ML threal
related to safe deposits is considered agjnificant (level 3).

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to safe custody services has n
considered as particularly relevant. In that context, the TF vulnerability is not part
assessment.
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Conclusions non relevant

Money laundering

The assessment dfe ML vulnerability related to safe deposits shows that a distinction
be done between services provided by credit institutions and those provided-bgnks
entities (storage facilities).

(a) risk exposure:

In both cases, the risk exposure is high because large sums of cash may be at st
level of risk exposure may be increased by the nature of customers involved (hig
customers).

(b) risk awareness:

Concerning safe custody services provided by credit institutions, basic CDDs
Competent authorities are sometimes engaged in a proactive approach with the sectq
remain nevertheless vulnerable with regard to the "content” of the safe dépasiss Most
of the time, they have no information on the funds placed in the safe deposits. In the
private companies delivering such services, they do not all comply with AML
requirements and some of them allow the rental of safe depositsasith Another questio
is whether the risk of ML occurs at the time of the storage already or only once the fu
inserted in the real economy. From a law enforcement perspective, the more the fy
stored, the easier the anonymity of the traneaas.

(c) legal framework and controls

Safe custody services or free zones shelters are not included, as such, in the AML/C
framework at EU level. However, safe custody services provided by credit and fin
institutions are included in thealmework applicable to those obliged entities. Undertak
carrying out safe custody services as listed in point (14) of Annex | of Directive 2013/
are specifically subject to AML/CFT rules. However financial institutions may not beg
position tocarry out in practice their monitoring obligations and assessing the sou
funds since they are not aware of the content of safe deposit boxes. In addition, this ¢
cover commercial storage companies or other storage facilities that may beruseailar
services. In some countries, certain storage/safe services in general are regulg
supervised as such.

Conclusions when provided by credit and financial institutions, safe custody service
are subject to CDD requirements and controls. Havever, it is not always possible t¢
understand exactly the source of funds and ongoing monitoring may have a blind sp
since the content is usually unknown to the financial institution. In addition, these sai
deposits may be accessible to third partiestlwer than the initial customer which
increases the vulnerability. The market is fragmented with the emergence of privat
entities and other commercial storage/safe services. In that context, the level of N
vulnerability is considered asmoderately significant/significant (level 2-3).

Mitigating measures

1 Member States should provide that credit and financial institutions offer safe c
services only for holders of a bank account in the same obliged emtitgt addres
appropriately risks posed kaccess by third parties to safe deposit boxes. Mel
States should define measures commensurate to the risk posed-foyancral safe
deposit providers, including in freeports, depending on the national circumstang
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Creation legal entities and legal arrangements

Product/Service

Creation Ieﬁal entities and Ieial arraniements

Trust or company service providers (TCSPs), Legal professionals,
advisors/accountants/auditors, Providers of service related to advice to undertakir
capital structure, industrial strategy and related questions and advice as well as s¢
relating to mergers and the purchase of undertaking = "professional intianes"

General description of the sector and related product/activity concerned

TCSPs, legal professionals, tax advisors/accountants and providers of services rg
advice to undertakings on capital structure, industrial strategy and relatetbrigiesnd
advice as well as services relating to mergers and the purchase of undertaking provid
range of services to individuals and businesses for commercial undertakings and
management.

According to the Directive 2005/60/EC, obligedtities shall identify the beneficial own
when entering into a business relationship and takingbasied and adequate measure
verify the identity of the beneficial owners as defined in Article 3(6).

In addition to AML legislation, the following Edompany law directives lay down gene
rules on setting up limited liability companies, especially with regard to capita
disclosure requirements.

1 Directive 2009/101EC covers thedisclosure of company documents, the validi
of obligations entered into by a company, and nullity. It applies to all publig
private limited liability companies. It replaces Directive 68/151/EEC (the
Company Law Directive). The camt consolidated version includes amendmx
introduced by Directive 2003/58/EC (now repealed) and Directive 2012/17/EU.

1 Directive 2012/30/EU coversthe formation of public limited liability companie
and rules ormaintaining and altering their capital. It sets the minimum capit:
requirement for EU public limited liability companies at EUR 25 000. It repl
Directive 77/91/EEC (the 2nd Company Law Directive)eTdonsolidated versio
includes amendments introduced by Directive 2006/68/EC and Dire
2009/109/EC.

1 Directive 89/666/EEC (the 11th Company Law Directive) introducesalbsure
requirements foforeign branchesof companies. It covers EU companies which
up branches in another EU country or companies fromEtdrcountries setting u
branches in the EU.

1 Directive 2009/102/EC (the 12th Company Law Directive) provides a framew
for setting up asinglemember company(in which all shares are held by a sin
shareholder). It covers private limited liability companies, but EU countresg
decide to extend it to public limited liability companies. It replaces Direc
89/667/EEC.

The rules on formation, capital and disclosure requirements are complement
accownting and financial reporting rules.

Listed companies must also meet certeamsparency requirements
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009L0101
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32012L0030
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:31989L0666
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32009L0102
http://ec.europa.eu/finance/company-reporting/index_en.htm
http://ec.europa.eu/finance/securities/index_en.htm

Description of the risk scenario

Perpetrators createomplex structures involving many jurisdictions, in particular offsh
jurisdictions withsecretive chains of ownership where the owner of another compg
another legal structure is registered elsewhere. Nominees are designated and will onl
to be in charge of the company by hiding the link with the true beneficial owne
involving offshore companies, the perpetrators can stay anonymous, return the funds
from criminal activity into the legal economy, and commit tax fraud, tax evasidrother
activities that impair the state budget or conceal the sources of the funds.

This involves the creation of 'opaque structures’, defined as structures where the true
of the owners(s) of entities and arrangements in that structure is [szhtteaugh the use ¢
nominee directors for instance. In such cases, it is the nominee director who only ap
be the beneficial owners of the compdhirhese schemes make use of offshore jurisdict
which attract significant investments increasiyg7% in 2014 to reach 11 trillion USD

General comment (where relevant)

For this risk scenario, the assessment covers legal entities such as companies, (
structures, foundations, associations, -famprofit organisations, charities and dian

structures. It also covers legal arrangements such as trusts or other legal arrangemen
a structure or functions similar to trusts (efigucie treuhand fideicomisoé ) . Th
assessment relates to the nature of the activity and not the structure as such. This

does not deny the specific nature of legal entities versus legal arrangements (the lat
not have legal personality and remains basicallyrdaraotual relationship). However, as 1
as the nature of the service concerned (here the creation of the structure), these sp¢
do not make any key difference: legal entities and legal arrangements can be used {
way for hiding the true baficial owners. Perpetrators favour a type of structure deper
on the legal environment of a given jurisdictions, the perpetrators' type of expertis
convenience purposes. The creation is easily accessible by organised crime organisg
all these structures. In all cases, these structures could be vehicles used to create o[
complex schemes which make it more difficult to identify the real owner and the real
of the funds.

Terrorist financing

Perpetrators have an intent for setting up opaque structure which is needed for ins
circumvent restrictive measures in place. The assessment of the TF threat relate
creation of legal entities and legal arrangements shows that terroristsatgans may hav
some difficulties creating such kind of structures as these terrorist organisations are
the time on sanctions list. The more the terrorist organisation wants to hide its be
ownership identity, the more sophisticated thhecpss needs to be. Knowledge of b
domestic and international regulatory and taxation rules are required to create
structures which entail a high level of knowledge that can be provided only by profes
intermediaries. Nevertheless, some sesplcases have been identified by LEAs and F

Bhttps://www.offshorebvi.com/offshorecompanymanagement.php
https://www.theguardian.com/uk/2012/nov/25/offshorerick-bvi-nomineedirector

" https://www.bcgperspectives.com/content/articles/finasinititutionsgrowth-globakwealth 2015winning-
the-growthr-game/?chapter=2%2%20chapter?2
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through the use of bank accounts and professional intermediaries which allow the e
fast creation of structures that may help gathering cash to finance terrorist activities
from the point of viev of the capability, the creation of legal entities and legal arranger
can be considered as relevant for TF threat although a limited number of TF cases hé
reported by law enforcement

Conclusions: while few cases of exploitation of this modusperandi for TF purposes
have been identified, the technical expertise and knowledge required is high, and m
thus dissuade terrorist organisations which may prefer simpler and more accessib
solutions. In this context, the level of TF threat related tothe creation of legal
structures is considered asnoderately significant (level 2).

Money laundering

The assessment of the ML threat related to the creation of legal entities anc
arrangements shows this tool is mainly and even quite exclusivelya$ate and obscur,
the beneficial ownership. From the point of view of the costs, setting up a legal enti
legal arrangement is rather straightforward and may be undertaken online. Some
higher level of expertise/planning may be requiredh& criminal organisations rely ¢
intermediaries to create more complex structures, for instance involving more thg
jurisdictions in order to better hide the true identities of the owners. Knowledge of do
and international regulatory and tawat rules are required to create these structures w
entail a high level knowledge that can be provided only by professional intermeg
However, as far as the creation of the structure itself is concerned and as long as th
intermediaries masuffice to hide the beneficial ownership, the use of this modus ope
is considered as an attractive and fairly secure way to launder proceed of crime. In g
FIUs and LEAs consider that this modus operandi is recurrently used by cr
organsations.

Conclusions although the creation of legal entities or legal arrangements cannot K
isolated from the business activity itself, this risk scenario is considered as a lucrati
tool to lauder proceeds of crime. In that context, the level of MLHhreat related to the
creation of legal structures is considered asignificant/very significant (level 3/4).

Vulnerabili

Terrorist financing

The assessment of the TF vulnerability related to the creation of legal entities o
arrangements shows the following characteristics:

(a) risk exposure

The main aspect of the risk exposure relates to the fact that legal entities an
arrangements may, in certain circumstances, easily be created remotely and with no
identification requirement (through unsecured delivery channels). In thiixtothe proces
may be fully anonymous and professional intermediaries may unwittingly be misug
terrorist groups located in high risk areas to create a structure with no legitimate pury
other situations, the nefaceface creation of thestructures may involve profession
intermediaries who are located outside the EU. In that case, the entry point to ident
the beneficial owner is remains the financial institution in charge of opening the
account. Finally, some intermediaries ardiparties may provide dedicated services to |
the beneficial ownership, impacting the whole profession which may be conside
complicit in the setting up of these TF schemes.
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(b) risk awareness

In general, professional intermediaries seem taviare about the risk of being misused
illegitimate requests to create legal entities and legal arrangements. The risk tha
structures could be used to hide the beneficial owner is well known. However, given
the TF context the creation oédal entities and legal arrangements may still rely
legitimate money, red flags are not triggered appropriately. Several professional sect
be involved in the creation of these structures and competent authorities are not alw
to deliver poper guidance to these professional sectors.

(c) legal framework and controls

Accountants, auditors, tax advisors and legal professionals (since 2001), TCSPs (sing
and services related to advice to undertakings on capital structure, industiteggtand
related questions and advice as well as services relating to mergers and the pur
undertaking (since 200%)e subject to the EU antioney laundering requirements.
Based on the level of STRs, competent authorities consider that contphése are really
low and elements gathered at the beginning of the business relationships are not d¢
enough to detect and analyse the TF risks related to the creation of legal entities
arrangements.

EU Members have different regulatognd taxation regimes that may be exploited
terrorist organisations. Enforcement of the requirements related to the identification
beneficial owner at the beginning of the business relationship remains still an imj
challenge for obliged eniies concerned and constitutes at this stage a gap in mar
AML/CFT regimes.

Concerning services related to advice to undertakings on capital structure, industrial
and related questions and advice as well as services relating to mergers @undtiase of
undertaking, there is no information concerning their supervision by competent auth
and whether or not they comply with AML/CFT requirements.

Conclusions although this modus operandi is not necessarily the one most used f
terrorist financing, the TF vulnerability related to creation of legal structures is
considered assignificant/very significant (level 3/4).

Money laundering

The assessment of the ML vulnerability related to the creation of legal entities an
arrangements shows that:

(a) risk exposure:

The main aspect of the risk exposure relates to the fact that legal entities an
arrangements may, in certain circumstances, easily be created remotely and with no
identification requirement (tbugh unsecured delivery channels). In that context, the pr
may be fully anonymous and professional intermediaries may unwittingly be misug
criminal organisations located in high risk areas to create a structure with no leg
purpose. In othe situations, the ncfaceface creation of thestructures may involv
professional intermediaries who are located outside the EU. In that case, the entry
identify who the beneficial owner is remains the financial institution in charge of opthei
bank account. Finally, some intermediaries or third parties may provide dedicated ser
hide the beneficial ownership, impacting the whole profession which may be considg
complicit in the setting up of these ML schemes.
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(b) risk awareness

Both TCSPs and legal professions/tax advisors seem to be aware about the

illegitimate requests to create legal entities and legal arrangements. The risk tha
structures could be used to hide the beneficial owner is well known. Howeveratlestill
important shortcomings in terms of enforcemeértis is the case when several oblig
entities are involved in the creation of structures and where the application of

including who the beneficial owner is, relies on the financial sectahaik not always wel
equipped to face situations where the beneficial owner is voluntarily hidden. There g
important shortcomings in terms of understanding, by the obliged entities, of their
obligations or even knowledge of these obligatidrtss is particularly true for the use

common law legal arrangements, like trusts, which are not familiar to civil law countrig
are not known in their national law or used as investments/business vehicles. Guida|
applicability of CDD is oftemnot available in these civil law jurisdictions on how AN
requirements should be applied to such legal arrangements.

The risk awareness of services related to advice to undertakings on capital st
industrial strategy and related questions addice as well as services relating to merg
and the purchase of undertaking is impossible to assess as there is no information &
concerning whether or not they apply the AML/CFT requirements

(c) legal framework and controls
Legal framework:Accountants, auditors, tax advisors and legal professionals (since ]
TCSPs (since 2005) anskrvices related to advice to undertakings on capital strug
industrial strategy and related questions and advice as well as services relating to
andthe purchase of undertaking (since 20G&E subject to the EU anationey laundering
requirements.

The current EU legal framework "{3AMLD) requires the identification of the benefici
owner before entering into a business relationship but does noséngny requirement ¢
the legal entity or the legal arrangement itself to disclose spontaneously its beneficia
at the time of the creatianalthough other disclosure requirements exist for EU compg
according to company law legislation.
EU Menbers have different regulatory and taxation regimes that are exploited by cr
organisations. These organisations may take advantage of more lenient AM
frameworks concerning the identification of beneficial owners of legal entities
arrangemerst or of national regimes that do not provide for personal or corporate ir
tax.

Controls In the absence of any EU requirement to disclose who the beneficial owne
the time of the creation of the structure, in particular for complex structuvesirog many
jurisdictions, controls are either not effective or do not exist, which means that ¢
structures can be easily created to hide illegitimate funds. In addition, in several sity
competent authorities and FIUs have noticed the involmeré off-shore jurisdictiong
where the ability of LEAs to conduct investigations depends on the existence of
agreements with these jurisdictions. The consequence is that as long as there is
agreement, the process to identify the beneficial oshie is hampered.

IT tools have been put in place to allow the creation of corporate structures in a spe
anonymous way. In the case of legal arrangements, some of them can be contracted
informal way which creates additional obstacleslier controls.

As far as services offering advice to undertakings on capital structure, industrial strat¢
related questions and advice as well as services relating to mergers and the pur
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undertaking, there is no information concerning tiseipervision by competent authoriti
and whether or not they comply with AML/CFT requirements.

Conclusions the ML risk exposure surrounding the creation of legal entities or lega
arrangements is considered as significant due to the level of anonymity and th
characteristics of the customers and areas involved. The risk awareness of professio
intermediaries seems theoretically rather satisfactory but it is not confirmed by the
number of STRs which remains very low. There is a lack of robust AML/CFT
framework in many Member States and relevant rules do not seem correctl
understood. The legal framework is not adapted to the risk (beneficial ownershi
identification ex-post and not prior to the creation of the structure) and the controls are
inexistent. In that context, the ML vulnerability related to the creation of legal entities,
legal arrangements and norprofit organisations/charities is considered ag
significant/very significant (level 3/4).

Mitigating measures

1) for competent authorities/sekqulatory bodies
1 Member States should ensure that competent authoritiesdgelatory bodieg
provide training sessions and guidance on risk factors with specific focus et
faceto-face business relationships; <fifiore professional intermediaries
customers or jurisdictions; complex/shell structures

1 Member States should ensure that -seffulatory bodies/competent authorit
conduct thematic inspections on how beneficial ovitentification requirements at
implemented

1 Annual reports on the measures carried out to verify compliance by these ¢
entities with their obligations related to customer due diligence, including beng
ownership requirements, suspicious tratisacreports and internal controls shol
be provided by competent authorities/selfulatory bodies to Member States

1 Member States should put in place some mechanisms to ensure that the cre
structures should be carried out under control of éepsitonal (obliged entity), wh
should have to develop their due diligence.

1 Member States shoufult in place some mechanisms allowing competent autho
and FIUs to identify the situations where:

(i) for legal entities: obliged entities have idemdithe senior manager as the benefi
owner, instead of the natural person who ultimately owns or controls the legal entity t
direct or indirect ownership. In such case, obliged entities should keep record of any
that the person identified iee beneficial owner.
(ii) for legal arrangements: obliged entities should identify cases where the settlor, {
protector, beneficiaries or any other natural person exercising ultimate control over tt
involve one or several legal entities. 3uch cases, the obliged entities should also ide
the beneficial owner of these legal entities.

1 Member States should put in place mechanisms to ensure the information
central beneficial ownership register is verified on a regular basishisgyurpose, &
national authority should be designated to collect and check the information
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beneficial owner. This national authority should receive from obliged entities
discrepancy that would be found between the beneficial ownership infonnieeid
in the registers and the beneficial ownership information collected as part o
customer due diligence procedures. Where such discrepancies are not suff
justified by the legal structure or the legal arrangement, the national ausiaritid
provide for adequate pecuniary and/or administrative sanctions.

1 Member States shouletnsure that providers of services offering advice
undertakings on capital structure, industrial strategy and related questions and
as well as service®lating to mergers and the purchase of undertaking are prg
regulated and supervised at national level and comply with their obligatio
beneficial ownership.

2) from the Commission:
In the context of Commission's proposal COM(2016)4&finforcing the transpareng
requirements for beneficial ownership information on legal entities and legal arrangen
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Business activity of legal entities and legal arrangements

Product/Service

Business activitintities and Ieial arraniements

Trust or company service providers (TCSPs), Legal professionals,
advisors/accountants/auditors, Providers of service related to advice to undertakir
capital structure, industrial strategy and related questions and advice as well as s¢
relating to mergers and the purchase of undertaking = "professional intermediaries"

General description of the sector and related product/activity concerned

TCSPs, legal professionals, tax advisors/accountants and providers of services rg
advice to undertakings on capital structure, industrial strategy and related questio
advice as well as services relating to mergers and the purchase of undertaking provid
range of services to individuals and businesses for commercial undertakidgsealth
management.

According to the Directive 2005/60/EC, obliged entities shall identify the beneficial ¢
when entering into a business relationship and takingbasied and adequate measure
verify the identity of the beneficial owners asidetl in Article 3(6).

In addition to AML legislation, the following EU company law directives lay down ger
rules on setting up limited liability companies, especially with regard to capita
disclosure requirements.

1 Directive 2009/101/EC covers thedisclosure of company documents, the validi
of obligations entered into by a company, and nullity. It applies to all publig
private limited liability companies. It replaces Directive 68/151/EEC (the
Company Law Directive). The current consolidated versimiudes amendment
introduced by Directive 2003/58/EC (now repealed) and Directive 2012/17/EU.

1 Directive 2012/30/EU coversthe formation of public limited liability compaies
and rules ormaintaining and altering their capital. It sets the minimum capit:
requirement for EU public limited liability companies at EUR 25 000.It repl
Directive 77/91/EEC (the 2nd Company Law Directive). The consolidated ve
includes amedments introduced by Directive 2006/68/EC and Direg
2009/109/EC.

1 Directive 89/666/EEC (the 11th Company Law Directive) introduces disclog
requirements foforeign branchesof companies. It covers EU companies which
up branches in another EU country or companies fromEtdrcountries setting u
branches in the EU.

1 Directive 2009/D2/EC (the 12th Company Law Directive) provides a framew
for setting up asinglemember company(in which all shares are held by a sin
shareholder). It covers private limited liability companies, but EU countries
decide to extend it to publicntiited liability companies. It replaces Directi
89/667/EEC.

The rules on formation, capital and disclosure requirements are complement
accounting and financial reporting rules

Listed companies must also meet certeamsparency requirements
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Description of the risk scenario

Front companies used for fraud via false invoiciferpetrators use front company to ap
false invoices to imported items, with the overpayments siphoned off to terrorist cause

Trade based money launderirRerpetrators use Trade based money laundering (TBM
a means of justifying the movementt aiminal proceeds through banking channels
letter of credit, invoices) or through the use of global transactions, often using
documents regarding the trade of goods and services. It can potentially allow th
transfer of large sums by fifying an alleged economic purpose. TBML schemes have
been used by international terrorist groups with complex funding méthods

False loanscompanies set up fictitious loans between them in order to create an infor
trail to justify transferof funds of illegal origin. Perpetrators use fictitious loans as a 1
for justifying movement of criminal proceeds through banking channeisthout any
economic reality.

In terms of legislation in place, the EU has adopted segecalunting Directiveas well as
audit requirements to ensure that companies' accounts represent a true and fair view.

General comment (where appropriate)

For this risk scenario, the assessment covers legal entities such as companies, (
structures, foundations, associations, -famprofit organisations, charities and simi
structures. It also covers legal arrangements such as trusts or otharr@ggeéments havin
a structure or functions similar to trusts (efigucie treuhand fideicomisoé ) . Th
assessment relates to the nature of the activity and not the structure as such. This

does not deny the specific nature of legal msiversus legal arrangements (the latter ¢
not have legal personality and remains basically a contractual relationship). Howevel
as the nature of the service concerned (here the creation of the structure), these sp¢
do not make any kedifference: legal entities and legal arrangements can be used thg
way for hiding the true beneficial owners. Perpetrators favour a type of structure dep
on the legal environment of a given jurisdictions, the perpetrators' type of expertij
convenience purposes. The creation is easily accessible by organised crime organisg
all these structures. In all cases, these structures could be vehicles used to create of
complex schemes which make it more difficult to identify the ogater and the real origi
of the funds.

Terrorist financing

The assessment of the TF threat related to business activities of legal entities ¢
arrangements shows that terrorists groups do not particularly favour this kind of

operandi to finance terrorist activities. According to law enforcement atiédsorihis risk
scenario is not really attractive for terrorists groups as it requires firstly the creation
opaque structure (illicit legal entity or legal arrangement) or the infiltration of the owng
of a legitimate legal entity or legal arrargent. It requires planning and expert
capabilities. Due to the different steps to be accomplished, it is unlikely that "clean”

can be collected from this modus operandi in a speedy manner. However if perp

B“DEA and European Authorities Uncover MassivelHezboll
February 2016: a case of the Lebanese group Hezbollah laundering significant proceeds from drug trafficking in
Europe as part of a trade based money laungl@eéheme known as the Black Market Peso Exchange.
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possess the expertise, they cae this modus operandi for money remittance insteg
other classical techniques (money value transfer services, hawala etc). The modus
can become attractive if there is a need to transfer large volume of funds for TF pu
Hence, terroristigups may have some intentions to use it.

Conclusions on the basis of the elements gathered from law enforcement authoritig
and financial intelligence units, the level of TF threat related to business activitig
business activities of legal entities antegal arrangements is considered agoderately
significant (level 2).

Money laundering

The assessment of the ML threat related to business activities of legal entities ¢
arrangements shows that the most widespread means to launder proceeds ofked by
organised crime organisations is trdslsed money laundering and false invoicing. TH
illicit operations allow legitimate funds to be taken out of the company's cash flow:
using forged invoices; (ii) by reducing the base for tax catmn; (iii) by reducing incomg
tax by taking legitimate funds from the company; (iv) by laundering illegitimate procee
withdrawing cash from another company's account using intermediaries. While the |
expertise or planning capacities is nogligble, law enforcement authorities and finang
intelligence units consider that organised crime organisations have recurrently exploi
modus operandi because it is generally quite easily accessible, has a low cost
relatively easy to abes However, this modus operandi also involves several sectors
same time: transfers of money through companies' structures generally are pr
through the banking sector, and in many cases lawyers are identified as facilitators

Conclusions while this modus operandi may require moderate levels of technic
expertise and knowledge to build a TBML scheme, numerous cases have b
identified by FIUs and LEAs which tend to demonstrate that it is quite easy to acce
and to abuse. On this basis, theelel of ML threat related to business activities busines
activities of legal entities and legal arrangements and based on TBML is considered
very significant (level 4)

Vulnerability

Terrorist financing

The assessment of the TF vulnerability rel@tetusiness activities of legal entities or le
arrangements shows that:

(a) risk exposure

Significant sums can be gathered through business activities to finance terrorist orgar
and activities. This business activity is most of the time basked and could involve cres
border transactions with higisk third countries.

(b) risk awareness

Both TCSPs and legal professions/tax advisors seem to be aware about the rig
misused to create legal entities and legal arrangements forintlaggt purposes linked t
ML/TF. The risk that these structures could be used to hide the beneficial owner
known. However, there are still important shortcomings in termsndérstanding of the
AML/CFT obligations, or even knowledge of them. larficular, given that in the context
TF, business activity can still rely on legitimate money, this does not necessarily trigg
red flags. Controls in place are then quite low and the consequence is that FIUs ca
and analyse the TF risks a¢d to business activity through legal entities or I

115



arrangements only in limited circumstances. Many professional sectors may be invg
the creation of legal structures and competent authorities are not always able to
proper guidance tthese professional sectors.

(c) legal framework and controls

Legal framework Accountants, auditors, tax advisors and legal professionals (since

TCSPs (since 2005) anskrvices related to advice to undertakings on capital strug
industrial strategy and related questions and advice as well as services relating to

and the purchase of undertaking (since 2Q08)subject to the EU afnmioney laundering
requirenents. These EU requirements impose that the beneficial owner of a legal strugq
a legal arrangement, including nprofit organisations or foundations is identified bef
starting the business relationship. Despite this legal obligation, natioimakesegtill presen
important gaps. In addition, accountant and auditors are applying accounting rules tg
that company accounts represent a true and fair view.

Controls:

Based on the level of STRs, competent authorities consider that controéc@ngoe very
low and elements gathered at the beginning of the business relationships are not sui
developed to detect and analyse the TF risks related to the creation the and activities
entities and legal arrangements.

As far as servicerelated to advice to undertakings on capital structure, industrial st
and related questions and advice as well as services relating to mergers and the pu
undertaking, there is no information concerning their supervision by competentitaesgl
and whether or not they comply with AML/CFT requirements.

Conclusions on the basis of the elements gathered and while this modus operandi is 1
necessarily the most obvious vehicle for terrorist financing, the TF vulnerability relatec
to business activities of legal entities and legal arrangements is consideredsagificant
(level 3).

Money laundering

The assessment of the ML vulnerability relatedotsiness activities of legal entities a
legal arrangementhows

(a) risk exposure:

False loans are not a negligible phenomenon which is used widely by organmed
organisations. In certain cases, TMBL may imply large international trade transactio
easy to detect by banks. This difficult detection can be increased by the recurring
strawmen which may impact on the level of vulnerabilities.

(b) risk awareness

Both TCSPs and legal professions/tax advisors seem to be aware about the ris
misused to create legal entities and legal arrangements for illegitimate purposes li
ML/TF. The risk that these structures could be used to hide thdidi@newner is well
known. TCSPs are, in general, aware that they are not supposed to deal with third
without having the correct compliance in place. However, the transactions at stake ar
complex (crossorder in particular) which make Itr the investigation work of LEAS
lllicit origin of the funds is generally difficult to prove due to the multiplicity of act
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geographical areas and channels used. Suspicious transactions are then quite di
detect (TMBL and false invoicing).

(c) legal framework and controls

Legal framework:Accountants, auditors, tax advisors and legal professionals (since

TCSPs (since 2005) anskrvices related to advice to undertakings on capital strug
industrial strategy and related questions and advice as well as services relating to

and the purchase of undertaking (since 2Q08)subject to the EU arnmioney laundering
requirenents. These EU requirements impose that the beneficial owner of a legal strug
a legal arrangement, including nprofit organisations or foundations is identified bef
starting the business relationship. Despite this legal obligation, natioimakesegtill presen
important gaps. In addition, accountant and auditors are applying accounting rules tg
that the companies account represent a true and fair view.

Controls in several situations, competent authorities and FIUs have noticed/ttheeciment
of off-shore jurisdictions where the ability of LEAs to conduct investigations depends
existence of MLA agreements with these jurisdictions. The consequence is that as
there is no MLA agreement, the process to identify the beakfwinership is terminated.

Concerning services related to advice to undertakings on capital structure, industrial
and related questions and advice as well as services relating to mergers and the pu
undertaking, there is no informatiolrcerning their supervision by competent authori
and whether or not they comply with AML/CFT requirements.

Conclusion the risk exposure of the sector is considered as very significant due to t
lack of a robust ML framework in many jurisdictions especially rules on the
identification of beneficial owners, which means that controls are inexistent in opaqu
structures involving many jurisdictions. In addition there is no information on whether
the sector complies with AML.CFT requirements. On this bais, the level of ML
vulnerability related to business activities through a legal structure and based o
TBML is considered assignificant (level 3)

Mitigating measures

1) for competent authorities/sekqulatory bodies
1 competent authorities/sealégulatory bodies should provide training sessions
guidance on risk factors with specific focus on dfaceto-face busines
relationships; ofshore professional intermediaries or customers or jurisdict
complex/shell stictures
1 selfregulatory bodies/competent authorities should conduct thematic inspectig
how beneficial owner identification requirements are implemented
1 Annual reports on the measures carried out to verify compliance by these ¢
entities with tleir obligations related to customer due diligence, including bene
ownership requirements, suspicious transaction reports and internal controls.
Mechanisms to ensure that the purchase/merger of a legal structure is carried oy
control of a proéssional (obliged entity), who should have to develop their due diligenc
1 Member States shoufult in place some mechanisms allowing competent autho
and FIUs to identify the situations where:
(i) for legal entities: obliged entities have identified the senior manager as the bel
owner, instead of the natural person who ultimately owns or controls the legal entity t
direct or indirect ownership. In such case, obliged entities shaad record of any doul
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that the person identified is the beneficial owner.
(ii) for legal arrangements: obliged entities should identify cases where the settlor, {
protector, beneficiaries or any other natural person exercising ultimate corgrdhe trust
involve one or several legal entities. In such cases, the obliged entities should also
the beneficial owner of these legal entities.

1 Member States should put in place mechanisms to ensure the information
central beneficial wnership register is verified on a regular basis. For this purpg
national authority should be designated to collect and check the information
beneficial owner. This national authority should receive from obliged entities
discrepancy that wdd be found between the beneficial ownership information
in the registers and the beneficial ownership information collected as part o
customer due diligence procedures. Where such discrepancies are not suff
justified by the legal stature or the legal arrangement, the national authority sh
provide for adequate pecuniary and/or administrative sanctions.

1 Member States shoul@nsure that providers of service related to advice
undertakings on capital structure, industrial stnatgd related questions and ady|
as well as services relating to mergers and the purchase of undertaking are |
regulated and supervised at national level and comply with their obligatio
beneficial ownership.

2) from the Commission:
1 In the context of Commission's proposal COM(2016)450: reinforcing
transparency requirements for beneficial ownership information on legal entiti¢
legal arrangements
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Termination of legal entities and legal arrangements

Termination businesactivity of legal entities and legal arrangements

Sector

Trust or company service providers (TCSPs), Legal professionals,
advisors/accountants/auditors, Providers of service related to advice to undertakirn
capital structure, industrial strateggnd related questions and advice as well as ser\
relating to mergers and the purchase of undertaking = "professional intermediaries"
General description of the sector and related product/activity concerned

TCSPs, legal professionals, tadvisors/accountants and providers of service relatg
advice to undertakings on capital structure, industrial strategy and related questig
advice as well as services relating to mergers and the purchase of undertaking provid
range of serdes to individuals and businesses for commercial undertakings and
management.

According to the Directive 2005/60/EC, obliged entities shall identify the beneficial ¢
when entering into a business relationship and takingbasled and adequatesasures t¢
verify the identity of the beneficial owners as defined in Article 3(6).

In addition to AML legislation, the following EU company law directives lay down ger
rules on setting up limited liability companies, especially with regard to capithtlisclosurg
requirements.

1 Directive 2009/101/EC covers thedisclosureof company documents, the validity
obligations entered into by a company, and nullity. It &spto all public and privat
limited liability companies. It replaces Directive 68/151/EEC (the 1st Company|
Directive). The current consolidated version includes amendments introduc
Directive 2003/58/EC (now repealed) and Directive 2012/17/EU.

1 Directive 2012/30/EU covers the formation of public limited liability companie
and rules omqmaintaining and altering their capital. It sets the minimum capit:
requirement édr EU public limited liability companies at EUR 25 000.It replal
Directive 77/91/EEC (the 2nd Company Law Directive). The consolidated ve
includes amendments introduced by Directive 2006/68/EC and Direg
2009/109/EC.

1 Directive 89/666/EEC (the 11th Company Law Directive) introduces disclos
requirements foforeign branchesof companies. It covers EU companies which
up branches inrether EU country or companies from nBk) countries setting u
branches in the EU.

1 Directive 2009/102/EC (the 12th Company Law Directive) provides a framework
setting up a singlemember company (in which all shares are held by a sin
shareholder). It covers private limited liability companies, but EU countries
decide to extend it to public limited liability companies. It replaces Direq
89/667/EEC.

The rules a formation, capital and disclosure requirements are complemengztbynting
and financial reporting rules.

Listed companies must also meet certeamsparency requirements
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Description of the risk scenario

Fraud using bankruptcy/judicial liquidation of a company: following the bankruptcy
company, the same company is bought by a former shareholderedies a new structure
pursue the same business activity without financial difficulties anymore. Perpetrators ¢
funds from the front company before the illegal activities are detected or before ass
seized by competent authorities.

Generd comment

For this risk scenario, the assessment covers legal entities such as companies, (
structures, foundations, associations, -famprofit organisations, charities and simi
structures. It also covers legal arrangements such as trusts or othardaggéments havin
a structure or functions similar to trusts (efigucie treuhand fideicomisoé ) . Th
assessment relates to the nature of the activity and not the structure as such. This

does not deny the specific nature of legal m#tiversus legal arrangements (the latter ¢
not have legal personality and remains basically a contractual relationship). However
as the nature of the service concerned (here the creation of the structure), these specii
not make any kedifference: legal entities and legal arrangements can be used the saf
for hiding the true beneficial owners. Perpetrators favour a type of structure depending
legal environment of a given jurisdictions, the perpetrators' type of expertisoavehience
purposes. The creation is easily accessible by organised crime organisations for &
structures. In all cases, these structures could be vehicles used to create opaque ang
schemes which make it more difficult to identify the realner and the real origin of th
funds.

Terrorist financing

The assessment of the TF threat related to termination of business activity ha
considered in conjunction with ML schemes related to termination of business acti
order tohide the illegal origin of the funds. In that context, the TF threat does not benefi
a separate assessment.

Conclusion: in that context, the assessment of the TF threat related to termination (
activities is considered agpowly/moderately significant (level 1/2).

Money laundering

The assessment of the ML threat related to the termination of business activity throug
structures shows that bankruptcy is part of a more global process and some
administrators have reported cases whesefaankruptcy has been used to launder proc
of crime. However, few cases have been identified by law enforcement authorities. Thi
to demonstrate that criminal organisations perceive this modus operandi as unattra
difficult to access as requires some logistical and planning capabilities.

Conclusions on the basis of the elements gathered during the assessment phase, the |
of ML threat related to termination of business activity is considered aj
lowly/moderately significant (level 1/2).
Vulnerability

Terrorist financing

The assessment of the TF vulnerabilities related to termination of business activity h
considered in conjunction with ML schemes related to termination of business acti
order to hide the iégal origin of the funds. In that context, the TF threat does not benefit
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a separate assessment.

Conclusions in that context, the level of vulnerability ismoderately significant (level 2)
Money laundering

The assessment of the ML vulnerabiliglated to the termination of business activity thro
legal structures shows that:

(a) risk exposure
Situations where termination of a business activity is at stake generally starts from a frg

(b) risk awareness
The detection of this modus operandi by LEAs and FIUs is easy given that most of the
starts from a fraud. This predicate offence triggers the red flags for either the secto
competent authorities. In general, bankruptcy is complex to ekebaral obliged entitie
(banks in particular) pay particular attention to such scenarios which are most of th
considered as suspicious.

(c) legal framework and controls

Accountants, auditors, tax advisors and legal professionals (since 2001), (BCSE<2005
and services related to advice to undertakings on capital structure, industrial strate
related questions and advice as well as services relating to mergers and the pur
undertaking (since 200%)e subject to the EU antioney laindering requirements.

There is no specific provision related to this situation in the EU AML framework, bt
number of STRs received tends to show that controls in place are efficient and all
detection of the suspicion situations. InsolvencyeEliors managing an insolvency proced
also represent an additional control element.

As far asservices related to advice to undertakings on capital structure, industrial strate
related questions and advice as well as services relating to mergetheapurchase ¢
undertaking are concerned, there is no information concerning their supervision by cor
authorities and whether or not they comply with AML.CFT requirements

Conclusions while bankruptcy is an issue for some Member States, the tketion of such
cases and the level awareness of the sector and other obliged entities allow conside
that the level of vulnerability is moderately significant (level 2)

Mitigating measures

A/ if _the termination is related to the creation of another legal entity or lega
arrangements
1) for competent authorities/sekgulatory bodies
1 Member States should ensure that competent authorities#gelatory bodies provid
training sessions and guidance on risk factors with specific focus efaceto-face
business relationships; efhore professional intermediaries or customers
jurisdictions; complex/shell structures

1 Member States should ensure that -sedfulatory bodies/competent authorit
conduct thematic inspections on how beneficial owner identification requiremer
implemented
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1 Annual reports on the measures carried touterify compliance by these obligg
entities with their obligations related to customer due diligence, including beng
ownership requirements, suspicious transaction reports and internal controls sh
provided by competent authorities/sedfguatory bodies to Member States

1 Member States should put in place some mechanisms to ensure that the cre
structures should be carried out under control of a professional (obliged entity
should have to develop their due diligence.

1 Member States shoulgut in place some mechanisms allowing competent autho
and FlUs to identify the situations where:
(i) for legal entities: obliged entities have identified the senior manager as the ber
owner, instead of the natural persgho ultimately owns or controls the legal entity throu
direct or indirect ownership. In such case, obliged entities should keep record of any
that the person identified is the beneficial owner.
(if) for legal arrangements: obliged entities showldntify cases where the settlor, trust
protector, beneficiaries or any other natural person exercising ultimate control over tk
involve one or several legal entities. In such cases, the obliged entities should also ide
beneficial ownepf these legal entities.

1 Member States should put in place mechanisms to ensure the information
central beneficial ownership register is verified on a regular basis. For this purj
national authority should be designated to collect and ctiechknformation on the
beneficial owner. This national authority should receive from obliged entitieg
discrepancy that would be found between the beneficial ownership information |
the registers and the beneficial ownership information colleaedart of theil
customer due diligence procedures. Where such discrepancies are not sufi
justified by the legal structure or the legal arrangement, the national authority
provide for adequate pecuniary and/or administrative sanctions.

1 Member States shouldensure that providers of services offering advice
undertakings on capital structure, industrial strategy and related questions and
as well as services relating to mergers and the purchase of undertaking are
regulated ad supervised at national level and comply with their obligationg
beneficial ownership.

2) from the Commission:
In the context of Commission's proposal COM(2016)450: reinforcing the transpa
requirements for beneficial ownership informationlegal entities and legal arrangements

B/ if the termination is related to the purchase of another legal entity or legad
arrangements

1) for competent authorities/sekqgulatory bodies
1 competent authorities/selégulatory bodies should provide trainirsgssions an
guidance on risk factors with specific focus on fiaceto-face business relationshig
off-shore professional intermediaries or customers or jurisdictions; complex
structures
1 selfregulatory bodies/competent authorities should conthematic inspections o
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how beneficial owner identification requirements are implemented

1 Annual reports on the measures carried out to verify compliance by these ¢
entities with their obligations related to customer due diligence, including biahg
ownership requirements, suspicious transaction reports and internal controls.

Mechanisms to ensure that the purchase/merger of a legal structure is carried ol
control of a professional (obliged entity), who should have to develop their dyendii

1 Member States shoujout in place some mechanisms allowing competent authg
and FIUs to identify the situations where:

(i) for legal entities: obliged entities have identified the senior manager as the ber
owner, instead of the natunaérson who ultimately owns or controls the legal entity thrg
direct or indirect ownership. In such case, obliged entities should keep record of any
that the person identified is the beneficial owner.

(ii) for legal arrangements: obliged entitissould identify cases where the settlor, trus
protector, beneficiaries or any other natural person exercising ultimate control over tf
involve one or several legal entities. In such cases, the obliged entities should also ide
beneficialowner of these legal entities.

1 Member States should put in place mechanisms to ensure the information
central beneficial ownership register is verified on a regular basis. For this purj
national authority should be designated to collect @meck the information on th
beneficial owner. This national authority should receive from obliged entitieg
discrepancy that would be found between the beneficial ownership information |
the registers and the beneficial ownership informatiodectdd as part of the
customer due diligence procedures. Where such discrepancies are not sufi
justified by the legal structure or the legal arrangement, the national authority
provide for adequate pecuniary and/or administrative sanctions

1 Member States shouleénsure that providers of service related to advice
undertakings on capital structure, industrial strategy and related questions and
as well as services relating to mergers and the purchase of undertaking are
reguated and supervised at national level and comply with their obligation
beneficial ownership.

2) from the Commission:
1 In the context of Commission's proposal COM(2016)450: reinforcing the transpg
requirements for beneficial ownershipformation on legal entities and leg
arrangements
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High value goods z artefacts and antiquities

Product
High value goods artefacts and antiquities

Sector

High value dealers

Description of the risk scenario

Terrorist financing - Perpetrators earn revenue from the sale of looted artefact
antiquities.The trafficking in cultural goods is among the biggest criminal trades, estir
to be the third or fourth largest, and despite the fact that there are hardly any instfom
measuring this trade or any data on illicit commerce.

It is estimated that only 390% of antique dealings take place through auction houses
the pieces are published in catalogues; the rest occur through private transactions
whole, the otal financial value of the antiquities market ranks third after drug and
trafficking and amounts to up to $6 billion yearly.

Money laundering i Perpetrators convert proceeds of criminal activities into antiques
art goods to store or motieeseassets more easily.
Threat

Terrorist financing

The assessment of the TF threat related to the trafficking of looted artefacts and a
shows that LEAs have identified cases of trafficking of looted antiquities within the
Several investigationsalwe been conducted by Member States' LEAs where unde
trafficking in goods taken out of conflict zones (Irag/Syria) via involvement of far
countries was used to hide more easily the provenance of goods. The portion of
market is, of courseo be considered but is by definition difficult to detect. From nati
studies conducted so far, it appears that the main threat comes from looting such prg
third countries, notably in conflict zones such as Syria, and imposing taxes onctingésesa
by terrorist organisations controlling the territory. For example, "rather than trading art
Islamic State is earning money from selling digging permits and charging transit’f
Terrorists do not themselves "sell" the products to ols&ianues. Since the products mig
be sold in the EU by intermediaries, there is an indirect risk of financing terrorism.

From the intent and capability point of view, this risk scenario represents a financially
option considering that looting oftafacts may produce a substantial amount of reve
However, this modus operandi is not easy to use: it requires access to the illeg
economy; technical expertise and knowledge of the art market are also required and
in the capability of esry kind of terrorist group; the transportation of such products i
secure and not discrete enough. The conversion in cash of such products requires in
planning capabilities which are not consistent with terrorist groups needs to accessag
speedy way.

The international dimension of such threat cannot be excluded from the threat analys

9 caliphate in Decline: An Estimate of Islamic State's Financial Fortunes, ICSR, 2017
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enforcement authorities as well as UN have reported evidence that artefact looti
trafficking occur in conflicts zone. Such activities proddicencial revenues that can
used by returning foreign terrorist fighters to commit terrorist acts in the EU territory.

Conclusiont at this stage, there is limited/no evidence that such scenario is used
finance terrorist activities in the EU. However, it represents an attractive source 0]
revenue for organisations controlling territory in conflict zones, which could then bg
used to finance terrorist activities in the EU. Nevertheless, the level of knowledg
expertise and planning capabilities require reduces the level of threat. In that context
the level of TF threat related to the trafficking of artefacts and antiques is considere
asmoderately significant (level 2).

Money laundering

The assessment of the ML threat related to the trafficking of looted artefacts and a
shows that this risk scenario may present an interest for organised crime organisatio
these "products” are converted into cash to launder proceeds of crievade tax. Fron
LEAs point of view, this kind of traffic occurs mostly in Freeport zones making it 1
difficult to measure the extent of the phenomenon. There is little evidence that org
crime organisations use this modus operandi which in agg caquires expertise a
knowledge to sell these products at the best price. The illegal economy also plays &
this risk scenario but is, by definition, difficult to assess.

Conclusions this risk scenario may represent an attractive tool to convert proceeds (
crime in clean cash. However, it requires high level of expertise and is not really secu
for organised crime organisations. In that context, the level of ML threat related to té
trafficking of artefacts and antiques is considered amoderately significant(level 2)

Vulnerability

Terrorist financing

The assessment of the TF vulnerability related to the trafficking of looted artefac
antiques shows that this risk ¢sirrently only an emerging one but vulnerabilities of
sector may increase in the short term. In the current context, the fruits derived from
may be repatriated in the EU.

(a) risk exposure:

Investigations show that antiquities are offere@&tbcollectors from various third countrie
generally through Internet auction sites or specialized online stores. Terrorist organ
may use concealment measures, such smdtlPess spoofing, which makes it difficult
identify and determine the a@tl location of the seller. Exploitation of social media is ¢
identified as more and more frequent tool so as to cut out the middleman and sell g
directly to buyers. Preference is given to cash transactions (sometimes for high amo
online transactions are also widespread with no possibility for the financial instituti
identify to real owner/buyer of the antiquities. Artefacts and antiques markets are se
based on informal negotiations and trading where there is no specifitonmaniof the
transactions.

(b) risk awareness
According to LEAs, cultural artefacts do not land on EU territory or remain undetecteq
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tends to demonstrate that competent authorities and FIUs visibility on such phenom
very low. Obliged enties do not undertake any record keeping (e.g. the origin of arte
to whom they are soldé.) and there is
detecting the illicit origin of cultural artefacts.

(c) legal framework and controls
AML framework under the current AML EU framework, persons trading in goods
subject to EU AML requirements when they receive payments in cash in an amg
EUR15 000. This requirement focuses therpagments in cash without any considerat
for risks posd by transactions using other means of payment. The EU AML does not
specifically artefacts and antiques neither from a product or merchant perspectives.

Ad hoc EU trade prohibitionghe EU has adopted ad hoc measures concerning impor
of cultural goods into the custom territory from Syria and Irag: Council Regulation (E(
1210/2003 of 7 July 2003 concerns certain specific restrictions on economic and fi
relations with Irag and Council Regulation (EU) No 36/2012 concerning testrroeasurey
in view of the situation in Syria prohibit trade in cultural goods with these countries
there are reasonable grounds to suspect that the goods have been removed wi
consent of their legitimate owner or have been removed intbdatational or internationg
law. However, competent authorities still have difficulties in tracking any good origin
in these countries and the application of these Regulations may sometimes be chg
because of the nature of the productssinevertheless interesting to note that for th
Member States who managed to seize cultural goods originating from Iraq or Syria,
taken care of by the very same institutions controlling the general importation of c
goods without generatingany administrative burden of implementation, as

implementation of these rules form part of the daily work of the competent authorities.
In any case, while some EU rules exist, there are limited to specific regions and do n(
all cases of import®f cultural goods. This results in controls tlae not sufficient tqg
address the risks.

Conclusions: although there is little evidence that such risk scenario is used in the ELl
it appears that the risk exposure is currently only emerging but may inazase due to the
geopolitical context. The legal framework does not allow an efficient monitoring of sug
transactions due to the fact that obliged entities are not aware of this TF vulnerabilit)
(no reporting, no record keeping). In that context, the levebf TF vulnerability related
to purchase of artefacts and antiques is considered agnificant/very significant (level
3/4).

Money laundering

The assessment of the ML vulnerability related to the trafficking of looted artefact
antiques showthat:

(a) risk exposure:

Given the sensitiveness of the artefacts and antiques market, it tends to favour i
channels where there is no specific security or monitoring of the transactions. It in
payments by cash (sometimes for high amounts@res the identification of the buyer
almost impossible.

(b) risk awareness
The sector seems more aware about the ML risk than the TF ones. In several Membe
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high value dealers receive relevant training and guidance. However, there is a vieneld
of STR reporting which raises questions with regard to the risk understanding.

(c) legal framework and controls

Persons trading in goods are subject to EU AML requirements when they receive pg
in cash of EUR15 000 or more. In addition,nfany Member States regulations aiming
limiting cash payments have been put in place. However, as it is the case for TF, cor
place are not sufficient to address the risks this product may present.

It is also important to mention that G7 membeaigsehconsidered that further work must
undertaken in that respect and that artefacts trafficking represent a high risk.

Conclusions despite the fact that the risk awareness is higher than for TF, the othg
elements of the assessment present commonakt low level of reporting, no evidencg
that cash payment limitations have limited the risks. In that context, the level of ML
vulnerability related to purchase of artefacts and antiques is considered ¢
significant/very significant (level 3/4).

Mitigating measures:

1) For the Commission

T An impact assessment for a possible initiative to swiftly reinforce the EU frameg
on the prevention of terrorism financing by enhancing transparency of cash pa
through an introduction of a restrictiaf cash payments or by any other appropr
means. By restricting the possibilities to use cash, the proposal would contril
disrupt the financing of terrorism, as the need to use non anonymous me
payment would either deter the activity or trdsute to its easier detection a
investigation. Any such proposal would also aim at harmonising restrictions i
the Union, thus creating a level playing field for businesses and removing distq
of competition in the internal market. It woulddiitbnally foster the fight againg
money laundering, tax fraud and organised crime.

1 Member States should notify the measures applied by dealers in goods covg
the AMLD to comply with their AML/CFT obligations. On this basis, 1
Commission could fuher assess risks posed by providers of service accepting
payments. It will further assess the added value and benefit for making adg
sectors subject to AML/CFT rules.

2) For Member States:

1 Member States should take due consideration of the risks posed by payment
in their national risk assessments in order to define appropriate mitigating me
such as the introduction of cash limits for payments, Cash Transaction Rej
systems or any other measures suitable to address the risk. Member States
consider making sectors particularly exposed to money laundering and te
financing risks subject to the AML/CFT preventative regime based on the res
their NRA.

1 Membe States should ensure the provision of training actions for customs ol
and the exchange of information and-ageration between customs and ot
authorities.
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1 Promoting authorisation requirements either in the country of export and/or
EU, o seltdeclaration requirements, i.e. declaration by the EU importer thg
good has exited the country of export in accordance with its laws and regulatio

1 Awareness campaign and promotion of measures to the art market and mu
such as inventorying obligations and the formal recognition by the EU of ex
codes of ethics or conduct for museum and the art market.

3) For obliged entities
1 Promoting theuse of written contracts to get a very detailed invoice with a clear
description of the goods (value, product description...)
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High value assets z Precious metals and precious stones

Product
High value assets5old and Diamonds

Sector

High valuedealers

General description of the sector and related product/activity concerned

In the EU, the diamond market is mostly present in one country. The Belgian dig
dealers represent the most prevalent part of the diamond market in the EU. 1700 €®
are officially registered with the Federal Public Service of Economy as diamond t
(total imports and exports in 2015 amounted 48 billion USD in Belgium). The world's I{
mining companies have an office in Antwerp and sell a large share ofptiogiuctions
directly to Belgian companies. Belgium has 4 diamond bourses that are members
World Federation of Diamond Bourses.

Specialised financial institutions provide liquidity to the diamond trade. Diastvaddhg
companies need this kind of financing to purchase large quantities of rough diamondj
finance the manufacturing of these goods into polished diamonds.

Description of the risk scenario

Proceeds of crime (e.g. drug trafficking) are either moved to another country to py
gold and jewellery which are sold in a third country on the basis of false invoice
certificates, or used directly to buy gold on th&tional territory and sold to a preciog
metals broker who then sold it to other businesses. Proceeds of the sale may then be
a third party to finance new criminal operations. Criminals favour precious metals and
which are easy to storedito convert at small costswhich is typically gold and diamondsg

Terrorist financing

The assessment of the TF threat related to purchase of gold and diamonds sh¢
terrorists have exploited this modus operandi which is easily accessible and repre
financially viable option. It requires moderate level of planning and expertiskl i&
commonly used in war zones and is very attractive for terrorists groups.

Conclusions the level of TF threat related to purchase of gold and diamonds i
considered as moderatelgignificant/ significant (level 2-3).

Money laundering

The assessmenof the ML threat related to purchase of gold and diamonds shows tha
ML schemes occurred through this scenario. From analysis already conducted (FA
appears that this scenario is of high risk as gold and diamonds are easy to moelberders
(hidden in a car for instance). This modus operandi is closely connected to the asses
couriers with gold/diamonds (see separate fiche).

Conclusions the level of ML threat related to purchase of gold and diamonds i
considered asery significant (level 4).

Vulnerabilit
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Terrorist financing

The level of TF vulnerabilities related to purchase of gold and diamonds shows that

(a) risk exposure

Some private sector representatives mention that the use of cash in diamond tr
decreased through the limitations imposed by some national AML legislations (in
cases, payments in cash are limited to 10% of the total amount of the transad¢hoa
maximum of EUR 3 000). However, there is no specific information coming from the
in gold where cash payments are still recurrently used with no possibility to identi
parties of the transactions.

(b) risk awareness
It is very low as fams TF risks are concerned. There is no specific framework in plg
limit gold and diamond transportation or purchase. Due to the-border characteristic ¢
such movements, controls are difficult/even impossible to implement.

In the case of tradenidiamonds, some national organisations of diamond dealers
developed an organisational framework which allows the provision of guidance, trg
and assistance with STRs, as well as some elements contributing to the risk analysi
organisatios may also provide "know your customers" databases which include sar
lists, PEPs or list of high risk third countries. Some traders in diamonds ensul
identification and verification processes take place before the transaction when the pq
are executed through banking transfers.

Nevertheless, these practices remain rather limited and not widespread enough to
that the sector is well aware about the risks.

For the trade in gold, no specific feedback was received from the praeit ss it wag
impossible to identify a point of contact to discuss AML.

(c) legal framework and controls:
Persons trading in goods are subject to EU AML requirements when they receive pa
in cash of EUR 15 000 or morehd@se AML requirements afenited to payments in cas
and do not take into consideration of risks posed by transactions using other m
payment.

As far as trade in diamonds is concerned, one of the largest groups of diamonds in E
subject to AML/CFT rules. To that extera part of diamonds dealers in the EU are sul
to registration requirements (following fit and proper chécks particular from a BO poin
of view) and to inspections from their competent authorities that are competent to che
the compliance wth AML obligations and cash payments.

The European Union has Kimberley Authorities in 6 European countries that @
imported and exported shipments mfugh diamondswith focus on the presence of
Kimberley certificate (Belgium, UK, German¢zech,Romania andPortugal).This means
rough diamonds cannot be imported/exported in/outside the EU without a Kim
Certificate and without passing through one of the 6 dedicated KP authorities. Theg
authorities are appointed by the European Commmsaim operate under their supervisi
So transport of rough diamonds is always subject to controls when entering the EU ¢
exported. Since trading in rough diamonds without a Kimberly Process certificate eq
oil Il egal t r ade ® moneyhldursderingsas anaunderkyiegt cante and
Kimberly Process is a strong mitigating measure against money laundering.
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The EU framework is rather different faolished diamondssince they can be importé
anywhere in the EU. For Member States whweha very strict import and export conti
system for diamonds that are imported from countries outside the EU or exported out
EU, it is possible to circumvent this control mechanism by importing/exporting
different country of the EU.

Howeve, currently, national legislations in place are not harmonised neither for diarn
nor for gold and this situation generates some risks of discrepancies in the obli
imposed (such as the registration) and the controls applied.

In the case of goldhe lack of harmonised framework is equally problematic from a co
and enforceability point of view.

The number of STRs is rather low for this category of obliged entities. Transactions af
faceto-face which poses a specific challenge for ptod® of employees.

Conclusions on the basis of the elements above, the level of TF vulnerability related
purchase of gold and diamonds is considered agnificant (level 3).

Money laundering

The level of ML vulnerability related to purchasegoid and diamonds shows that

(a) risk exposure:
Some private sector's representatives mention that the use of cash in diamond ti
decreased through the limitations imposed by some national AML legislations (in
cases, payments in cash are fedito 10% of the total amount of the transaction, wi
maximum of EUR 3000). However, there is no specific information coming from the tri
gold where cash payments are still recurrently used with no possibility to identify the
of the transetions.

(b) risk awareness

It is very low as far as ML risks are concerned. There is no specific framework in pl
limit gold and diamond transportation or purchase. Due to the-bayder characteristic ¢
such movements, controls are difficuité® impossible to implement.

In the case of trade in diamonds, some national organisations of diamond deale
developed an organisational framework which allows the provision of guidance, trg
and assistance with STRs, as well as some elementsbuting to the risk analysis. The
organisations may also provide "know your customers" databases which include sg
lists, PEPs or list of high risk third countries. Some traders in diamonds ensul
identification and verification processk&s place before the transaction when the paym
are executed through banking transfers.

Nevertheless, these practices remain rather limited and not widespread enough to
that the sector is well aware about the risks. The majority of the diamond or gold
consists of small companies (ofterpdrson companies) where the personharge has n(
legal background and may find it difficult to put the amthney laundering legislation i
practice and apply CDD procedures.

For the trade in gold, no specific feedback was received from the private sector ag
impossible to identify @oint of contact to discuss AML.

(c) legal framework and controls:
Persons trading in goods are subject to EU AML requirements when they receive pg
in cash of EUR15 000 or moreh@se AML requirements are limited to payments in ¢
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and do not tad into consideration of risks posed by transactions using other meg
payment.

As far as trade in diamonds is concerned, one of the largest groups of diamonds in E
subject to AML/CFT rules. To that extent, some of the diamonds dealers in treref
subject to registration requirements (following fit and proper chédksparticular from g
BO point of view) and to inspections from their competent authorities that are compe
check both the compliance with AML obligations and cash payments.

The European Union has Kimberley Authorities in 6 European countries that ¢
imported and exported shipments mfugh diamondswith focus on the presence of
Kimberley certificate (Belgium, UK, German¢zech, Romania andortugal).This means
rough diamonds cannot be imported/exported in/outside the EU without a Kimk
Certificate and without passing through one of the 6 dedicated KP authorities. Thes
authorities are appointed by the European Commission and operate under their sup
So transport of rough diamonds is always subject to controls when entering the EU @
exported. Since trading in rough diamonds without a Kimberly Process certificate eq
6ill egal tradeod, this is connecteand thu
Kimberly Process is a strong mitigating measure against money laundering.

The EU framework is rather different fgolished diamondssince they can be importé
anywhere in the EU. For Member States who have a very strict import and expoot
system for diamonds that are imported from countries outside the EU or exported out
EU, it is possible to circumvent this control mechanism by importing/exporting
different country of the EU.

However, currently, national legislations ptace are not harmonised neither for diamo
nor for gold and this situation generates some risks of discrepancies in the obli
imposed (such as the registration) and the controls applied.

In the case of gold, the lack of harmonised framework islgproblematic from a contrg
and enforceability points of view.
The number of STRs is rather low for this category of obliged entities. Transactions af
faceto-face which poses a specific challenge for protection of employees.

Conclusions even if regulations in place in some Member States have increased t
level of risk awareness, the sector is still not well organised enough to allow t
implementation of efficient controls and guidance. In that context, the level of ML
vulnerability related to purchase of gold and diamonds is considered asgnificant
(level 3).

Mitigating measures

1) For Member States

1 Member States should take due consideration of the risks posed by payment
in their national risk assessments in order to define appropriate mitigating me
such as the introduction of cash limits for payments, Cash Transaction Rej
systems or any other measures suitable to address the risk. Member States
consider making sectors particularly exposed to money laundering and te
financing risks subject to the AML/CFT preventative regime based on the res
their NRA.

1 Membe States should ensure that competent authorities conduct suf|
unannounced spot checks in diamond companies and traders in gold to i
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possible loopholes in the compliance with CDD requirements and the involven
check the flow of goods vidiamond experts

2) For obliged entities

1 Training on CDD, in particular for small businesses.
This role can be taken up by a sector federation or diamond bourse in case of tr:
diamond. The training may be about basic AML/CFT requirements such as how to ig
how to perform a risk analyses, whthdFIUg
etcé

1 Promoting the use of written contracts to get a very detailed invoice with &
description of the goods (value, weight, quality...)

3) For the Commission

1 The Commission proposed tamend the definition of cash to include gold in
context of the revision of the Cash Control Regulation (COM(2016) 825);
1 Additional studies could be carried out in order to deepen the analysis of ecq
sectors / situations more exposed to AML/CFSKksi
A further typology work could be carried out to identify economic sectors particy
vulnerable to ML/TF risks before defining tailor made mitigating measures. This an
could also map Member States practices since many of them have decdbgetd certair
additional professions to the AML/CFT regime due their risk analysis.
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High value assets z other than precious metals and stones

Product
High value assets other than precious metals and stones

Sector

High value dealers

Description of the risk scenario

Perpetrators use high value goods as an easy way to integrate funds into the legal €
converting criminal cash into another class of asset which retains its value and mg
hold opportunities for capital growtlCertain products such as carbut also jewellery
watches, luxury boats are particularly attractive as both lifestyle goods and economic
Threat

Terrorist financing

The assessment of the TF threat related to purchase of other kind of high value goods
than gold, diamonds, artefacts and antiques) has not been considered as relevant frof
perspective. In that context, the TF threat is not part of this assgssme

Conclusions non relevant

Money laundering

The assessment of the ML threat related to purchase of other kind of high value good
than gold, diamonds, artefacts and antiques) shows that criminal organisation
recurrently used this modus operandi, which is easy to access and do n@& spquific
expertise (trafficking in jewelleries, cars, boats, watches).

Conclusions: the level of ML threat related to purchase of other kind of high value
goods is considered agery significant (level 4
Vulnerability

Terrorist financing

The assssment of the TF vulnerability related to purchase of other kind of high value g
(other than gold, diamonds, artefacts and antiques) has not been considered as relevi
a TF perspective. In that context, the TF vulnerability is not part of thesaent.

Conclusions:non relevant
Money laundering

The assessment of the ML vulnerability related to purchase of other kind of high valug
(other than gold, diamonds, artefacts and antiques) shows that this risk scenario sh
same vulnerabilities as the one related to purchase of gold/diamonds.

(a) risk exposure
It is difficult to identify precisely the different kind of goods that may be used to lay
money. However; trade on high value goods other than golds and diamonds may rely
on cash transactions, with low level of security and monitoring in theede channels. I
may imply crossborder transactions that are difficult to monitor.
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(b) risk awareness

It is very low as far as ML risks are concerned. The sector is realty wide and ther
particular organisational framework that may allow grevision of guidance or training
Customer due diligence measures are not applied and the level of STR demonstratey
understanding of the risk is really low.

(c) legal framework and controls:

Persons trading in goods are subject to EU AML nmegoents when they receive payme
in cash in an amount of EUR15 OQ8owever, this definition is rather general and do
specify which category of traders in good fall under the scope of AMLD. In addition,
AML requirements are limited to paymernts cash and do not take into consideratior
risks posed by transactions using other means of payment. Nevertheless, some

States have put in place cash payment restrictions.

However, there are no harmonised national legislations in place to swdes posed b
high value goods trading. It seems that the level of record keeping is really low at
controls are not applied.

Conclusions even if regulations in place in some Member States have increased
level of risk awareness, the sectorsi still not well organised enough to allow the
implementation of efficient controls and guidance. In that context, the level of ML
vulnerability related to purchase of other kind of high value goods is considered &

significant (level 3).
Mitigating measures

1) For the Commission

T An impact assessment for a possible initiative to swiftly reinforce the EU frame
on the prevention of terrorism financing by enhancing transparency of cash pa
through an introduction of a restriction of cashmpants or by any other approprig
means. By restricting the possibilities to use cash, the proposal would contril
disrupt the financing of terrorism, as the need to use non anonymous me
payment would either deter the activity or contribute tko dasier detection arn
investigation. Any such proposal would also aim at harmonising restrictions i
the Union, thus creating a level playing field for businesses and removing distg
of competition in the internal market. It would additionalyster the fight againg
money laundering, tax fraud and organised crime.

T Member States should notify the measures applied by dealers in goods covg
the AMLD to comply with their AML/CFT obligations. On this basis, 1
Commission could further asseassks posed by providers of service accepting ¢
payments. It will further assess the added value and benefit for making adg
sectors subject to AML/CFT rules.

2) For Member States:

1 Member States should take due consideration of the risks posed by payment
in their national risk assessments in order to define appropriate mitigating me
such as the introduction of cash limits for payments, Cash Transaction Rej
systems or any other measures suitable to address the risk. Member States
consider making sectors particularly exposed to money laundering and te
financing risks subject to the AML/CFT preventative regime based on the res
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their NRA.

136



Couriers in precious metals and stones

Product
Gold and other precious metals

Sector

Description of the risk scenario

Crossborder gold and other precious metal movemeéntas well as precious stone
Perpetrators who generate cash proceeds seek to convert them into gold and other
metals or stones and move these profits from their source, either to repatrizeofuio
move them to locations where one has easier access to placement in the legal econo
Couriers may use air, sea or rail transport to cross an international border:

- containerised or other forms of cargo, concealed in mail or post parcelserpktratorg
wish to move very large amounts of gold and other precious metal, often their only of
to conceal it in cargo that can be containerised or otherwise transported across borde
- sophisticated concealments of gold within goods sentegylar mail or post parce
services.

Threat

Terrorist financing

| |

The assessment of the TF threat related to gold and other precious metals couriers sk
there are few indicators that terrorist groups use or have the intention to use this tth
finance terrorist activities.

Use of gold or diamonds does not constitute the most attractive and secure op
terrorist groups$ although these assets are frequent in war zone since they are easy {
Some instances of foreign terrorfgghters who have changed their belongings into ¢
have been detected / reported but the situation is not recurrent and requires, in a
planning and knowledge.

Conclusions gold and precious metals couriers do not represent a preferred option fg
terrorist groups who tend to favour more the use of cash. In that context, the level
TF threat is considered adowly significant to significant (2)

Money laundering

The assessment of the ML threat related to gold and other precious metals courier
that organised crime organisations have exploited this modus operandi to launder g
of crime. Unlike terrorist organisations, organised crime groups considsraih attractive
way to launder proceeds of crime. It requires more planning than cash couriers but
the need for major expertise as long as it concernsteadgble assets (i.e. preference
gold compared to other precious metaldiamonds comgred to other stones). Operatig
are still at low costs. Hence perpetrators have the needed capacity and intention to
modus operandi. LEAs report that other types of precious metals have been used
platinum) but these are not frequent d&exe they are less easily tradable and have h
exchange costs than gold/diamond.

Conclusions the level of ML threat related to gold and other precious metals couriers
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	Among the factors considered in their risk assessments, Member States shall assess the degree of vulnerability of the applicable transactions, including with respect to the payment methods used.
	In their risk assessments, Member States shall indicate how they have taken into account any relevant findings in the reports issued by the Commission pursuant to Article 6.
	Any decision taken by a Member State pursuant to the first subparagraph shall be notified to the Commission, together with a justification based on the specific risk assessment. The Commission shall communicate that decision to the other Member States.

