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ANNEX I
RESPONSIBILITIES OF THE DIGITAL SERVICES COORDINATORS AS JOINT CONTROLLERS FOR DATA PROCESSING ACTIVITIES CONDUCTED IN THE CONTEXT OF AGORA FOR JOINT INVESTIGATIONS AND FOR THE ACTIVITIES OF THE BOARD
SECTION 1 
Subsection 1 
Scope of the joint controllership arrangement
1. The following joint controllership arrangement shall apply to the concerned Digital Services Coordinators when conducting joint investigations pursuant to Article 60 of Regulation (EU) 2022/2065. 
The following joint controllership arrangement shall apply to the Digital Services Coordinators as members of the Board for the processing of personal data activities of the Board pursuant to Regulation (EU) 2022/2065, carried out in the context of the supervision, investigation, enforcement and monitoring of services in scope of Regulation (EU) 2022/2065.
Subsection 2
Allocation of responsibilities
1. The joint controllers shall process personal data through AGORA. 
The Digital Services Coordinators shall remain the sole controllers for the collection, use, disclosure and any other processing of personal data carried out outside AGORA. The Digital Services Coordinators shall also remain the sole controllers for the personal data processing activities they carry out within AGORA for the supervision, investigation, enforcement and monitoring of services in scope of Regulation (EU) 2022/2065. 
Each joint controller shall be responsible for the processing of personal data in AGORA in accordance with Articles 5, 24 and 26 of Regulation (EU) 2016/679. 
Each joint controller shall set up a contact point with a functional mailbox for the communication between the joint controllers themselves and between the joint controllers and the processor. 
The joint controllers shall define the working modalities through which processing of personal data through AGORA shall take place, and shall facilitate coordinated instructions to the Commission as a processor.
Instructions to the processor shall be sent by any of the joint controllers’ contact points in agreement with the other joint controllers. The joint controller who provides the instruction shall provide them to the processor in writing and inform all other joint controllers of this. If the matter at hand is sufficiently time-critical that it does not allow for a meeting of the joint controllers, an instruction may be provided nonetheless, but may be rescinded by the joint controllers. This instruction shall be given in writing, and all other joint controllers shall be informed of this at the time of giving the instruction. 
The working modalities between joint controllers shall not preclude any of the joint controllers’ individual competence to inform their competent Supervisory Authority in accordance with Articles 33 and 24 of Regulation (EU) 2016/679. Such notification shall not require the consent of any of the other joint controllers. 
The working modalities between joint controllers shall not preclude any of the joint controllers to cooperate with its respective competent Supervisory Authority established under Regulation (EU) 2016/679 and Regulation (EU) 2018/1725. 
Only persons authorised by each joint controller shall access the personal data exchanged. 
Each joint controller shall maintain a record of the processing activities under its responsibility. The joint controllership shall be indicated in such a record.
Subsection 3
Responsibilities and roles for handling requests of and informing data subjects
1. Each controller shall provide information to natural persons whose data is being processed for joint investigations and activities of the Board carried out in the context of supervision, investigation, enforcement and monitoring of services in scope of Regulation (EU) 2022/2065, in accordance with Article 14 of Regulation (EU) 2016/679, unless this would prove impossible or would involve a disproportionate effort. 
Each controller shall act as the contact point for natural persons whose personal data it has processed and shall handle the requests submitted by data subjects or their representatives in the exercise of their rights in accordance with Regulation (EU) 2016/679. If a joint controller receives a request from a data subject that relates to the processing by another joint controller, it shall inform the data subject of the identity and contact details of the responsible joint controller. If requested by another joint controller, the joint controllers shall assist each other in handling data subjects’ requests and shall reply to each other without undue delay and at the latest within one month from receiving a request for assistance.
Each controller shall make available the content of this Annex to data subjects.
SECTION 2 
Management of security incidents, including personal data breaches
1. The joint controllers shall assist each other in the identification and handling of any security incidents, including personal data breaches, linked to the processing in AGORA.
In particular, the joint controllers shall notify each other of: 
any potential or actual risks to the availability, confidentiality and/or integrity of the personal data undergoing processing in AGORA; 
any personal data breach, the likely consequences of the personal data breach and the assessment of the risk to the rights and freedoms of natural persons, and any measures taken to address the personal data breach and to mitigate the risk to the rights and freedoms of natural persons; and
any breach of the technical and/or organisational safeguards of the processing operation in AGORA.
The joint controllers shall communicate any personal data breaches related to the processing operation in AGORA to the Commission, to the competent data protection supervisory authorities and, where required, to data subjects, in accordance with Articles 33 and 34 of Regulation (EU) 2016/679, or following notification by the Commission. 
Each controller shall implement appropriate technical and organisational measures, designed to: 
ensure and protect the availability, integrity and confidentiality of the personal data jointly processed; 
protect against any unauthorised or unlawful processing, loss, use, disclosure or acquisition of or access to any personal data in its possession; and
ensure that access to the personal data is not disclosed or granted to anyone else other than the recipients or processor.
SECTION 3 
Data protection impact assessment
If a controller, in order to comply with its obligations under Articles 35 and 36 of Regulation (EU) 2016/679 needs information from another controller or from the processor, it shall send a specific request to the functional mailbox referred to in Subsection 2(4) of Section 1. The latter shall use its best efforts to provide any such information.
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ANNEX II
RESPONSIBILITIES OF THE COMMISSION AS PROCESSOR FOR DATA PROCESSING ACTIVITIES CONDUCTED IN THE CONTEXT OF AGORA BY DIGITAL SERVICES COORDINATORS, OTHER NATIONAL AUTHORITIES AND THE BOARD
1. The Commission shall: 
set up and ensure a secure and reliable communication infrastructure, the AGORA, on behalf of the Digital Services Coordinators, other national authorities and the Board that supports the exchange of information for coordinated investigations, consistency mechanisms and activities of the Board, and
process personal data only based on documented instructions from the controllers and joint controllers, unless required to do so under Union or Member State laws; in such a case, the Commission shall inform the controllers and joint controllers of that legal requirement before carrying on the processing activity, unless that law prohibits submitting such information on important grounds of public interest. 
1. To fulfil its obligations as processor for the Digital Services Coordinators, other national authorities and the Board, the Commission may engage third parties as sub-processors. If it is the case, the controllers and joint controllers shall authorise the Commission to engage sub-processors or replace sub-processors where necessary. The Commission should inform the controllers and sub-controllers of said engagement or replacement of sub-processors, thereby giving the controllers and joint controllers the opportunity to object to any such changes. The Commission shall ensure that the same data protection obligations as set out in this Regulation apply to these sub-processors.
The processing by the Commission shall entail: 
authentication and access control of all AGORA administrators and AGORA users;
authorisation of AGORA administrators and AGORA users to create, update and delete any records and information contained in AGORA;
reception of the personal data referred to in Article 12(3) of this Regulation uploaded by national AGORA users and AGORA administrators by providing an application programming interface that allows national AGORA users and AGORA administrators to upload the relevant data; 
storage of the personal data in AGORA; 
making the personal data available for access and download by AGORA administrators and AGORA users and any other necessary data processing activity; 
deletion of the personal data at their expiration date or upon instruction of the controller that submitted them; 
after the end of the provision of service, deletion of any remaining personal data unless Union or Member State laws require storage of such personal data.
The Commission shall take all state of the art organisational, physical, and logical security measures to ensure AGORA functioning. To this end, the Commission shall:
designate a responsible entity for the security management of AGORA, communicate to the joint controllers its contact information and ensure its availability to react to security threats; 
assume the responsibility for the security of AGORA, including regularly carrying out tests, evaluations and assessments of the security measures; 
ensure that AGORA administrators and AGORA users that are granted access to AGORA are subject to a contractual, professional or statutory obligation of confidentiality;
take all necessary security measures to avoid compromising the smooth operational functioning of AGORA. This shall include:
risk assessment procedures to identify and estimate potential threats to AGORA; 
audit and review procedure to: 
1. check the correspondence between the implemented security measures and the applicable security policy; 
control on a regular basis the integrity of AGORA files, security parameters and granted authorisations;
detect security breaches and intrusions into AGORA; 
implement changes to mitigate existing security weaknesses in AGORA; 
define the conditions under which to authorise, including at the request of controllers, and contribute to, the performance of independent audits, including inspections, and reviews on security measures subject to conditions that respect Protocol (No 7) to the Treaty on the Functioning of the European Union on the Privileges and Immunities of the European Union;
changing the control procedure to a document, and measure the impact of a change before its implementation, and keep the controllers and joint controllers informed of any changes that can affect the communication with and/or the security of AGORA; 
laying down a maintenance and repair procedure to specify the rules and conditions to be respected when maintenance and/or repair of AGORA equipment is to be performed; 
laying down a security incident procedure to define the reporting and escalation scheme, inform without delay the controllers affected, inform without delay the controllers for them to notify the national data protection supervisory authorities of any personal data breach and define a disciplinary process to deal with security breaches in AGORA.
The Commission shall take state of the art physical and logical security measures for the facilities hosting AGORA and for the controls of logical data and security access thereto. To this end, the Commission shall: 
enforce physical security to establish distinct security perimeters and allowing detection of breaches in AGORA; 
control access to AGORA facilities and maintain a AGORA visitor register for tracing purposes; 
ensure that external individuals granted access to the premises are escorted by duly authorised staff; 
ensure that equipment cannot be added, replaced or removed without prior authorisation from the designated responsible bodies; 
control access from and to the AGORA; 
ensure that AGORA administrators and AGORA users who access AGORA are identified and authenticated; 
review the authorisation rights related to the access to AGORA in case of a security breach affecting AGORA; 
keep the integrity of the information transmitted through AGORA;
implement technical and organisational security measures to prevent unauthorised access to personal data in AGORA; 
implement, whenever necessary, measures to block unauthorised access to AGORA (i.e., block a location/IP address).
The Commission shall: 
take steps to protect its domain, including the severing of connections, in the event of substantial deviation from the principles and concepts for quality and security;
maintain a risk management plan related to its area of responsibility;
monitor, in real time, the performance of all the service components of AGORA, produce regular statistics and keep records;
provide support for AGORA in English to AGORA administrators and AGORA users;
assist the controllers and joint controllers by appropriate technical and organisational measures for the fulfilment of the controller’s obligation to respond to requests for exercising the data subject’s rights laid down in Chapter III of Regulation (EU) 2016/679;
support the controllers and joint controllers by providing information concerning AGORA to implement the obligations pursuant to Articles 32, 33, 34, 35 and 36 of Regulation (EU) 2016/679;
ensure that data processed within AGORA is unintelligible to any person who is not authorised to access it; 
take all relevant measures to prevent unauthorised access to transmitted personal data via AGORA; 
take measures in order to facilitate communication between the controllers and joint controllers;
maintain a record of processing activities carried out on behalf of the controllers and joint controllers in accordance with Article 31(2) of Regulation (EU) 2018/1725.
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