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KOMISIJAS PAZINOJUMS

par drosibas pastiprinasanu attieciba uz spragstvielam

(Dokuments attiecas uz EEZ)

1. TIEVADS

Eiropas Savieniba ir arvien lielakas atklatibas telpa, kura iek$€jie un ar€jie drosibas aspekti ir
savstarp€ji ciesi saistiti. Ta ir pieaugoSas savstarpgjas atkaribas telpa, kura iesp&jama personu
briva parvietosanas, ka arT domu, tehnologiju un resursu briva aprite. Tadél Eiropas Savieniba
ir arT telpa, kuru teroristi var€tu launpratigi izmantot, lai Istenotu savus mérkus; teroristi to ir
terorismu saistitas apcietinaSanas Vacija, Danija un Austrija atgadinaja par Siem draudiem.
Tade] saskanota un kolektiva Eiropas riciba solidaritates gara ir neaizstajama, lai apkarotu
terorismu.

Spridzinasanas ierices ir terora aktos visbiezak izmantotie ieroci, ar kuriem $ados uzbrukumos
ieprieks€jo 50 gadu laika ir nogalinati visvairak cilvéku. Tadél viens no Eiropas Savienibas
svarigakajiem uzdevumiem lidz Sim ir bijis un joprojam ir pastiprinat drosibu attieciba uz
spragstvielam un panakt, lai teroristiem butu arvien grutak izgatavot spridzinasanas ierices.

Eiropadome 2004. gada 25. marta, neilgi péc terora aktiem Madridé, sava Deklaracija par
terorisma apkaroSanu noteica prioritaru nepiecieSamibu, ,nodrosinat, lai teroristu
organizdacijam un grupam nav pieejami vinu nodarbes komponenti”. Eiropadome 1pasi
uzsvera nepiecieSamibu ,,garantét lielaku drosibu attieciba uz saujamierociem, spragstvielam,
bumbu izgatavosanas iericem un tehnologijam, ko izmanto teroristu vardarbigajos
noziegumos.”

»lielakas droSibas garant€Sanas pasakumiem attieciba uz spragstvielam, detonatoriem, bumbu
izgatavoSanas iericém un S3aujamierotiem”'. Viens no $aja pazinojumd mingtajiem
galvenajiem pasakumiem bija Komisijas nodoms izstradat uz ekspertu grupas ieteikumiem
balstitu ES ricibas planu par drosibas pastiprinasanu attieciba uz spragstvielam.

Iesaistot gan valsts, gan privato sektoru, spragstvielu drosibas ekspertu darba grupa, ieklaujot
sava sastava attiecigo ieinteres€to pusSu parstavjus, tai skaitd no riipniecibas un valsts
iestadém, uzsaka visaptverosu dialogu. Darba grupa, kas cetru atseviSku grupu sanaksmeés
pieversas jautajumiem par prekursoriem, piegades kédem, spragstvielu atklasanas sp&jam un
sabiedrisko drosibu, 2007. gada jinija iesniedza zinojumu ar 50 ieteikumiem par droSibas
pastiprinasanu attieciba uz spragstvielam Eiropas Savieniba.

Balstoties uz darba grupas zinojumu, Komisija izstradaja visaptveroSu ,ricibas planu par
drosibas pastiprinaSanu attieciba uz spragstvielam”; $aja plana ir aptverti visi droSibas aspekti,

! COM(2005) 329 galiga redakcija.
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un tas liela méra ir balstits uz valsts un privata sektora sadarbibu atbilstosi valsts un privata
sektora droSibas dialoga garam. Ta ka noteiktas jomas valsts un privata sektora darbibas ir
strikti janodala, tad ricibas plana ari ir ieklauti jauni sadarbibas instrumenti dalibvalstu
specializ€to dienestu vidi.

2. MERKIS

Ricibas plana par drosibas pastiprinasanu attieciba uz spragstvielam strateégiskais merkis ir
nepielaut Eiropas Savieniba spridzinaSanas ieri¢u izmantoSanu terorisma noliukos, tadéjadi
aizsargajot sabiedribu pret uzbrukuma draudiem gadijumos, kad tiek izmantotas
spridzinasanas ierices; taja pasa laika ricibas plana ir nemtas véra visas tas daudzejadas
saimnieciskas darbibas jomas, kuras spragstvielas un prekursorus izmanto visu intereses.

3. DARBIBAS JOMA

Ricibas plana galvena uzmaniba ir pieversta droSibas jautdjumiem. Kaut ari ta noliks nav
pieveérsties problémam, kas saistitas ar droSu apieSanos ar spragstvielam, dazas no ricibas
plana ierosinatajam darbibam varétu labvéligi ietekmét ar1 So jomu.

Ta ka, saskaroties ar terorisma draudiem, ir vajadziga visaptveroSa pieeja jautajumam par
drosibu attieciba uz spragstvielam, ricibas plana ir aptvertas gan pasas spragstvielas, gan
spragstvielu prekursori. Tas pieverSas art legali un nelegali razotam spragstvielam.

4. STRUKTURA

Cina pret terorismu ir nepiecieSama visaptverosa pieeja un pilniga valsts un privata sektora
iesaistiSana.

Eiropas Savienibas pieejai par drosibu attieciba uz spragstvielam ir jabalstas uz Sadam
darbibam — novériana, atklasana un reage$ana. Sajas darbibas jaieklauj pasi pasakumi, kas
attiecas uz spragstvielu prekursoriem, piegades kédi (uzglabaSana, transportéSana un
izsekojamiba) un atklaSanu. Vienlaikus visus pilarus japapildina un janostiprina ar horizontalu
pasakumu kopumu attieciba uz sabiedribas drosibu.

Jebkadu 1pasu tiesibu aktu, kas var€tu rasties ricibas plana istenoSanas laika, pienemsana bis
atkariga no So tiesibu aktu detaliz€tas izskatiSanas un pozitiva to izmaksu un lietderibas
novertéjuma.
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5. PREKURSORI

Pie spragstvielu prekursoriem vispariga nozimé ir pieskaitami visi tie kimiskie savienojumi
vai elementi, kurus var parveidot par spragstoSu savienojumu, izmantojot kimisku reakciju vai
reakciju virkni. Ir noteikti vairaki prekursori, kuriem japieveérsas prioritara kartiba. Sobrid tie
ir:

acetons citronskabe idenraza peroksids kalija hlorats un
kalija perhlorats
amonija nitrats urotropins slapeklskabe kalija nitrats
(méslosanas
Iidzeklis)
amonija nitrats salsskabe nitrometans natrija hlorats
(tehniskaja joma)
seérskabe

Sis prekursoru saraksts japapildina, lidzko rodas tada vajadziba.

6. HORIZONTALI PASAKUMI

Eiropas Savienibas, ka aril tas pilsonu un iedzivotaju drosiba ir atkariga no efektivas
sadarbibas un koordinacijas dalibvalstu, ES iestaZzu un visu citu galveno ieintereséto pusu
vida.

Runajot par droSibu spragstvielu joma, dalibvalstis un ES limen1 jau ir sasniegti butiski
panakumi. Tomér ir iesp&jams paveikt vairak tadas jomas ka informacijas apmainas
pastiprinasana, labakas prakses izplatiSana, koordinacijas mehanismu radiSana un vienota
riciba Tpados jautajumos. Sajas jomas Eiropas Savieniba dalibvalstim var sniegt nozimigu
atbalstu droSibas joma.

Drosibas joma attieciba uz spragstvielam divas horizontalas prioritates ir $adas:
e uzlabot savlaicigu informacijas un labakas prakses apmainu;
e pastiprinat ar spragstvielam saistito p&tniecibu.

6.1. Informacijas un labakas prakses savlaicigas apmainas uzlaboSana

Informacijas un labakas prakses apmainai dalibvalstu vidi ir jabiit pamata ES centieniem
paaugstinat dro§ibu attieciba uz spragstvielam.

Pirmkart, ir jaizveido agrinas bridinasanas sist€éma (EWS) spragstvielu joma, lai dalibvalstu
attiecigajam iestadém sniegtu informaciju par tilit€jiem draudiem, spragstvielu, detonatoru un
noteiktu prekursoru zadzibam, aizdomigiem darfjumiem, ka ari par jaunu darbibas metozu
atklasanu.

LV



Otrkart, ir jaizveido Eiropas bumbu datu sistéma un javeicina tas izveide par kop&ju Eiropas
Savienibas instrumentu, lai tadgjadi attiecigas struktiiras ES un dalibvalstu Itmeni varétu
pieklut informacijai par spragstvielam un ar spragstvielam saistitiem starpgadijumiem.

Sistémai jadarbojas ikdienu 24 stundas diennakti; iestades, kam ir piekluve Sai sisteémai
(atkariba no valsts atbildibas jomu sadalijuma), ir: policija, muita, robezsardze, droSibas
dienesti, armija/valsts brupotie spéki. 27 valsts bumbu datu centriem jauzpemas valsts
kontaktpunktu loma dalibvalstu Itmeni.

Pieredzes, zinasanu un labakas prakses apmaina jaturpina visu to attiecigo ieintereséto
personu vidii, kas nodarbojas ar drosibas jautajumiem attieciba uz spragstvielam. Tadg] reizi
divos gados jaorganizé konference par drosibu attieciba uz spragstvielam; Saja konference
jaapskata visi ar $o jomu saistitie jautajumi.

Tapat javeido dialogs ar argjiem partneriem par drosibu attieciba uz spragstvielam. Bitiskam
elementam Eiropas Savienibas centienos, kas saistiti ar droSibu attieciba uz spragstvielam, ir
jabiit tadiem pasakumiem ka labakas prakses apmaina un arpus Eiropas Savienibas pastavoSo
drosibas standartu paaugstinasanas veicinasana. Aréjo sadarbibu galvenokart jaattiecina uz ES
kaiminvalstim.

6.2. Ar spragstvielam saistitas pétniecibas pastiprinasana

P&tniecibai drosibas joma ir butiska nozime, lai pastiprinatu Eiropas Savienibas sp&jas reagét
uz drosibas draudiem. Tadg] ieguldijumi izp€t€ uzskatami par prioritati.

Jau Sobrid var noteikt vairakas p&tniecibas prioritates:

e improvizetas spridzinasanas iekartas un to Ipasibas;

spragstvielu un prekursoru atklasana (tostarp, izmantojot piedevas). Saja joma
jaietver izpéte, kura attiecas uz spragstvielu atklasanas uzlaboSanu (pirms
eksplozijas), ka arT uz piedevam saistiba ar izsekojamibu (p&€c un pirms
eksplozijas);

e parnésajami spragstvielu parbaudes komplekti;

e improvizéto spridzinadanas iericu atklagana lidostas. Saja joma ipada uzmaniba
javelta Skidro spragstvielu atklaSanai ar mérki radit tadas atklasanas tehnologijas,
ar kuru palidzibu pakapeniski var€tu ieviest jaunas kontroles iekartas bistamu
skidro spragstvielu atklasanai neatkarigi no attieciga skidruma daudzuma.

e atrast tehniskus risinajumus, kas dalibvalstu iestadém lautu trauc€t mobilo talrunu
signalus apdraudétas vietas. Zinot, ka mobilos talrugus ir iesp&jams lietot ka
detonatorus, jaatrod iesp&ja noteiktaja vieta uz laiku traucgt mobilo talrunu
signalus, lai tadéjadi nepielautu no attaluma izraisitu spragstvielu eksploziju;

¢ inhibitori, kurus var pievienot spragstvielu prekursoriem.
P&tniecibai spragstvielu joma nav jaaprobezojas ar iepriek§ mingtajiem punktiem. Prioritates

ir regulari japarbauda. Turklat jauzlabo informacijas apmaina dalibvalstu vidi, lai noverstu
nelietderigu darbibas dublésanos.
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Novértgjot, kuram personam pieskir piekluvi rezultatiem, vienmér riipigi jaapzinas
pétniecibas 1pasa nozime. Konfidencialitate noteiktas jomas ir arkartigi svariga.
7. NOVERSANA

NoveérSanas pasakumiem ir izSkiroSa nozime, lai pastiprinatu droSibu attieciba uz
spragstvielam. Eiropas Savienibas un valsts [tTment var veikt vairakus pasakumus novérsanas
joma.

Saistiba ar prekursoriem prioritaru ricibas pasakumu vidi ir noteiktu kimikaliju kontroles
uzlabo$ana, iesaistito darbinieku sapratnes veicinaSana un aizdomigu darfjumu noteikSana.

Visparigak runajot par spragstvielu jomu, droSiba japastiprina visos piegades kédes posmos.
Jautajumi par spragstvielu razoSanu, uzglabaSanu, transportéSanu un izsekojamibu jaizskata
steidzama kartiba, lai tadgjadi pazeminatu diversijas, nelikumigas piesavinasanas un
spragstosu vielu un spridzeklu zadzibu varbitibu vai samazinatu to ietekmi. Saja joma jau tiek
veikti vairaki pasakumi. Sie pasakumi japastiprina ar ipasu, uz droSibu vérstu pasakumu
palidzibu.
Tade] galvenas prioritates noverSanas joma ir:

e veicinat iesaistito darbinieku sapratni saistiba ar prekursoriem;

¢ uzlabot noteikumus par tirgii pieejamiem spragstvielu prekursoriem;

e uzlabot ar prekursoriem saistitu darfjjumu kontroli;

e uzlabot tirgli pieejamo spragstvielu un pirotehnisko izstradajumu kontroli;

e uzlabot drosibu ar spragstvielam saistitos objektos;

e uzlabot ar spragstvielam saistito personu dro§ibas parbaudes;

e uzlabot spragstvielu transportésanas drosibu;

e samazinat tas informacijas apjomu un kvalitati, kas attiecas uz nelikumigu
spragstvielu izgatavoSanu.

7.1. Iesaistito darbinieku sapratnes saistiba ar prekursoriem veicinasana

Tiesibu aizsardzibas iestazu praktiska pieredze rada, ka modri darbinieki ir viens no
visefektivakajiem aizsardzibas veidiem pret nelikumigam darbibam, it 1paSi saistiba ar
aizdomigu darTjumu un zadzibu atklasanu.

Uznémumiem un valsts iestadém galvenokart jariipgjas par to, lai par drosibas jautajumiem
tiktu informéti tie darbinieki, kas veic darbibas ar prekursoriem. Izmantojot Sim noliikam
veltitas izskaidroSanas kampanas, jastiprina darbinieku apzipa attieciba uz draudiem visa
piegades kéde, kura aptver prekursoru razotajus, sintez&tajus, izplatitajus un pardevejus.
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7.2. Noteikumu par tirgii pieejamiem spragstvielu prekursoriem uzlaboSana

Otra prioritate noveérSanas joma ir noteikumu par tirgli pieejamiem spragstvielu prekursoriem
uzlaboSana; to panak, grozot noteikumus par konkréto kimisko vielu veidu vai ieviesSot Sajos
noteikumos ierobezojumus. Javeic pasakumi, lai apgritinatu noteiktu prekursoru izmantoSanu
improvizetu spridzinasanas iericu izgatavosana un nepielautu vismaz to, ka Sos prekursorus
izmanto mazak pieredz&jusi teroristi un neprofesionali bumbu izgatavotaji.

Tade] jaizveido sist€ma, lai apspriestu un sagatavotu noteikumus par tirgl pieejamiem
spragstvielu prekursoriem. Tajos jaieklauj jautajums par pastavigas ekspertu komitejas
izveidoSanu; §1s komitejas uzdevums biitu noteikt ar dazadiem prekursoriem saistitos draudus
un ierosinat Komisijai piemerotu ricibu, vienlaikus nemot véra dazadu pasakumu samerigumu
un izmaksas. Sie ierosindjumi varétu aptvert ierobeZojumus attieciba uz noteiktu prekursoru
koncentracijas pakapi, pardosanas aizliegumus, alternativu vielu noteikSanu, lai ar tam
aizstatu attiecigos prekursorus, ka ar1 p&tniecibas prioritates.

Pastavigajai komitejai biitu jaiesniedz detalizets izvert€§jums par Sadiem jautdjumiem un
vajadzibas gadijuma jauzrauga ipasu pasakumu istenosana.

(a) Tur, kur tas ir tehniski iesp&jams, radit piemérotas piedevas un veicinat So
piedevu izmantoSanu prekursoros, lai tadejadi nepielautu to izmantoSanu
spragstvielas.

(b) Ierobezojumi attieciba uz noteiktu prekursoru koncentracijas pakapi, kada tos
drikst pardot tieSajiem lietotajiem.

(©) Pilnigs koncentrétu stipru skabju pardoSanas aizliegums ES pat€rétaju tirgi
(neprofesionalaja tirgii) gadijumos, ja ir pieejams aizstaj&js; jo Ipasi tas attiecas
uz sérskabi, salsskabi un slapeklskabi.

(d) Ieviest tirgus uzraudzibas sistému attieciba uz amonija nitratu saturosiem
mineralmésliem un ierobezot mineralméslu ar augstu slapekla saturu pardoSanu
iedzivotajiem.

(e) Ierobezot tira nitrometana pieejamibu iedzivotajiem. Tam jabut pieejamam
ripnieciskiem klientiem, izmantojot klientu kvalifikacijas sistemu.

6y} Ierobezot iedzivotaju piekluvi neflegmatiz&tajam natrija hloratam (herbicidi).

(g)  Novertét noteiktu prekursoru pilniga pardoSanas aizlieguma nepilngadigajiem
IstenoSanas iesp&jas un $ada aizlieguma pievienoto vertibu.

Balstoties uz pastavigas komitejas darbu par zinama daudzuma un/vai zinamas koncentracijas
prekursoru pardoSanas ierobezosanu, varétu tikt ieviesta prasiba, saskana ar kuru ir jaregistré
pircéja identitate. Sada veida informacija, kurai piemérojami attiecigie datu aizsardzibas
noteikumi, biitu pieejama tiesibaizsardzibas iestadem.

Attieciba uz spragstvielu prekursoru uzglabasanas droSibu visbeidzot ir janosaka Eiropas
standartu minimums un ieteikumi ripniecibai, izmantojot piem&rotu ricibas kodeksu.
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7.3. Ar prekursoriem saistitu darijjumu kontroles uzlabo§ana

Tresa prioritate attiecas uz to darfjumu kontroles ievieSanu, aiz kuriem var€tu slépties
launpratigi noluki. Turpmak minétos pasakumus ari jaizverteé pastavigaja komiteja, kas
nodarbojas ar jautajumiem par spragstvielu prekursoriem.

Katra dalibvalsti jabtt vienkarSam trauksmes mehanismam, ar kura palidzibu jebkura persona,
kas iesaistita piegades kede, var inform@t wvalsts attiecigds iestades par aizdomigiem
darfjumiem vai zadzibam. Jaizveido aizdomigu darfjumu zinoSanas sist€éma, kas ir
salidzinama ar paSreiz€jam sisttmam saistiba ar narkotisko vielu prekursoriem vai
aizdomigiem finansu darfjumiem. Var&tu radit saistoSu sist€ému, lai pazinotu attiecigai valsts
iestadei visus tos ar prekursoriem saistitos darfjumus, kurus varétu uzskatit par aizdomigiem.
Jarada riipniecibas un mazumtirgotaju ,ricibas kodekss” (lidzigi EK ricibas kodeksam
attieciba uz narkotisko vielu prekursoriem), lai noteiktu, kada veida darbibas izraisitu
aizdomas.

Janoverté prieksrocibas, kuras saistiba ar katru mazumtirdznieciba pardodamo prekursoru
veidu sniegtu tadas sist€mas izveidoSana, saskana ar kuru produktu iepakojumu marke ar
kodu, kas norada uz to, ka $is vielas iegade var tik registréta. Jaapsver iesp&ja radit Eiropas
simbolu, lai ar to noraditu, ka attiecigais produkts, ko paredzets pardot mazumtirdznieciba, ir
jaregistre.

7.4. Tirgii pieejamo spragstvielu un pirotehnisko izstradajumu kontroles uzlabosana

Paslaik visas dalibvalstis ir ieviesta sistéma, ar kuru atlauj uzp€émumiem veikt darbibas ar
spragstvielam. Tacu biezi vien triikkst sist€mas attieciba uz nekomerciala rakstura darbibam ar
spragstvielam. Tadgé] janodroS$ina, lai katra dalibvalsti biitu oficiala sist€ma, kas attiecas uz
razoSanas atlauSanu, reguléSanu un licencéSanu, ka ar1 uz spragstvielu uzglabasanu,
pardosanu, izmantoSanu un glabasanu, tostarp gadijumos, kad S§is darbibas veic
privatpersonas. Sai sistémai jaaptver gan uznémumi, gan nekomerciala rakstura darbibas.

Neatlautu spragstvielu atklaSanas gadijumos ir pilnigi nepiecieSams péc iesp&jas atrak
identific€t So spragstvielu pédgjo oficialo Tpasnieku. Tade] 1pass Eiropas mark&ums uz visam
spragstvielam butu loti lietderigs dalibvalstu tiesibaizsardzibas iestazu darba. Komisija
pasreiz izstrada $ada 1pasa mark&juma sist€mu un, iesp&jams, iesniegs priekslikumu direktivai
par civilam vajadzibam paredz&tu spragstvielu markeSanu un izsekojamibu. Saskapa ar
ierosinato direktivu visas spragstvielas markes ar ipaSu identifikacijas zimi, kas biis gan
cilvékam izlasama formata, gan svitru koda vai matricas koda formata. S sistéma jaisteno péc
iesp&jas atrak.

Tapat ar1 japarbauda pirotehnisko izstradajumu raditie draudi. Ta ka Sos izstradajumus var
izmantot improvizeétos spridzeklos, tad ir jauzlabo kontrole. Kaut arT pirotehniskie
izstradajumi lidz Sim nav izmantoti teroristu uzbrukumos, tie ir tikusi pielietoti noziedzigas
darbibas (pieméram, ka improvizéto ,.caurulveida bumbu” dalas). Padome 2007. gada
16. aprili pienéma jaunu ES direktivu par pirotehniskajiem izstradajumiem®. Sis dokuments
attiecas galvenokart uz jautajumiem saistiba ar pirotehnisko izstradajumu apiesanas droSumu,
lai gan tam arT ir zinama nozime dro§ibas jautajumos.

2 Direktiva 2007/23/EK, OV L 154, 14.6.2007., 1. Ipp.
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Ta ka pasreiz nav saskanotas pieejas licencéSanas kartibai par rikoSanos ar lielu pirotehnisko
izstradajumu daudzumu, tad dazas dalibvalstis ir iesp&jams rikoties ar lielu pirotehnisko vielu
daudzumu bez reglament€joSas parraudzibas tad, ja vien ir izpilditas attiecigas uzglabasanas
un transportésanas prasibas. Sis trikums janovers, ieviesot saskanotas ES prasibas attieciba uz
liela pirotehnisko izstradajumu daudzuma licencéSanu un rikosanos ar to.

7.5. Drosibas uzlaboSana ar spragstvielam saistitos objektos

Dalibvalstim ir dazada pieredze un atSkirigas pieejas attieciba uz droSibu ar spragstvielam
saistitos objektos. Tacu par to, ka javeic papildu darbs, liecina tas apstaklis, ka iepriekS$ejos
desmit gados Eiropa ir notikuSas liela méroga spragstvielu zadzibas. Jaturpina darbs, lai
tuvinatu drosibas ltmeni ar spragstvielam saistitos objektos Eiropas Savieniba un p&c iesp&jas
raditu kop€ju standartu minimumu $aja joma.

Pirmkart, japanak, lai efektivi droSibas plani/droSibas vadibas sistémas darbotos visos ar
spragstvielam saistitajos objektos (riipniecibas, uzglabasanas, izplatiSanas un lietoSanas
jomas). Sim dro$ibas planam/drogibas vadibas sistémai jabiit balstitai uz riska novértgjumu un
janodroSina operativu droSibas pasakumu 1istenoSana. DroSibas plana/droSibas vadibas
sisteémas ietvaros darbojas norikotas ,,atbildigas personas” un ,,atbildigais par drosibu”. Valsts
iestadem ir jabut iesp€jai atlaut iznp€mumus attieciba uz nelieliem lietotajiem. Stacionaros
uzglabasSanas objektos nepiecieSamajam piekluves ierobezojumu un atklasanas noteikumu
limenim ir jaatbilst attiecigajai riska pakapei, ka ar1 standarta klasifikacijai.

Otrkart, attiecigo valsts iestazu pienakums vienmér ir regulari informét razotajus un
izplatitajus par regionaliem draudiem. Jaizstrada reagéSanas plani un jasaskano ar
pasreizgjiem trauksmes [imeniem.

Treskart, jauzlabo to izejvielu uzskaite, kuras izmanto pusfabrikata spragstvielu un gatavo
produktu razo$ana. Gramatvedibas un saskanoSanas sistémas eksist€é jau Sobrid. Tomér
nepiecieSams nodroSinat to, lai zadzibas un neatbilstibas tiktu apzinatas péc iesp&jas atrak.

Visbeidzot, japaaugstina Mobilo spragstvielu razo$anas vienibu (MEMU) drosiba. Sis
vienibas Sobrid dalibvalstts razo daudzas civilam vajadzibam paredz&tas spragstvielas.
Tadgjadi tiek butiski paaugstinata drosiba salidzinajuma ar raZzoSanu riipnicas un tai sekojoso
spragstvielu transportéSanu. Tomer nepiecieSami noteikti uzlabojumi attieciba uz MEMU
drosibu. Izmantojot vismaz divas neatkarigas sist€émas, ir jaregistte MEMU razoto
spragstvielu daudzums. Katra Mobilo spragstvielu razoSanas vieniba ir jaapgada ar ipaSu
sledz&jmehanismu, lai noverstu tas neatlautu izmantoSanu, un §1 vieniba ir janovieto vieta, kas
tiek apsargata vai uzraudzita taja laika, kad vieniba netiek izmantota.

7.6. Ar spragstvielam saistito personu drosibas parbauzu uzlabosana

Ir javeic visu to personu droSibas parbaudes, kam profesionalu iemeslu dé| ir saskarsme ar
spragstvielam; S$tm parbaudém jaaptver visa piegades kéde (razoSana, uzglabasana,
transport€Sana un izmantosana). Japarbauda darbinieki uznémumos, kuriem ir atlauja veikt
visi darbinieki, kas strada spragstvielu razosanas, uzglabasanas, izplatiSanas un izmantos$anas
jomas un kuriem ir piekluve spragstvielam; lai ieglitu piekluvi spragstvielam, Siem
darbiniekiem ir jabut oficialai atlaujai.
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7.7. Spragstvielu transportésanas drosibas uzlaboSana

Spragstvielu transport€Sana ir paSi neaizsargata joma tieSa uzbrukuma draudu dél vai ar1
tadel, ka spragstvielas varétu nelikumigi nogadat nevis paredzetaja galamerki, bet citur. Tadel
stingri spragstvielu transportéSanas droSibas pasakumi ir svarigakais aspekts, lai vispargji
pastiprinatu  droSibu attieciba uz spragstvielam. Tade]l visos EX/JII un EX/II
transportlidzeklos’, ar kuriem parvada spragstvielas, ir jaievie$ noteikti dro§ibu pastiprinosi
risinajumi.

Jaapspriez nepiecieSamiba parskatit ,,desensibilizétu spragstvielu” klasifikaciju. Pie
»desensibiliz€tam spragstvielam” ir pieskaitamas spécigas spragstvielas, pieméram, RDX
(ciklotrimetiléntrinitramins) un PETN (pentaeritrita tetranitrats), kuras saskana ar ANO
ieteikumiem par bistamu kravu parvadasanu parasti tiek klasificetas ka 1. klases spragstvielas,
bet $is spragstvielas sajaucot ar desensibiliz€tu vielu, tas var — saskana ar minétajiem ANO
ieteikumiem — arT klasificet ka 4.1. klases spragstvielas. Ta ka pastav risks, ka péc
desensibilizacijas procediiras 1. klases bistamas vielas netiek pilniba neitralizetas, ir janoverte,
vai Sadas ,,desensibiliz€tas spragstvielas” biitu jaklasificé ka 1. klases un nevis ka 4.1. klases
spragstvielas. Tadel savlaicigi japarskata $adu vielu klasifikacija.

7.8. Tas informacijas apjoma un kvalitates samazinaSana, kas attiecas uz
nelikumigu spragstvielu izgatavoSanu

Riipigi jaizskata jautajums par interneta izmantoSanu, lai izplatitu informaciju par bumbu
izgatavoSanu. No vienas puses, internets sniedz piekluvi milzigam informacijas daudzumam,
no ka ikviens giist labumu; no otras puses, internetu var izmantot launpratigos noliikos, lai
izplatitu informaciju, kuru var izmantot noziedzigos noliikos. JaverSas ar1 pret nelikumigu
informacijas un materialu par bumbu izgatavoSanu izplatiSanu interneta, vienlaikus pilniba
ieveérojot preses brivibu, varda brivibu un informacijas brivibu. Jaapsver iesp&ja ieviest kopgju
kriminalsankciju minimumu par informacijas par bumbu izgatavosanu izplatiSanu interneta.
Komisija Sobrid jau nodarbojas ar S$o jautdjumu, veicot grozijumus pamatlémuma par
terorisma apkaroganu®.

8. SPRAGSTVIELU ATKLASANA

Tajos gadijumos, kad novérSanas pasakumi nav vainagojusies ar panakumiem vai ir apieti,
atklasanas lidzeklu un praktisku pap€mienu uzdevums ir samazinat lidz minimumam
varbiitibu, ka teroristi vai citi noziedznieki izmanto spragstvielas launpratigos noltukos. Tadg]
jarada efektivi un precizi spragstvielu atklaSanas instrumenti.

Saistiba ar spragstvielu atklaSanu ir nepiecieSama visaptverosa pieeja. Paslaik eksisté vairakas
atklasanas metodes, kuras var izmantot spragstvielu joma. Pie $Tm metodém ir pieskaitamas
spragstvielu atklasanas sist€mas (EDS), rentgena sist€mas, spragstvielu mekletaji suni, ka ar1
mikrodalinu un izgarojuma uztverSanas sist€mas. Tome&r prakse liecina, ka, izmantojot tikai
vienu atklasanas metodi, apmierino$us rezultatus, visdrizak, nevars sasniegt. Tadel
nepiecie$ama metozu kombinacija.

ApzZim&jumi EX/II un EX/III attiecas uz transportlidzekliem, kuri ipasi paredzeti bistamu kravu
parvadasanai.
Padomes 2002. gada 13. jinija pamatlémums par terorisma apkaroSanu, OV L 164, 22.6.2002., 3. Ipp.
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Galvenas prioritates ir $adas:

e ieviest uz konkrétiem gadijumiem balstitu pieeju, lai noteiktu prioritates
atklasanas joma;

e jzstradat atklasanas standartu minimumu;

e uzlabot informacijas apmainu,

e radit sertificéSanas, parbaudes un izméginajumu programmas;
o cfektivak izmantot atklaSanas tehnologiju Tpasas vietas.

Aviacijas drosSibas joma Komisija jau veic butiskus pasakumus. To starpa ir obligatu standartu
noteikSana attieciba uz spragstvielu detektoru darbibas prasibam, ka ari attieciba uz So
detektoru izmantoSanu. Sis darbs ir jaturpina.

8.1. Uz konkrétiem gadijumiem balstitas pieejas ievieSana, lai noteiktu prioritates
atklasanas joma

Spragstvielu atklasanas uzlaboSana ir sarezgits un laikietilpigs process, kura jaiesaista plass
ieinteres€to personu loks.

Viens no svarigakajiem uzdevumiem ir panakt, lai tiesibaizsardzibas sist€mas prasibas
spragstvielu atklasanas joma buitu savienojamas ar pasreizéjam tehnologijam un produktiem.
So procesu var atvieglot, izveidojot uz konkrétiem gadfjumiem balstitu pieeju, kura attiecas
uz prioritasu noteikSanu spragstvielu atklasanas procesa. Pirmais nozimigais solis, lai noteiktu
turpmakas darbibas prioritates, ir noteikt konkrétos scenarijus un tehnologijas, kas ir
pieejamas, lai rikotos 80 scenariju gadijuma. Sadi scenariji palidzés piesaistit uzmanibu
resursiem un izpétei, koncentréties uz Tpasu jautajumu un probl€mu apspriesanu un pastiprinat
izpratni par dazadu Eiropas Savienibas ieinteres€to pusu problémam, taja starpa par gritibam
saistiba ar spragstvielu atklasanas bridi un viltus/patiesas trauksmes apmériem. So procesu
atvieglotu, izveidojot darba grupu, kuras uzdevums bitu noteikt un apspriest konkrétos
scenarijus un piemerotas atklasSanas prasibas. Apspriezamo tému delikata rakstura d€] darba
grupas sastava bitu dalibvalstu un Komisijas parstavji. Tomer, ja tas Skiet lietderigi, grupas
darba dalgji jaiesaista privatais sektors un zinatnieku aprindas. Sados gadijumos jagarante
attiecigo droSibas nosacijumu izpilde, pieméram, paklaujot dalibniekus ripigam parbaudém
un izmantojot drosas telpas.

8.2. Atklasanas standartu minimuma izstrade

Standartu izstrade ir augstas izmaksas nepraso$s un efektivs Iidzeklis, lai uzlabotu
spragstvielu detektoru darbibu. Neatkarigi no ta darba, kas jau veikts aviacijas drosibas joma,
Eiropas Savieniba ir jaizstrada atklasanas standartu minimums. Attistoties tehnologijam, $os
standartus uzlabos. Standartus var izstradat dazados veidos, ieskaitot tiesibu aktus vai iesaistot
Eiropas Standartizacijas komiteju (CEN). Pieejas izvéle ir atkariga no drosibas prasibam un
ieinteres€to pusu velmeém.

8.3. Informacijas apmainas uzlaboSana

Lai izstradatu uzlabotus spragstvielu atklaSanas instrumentus, ir nepiecieSama cieSa valsts un
privata sektora sadarbiba. Jauzlabo informacijas apmaina spragstvielu atklasana iesaistito
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personu vidi, ieskaitot informacijas apmainu starp tiesibaizsardzibas dienestiem un
attiecigiem droSibas dienestu darbiniekiem, kuru tieSais uzdevums ir atklat spragstvielas
dazadas vietas, ka arf starp tiesibaizsardzibas dienestiem un drosibas dienestu darbiniekiem no
vienas puses un spragstvielu detektoru razotajiem no otras puses.

Lai varetu efektivi atklat spragstvielas, atjauninata un konkréta informacija par draudiem ir
jasniedz drosibas dienestu darbiniekiem, kuru tieSais uzdevums ir spragstvielu atklasana.
Drosibas dienestu darbinieki ir regulari jainforme par attiecigajiem draudiem un iesp&jamiem
scenarijiem, jo teroristi izmanto daudzus spragstvielu veidus un formas. Tas ir Tpasi svarigi
attieciba uz lidostu darbiniekiem. Lidostu droSibas dienestu darbiniekiem pastavigi ir jasanem
aktuala informacija par teroristu darbibas metodém un cita ar apdraud&umu saistita
informacija. Lai veiktu So procesu, ir nepiecieSamas atbilstoSa Iimena drosibas parbaudes.

Sniedzot detektoru razotajiem informaciju par apmacibu rezultatiem un citu attiecigu
informaciju par noteikta veida spragstvielam, var ievérojami veicinat labaku risinadjumu
izstradi. Spragstvielu detektoru razotajiem Sobrid biezi nav piekluves noteiktam spragstvielu
veidam vai pietickamam spragstvielu daudzumam. Gadijumos, ja spragstvielu atklaSanas
instrumentos, tiem darbojoties noteikta rezima apstaklos, konstaté darbibas sp&ju trukumus,
tas ir japazino razotajam, lai tadgjadi uzlabotu atklasanas efektivitati. ST pazino$ana varétu
norisinaties Ipasa atbildes procesa ietvaros; tas mérkis nav panakt, lai instrumenta piegadatajs
atvieglotu attiecigo testu izturéSanas proceduru.

Spragstvielu atklaSanas ekspertu darbu varétu ari atvieglot, radot ierobezotas piekluves
datubazi par to spragstvielu specifiku, kas ir pieejamas ES tirgd. Saja datubazé bitu tada
informacija par spragstvielu specifiku, kas nepiecieSama tiesu medicinas parstavjiem un
spragstvielu atklaSanas ekspertiem. Sim noliikam varétu izmantot pasreizgjas licencéSanas
prasibas, paplasinot, iesp&jams, informéSanas prasibas.

Citi pasakumi spragstvielu atklaSanas joma var€tu biit: izstradat rokasgramatu lietotajiem
(gala paterétajiem) par spragstvielu atklaSanas jautdjumiem un izveidot ekspertu tiklu par
Siem jautajumiem.

8.4. SertificeSanas, parbaudes un izméginajumu programmu izveide ES spragstvielu
atklasanas sistemu ietvaros

Eiropas Savienibas méroga ir jaizveido sertificéSanas, parbaudes un izméginajumu
programmas spragstvielu atkla$anai. Sadas programmas sniegtu bitiskas prieksrocibas
izmaksu zina, jo tiktu novérsta pasakumu atkarto$anas dalibvalstis, tadgjadi izSkerdejot valsts
un privata sektora resursus. Turklat ar $adu programmu palidzibu tas dalibvalstis, kuram nav
pasam savu sertific€Sanas iesp€ju, iegiitu piekluvi attiecigajai sertific€Sanas informacijai. P&c
kop€ju sertificESanas, parbaudes un izméginajumu programmu ievieSanas samazinatos valsts
iestazu atkariba no spragstvielu detektoru razotdju sniegtas informacijas; tadgjadi valsts
iestades 1émumu piepemsana var€tu vadities no objektiviem rezultatiem. Visbeidzot, $adas
programmas sniegtu priekSrocibas privatajam sektoram, jo lautu razotajiem efektivak pardot
savus izstradajumus. Jaapsver iesp&ja standartizét sertificéSanas, parbaudes un izm&ginajumu

Runa3jot par sertific€Sanu, ir nepiecieSams process, ar kura palidzibu var novertet spragstvielu
atklasanas instrumentu, lai parliecinatos, vai tas atbilst noteiktiem pienemtiem standartiem.
SertificéSanas procesu veiktu dalibvalstu akreditetas laboratorijas/organizacijas, un tam
piekristu visas dalibvalstis.
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Eiropas Savienibas méroga jaievie$ ar1 parbaudes programma, lai veiktu konkréta atklasanas
instrumenta visparéju darbibas novértgjumu. Sada programma biitu pamats parbaudes
rezultatu apmainai iestazu un attiecigo dalibvalstu institiitu vidi. Neatkarigas parbaudés
iegiitas informacijas par atklasanas instrumentu darbibu apkopoSana biis lietderiga valsts
iestadém un citam ieinteres€tajam pus€m, jo ta atvieglotu I€mumu pienemSanu saistiba ar
iepirkuma procediiram.

Visbeidzot, Eiropas Savienibas méroga ir jaizveido spragstvielu atklaSanas instrumentu
izméginajumu programma, ar kuru varétu novertét vairaku jaunu atklasanas tehnologiju
darbibu, izmantojot identiskus vai loti Iidzigus scenarijus. Izmantojot $adu programmu, biitu
vienkars$ak salidzinat atSkirigas tehnologijas, kuras sanemtas no dazadiem piegadatajiem.
[zm&ginajumu programmas mérkis buitu noteikt daudzsolosus risindgjumus un tehnologijas un
palidzet tos ieviest tirg.

8.5. Atklasanas tehnologiju efektivaka izmantoSana ipasas vietas

Atklasanas tehnologija ir jaizmanto efektivak pasas vietas. Prioritara kartiba sikak jaizskata
situacija lidostas un citos transporta un sabiedriskos objektos, kurus, iesp&jams, var uzskatit
par vitalas infrastrukttras objektiem. Biitiski panakumi jau ir sasniegti spragstvielu atklasana
1pasas vietas; taja skaita ir minami ieviestie ES noteikumi par spragstvielu detektoru darbibu
un izmanto$anu lidostas. Sis darbs ir pastavigi jaatbalsta, jaizverté un japastiprina, un péc
vajadzibas jaaktualizé. Turklat japatur prata, ka jauno atklaSanas tehnologiju ietekme uz
celotajiem ir jasamazina Iidz minimumam, vienlaikus nodroSinot atbilstoSu drosibas Iimeni.
Jaapsver iesp€ja, balstoties uz konkrétiem scenarijiem un draudu novért€jumu, veikt lidzigu
darbu citas iesaistitajas jomas, ieskaitot citus transporta veidus.

9. SAGATAVOTIBA UN REAGESANA

Ja noveérSana un spragstvielu savlaiciga atklasana nevainagojas ar panakumiem, ir jabut
izstradatam piemé&rotam un efektivam reag€Sanas sisttmam. Protams, ka katras apdraudétas
dalibvalsts attiecigajam iestadém bas jauznemas atbildiba par reag€Sanas pasakumiem.
Neskatoties uz to, pozitivu efektu dotu Eiropas Savienibas iesaistiSanas noteiktas jomas, jo
ipasi, apmainoties ar informaciju un labako praksi sagatavotibas jautajumu un reagéSanas
pasakumu joma, ka arT attieciba uz informaciju, kas nepiecieSama, lai noziedzniekus nodotu
tiesai.

Sagatavotibas un reagéSanas pilara galvenas prioritates ir:
e uzlabot informacijas un labakas prakses apmainu dalibvalstu vidi;
e izstradat draudu novertgjumus;

e izstradat ipasus sagatavotibas un reagéSanas pasakumus aizsardzibai pret terora
draudiem, kuri rodas, izmantojot spragstvielas.

9.1. Informacijas un labakas prakses apmainas uzlaboSana dalibvalstu attiecigo
iestazu vida

Lai pastiprinatu informacijas apmainu un savstarpgjo uzticibu, ir jaizveido Eiropas eksplozivo
iericu un spragstvielu iznicinasanas tikls (EOD tikls). Tas veicinatu labakas prakses
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izplatiSanu, kopigu macibu organiz€Sanu un sniegtu visam ieinteres€tajam pusém aktualu
informaciju par jaunakajiem pétijumiem $aja joma.

Darbibas ar lielu kimikaliju daudzumu, kas atrasts vietas, uz kuram attiecas izmekléSana,
mazak pieredz&jusas dalibvalstis var nostadit grita uzdevuma priek$a. Uzlabota informacijas
apmaina biitu lietderiga So valstu eksplozivo iericu un spragstvielu iznicinasanas ekspertiem,
jo to tehniska aprikojuma Iimenis dal&i nav 1pasi augsts, lai rikotos ar lielu nespragusu
spragstvielu daudzumu ar mérki §is spragstvielas neitraliz€t un nonemt paraugus laboratorijas
parbaudém un identifikacijai.

9.2. Draudu noveértéjumu izstradasana

Dalibvalstim jaapsver nepiecieSamiba izstradat 1pasu draudu noveért€jumu spragstvielu joma.
Saistiba ar 1paSiem jautajumiem terorisma joma regulari tiek izstradati dazadi draudu
novertejumi. Japarbauda turpmak, vai pastdv vajadziba izstradat ipasu draudu novértejumu
spragstvielu joma.

9.3. IpaSu sagatavotibas un reageéSanas pasakumu aizsardzibai pret terora
draudiem, kas rodas, izmantojot spragstvielas, izstrade

Teroristi var izmantot mobilos talrunus, lai izraisitu spridzinasanas iericu eksploziju. Tadel
dalibvalstim ir janodroSina, lai tiesibaizsardzibas iestades varétu pieprasit no mobilo
telefonsakaru piedavatajiem partraukt mobilo talrunu pakalpojumus attiecigajas vietas.

10. UZRAUDZIBA

Novertejot panakumus ES ricibas plana par dro§ibas pastiprinasanu attieciba uz spragstvielam
istenoSana, viens no galvenajiem elementiem ir uzraudziba. Katra dalibvalsts ik gadu pazino
Komisijai par savam sekmé&m ricibas plana istenoSana. Balstoties uz dalibvalstu zinojumiem,
Komisija regulari noveért€s sasniegtos panakumus ricibas plana istenoSana, lai noteiktu, kadi ir
turpmakie veicamie pasakumi, un izveéletos jaunas prioritates.

Jaorganiz€ salidzinoSas parskata macibas, lai noveértétu ricibas plana TstenoSanu un
pastiprinatu labakas prakses apmainu.

11. FINANSEJUMS

Drosiba attieciba uz spragstvielam ir Komisijas prioritate un biis tiesiga sapemt ES
finanséjumu. Ipasas finans€juma iesp&jas pasakumiem, kas saistiti ar dro§ibu spragstvielu
joma, pieskirs programmas ,,Noziedzibas novérSana un cipa pret noziedzibu” un Septitas
pétniecibas pamatprogrammas (FP7) ietvaros.

P&tniecibas projekti, kas saistiti ar spragstvielu atklasanu un noteikSanu, sanem finans€jumu
saskana ar Septitas p€tniecibas pamatprogrammas 10.t€mas noteikumiem attieciba uz
pétniecibas darbibam drosibas joma. Papildus tam ir paredzets, ka 10. t€mas ietvaros finanses
demonstréjuma projektu par kimiskam, biologiskam un radiologiskam vielam,
kodolmaterialiem un spragstvielam (CBRNE). Vienlaikus ir izveidots Eiropas droSibas
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pétniecibas un jaunindjumu forums (ESRIF)’, kas izstradas vid&ja termina un ilgtermina
drosibas pétniecibas apvienoto darba kartibu, iesaistot taja visas ieinteres€tas personas, kas
planam, kura pamata ir publiska un privata sektora galalietotaja nakotnes vajadzibas un
vismodernakas tehnologijas drosibas joma. Komisija nodro$inas to, lai tiktu izveidotas
nepiecieSamas saites starp drosibas pastiprinasanas pasakumiem attieciba uz spragstvielam un
attiecigajam ESRIF darba grupam.

Eiropas Savienibas Padome 2007. gada 12. februari pienéma ipasu programmu ,,Noziedzibas
novérsana un cina pret noziedzibu” laika posmam no 2007. gada lidz 2013. gadam, un tas
budZzets ir apméram 745 miljoni EUR.

Saskana ar Liguma par Eiropas Savienibu VI sadalas noteikumiem §1 programma sniedz
finansialu atbalstu darbibam attieciba uz visa veida noziegumiem (jo IpaSi attieciba uz
terorismu, cilvéku tirdzniecibu un nodarijumiem pret bérniem, narkotiku un ierocu nelegalu
tirdzniecibu, ka ar1 korupciju un krapSanu). Viena no pasajam jomam, uz kuram attiecas
programma, ir dro§iba attieciba uz spragstvielam.

Finans&jums biis pieejams Ipasam prioritateém, kuras Komisija noteiks katru gadu.

12. SECINAJUMI
Viena no Komisijas prioritatém drosibas joma ar turpmak biis nepielaut, ka teroristi izmanto
spridzinasanas ierices. Ricibas plans par drosibas pastiprinasanu attieciba uz spragstvielam

sniegs butisku ieguldijumu §2 mérka sasniegSana.

Visus ricibas plana noteiktos pasakumus istenos turpmakajos gados. Vairaki no Siem
pasakumiem javeic vispirms prioritara kartiba, tostarp bils jaizveido:

e Eiropas eksplozivo iericu un spragstvielu iznicinasanas tikls;
e agrinas bridinasanas sist€éma spragstvielu joma;

¢ Eiropas datu sistéma ar informaciju par bumbam,;

e pastaviga ekspertu komiteja prekursoru joma;

e spragstvielu atklaSanas darba grupa.

Eiropas eksplozivo iericu un spragstvielu iznicinasanas tiklu, agrinas bridinasanas sistému
spragstvielu joma un Eiropas datu sisttmu ar informaciju par bumbam izveidos, izmantojot
ES finans€juma atbalstu, lai tadgjadi pec iesp€jas atrak pastiprinatu ar spragstvielam saistitas
informacijas apmainu dalibvalstu vida.

atklasanas darba grupa, lai attiecigie eksperti varétu sakt apspriest siki izstradatus pasakumus,
kas ir veicami spragstvielu prekursoru un atklasanas sistému joma.

> ESRIF izveidosana tika pieteikta Komisijas 2007. gada 11. septembra pazinojuma par publiska un

privata sektora dialogu droSibas pétniecibas un jauninajumu joma (COM(2007) 511 galiga redakcija).
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Vienlaikus ar ricibas plana istenosanu Komisija daris pieejamu finans€jumu pasakumiem
spragstvielu joma.
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PIELIKUMS 1 — Action Plan on Enhancing the Security of Explosives

Horizontal measures

No.

Measure/Action

Competent body

Deadline

Status/Observations

Priority 1: Improve the exchange of timely information and best practices

1.1.1

Establish an Early Warning System concerning explosives

Such a system would be used in order to exchange information
concerning:

Immediate threats;

Theft of explosives (any kind);

Theft of detonators;

Theft of precursors; (to be discussed)
Suspicious transactions;

Discovery of new modi operandi.

The system should be available in particular to Member States public
security authorities (national contact points), Europol and all operational
EOD units.

MS/Europol/Commission

End 2008

Task Force Recommendation No. 39
and 40

Create a European Bomb Data System

The system should provide a common EU instrument enabling authorised
governmental bodies at EU and Member States level to have 24/7 access
to relevant information on incidents involving explosive devices.

At least all operational EOD units in the Member States should have
access to the database. Other competent authorities in the Member States
should also be given access in line with national law.

Competent units or bodies of the Member States should be strongly
obliged to provide all necessary information for inclusion in the database.

Europol/MS/Commission

End 2008

Task Force Recommendation No. 35,
36, 37

LV
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Explosive Devices at airports

Special focus should be given to research on the detection of liquid
explosives.

Progress to be
assessed annually

1.1.3 | Regularly (every two years) organise an event on the security of | Commission Ongoing every two | Task Force Recommendation No. 50
explosives covering all relevant issues. years
Such an event/conference should involving officials from both the public
and private sectors.
1.1.4 | Engage in dialogue and exchange of best practices with external | MS/Commission Ongoing
partners
The raising of security standards outside of the EU, in particular in ENP
countries, should be encouraged.
Priority 2: Step-up explosives-related research
1.2.1 | Improve the aggregation and spread of research results both at EU | MS/Commission ongoing Task Force Recommendation No. 49
level as well as at national level across the EU Member States
1.2.2 | Perform further research on improvised explosive devices and their | MS/Commission ongoing Task Force Recommendation No. 47
properties
1.2.3 | Perform further research on the detection of explosives and | MS/Commission ongoing Task Force Recommendation No. 47
precursors including through the use of additives
Enhancing both detectability and traceability should be considered.
1.2.4 | Perform further research on mobile explosives testing Kits MS/Commission ongoing Task Force Recommendation No. 47
1.2.5 | Perform further research to find inhibitors which could be added to | MS/Commission ongoing Task Force Recommendation No. 48
precursors to explosives to prevent them being used to manufacture
explosive devices
1.2.6 | Perform further research concerning the detection of Improvised | MS/Commission Ongoing Task Force Recommendation No. 31

LV
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1.2.7

Support further research in order to find technical solutions for
Member State authorities to jam mobile phone signals in threatened
areas

MS/Commission

ongoing

Task Force Recommendation No. 45

LV

19

LV



Prevention measures

Such a system should include the establishment of a Standing Committee
of Experts tasked with identifying the risks associated with various
precursors and recommending appropriate actions to the Commission.
The Committee should consider and/or monitor the following issues:

e Development of suitable additives and promotion of the use of these
additives to precursors in order to prevent their use in explosives,
when it is technically possible.

e Restrictions on concentration concerning the sale of certain
precursors to end-users.

e A complete ban on concentrated strong acids to EU consumer
markets (non-professional markets) when a substitute giving an
equal use is technically possible: sulphuric, hydrochloric and nitric
acids in particular.

e Introduction of a voluntary market surveillance scheme for

ammonium nitrate fertilizers and restricting the sale of high nitrogen

No. Measure/Action Competent body Deadline Status/Observations

Priority 1: Improve staff awareness concerning precursors

2.1.1 Public authorities to provide security information to the entire | MS Ongoing Task Force Recommendation No. 1
precursor supply chain, from manufacturers to the retailers, first
responders (police, fire-departments, bomb-squads) and educational
establishments to focus attention on products of concern

212 Campaigns should be conducted to raise staff-awareness of the | MS Ongoing Task Force Recommendation No. 3
threat all along the supply chain amongst manufacturers,
formulators, distributors and retailers of precursors.

Priority 2: Improve the regulation of explosives precursors available on the market

221 The establishment of a system to consider measures and prepare | Commission/MS Start by end of 2007 | Task Force Recommendation No. 4
recommendations concerning the regulation of explosives precursors
available on the market Ongoing
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fertilizers to the general public.

e Limiting the availability of pure nitromethane to the general public.
It should be available to industrial customers via a suitable customer
qualification scheme.

e Restrictions on access of the general public to unphlegmatized
sodium chlorate (weed killer).

e  The feasibility and added value of introducing a complete ban on
selling certain precursors to minors.

The work of the Committee should take into account the detailed
measures proposed in the Explosives Security Experts Task Force report.

In order to avoid duplicating existing measures or adding unnecessarily
to the burden faced by legitimate business, it is important that account is
also taken of existing controls on similarly sensitive items. Trading in
explosive materials, such as acetone, hydrochloric and sulphuric acid is
already covered by the existing Community drug precursor legislation.
This legislation offers effective controls and must be taken into
consideration before new mechanisms are proposed. To be effective
controls will have to apply to imports, exports, transit and intra-
Community movements.

222

Introduce a system for the recording of the identity of the buyer of
precursors above certain quantities and/or concentrations. The
records should be available to the law enforcement authorities on
request or provided to the national contact point in case of
suspicious transactions. All relevant data protection rules should

apply

The relevant quantities and/or concentrations would be set based on the
work of the Standing Committee of Experts.

Commission/MS

Start in 2008

Assess the need to
setup a concrete
system by end 2008

Task Force Recommendation No. 7

223

A European minimum standard and industrial guidance by way of
an appropriate code should be defined concerning the security of
storage of explosives precursors

It should not be in conflict with other Regulations.

Commission/MS

End 2008

Task Force Recommendation No. 8
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Priority 3: Improve the control over transactions involving precursors

2.3.1

Establish a system of reporting suspicious transactions

Simple means should exist for anyone within the supply chain to alert
the relevant national authority if they see a transaction or theft which
they suspect to have been made with the intention of illegally fabricating
explosives.

A binding system could be considered concerning the notification to the
relevant national authority of any transactions involving the products on
the list which can be considered suspicious. A “code of conduct”, similar
to the EC code for drug precursors, should be developed, for industry
and retailers, identifying the behaviours which may give rise to
suspicion.

MS/Commission

Start in 2008

Assess the need to
setup a concrete
system by end 2008

Task Force Recommendation No. 2, 5,
6

232

Assessing the benefits of creating a scheme for each precursor
handled by the retail sector, under which all packaging would be
labelled with a code specifying that the purchase of the substance
may be subject to registration

The possibility of designing a European symbol to indicate that the
product for retail sale is subject to registration could be considered.

MS/Commission

2008

Task Force Recommendation No. 9

Priority

4: Improve the control over explosives available on the market and pyrotechnic articles

2.4.1

Ensure that each Member States has formal systems for authorising,
regulating and licensing the manufacture, storage, sale, use and
possession of explosives including by private persons

This shall apply to companies as well as to non-commercial activities.

MS

2009

Task Force Recommendation No. 21

242

Ensure the identification and tracing of explosives based on the
system proposed in the draft Commission Directive on the
identification and traceability of explosives for civil use (Traceability

Directive)

Commission/MS

End 2007

Task Force Recommendation No. 22
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243

Harmonise EU requirements for the licensing and handling of large
amounts of pyrotechnic articles

The lack of any harmonised approach towards licensing schemes to
handle large quantities of pyrotechnic articles means that it is possible to
handle such materials without regulatory oversight as long storage and
transport requirements are met. Such a security gap should be closed.

Commission/MS

End 2009

Task Force Recommendation No. 43

Priority

5: Improve the security of explosives facilities

2.5.1

Introduce effective Security Plans/Security Management Systems at
all explosives facilities (manufacturing, storing, distributing and
using)

Ensure that the levels of necessary access prevention and detection
provisions in fixed storage facilities should be proportional to the risk
and should be subject to a standard classification.

MS

Launch debate in
2008

Ongoing

Task Force Recommendation No. 12
and 14

2.5.2

Introduce an obligation for the relevant national authorities to keep
explosives manufacturers and distributors informed as to the
regional threat at all times

Response plans should be developed tuned to the level of alert present.

MS

Ongoing

Task Force Recommendation No. 13

253

Raw materials used in the manufacture of bulk explosives and
finished product should be periodically accounted for and reconciled
as approved by the National Authorities

This applies to all factories manufacturing bulk explosives. The relevant
periods should not be long so that any losses, thefts and inconsistencies
are recognized as quickly as possible.

MS

2009

Task Force Recommendation No. 20
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2.54

Improve the security of Mobile Explosive Manufacturing Units
(MEMUs). Amend the European Agreement on the International
carriage of dangerous goods by road (ADR) by end of 2009

The following specific actions should be undertaken:

e  The amount of explosives produced on MEMUSs should be
ascertained by two independent systems. At least one of these
should be fitted on the truck.

e Each MEMU should be fitted with process locks to prevent
unauthorised use.

e Loaded MEMUs should be parked on a site which is guarded or
monitored when they are not in use.

Commission/MS

End 2009

Task Force Recommendation No. 15,
16, 17

Priority

6: Improve the security vetting of personnel

2.6.1

All personnel employed in the manufacturing, storage, distribution
and use of explosives, and who have access to explosives, should be
vetted (external checks by relevant national authorities under
applicable national regulations) and hold a formal authorisation to
have access to explosives

MS

Ongoing

Task Force Recommendation No. 11

Priority

7: Improve the security of the transport of explosives

2.7.1

All EX/II and EX/III vehicles carrying explosives should be
equipped with certain security enhancement solutions. Amend the
European Agreement on the International carriage of dangerous
goods by road (ADR) by end of 2009.

These security solutions include:

1) be fitted with 24 hour, remote monitoring systems (e.g. GPS based
systems), that are monitored by an appropriately resourced
monitoring station. The Monitoring systems (including the
Monitoring Station) must reliably enable where technically possible:
e Vehicle location to be identified
e Alarm activation if vehicle is moved from specified location at

certain times

Commission/MS

2009

Task Force Recommendation No. 18
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e  Alarm activation if specified compartments are opened at
certain times and/or at unauthorised locations

e A duress and/or a panic alarm facility

2) be capable of immobilising the engine remotely if safe and
applicable subject to the Vienna Convention

3) be fitted with an anti theft system

4) have sufficiently secure compartments for explosives

5) be fitted with a means of communication

6) have a recognised marking affixed to the roof of the vehicle, to a
specified size and description.

2.7.2 Launch a debate on the need to review the classification of | Commission/MS Immediately Task Force Recommendation No. 19

“desensitized explosives”
End 2007

This should be done with a view to making sure that future transport
regulations (GHS-system) continue to cover such substances.

Priority 8: Reduce the supply and quality of information on how to illicitly manufacture explosives

2.8.1 Limit the illicit spread of bomb-making information over the | MS/Commission ongoing Task Force Recommendation No. 41
Internet

282 Harmonize criminal sanctions for distributing bomb-making | MS/Commission End 2008 Task Force Recommendation No. 41
experience over the Internet
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Detection measures

No. Measure/Action Competent body Deadline Status/Observations
Priority 1: Establish a scenario-based approach to identifying work priorities in the detection field
3.1.1 Setup a working group tasked with developing and discussing | Commission/MS As soon as possible | Task Force Recommendation No. 23
detection related scenarios, and then identifying detection
technology requirements for the scenarios
The working group would be composed of Member State and
Commission representatives.
3.1.2 Create a matrix of what is desired and of what is currently possible | Commission/MS Ongoing Task Force Recommendation No. 24
in terms of the detection of explosives for each of the scenarios
created by the working group
Priority 2: Developing minimum detection standards
321 Develop minimum detection standards based on relevant scenarios | MS/Commission Ongoing Task Force Recommendation No. 25
and threat assessment
These standards should be updated as technology evolves
Priority 3: Improving the exchange of information
331 Ensure that the security staff (in particular at airports) are provided | MS Ongoing Task Force Recommendation No. 42
on a continuous basis with up-to-date information on relevant parts
of new terrorist modi operandi or other appropriate threat
information
For airport security, this should complement the obligations for training
security staff set out in §12.2 of the Annex to the EU Regulation
2320/2002 establishing common rules in the field of civil aviation
security.
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332

Assess and improve where necessary the situation as regards the
availability of training data and other information/feedback for
manufacturers of detection solutions

Commission/MS

End 2009

Task Force Recommendation No.

30

333

Create a database containing the specifications of explosives
produced within the EU

The database(s) would target specifications of explosives needed by the
forensic community and by the experts on detection.

Commission/MS

End 2010

Task Force Recommendation No.

32

334

Create a practitioner (end-user) focused handbook concerning
detection

The handbook would be classified at an appropriate level.

Commission/MS

End 2008

Task Force Recommendation No.

33

335

Create a network of experts on the detection of explosives

Commission/MS

End 2008

Task Force Recommendation No.

34

Priority

4: Establish EU-wide certification, testing and trialling schemes for the detection of explosives

34.1

Create a European wide certification scheme for explosives detection
solutions

Commission/MS

End 2009

Task Force Recommendation No.

26

342

Create a European wide testing scheme for explosives detection
solutions

Under the scheme relevant authorities and institutes would be able to
exchange test results.

Commission/MS

End 2009

Task Force Recommendation No.

27

343

Create a European wide trialling scheme for explosives detection
solutions

Such a system should be supported by an EU programme and should
allow for conducting performance trials under realistic conditions in
same or similar scenarios.

Commission/MS

End 2009

Task Force Recommendation No.

28

344

Assess the need for the development of standardized procedures and

Commission/MS

End 2008

Task Force Recommendation No.

29
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processes concerning certification, testing and trialling processes

Priority 5: Make better use of detection technologies in specific locations

LV

35.1 Improve the use of detection technologies at airports, other modes of | Commission/MS Ongoing Task Force Recommendation No. 31
transportation and other public facilities
Further developments in this field should be supported. The situation
should be evaluated and assessed on a continuous basis, and updated as
the need arises.
28
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Preparedness and response measures

No.

Measure/Action

Competent body

Deadline

Status/Observations

Priority 1: Improve the exchange of information and best-practices among the relevant Member State authorities

4.1.1

Establish a European Explosive Ordnance Disposal Network (EOD
Network)

The system should facilitate information sharing and trust building. It
should contribute to the identification of best practice, the organisation
of joint training exercises, and keeping EOD units up to date concerning
the latest developments of relevance to the sector.

The network should be made available to all EOD-Units (police,
governmental and military) dealing with explosives with the MS.

The use of EU funding to establish the network should be assessed.

MS/Europol/Commission

End 2008

Task Force Recommendation No. 38

Exchange information and assistance on dealing with big amounts
of chemicals found at a scene under investigation

Such exchange would assist EOD experts and could take place through
the EOD network.

MS

ongoing

Task Force Recommendation No. 47

Priority 2: Develop threat assessments

42.1

Consider developing specialised threat assessments on explosives

MS/Europol/Council

ongoing

Task Force Report section 4.10
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Priority 3: Develop specific preparedness and response measures for terrorist threats using explosives

4.3.1 | Create the possibility for relevant law enforcement authorities to
request providers to shut down mobile phone antennas in the case
of a threat of a terrorist attack

In a situation where there are reasons to believe that mobile phones will
be used as firing switches, the responsible law enforcement authorities
should be able to request providers to shut down relevant antennas.

Relevant experiences, skills and best practices should be exchanged
among the Member States via the EOD-Units network in this area.

MS/(Commission)

Ongoing

Task Force Recommendation No. 44
and 46
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