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COUNCIL REGULATION (EU) 2019/796
of 17 May 2019

concerning restrictive measures against cyber-attacks threatening
the Union or its Member States

Article 1

1. This Regulation applies to cyber-attacks with a significant effect,
including attempted cyber-attacks with a potentially significant effect,
which constitute an external threat to the Union or its Member States.

2. Cyber-attacks constituting an external threat include those which:

(a) originate, or are carried out, from outside the Union;

(b) use infrastructure outside the Union,;

(c) are carried out by any natural or legal person, entity or body
established or operating outside the Union; or

(d) are carried out with the support, at the direction or under the
control of any natural or legal person, entity or body operating
outside the Union.

3. For this purpose, cyber-attacks are actions involving any of the
following:

(a) access to information systems;

(b) information system interference;

(c) data interference; or

(d) data interception,

where such actions are not duly authorised by the owner or by another
right holder of the system or data or part of it, or are not permitted
under the law of the Union or of the Member State concerned.

4.  Cyber-attacks constituting a threat to Member States include those
affecting information systems relating to, inter alia:

(a) critical infrastructure, including submarine cables and objects
launched into outer space, which is essential for the maintenance
of vital functions of society, or the health, safety, security, and
economic or social well-being of people;

(b) services necessary for the maintenance of essential social and/or
economic activities, in particular in the sectors of: energy (elec-
tricity, oil and gas); transport (air, rail, water and road); banking;
financial market infrastructures; health (healthcare providers,
hospitals and private clinics); drinking water supply and
distribution; digital infrastructure; and any other sector which is
essential to the Member State concerned;
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(c) critical State functions, in particular in the areas of defence,
governance and the functioning of institutions, including for
public elections or the voting process, the functioning of
economic and civil infrastructure, internal security, and external
relations, including through diplomatic missions;

(d) the storage or processing of classified information; or
(e) government emergency response teams.

5. Cyber-attacks constituting a threat to the Union include those
carried out against its institutions, bodies, offices and agencies, its
delegations to third countries or to international organisations, its
common security and defence policy (CSDP) operations and missions
and its special representatives.

6.  Where deemed necessary to achieve common foreign and security
policy (CFSP) objectives in the relevant provisions of Article 21 of the
Treaty on European Union, restrictive measures under this Regulation
may also be applied in response to cyber-attacks with a significant
effect against third States or international organisations.

7.  For the purposes of this Regulation, the following definitions
apply:

(a) ‘information systems’ means a device or group of interconnected or
related devices, one or more of which, pursuant to a programme,
automatically processes digital data, as well as digital data stored,
processed, retrieved or transmitted by that device or group of
devices for the purposes of its or their operation, use, protection
and maintenance;

(b) ‘information system interference’ means hindering or interrupting
the functioning of an information system by inputting digital data,
by transmitting, damaging, deleting, deteriorating, altering or
suppressing such data, or by rendering such data inaccessible;

(c) ‘data interference’ means deleting, damaging, deteriorating, altering
or suppressing digital data on an information system, or rendering
such data inaccessible; it also includes theft of data, funds,
economic resources or intellectual property;

(d) ‘data interception’ means intercepting, by technical means, non-
public transmissions of digital data to, from or within an
information system, including electromagnetic emissions from an
information system carrying such digital data.

8. For the purposes of this Regulation, the following additional defi-
nitions apply:

(a) ‘claim’ means any claim, whether asserted by legal proceedings or
not, made before or after the date of entry into force of this Regu-
lation, under or in connection with a contract or transaction, and
includes in particular:

(i) a claim for performance of any obligation arising under or in
connection with a contract or transaction;

(il)) a claim for extension or payment of a bond, financial
guarantee or indemnity of whatever form;

(iii) a claim for compensation in respect of a contract or trans-
action;

(iv) a counterclaim;
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(v) a claim for the recognition or enforcement, including by the
procedure of exequatur, of a judgment, an arbitration award or
an equivalent decision, wherever made or given;

(b) ‘contract or transaction’ means any transaction of whatever form
and whatever the applicable law, whether comprising one or more
contracts or similar obligations made between the same or different
parties; for this purpose, ‘contract’ includes a bond, guarantee or
indemnity, particularly a financial guarantee or financial indemnity,
and credit, whether legally independent or not, as well as any
related provision arising under, or in connection with, the trans-
action;

(c) ‘competent authorities’ refers to the competent authorities of the
Member States as identified on the websites listed in Annex II;

(d) ‘economic resources’ means assets of every kind, whether tangible
or intangible, movable or immovable, which are not funds, but may
be used to obtain funds, goods or services;

(e) ‘freezing of economic resources’ means preventing the use of
economic resources to obtain funds, goods or services in any
way, including, but not limited to, by selling, hiring or mortgaging
them;

(f) ‘freezing of funds’ means preventing any move, transfer, alteration,
use of, access to, or dealing with funds in any way that would
result in any change in their volume, amount, location, ownership,
possession, character or destination or any other change that would
enable the funds to be used, including portfolio management;

(g) ‘funds’ means financial assets and benefit of every kind, including,
but not limited to:

(1) cash, cheques, claims on money, drafts, money orders and
other payment instruments;

(i) deposits with financial institutions or other entities, balances
on accounts, debts and debt obligations;

(iii) publicly-and privately-traded securities and debt instruments,
including stocks and shares, certificates representing secur-
ities, bonds, notes, warrants, debentures and derivatives
contracts;

(iv) interest, dividends or other income on or value accruing from
or generated by assets;

(v) credit, right of set-off, guarantees, performance bonds or other
financial commitments;

(vi) letters of credit, bills of lading and bills of sale; and

(vii) documents showing evidence of an interest in funds or
financial resources;
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(h) ‘territory of the Union’ means the territories of the Member States
to which the Treaty is applicable, under the conditions laid down in
the Treaty, including their airspace.

Article 2

The factors determining whether a cyber-attack has a significant effect
as referred to in Article 1(1) include any of the following:

(a) the scope, scale, impact or severity of disruption caused, including
to economic and societal activities, essential services, critical State
functions, public order or public safety;

(b) the number of natural or legal persons, entities or bodies affected,

(c) the number of Member States concerned;

(d) the amount of economic loss caused, such as through large-scale
theft of funds, economic resources or intellectual property;

(e) the economic benefit gained by the perpetrator, for himself or for
others;

(f) the amount or nature of data stolen or the scale of data breaches; or

(g) the nature of commercially sensitive data accessed.

Article 3

1. All funds and economic resources belonging to, owned, held or
controlled by any natural or legal person, entity or body listed in Annex
I shall be frozen.

2. No funds or economic resources shall be made available, directly
or indirectly, to or for the benefit of natural or legal persons, entities or
bodies listed in Annex I.

3. Annex I shall include, as identified by the Council in accordance
with Article 5(1) of Decision (CFSP) 2019/797:

(a) natural or legal persons, entities or bodies who are responsible for
cyber-attacks or attempted cyber-attacks;

(b) natural persons or legal persons, entities or bodies that provide
financial, technical or material support for or are otherwise
involved in cyber-attacks or attempted cyber-attacks, including by
planning, preparing, participating in, directing, assisting or
encouraging such attacks, or facilitating them whether by action
or omission;

(c) natural or legal persons, entities or bodies associated with the
natural or legal persons, entities or bodies covered by points (a)
and (b) of this paragraph.
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Article 4

1. By way of derogation from Article 3, the competent authorities of
the Member States may authorise the release of certain frozen funds or
economic resources, or the making available of certain funds or
economic resources, under such conditions as they deem appropriate,
after having determined that the funds or economic resources concerned
are:

(a) »C1 necessary to satisfy the basic needs of the natural or legal
persons, entities or bodies listed in Annex I <« and dependent
family members of such natural persons, including payments for
foodstuffs, rent or mortgage, medicines and medical treatment,
taxes, insurance premiums, and public utility charges;

(b) intended exclusively for the payment of reasonable professional
fees or the reimbursement of incurred expenses associated with
the provision of legal services;

(c) intended exclusively for the payment of fees or service charges for
the routine holding or maintenance of frozen funds or economic
resources;

(d) necessary for extraordinary expenses, provided that the relevant
competent authority has notified the competent authorities of the
other Member States and the Commission of the grounds on which
it considers that a specific authorisation should be granted, at least
two weeks prior to the authorisation; or

(e) to be paid into or from an account of a diplomatic or consular
mission or an international organisation enjoying immunities in
accordance with international law, insofar as such payments are
intended to be used for official purposes of the diplomatic or
consular mission or international organisation.

2. The Member State concerned shall inform the other Member
States and the Commission of any authorisation granted under
paragraph 1 within two weeks of the authorisation.

Airteagal 4a

1. Ni bheidh feidhm ag Airteagal 3(1) agus (2) maidir le cisti nd
acmhainni eacnamaiocha a chur ar fail, ar cisti n6 acmhainni eacna-
maijocha iad is ga chun a airithit go seachadfar cinamh daonnuil go
trathtil nd chun tact le gniomhaiochtai eile a thacaionn le riachtanais
bhunusacha an duine i gcés inarb iad na heintitis seo a leanas a thugann
an chabhair agus a dhéanann na gniomhaiochtai eile sin:

eintitis agus a gcomhlachtai eile, chomh maith lena ngniombhai-
reachtai speisialaithe agus a n-eagraiochtai gaolmhara;

(b) eagraiochtai idirnaisiuinta;

(c) eagraiochtai daonntla a bhfuil stadas breathnéra acu le Combh-
thion6l Gineardlta na Naisitn Aontaithe agus combhaltai na n-
eagraiochtai daonntla sin;

(d) eagraiochtai neambhrialtasacha ata a gcistitt go déthaobhach nd go
hiltaobhach agus at4d rannphdirteach i bPleananna Freagartha
Daonntila na Naisitin Aontaithe, i bPleananna Freagartha um
Dhideanaithe na Naisiun Aontaithe, in achainiocha nd i mbraisli
daonnula eile de chuid na Naisiin Aontaithe arna gcomhordu ag
Oifig na Naisiin Aontaithe um Chomhordi Gnoéthai Daonntla;
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(e) eagraiochtai agus gniomhaireachtai ar dheonaigh an tAontas
Deimhnitt Comhphairtiochta Daonntla doibh nd atd deimhnithe
nod aitheanta ag Ballstat i gcomhréir le nésanna imeachta ndisitnta;

(f) sainghniomhaireachtai na mBallstat; no

(g) fostaithe, deontaithe, fochuideachtai, n6 comhphairtithe cur chun
feidhme na n-eintiteas da dtagraitear i bpointi (a) go (f) agus iad
ag gniomhu sna cdileanna sin agus a mhéid atd siad ag gniomhu
sna cdileanna sin.

2. Gan dochar do mhir 1, agus de mhaolu ar Airteagal 3(1) agus (2),
féadfaidh udarais inniula de chuid na mBallstat udara a thabhairt cisti
nd acmhainni eacnamaiocha reoite airithe a scaoileadh, nd cisti nd
acmhainni eacnamaiocha airithe a chur ar fail, faoi choinniollacha a
mheasann siad a bheith iomchui, tar éis doibh a chinneadh gur ga na
cisti n6 acmhainni eacnamaiocha sin a sholathar chun a airithitt go
seachadfar cinamh daonntil go trathuil n6 chun tact le gniomhaiochtai
eile a thacaionn le riachtanais bhunusacha an duine.

3. Mura ndéanann an t-uidaras innitil airithe cinneadh diultach,
iarraidh ar fhaisnéis né fogra faoi am breise laistigh de 5 14 oibre 6n
data a fhaightear iarraidh ar udarti faoi mhir 2, measfar gur deonaiodh
an t-udart sin.

4. Cuirfidh an Ballstdt lena mbaineann na Ballstait eile agus an
Coimisiun ar an eolas faoi aon udaruithe arna dheont faoi mhireanna
2 agus 3 laistigh de 4 seachtaine 6 udarti den sért sin.

Article 5

1. By way of derogation from Article 3(1), the competent authorities
of the Member States may authorise the release of certain frozen funds
or economic resources provided that the following conditions are met:

(a) the funds or economic resources are the subject of an arbitral
decision rendered prior to the date on which the natural or legal
person, entity or body referred to in Article 3 was listed in Annex
I, or of a judicial or administrative decision rendered in the Union,
or a judicial decision enforceable in the Member State concerned,
prior to or after that date;

(b) the funds or economic resources will be used exclusively to satisfy
claims secured by such a decision or recognised as valid in such a
decision, within the limits set by applicable laws and regulations
governing the rights of persons having such claims;

(c) the decision is not for the benefit of a natural or legal person, entity
or body listed in Annex I; and

(d) recognition of the decision is not contrary to public policy in the
Member State concerned.
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2. The Member State concerned shall inform the other Member
States and the Commission of any authorisation granted under
paragraph 1 within two weeks of the authorisation.

Article 6

1. By way of derogation from Article 3(1) and provided that a
payment by a natural or legal person, entity or body listed in Annex
I is due under a contract or agreement that was concluded by, or an
obligation that arose for, the natural or legal person, entity or body
concerned before the date on which that natural or legal person, entity
or body was included in Annex I, the competent authorities of the
Member States may authorise, under such conditions as they deem
appropriate, the release of certain frozen funds or economic resources,
provided that the competent authority concerned has determined that:

(a) the funds or economic resources will be used for a payment by a
natural or legal person, entity or body listed in Annex I; and

(b) the payment is not in breach of Article 3(2).

2. The Member State concerned shall inform the other Member
States and the Commission of any authorisation granted under
paragraph 1 within two weeks of the authorisation.

Article 7

1. Article 3(2) shall not prevent the crediting of frozen accounts by
financial or credit institutions that receive funds transferred by third
parties onto the account of a listed natural or legal person, entity or
body, provided that any additions to such accounts will also be frozen.
The financial or credit institution shall inform the relevant competent
authority about any such transaction without delay.

2. Atrticle 3(2) shall not apply to the addition to frozen accounts of:

(a) interest or other earnings on those accounts;

(b) payments due under contracts, agreements or obligations that were
concluded or arose before the date on which the natural or legal
person, entity or body referred to in Article 3(1) was included in
Annex I; or

(c) payments due under judicial, administrative or arbitral decisions
rendered in a Member State or enforceable in the Member State
concerned,

provided that any such interest, other earnings and payments remain
subject to the measures provided for in Article 3(1).

Article 8

1.  Without prejudice to the applicable rules concerning reporting,
confidentiality and professional secrecy, natural and legal persons,
entities and bodies shall:
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(a) supply immediately any information which would facilitate
compliance with this Regulation, such as information on accounts
and amounts frozen in accordance with Article 3(1), to the
competent authority of the Member State where they are resident
or located, and transmit such information, directly or through the
Member State, to the Commission; and

(b) cooperate with the competent authority in any verification of the
information referred to in point (a).

2. Any additional information received directly by the Commission
shall be made available to the Member States.

3. Any information provided or received in accordance with this
Article shall be used only for the purposes for which it was provided
or received.

Article 9

It shall be prohibited to participate, knowingly and intentionally, in
activities the object or effect of which is to circumvent the measures
referred to in Article 3.

Article 10

1. The freezing of funds and economic resources or the refusal to
make funds or economic resources available, carried out in good faith
on the basis that such action is in accordance with this Regulation, shall
not give rise to liability of any kind on the part of the natural or legal
person or entity or body implementing it, or its directors or employees,
unless it is proved that the funds and economic resources were frozen
or withheld as a result of negligence.

2. Actions by natural or legal persons, entities or bodies shall not
give rise to any liability of any kind on their part if they did not know,
and had no reasonable cause to suspect, that their actions would
infringe the measures set out in this Regulation.

Article 11

1.  No claims in connection with any contract or transaction the
performance of which has been affected, directly or indirectly, in
whole or in part, by the measures imposed under this Regulation,
including claims for indemnity or any other claim of this type, such
as a claim for compensation or a claim under a guarantee, in particular
a claim for extension or payment of a bond, guarantee or indemnity, in
particular a financial guarantee or financial indemnity, of whatever
form, shall be satisfied, if they are made by:

(a) designated natural or legal persons, entities or bodies listed in
Annex I

(b) any natural or legal person, entity or body acting through or on
behalf of one of the natural or legal persons, entities or bodies
referred to in point (a).

2. In any proceedings for the enforcement of a claim, the onus of
proving that satisfying the claim is not prohibited by paragraph 1 shall
be on the natural or legal person, entity or body seeking the enforce-
ment of that claim.

3.  This Article is without prejudice to the right of the natural or
legal persons, entities and bodies referred to in paragraph 1 to
judicial review of the legality of the non-performance of contractual
obligations in accordance with this Regulation.
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Article 12

1.  The Commission and Member States shall inform each other of
the measures taken under this Regulation and share any other relevant
information at their disposal in connection with this Regulation, in
particular information in respect of:

(a) funds frozen under Article 3 and authorisations granted under
Articles 4, 5 and 6;

(b) violation and enforcement problems and judgments handed down
by national courts.

2. The Member States shall immediately inform each other and the
Commission of any other relevant information at their disposal which
might affect the effective implementation of this Regulation.

Article 13

1.  Where the Council decides to subject a natural or legal person,
entity or body to the measures referred to in Article 3, it shall amend
Annex [ accordingly.

2. The Council shall communicate the decision referred to in
paragraph 1, including the grounds for listing, to the natural or legal
person, entity or body concerned, either directly, if the address is
known, or through the publication of a notice, providing that natural
or legal person, entity or body with an opportunity to present observa-
tions.

3. Where observations are submitted, or where substantial new
evidence is presented, the Council shall review the decision referred
to in paragraph 1 and inform the natural or legal person, entity or body
concerned accordingly.

4. The list in Annex I shall be reviewed at regular intervals and at
least every 12 months.

5. The Commission shall be empowered to amend Annex II on the
basis of information supplied by Member States.

Article 14

1. Annex I shall include the grounds for the listing of natural or
legal persons, entities or bodies concerned.

2. Annex I shall contain, where available, the information necessary
to identify the natural or legal persons, entities or bodies concerned.
With regard to natural persons, such information may include: names
and aliases; date and place of birth; nationality; passport and identity
card numbers; gender; address, if known; and function or profession.
With regard to legal persons, entities or bodies, such information may
include names, place and date of registration, registration number and
place of business.

Article 15

1.  Member States shall lay down the rules on penalties applicable to
infringements of the provisions of this Regulation and shall take all
measures necessary to ensure that they are implemented. The penalties
provided for shall be effective, proportionate and dissuasive.
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2. Member States shall notify the Commission of the rules referred
to in paragraph 1 without delay after the entry into force of this Regu-
lation and shall notify it of any subsequent amendment.

Article 16

1. The Commission shall process personal data in order to carry out
its tasks under this Regulation. These tasks include:

(a) adding the contents of Annex I to the electronic, consolidated list
of persons, groups and entities subject to Union financial sanctions
and to the interactive sanctions map, both publicly available;

(b) processing information on the impact of the measures of this Regu-
lation such as the value of frozen funds and information on auth-
orisations granted by the competent authorities.

2. For the purposes of this Regulation, the Commission service listed
in Annex II is designated as ‘controller’ for the Commission within the
meaning of Article 3(8) of Regulation (EU) 2018/1725, in order to
ensure that the natural persons concerned can exercise their rights
under that Regulation.

Article 17

1.  Member States shall designate the competent authorities referred
to in this Regulation and identify them on the websites listed in Annex
II. Member States shall notify the Commission of any changes in the
addresses of their websites listed in Annex II.

2. Member States shall notify the Commission of their competent
authorities, including the contact details of those competent authorities,
without delay after the entry into force of this Regulation, and shall
notify it of any subsequent amendment.

3. Where this Regulation sets out a requirement to notify, inform or
otherwise communicate with the Commission, the address and other
contact details to be used for such communication shall be those
indicated in Annex II.

Article 18
This Regulation shall apply:
(a) within the territory of the Union, including its airspace;

(b) on board any aircraft or vessel under the jurisdiction of a Member
State;

(c) to any natural person inside or outside the territory of the Union
who is a national of a Member State;

(d) to any legal person, entity or body, inside or outside the territory of
the Union, which is incorporated or constituted under the law of a
Member State;

(e) to any legal person, entity or body in respect of any business done
in whole or in part within the Union.
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Article 19

This Regulation shall enter into force on the day following that of its
publication in the Official Journal of the European Union.

This Regulation shall be binding in its entirety and directly applicable
in all Member States.



A. Daoine nadurtha

ANNEX 1

List of natural and legal persons, entities and bodies referred to in Article 3

Ainm

Faisnéis aitheantais

Cuiseanna

Dita an liostaithe

1. GAO Qiang

Data breithe: 4 Deireadh Fomhair 1983
Ait bhreithe: Shandong Province, China
Seoladh: Room 1102, Guanfu Mansion, 46
Xinkai Road, Hedong District, Tianjin,
China

Naisiuntacht: Sineach

Inscne: fireann

Ta Gao Qiang pairteach in “Operation Cloud Hopper”, sraith cibirionsaithe a bhfuil
¢ifeacht shuntasach acu agus a thainig 0 fhoinse lasmuigh den Aontas, agus ar bagairt
sheachtrach iad ar an Aontas nd ar a Bhallstdit agus cibirionsaithe a bhfuil éifeacht
shuntasach acu i gcoinne triti Stait.

Dhirigh “Operation Cloud Hopper” ar chorais faisnéise cuideachtai ilnaisitinta i s¢ mhor-
roinn, lena n-airitear cuideachtai atd lonnaithe san Aontas, agus d’éirigh leis rochtain
neamhtdaraithe a fhail ar shonrai atd iogair ¢ thaobh na trachtdla de, agus caillteanas
suntasach eacnamaioch ann da dheasca.

Is ¢ an gniomhai “APT10” (“Ardbhagairt Sheasmhach 10”) (ak.a. “Red Apollo”,
“CVNX”, “Stone Panda”, “MenuPass” agus “Potassium”), mar a thugtar air go poibli,
a chuir “Operation Cloud Hopper” i gerich.

Ta fianaise ann go bhfuil nasc idir Gao Qiang agus APT10, lena n-airitear trid an mbaint
ata aige le bonneagar ceannasaiochta agus rialaithe APT10. Thairis sin, bhi Gao Qiang
fostaithe ag Huaying Haitai, eintiteas atd ainmnithe mar gheall ar thacaiocht a thabhairt
do “Operation Cloud Hopper” agus ¢ a éasct. Ta naisc idir é agus Zhang Shilong, fear
ata ainmnithe agus luaite le “Operation Cloud Hopper”. T4 Gao Qiang bainteach, da bhri
sin, le Huaying Haitai agus Zhang Shilong araon.

30.7.2020

2. ZHANG Shilong

Data breithe: 10 Mean Fomhair 1981

Ait bhreithe: China

Seoladh: Hedong, Yuyang Road No 121,
Tianjin, China

Naisiuntacht: Sineach

Inscne: fireann

Ta Zhang Shilong pairteach in “Operation Cloud Hopper”, sraith cibirionsaithe a bhfuil
¢éifeacht shuntasach acu agus a thainig 6 thoinse lasmuigh den Aontas, agus ar bagairt
sheachtrach iad ar an Aontas nd ar a Bhallstait agus cibirionsaithe a bhfuil éifeacht
shuntasach acu i gcoinne triti Stait.

Dhirigh “Operation Cloud Hopper” ar chorais faisnéise cuideachtai ilnaisitinta i s¢ mhor-
roinn, lena n-diritear cuideachtai atd lonnaithe san Aontas, agus d’¢irigh leis rochtain
neamhudaraithe a fhail ar shonrai atd iogair 6 thaobh na trachtala de, agus caillteanas
suntasach eacnamaioch ann da dheasca.

30.7.2020
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Ainm

Faisnéis aitheantais

Cuiseanna

Data an liostaithe

Is ¢ an gniomhai “APT10” (“Ardbhagairt Sheasmhach 107) (a.k.a. “Red Apollo”,
“CVNX”, “Stone Panda”, “MenuPass” agus “Potassium”), mar a thugtar air go poibli,
a chuir “Operation Cloud Hopper” i gerich.

Ta fianaise ann go bhfuil nasc idir Zhang Shilong agus APT10, lena n-airitear tri na
bogearrai mailiseacha a d’thorbair sé agus a thastail sé i ndail leis na cibirionsaithe a
rinne APT10. Thairis sin, bhi Zhang Shilong fostaithe ag Huaying Haitai, eintiteas ata
ainmnithe mar gheall ar thacaiocht a thabhairt do “Operation Cloud Hopper” agus ¢ a
éascu. Ta naisc idir ¢ agus Gao Qiang, fear ata ainmnithe i dtaca le “Operation Cloud
Hopper”. T4 Zhang Shilong bainteach, da bhri sin, le Huaying Haitai agus Gao Qiang
araon.

Alexey Valeryevich

MININ

Anexceii Baneppesnu MUHNH

Data breithe: 27.5.1972

Ait bhreithe: Réigiun Perm, Poblacht Shoi-
sialach Chonaidhme na Ruise (Coénaidhm
na Ruise anois)

Pasuimhir: 120017582

Arna eisitint ag: Aireacht Gnéthai Each-
tracha Chonaidhm na Ruise

Bailiocht: 6n 17.4.2017 go dti an
17.4.2022

Suiomh: Moscd, Conaidhm na Ruise
Naisitntacht: Ruiseach

Inscne: fireann

Bhi Alexey Minin pairteach in iarracht cibirionsaithe i gcoinne na hEagraiochta um
Thoirmeasc ar Airm Cheimiceacha (OPCW) san [siltir, cibirionsai ar baol d6 an-
diobhail go deo a dhéanamh agus i gcibirionsaithe a rinne moérdhiobhail do thriu Stait.
Mar oifigeach tacaiochta faisnéise daonna do Phriomh-StiGrthoireacht Fhoireann
Ghinearalta Fhorsai Armtha Chonaidhm na Ruise (GU/GRU), bhi Alexey Minin ar
dhuine d’fthoireann de cheathrar oifigeach faisnéise mileata Ruiseacha a rinne iarracht
rochtain neamhudaraithe a fhail ar lionra WiFi OPCW sa Haig, an [siltir, i mi Aibreain
2018. Is ¢ a bhi beartaithe leis an iarracht sin ar chibirionsai, briseadh isteach i lionra
WiFi OPCW, rud a chuirfeadh slandail an lionra agus an obair imscrudaitheach ata ar
bun ag OPCW faoi lathair i mbaol, d4 mba rud ¢ gur é¢irigh leis. Bhain Seirbhis
Faisnéise Cosanta agus Slandéla na hisiltire (Militaire Inlichtingen- en Veiligheidsdienst)
na cosa den iarracht sin ar chibirionsai, agus ar an gcaoi sin, d’éirigh 1éi aon mhord-
hiobhdil a dhéanfai do OPCW a chosc.

T4 Alexey Minin diotdilte ag ardghiuiré i gCeantar larthar Pennsylvania (Stait Aontaithe
Mheiriced) mar oifigeach de chuid Phriomh-Stiurthoireacht Faisnéise na Ruise (GRU), as
haicedil riomhairi, riomhchalaois, gadaiocht aitheantais ghéaraithe, agus scitradh airgid.
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Ainm Faisnéis aitheantais Cuiseanna Data an liostaithe
Aleksei  Sergeyvich | Anekceii CepreeBua MOPEHEIL] Bhi Aleksei Morenets pairteach in iarracht cibirionsaithe i gcoinne na hEagraiochta um 30.7.2020
MORENETS Data breithe: 31.7.1977 Thoirmeasc ar Airm Cheimiceacha (OPCW) san Isiltir, cibirionsai ar baol dé an-diobhail
Ait  bhreithe: Réigitin  Murmanskaya, | go deo a dhéanamh agus i gcibirionsaithe a rinne mérdhiobhail do thria Stait.
Poblacht ~ Shoéisialach Chonaidhme na | Mar chibearoibreoir do Phriomh-Stitirthdireacht Fhoireann Ghinearalta Fhorsai Armtha
Ruise (Conaidhm na Ruise anois) Chonaidhm na Ruise (GU/GRU), bhi Aleksei Morenets ar dhuine d’thoireann de
Pasuimhir: 100135556 cheathrar oifigeach faisnéise mileata Ruiseacha a rinne iarracht rochtain neamhtdaraithe
Arna eisitiint ag: Aireacht Gnothai Each- | a fhail ar lionra WiFi OPCW sa Haig, an {siltir, i mi Aibreain 2018. Is é a bhi beartaithe
tracha Chonaidhm na Ruise leis an iarracht sin ar chibirionsai, briseadh isteach i lionra WiFi OPCW, rud a chuirfeadh
Bailiocht:  6n 17.4.2017 go dti an | slandéil an lionra agus an obair imscrudaitheach ata ar bun ag OPCW faoi lathair
17.4.2022 i mbaol, da mba rud é gur éirigh leis. Bhain Seirbhis Faisnéise Cosanta agus Slandala
Suiomh: Moscd, Conaidhm na Ruise na hisiltire (Militaire Inlichtingen- en Veiligheidsdienst) na cosa den iarracht sin ar
Naisitintacht: Ruiseach chibirionsai, agus ar an gcaoi sin, d’éirigh 1éi aon mhordhiobhail a dhéanfai do
Inscne: fireann OPCW a chosc.
Ta Aleksei Morenets diotailte ag ardghitiré i gCeantar larthar Pennsylvania (Stait
Aontaithe Mheiricea), mar dhuine a sannadh d’Aonad Mileata 26165, as haiceail riom-
hairi, riomhchalaois, goid chéannachta ghéaraithe, agus sciuradh airgid.
Evgenii Mikhay- | EBrennit Muxaiinosudy CEPEBPSIKOB Bhi Evgenii Serebriakov pairteach in iarracht cibirionsaithe i gcoinne na hEagraiochta 30.7.2020
lovich SERE- | Data breithe: 26.7.1981 um Thoirmeasc ar Airm Cheimiceacha (OPCW) san Isiltir, cibirionsai ar baol dé an-
BRIAKOV Ait bhreithe: Kursk, PCSS na Ruise | diobh4il go deo a dhéanamh agus i gcibirionsaithe a rinne mordhiobhail do thriu Stait.

(Conaidhm na Ruise anois)

Pasuimhir: 100135555

Arna eisitint ag: Aireacht Gnothai Each-
tracha Chonaidhm na Ruise

Bailiocht:  6n 17.42017 go dti an
17.4.2022

Suiomh: Mosco, Coénaidhm na Ruise
Naisiuntacht: Ruiseach

Inscne: fireann

Mar chibearoibreoir do Phriomh-Stitirthdireacht Fhoireann Ghinearalta Fhorsai Armtha
Choénaidhm na Ruise (GU/GRU), bhi Evgenii Serebriakov ar dhuine d’thoireann de
cheathrar oifigeach faisnéise mileata Ruiseacha a rinne iarracht rochtain neamhtdaraithe
a fhail ar lionra WiFi OPCW sa Haig, an [siltir, i mi Aibreain 2018. Is ¢ a bhi beartaithe
leis an iarracht sin ar chibirionsai, briseadh isteach i lionra WiFi OPCW, rud a chuirfeadh
slanddil an lionra agus an obair imscradaitheach atd ar bun ag OPCW faoi lathair
i mbaol, d4 mba rud é gur éirigh leis. Bhain Seirbhis Faisnéise Cosanta agus Slandéla
na hisiltire (Militaire Inlichtingen- en Veiligheidsdienst) na cosa den iarracht sin ar
chibirionsai, agus ar an gcaoi sin, d’éirigh 1éi aon mhordhiobhdil a dhéanfai do
OPCW a chosc.

O bhi earrach 2022 ann, ti Evgenii Serebriakov i gceannas ar “Sandworm” (ar a dtugtar
freisin “Sandworm Team”, “BlackEnergy Group”, “Voodoo Bear”, “Quedagh”,
“Olympic Destroyer” agus “Telebots”), gniomhai agus grupa haicedla ata cleamhnaithe
le hAonad 74455 de Phriomh-Stiurthdireacht Faisnéise na Ruise. Rinne Sandworm cibi-
rionsaithe ar an Ucrain, lena n-airitear gniomhaireachtai rialtais na hUcriine, tar éis
chogadh foghach na Ruise i gcoinne na hUcréine.
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Ainm Faisnéis aitheantais Cuiseanna Data an liostaithe
Oleg  Mikhaylovich | Oner Muxaiinosuu COTHUKOB Bhi Oleg Sotnikov pairteach in iarracht cibirionsaithe i gcoinne na hEagraiochta um 30.7.2020
SOTNIKOV Data breithe: 24.8.1972 Thoirmeasc ar Airm Cheimiceacha (OPCW) san [siltir, cibirionsai ar baol d6 an-
Ait bhreithe: Ulyanovsk, Poblacht Shéi- | diobhdil go deo a dhéanamh agus i gcibirionsaithe a rinne mordhiobhail do thriti Stait.
sialach Chonaidhme na Ruise (SFSR) | Mar oifigeach tacaiochta faisnéise daonna do Phriomh-Stiurthoireacht Fhoireann
(Coénaidhm na Ruise anois) Ghinearalta Fhorsai Armtha Chonaidhm na Ruise (GU/GRU), bhi Oleg Sotnikov ar
Pasuimhir: 120018866 dhuine d’fhoireann de cheathrar oifigeach faisnéise mileata Ruiseacha a rinne iarracht
Arna eisitiint ag: Aireacht Gnothai Each- | rochtain neamhudaraithe a fhail ar lionra WiFi OPCW sa Haig, an [siltir, i mi Aibreain
tracha Chonaidhm na Rise 2018. Is é a bhi beartaithe leis an iarracht sin ar chibirionsai, briseadh isteach i lionra
Bailiocht:  6n  17.4.2017 go dti an | WiFi OPCW, rud a chuirfeadh slandail an lionra agus an obair imscrudaitheach ata ar
17.4.2022 bun ag OPCW faoi lathair i mbaol, d& mba rud é gur éirigh leis. Bhain Seirbhis
Suiomh: Moscd, Conaidhm na Ruise Faisnéise Cosanta agus Slandala na hisiltire (Militaire Inlichtingen- en Veiligheidsdienst)
Naisitintacht: Ruiseach na cosa den iarracht sin ar chibirionsai, agus ar an gcaoi sin, d’¢éirigh 1éi aon mhord-
Inscne: fireann hiobhail a dhéanfai do OPCW a chosc.
Ta Oleg Sotnikov diotailte ag ardghitiré i gCeantar larthar Pennsylvania mar oifigeach
de chuid Phriomh-Stiarthoireacht Faisnéise na Ruise (GRU), as haiceail riomhairi,
riomhchalaois, goid chéannachta ghéaraithe, agus scitradh airgid.
Dmitry  Sergeyevich | Amutpuii Cepreesnuy BAJITH Bhi Dmitry Badin pairteach i gcibirionsai a rinne mordhiobhail ar Pharlaimint Chon- 22.10.2020
BADIN Data breithe: 15.11.1990 aidhme na Gearmaine (Deutscher Bundestag) agus i gcibirionsaithe a rinne mordhiobhail

Ait bhreithe: Kursk, PCSS na Ruise
(Conaidhm na Ruise anois)

Naisiuntacht: Ruiseach

Inscne: fireann

do thrin Stait.

Mar oifigeach faisnéise mileata den 850 Priomh-Larionad le haghaidh Seirbhisi Spei-
sialta (GTsSS) Phriomh-Ard-Stiurthoireacht Fhoireann Ghinearalta Fhorsai Armtha
Choénaidhm na Ruise (GU/GRU), bhi Dmitry Badin ar dhuine d’fhoireann d’oifigigh
faisnéise mileata Ruiseacha a rinne cibirionsai ar Pharlaimint Chonaidhme na
Gearmaine i mi Aibredin agus mi na Bealtaine 2015. Bhi an cibirionsai sin dirithe ar
choras faisnéise na parlaiminte agus bhi tionchar aige ar theidhmit an choérais ar feadh
roinne laethanta. Goideadh lion suntasach sonrai agus bhi éifeacht ar chuntais
riomhphoist roinnt Combhaltai Parlaiminte agus ar chuntas riomhphoist an iar-Shean-
sailéara Angela Merkel.

T4 Dmitry Badin diotéilte ag ardghitiré i gCeantar larthar Pennsylvania (Stait Aontaithe
Mheiriced), mar dhuine a sannadh d’Aonad Mileata 26165, as haicedil riomhairi, riomh-
chalaois, goid chéannachta ghéaraithe, agus scitradh airgid.
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Ainm Faisnéis aitheantais Cuiseanna Data an liostaithe
Igor Olegovich | Urops Onerosnu KOCTIOKOB Is ¢ Igor Kostyukov Ceannaire reatha Phriomh-Stitrthoireacht Fhoireann Ghinearalta 22.10.2020
KOSTYUKOV Data breithe: 21.2.1961 Fhorsai Armtha Chonaidhm na Ruise (GU/GRU), mar a raibh sé ina Phriomh-Leas-

Naisiuntacht: Ruiseach
Inscne: fireann

Cheannaire roimhe seo. Ta an 850 Priomh-Larionad le haghaidh Seirbhisi Speisialta
(GTsSS) ar cheann de na haonaid atd faoina cheannas, ar a dtugtar freisin “Aonad
Mileata 261657, “APT28”, “Fancy Bear”, “Sofacy Group”, “Pawn Storm” agus “Stron-
tium”).

Sa chail sin, td Igor Kostyukov freagrach as cibirionsaithe a rinne an GTsSS, lena n-
airitear na hionsaithe sin a rinne mordhiobhail agus ar bhagairt sheachtrach iad ar an
Aontas n6 ar a Bhallstait.

Go hairithe, bhi oifigigh faisnéise mileata de chuid GTsSS pairteach sa chibirionsai
i gecoinne Pharlaimint Chonaidhme na Gearmaine (Deutscher Bundestag) a tharla i mi
Aibredin agus mi na Bealtaine 2015 agus san iarracht ar chibirionsai a dhéanamh a raibh
s¢ mar aidhm aige briseadh isteach i lionra WiFi na hEagraiochta um Thoirmeasc ar
Airm Cheimiceacha (OPCW) san Isiltir i mi Aibreain 2018.

Bhi an cibirionsai i gcoinne Pharlaimint Chénaidhme na Gearmdine dirithe ar choras
faisnéise na parlaiminte agus bhi tionchar aige ar theidhmiti an chorais ar feadh roinnt
laecthanta. Goideadh lion suntasach sonrai agus bhi éifeacht ar chuntais riomhphoist
roinnt Comhaltai Parlaiminte agus ar chuntas riomhphoist an iar-Sheansailéara Angela
Merkel.
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VM1

B. Daoine dlitheanacha, eintitis agus comhlachtai

Ainm Faisnéis aitheantais Cuiseanna Data an liostaithe

1. Tianjin Huaying | d4 ngairtear freisin: Haitai Technology | Thug Huaying Haitai tacaiocht airgeadais, theicnitil né dbhartha do “Operation Cloud 30.7.2020

Haitai Science and
Technology Develop-
ment Co Ltd
(Huaying Haitai

Development Co. Ltd

Suiomh: Tianjin, an tSin

Hopper”, agus rinne éascaiocht don oibriocht sin, arb ¢ a bhi ann sraith cibirionsaithe a
rinne mordhiobhdil agus a thdinig 6 fhoinse lasmuigh den Aontas, agus ar bhagairt
sheachtrach iad ar an Aontas n6 ar a Bhallstdit, agus a rinne mordhiobhdil freisin do
thrit Stait.

Dhirigh “Operation Cloud Hopper” ar chorais faisnéise chuideachtai ilndisiinta i sé
mhor-roinn, lena n-diritear cuideachtai atd lonnaithe san Aontas, agus d’éirigh leis
rochtain neamhtdaraithe a fhail ar shonrai atd iogair 6 thaobh na trachtdla de, agus
caillteanas suntasach eacnamaioch ann d4 dheasca.

Is ¢ an gniomhai “APT10” (“Ardbhagairt Sheasmhach 10”) (a.k.a. “Red Apollo”,
“CVNX”, “Stone Panda”, “MenuPass” agus “Potassium”), mar a thugtar air go poibli,
a chuir “Operation Cloud Hopper” i gerich.

T4 fianaise ann go bhfuil ceangal idir Huaying Haitai agus APT10. Thairis sin,
d’fhostaigh Huaying Haitai Gao Qiang agus Zhang Shilong, beirt ata luaite le “Operation
Cloud Hopper”. T4 ceangal, da bhri sin, idir Huaying Haitai agus Gao Qiang agus Zhang
Shilong.

Chosun Expo

da ngairtear freisin: Chosen Expo; Korea

Export Joint Venture
Suiomh: DPDC

Thug Chosun Expo tacaiocht airgeadais, theicnitil n6 ébhartha do shraith cibirionsaithe,
agus rinne sé éascaiocht doibh, sraith cibirionsaithe a rinne mordhiobhail agus a thainig 6
thoinse lasmuigh den Aontas agus ar bhagairt sheachtrach iad ar an Aontas né ar a
Bhallstait agus cibirionsaithe a rinne moérdhiobhdil freisin do thritt Stait, lena n-airitear
cibirionsaithe “WannaCry”, mar a thugtar orthu go poibli, agus cibirionsaithe i gcoinne
Udaras Maoirseachta Airgeadais na Polainne agus Sony Pictures Entertainment, chomh
maith le cibearghadaiocht 6 Bhanc na Banglaidéise agus iarracht ar ghadaiocht 6 Bhanc
Tien Phong i Vitneam.

Chuir “WannaCry” corais faisnéise in aimhréidh moérthimpeall an domhain tri bhogearrai
éirice a chur i bhfeidhm ar chorais faisnéise agus tri rochtain ar shonrai a bhlocail. Chuir
sé as do chorais faisnéise chuideachtai an Aontais, lena n-airitear coérais faisnéise ata
bainteach le seirbhisi atd riachtanach chun seirbhisi bunriachtanacha agus gniomhaiochtai
eacnamaiocha a chothabhail sna Ballstait.

30.7.2020
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Ainm

Faisnéis aitheantais

Cuiseanna

Data an liostaithe

Is € an gniomhai “APT38” (“Ardbhagairt Sheasmhach 38”), mar a thugtar air go poibli,
n6 Lazarus Group a chuir “WannaCry” i gerich.

Ta fianaise ann go bhfuil ceangal idir Chosun Expo agus APT38/Lazarus Group, lena n-
airitear tri na cuntais a usaideadh le haghaidh na gcibirionsaithe.

Priomh-Larionad e

haghaidh Teicneo-
lajiochtai ~ Speisialta
(GTsST)  Phriomh-
Ard-Stitrthoireacht
Fhoireann

Ghinearalta  Fhorsai
Armtha  Choénaidhm

na Ruise (GU/GRU)

Seoladh: 22 Srdid Kirova,
Cénaidhm na Ruise

Mosco,

Is é Priomhionad Teicneolaiochtai Speisialta (GTsST) Phriomh-Stiurthoireacht Fhoireann
Ghinearalta Fhorsai Armtha Chonaidhm na Ruise (GU/GRU), nd 74455, mar a thugtar
air 6na uimhir phoist allamuigh, ata bainteach le cibirionsaithe a dhéanann mordhiobhail
agus a thainig 6 thoinse lasmuigh den Aontas agus ar bagairt sheachtrach iad ar an
Aontas no ar a Bhallstait agus le cibirionsaithe a dhéanann mordhiobhail freisin do thria
Stait, lena n-airitear cibirionsaithe “NotPetya” né “EternalPetya”, mar a thugtar orthu go
poibli, i mi an Mheithimh 2017, agus cibirionsaithe ar eangach fuinnimh na hUcraine
i ngeimhreadh na bliana 2015 agus 2016.

De dheasca “NotPetya” nd “EternalPetya”, fagadh cuideachtai éagstila san Aontas, san
Eoraip i gcoitinne agus morthimpeall na cruinne, gan rochtain ar shonrai nuair
a cuireadh bogearrai éirice 1 bhfeidhm ar riomhairi agus nuair a rinneadh rochtain ar
shonrai a bhlocail, agus caillteanas suntasach eacnamaioch ann da dheasca, i measc rudai
eile. D’fhag an cibirionsai ar eangach fuinnimh na hUcrdine gur muchadh codanna den
eangach sin i gcaitheamh an gheimhridh.

Is ¢ an gniomhai “Sandworm” (ar a dtugtar freisin “Sandworm Team”, “BlackEnergy
Group”, “Voodoo Bear”, “Quedagh”, “Olympic Destroyer” agus “Telebots”), mar
a thugtar air go poibli, a chuir “NotPetya” né “EternalPetya” i gcrich, agus is
¢ freisin ba chuis leis an ionsai ar eangach fuinnimh na hUcrdine. Rinne Sandworm
cibirionsaithe ar an Ucrdin, lena n-airitear ar ghniomhaireachtai rialtais na hUcraine agus
ar bhonneagar criticitil na hUcraine, tar éis chogadh foghach na Ruise i ar an Ucrain.
Airitear orthu sin feachtais fioscaireachta spriocdhirithe, ionsaithe bogearrai mailiseacha
agus ionsaithe bogearrai éirice.

T4 rol gniomhach ag Priomhionad Teicneolaiochtai Speisialta Phriomh-Stitrthoireacht
Fhoireann Ghinearalta Fhorsai Armtha Chonaidhm na Ruise sna cibirghniomhaiochtai
a rinne Sandworm agus t4 fianaise ann go bhfuil ceangal idir ¢ agus Sandworm.

30.7.2020
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Ainm

Faisnéis aitheantais

Cuiseanna

Data an liostaithe

850 Priomh-Larionad
le haghaidh Seirbhisi
Speisialta  (GTsSS)
Phriomh-Ard-Stitr-

thoéireacht Fhoireann
Ghinearalta  Fhorsai
Armtha  Chonaidhm
na Ruise (GU/GRU)

Seoladh: Komsomol’skiy Prospekt,
Mosco, 119146, Conaidhm na Ruise

20,

An 850 Priomh-Larionad le haghaidh Seirbhisi Speisialta (GTsSS) de chuid Phriomh-
Ard-Stitrthoireacht Fhoireann Ghinearalta Fhorsai Armtha Choénaidhm na Ruise (GU/
GRU), ar a dtugtar freisin “Aonad Mileata 26165”, “APT28”, “Fancy Bear”, “Sofacy
Group”, “Pawn Storm” agus “Strontium”), ata freagrach as cibirionsaithe a rinne mord-
hiobhdil agus ar bhagairt sheachtrach iad ar an Aontas n6 ar a Bhallstait.

Go hairithe, bhi oifigigh faisnéise mileata de chuid GTsSS pairteach sa chibirionsai
i gecoinne Pharlaimint Chonaidhme na Gearmaine (Deutscher Bundestag) a tharla i mi
Aibredin agus mi na Bealtaine 2015 agus san iarracht ar chibirionsai a dhéanamh a raibh
s¢ mar aidhm aige briseadh isteach i lionra WiFi na hEagraiochta um Thoirmeasc ar
Airm Cheimiceacha (OPCW) san fsiltir i mi Aibreain 2018.

Bhi an cibirionsai i gcoinne Pharlaimint Chénaidhme na Gearmdine dirithe ar choras
faisnéise na parlaiminte agus bhi tionchar aige ar fheidhmiu an choérais ar feadh roinnt
lacthanta. Goideadh lion suntasach sonrai agus bhi éifeacht ar chuntais riomhphoist
roinnt Combhaltai Parlaiminte agus ar chuntas riomhphoist an iar-Sheansailéara Angela
Merkel.

Tar éis chogadh foghach na Ruise i gcoinne na hUcraine, rinne GTsSS cibirionsaithe
(fioscaireacht spriocdhirithe agus ionsaithe bogearrai mailiseacha) i gcoinne na hUcréine.

22.10.2020

2075081 — VD — 96L0U61020

100900

0T



02019R0796 — GA — 18.05.2024 — 006.001 — 21

ANNEX 11

Websites for information on the competent authorities and address for
notifications to the Commission

AN BHEILG

https://diplomatie.belgium.be/en/policy/policy areas/peace and security/
sanctions

AN BHULGAIR

https://www.mfa.bg/en/EU-sanctions

AN tSEICIA
www.financnianalytickyurad.cz/mezinarodni-sankce.html
AN DANMHAIRG
http://um.dk/da/Udenrigspolitik/folkeretten/sanktioner/
AN GHEARMAIN

https://www.bmwi.de/Redaktion/DE/Artikel/Aussenwirtschaft/
embargos-aussenwirtschaftsrecht.html

AN EASTOIN

https://vm.ee/et/rahvusvahelised-sanktsioonid

EIRE
https://www.dfa.ie/our-role-policies/ireland-in-the-eu/eu-restrictive-measures/
AN GHREIG
http://www.mfa.gr/en/foreign-policy/global-issues/international-sanctions.html
AN SPAINN

https://www.exteriores.gob.es/es/PoliticaExterior/Paginas/
SancionesInternacionales.aspx

AN FHRAINC

http://www.diplomatie.gouv.fr/fr/autorites-sanctions/

AN CHROIT
https://mvep.gov.hr/vanjska-politika/medjunarodne-mjere-ogranicavanja/22955
AN TODAIL

https://www.esteri.it/it/politica-estera-e-cooperazione-allo-sviluppo/
politica_europea/misure_deroghe/

AN CHIPIR
https://mfa.gov.cy/themes/

AN LAITVIA
http://www.mfa.gov.lv/en/security/4539
AN LIOTUAIN
http://www.urm.lt/sanctions
LUCSAMBURG

https://maee.gouvernement.lu/fr/directions-du-ministere/affaires-europeennes/
organisations-economiques-int/mesures-restrictives.html

AN UNGAIR

https://kormany.hu/kulgazdasagi-es-kulugyminiszterium/
ensz-eu-szankcios-tajekoztato

MALTA

https://foreignandeu.gov.mt/en/Government/SMB/Pages/SMB-Home.aspx
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AN ISILTIR
https://www.rijksoverheid.nl/onderwerpen/internationale-sancties
AN OSTAIR

https://www.bmeia.gv.at/themen/aussenpolitik/europa/eu-sanktionen-nationale-
behoerden/

AN PHOLAINN
https://www.gov.pl/web/dyplomacja/sankcje-miedzynarodowe
https://www.gov.pl/web/diplomacy/international-sanctions

AN PHORTAINGEIL
https://www.portaldiplomatico.mne.gov.pt/politica-externa/medidas-restritivas
AN ROMAIN

http://www.mae.ro/node/1548

AN tSLOIVEIN

http://www.mzz.gov.si/si/omejevalni_ukrepi

AN tSLOVAIC

https://www.mzv.sk/europske zalezitosti/europske politiky-sankcie eu
AN FHIONLAINN

https://um.fi/pakotteet

AN tSUALAINN

https://www.regeringen.se/sanktioner

Seoladh chun fograi a chur chuig an gCoimisiun Eorpach:

An Coimisiun Eorpach

An Ard-Stiarthdoireacht um Chobhsaiocht Airgeadais, Seirbhisi Airgeadais agus
Aontas na Margai Caipitil (AS FISMA)

Rue de Spa/Spastraat 2
1049 Bruxelles/Brussel, BELGIQUE/BELGIE

R-phost: relex-sanctions@ec.europa.eu
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