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(Acts adopted under the EC Treaty/Euratom Treaty whose publication is obligatory)

REGULATIONS

COUNCIL REGULATION (EC) No 428/2009

of 5 May 2009

setting up a Community regime for the control of exports, transfer, brokering and transit of dual-use

(Recast)

THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European Commu-
nity, and in particular Article 133 thereof,

Having regard to the proposal from the Commission,

Whereas:

1

Council Regulation (EC) No 1334/2000 of 22 June 2000
setting up a Community regime for the control of exports
of dual-use items and technology (') has been significantly
amended on several occasions. Since further amendments
are to be made, it should be recast in the interests of clarity.

Dual-use items (including software and technology) should
be subject to effective control when they are exported from
the European Community.

An effective common system of export controls on dual-
use items is necessary to ensure that the international com-
mitments and responsibilities of the Member States,
especially regarding non-proliferation, and of the European
Union (EU), are complied with.

The existence of a common control system and harmon-
ised policies for enforcement and monitoring in all Mem-
ber States is a prerequisite for establishing the free
movement of dual-use items inside the Community.

(1) OJL 159, 30.6.2000, p. 1.

©)

The responsibility for deciding on individual, global or
national general export authorisations, on authorisations
for brokering services, on transits of non-Community dual-
use items or on authorisations for the transfer within the
Community of the dual-use items listed in Annex IV lies
with national authorities. National provisions and deci-
sions affecting exports of dual-use items must be taken in
the framework of the common commercial policy, and in
particular Council Regulation (EEC) No 2603/69 of
20 December 1969 establishing common rules for
exports (2).

Decisions to update the common list of dual-use items sub-
ject to export controls must be in conformity with the obli-
gations and commitments that Member States have
accepted as members of the relevant international non-
proliferation regimes and export control arrangements, or
by ratification of relevant international treaties.

Common lists of dual-use items, destinations and guide-
lines are essential elements for an effective export control
regime.

Transmission of software and technology by means of
electronic media, fax or telephone to destinations outside
the Community should also be controlled.

Particular attention needs to be paid to issues of re-export
and end-use.

(3) OJL 324,27.12.1969, p. 25.


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:159:0001:0001:EN:PDF
http://eur-lex.europa.eu/Result.do?aaaa=1969&mm=12&jj=27&type=L&nnn=324&pppp=0025&RechType=RECH_reference_pub&Submit=Search
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(100 On 22 September 1998 representatives of the Member establishing appropriate controls over related materials

(11)

(12)

(13)

(14)

(15)

States and the European Commission signed Protocols
additional to the respective safeguards agreements between
the Member States, the European Atomic Energy Commu-
nity and the International Atomic Energy Agency, which,
among other measures, oblige the Member States to pro-
vide information on transfers of specified equipment and
non-nuclear material.

The Community has adopted a body of customs rules, con-
tained in Council Regulation (EEC) No 2913/92 of
12 October 1992 establishing the Community Customs
Code (") (hereinafter the Community Customs Code) and
Commission Regulation (EEC) No 2454/93 (2) implement-
ing Regulation (EEC) No 2913/92 which lay down, among
other things, provisions relating to the export and
re-export of goods. Nothing in this Regulation constrains
any powers under and pursuant to the Community Cus-
toms Code and its implementing provisions.

Pursuant to and within the limits of Article 30 of the Treaty
and pending a greater degree of harmonisation, Member
States retain the right to carry out controls on transfers of
certain dual-use items within the Community in order to
safeguard public policy or public security. Where these
controls are linked to the effectiveness of controls on
exports from the Community, they should be periodically
reviewed by the Council.

In order to ensure that this Regulation is properly applied,
each Member State should take measures giving the com-
petent authorities appropriate powers.

The Heads of State or Government of the EU adopted in
June 2003 an Action Plan on Non-Proliferation of Weap-
ons of Mass Destruction (Thessaloniki Action Plan). This
Action Plan was complemented by the EU Strategy against
proliferation of Weapons of Mass Destruction adopted by
the European Council on 12 December 2003 (EU WMD
Strategy). According to Chapter IIl of this Strategy, the
European Union must make use of all its instruments to
prevent, deter, halt, and if possible eliminate proliferation
programmes that cause concern at global level. Subpara-
graph 30.A(4) of that Chapter specifically refers to
strengthening export control policies and practices.

United Nations Security Council Resolution 1540, adopted
on 28 April 2004, decides that all States shall take and
enforce effective measures to establish domestic controls
to prevent the proliferation of nuclear, chemical or biologi-
cal weapons and their means of delivery, including by

() OJ L 302, 19.10.1992, p. 1.
() OJL253,11.10.1993, p. 1.

(16)

(18)

and to this end shall, among others, establish transit and
brokering controls. Related materials are materials, equip-
ment and technology covered by relevant multilateral trea-
ties and arrangements, or included on national control
lists, which could be used for the design, development,
production or use of nuclear, chemical and biological
weapons and their means of delivery.

This Regulation includes items which only pass through
the territory of the Community, that is, those items which
are not assigned a customs-approved treatment or use
other than the external transit procedure or which are
merely placed in a free zone or free warchouse and where
no record of them has to be kept in an approved stock
record. Accordingly, a possibility for Member States’
authorities to prohibit on a case-by-case basis the transit of
non-Community dual-use items should be established,
where they have reasonable grounds for suspecting from
intelligence or other sources that the items are or may be
intended in their entirety or in part for proliferation of
weapons of mass destruction or of their means of delivery.

Controls should also be introduced on the provision of
brokering services when the broker has been informed by
competent national authorities or is aware that such pro-
vision might lead to production or delivery of weapons of
mass destruction in a third country.

It is desirable to achieve a uniform and consistent applica-
tion of controls throughout the EU in order to promote EU
and international security and to provide a level playing
field for EU exporters. It is therefore appropriate, in accor-
dance with the recommendations of the Thessaloniki
Action Plan and the calls of the EU WMD Strategy, to
broaden the scope of consultation between Member States
prior to granting an export authorisation. Among the ben-
efits of this approach would be, for example, an assurance
that a Member State’s essential security interests would not
be threatened by an export from another Member State.
Greater convergence of conditions implementing national
controls on dual-use items not listed in this Regulation,
and harmonisation of the conditions of use of the differ-
ent types of authorisations that may be granted under this
Regulation would bring about more uniform and consis-
tent application of controls. Improving the definition of
intangible transfers of technology, to include making avail-
able controlled technology to persons located outside the
EU, would assist the effort to promote security as would
further alignment of the modalities for exchanging sensi-
tive information among Member States with those of the
international export control regimes, in particular by pro-
viding for the possibility of establishing a secure electronic
system for sharing information among Member States.


http://eur-lex.europa.eu/Result.do?aaaa=1992&mm=10&jj=19&type=L&nnn=302&pppp=0001&RechType=RECH_reference_pub&Submit=Search
http://eur-lex.europa.eu/Result.do?aaaa=1993&mm=10&jj=11&type=L&nnn=253&pppp=0001&RechType=RECH_reference_pub&Submit=Search
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(19)

Each Member State should determine effective, proportion-
ate and dissuasive penalties applicable in the event of
breach of the provisions of this Regulation,

HAS ADOPTED THIS REGULATION:

CHAPTER 1

SUBJECT AND DEFINITIONS

Article 1

This Regulation sets up a Community regime for the control of
exports, transfer, brokering and transit of dual-use items.

Atticle 2

For the purposes of this Regulation:

3.

‘dual-use items’ shall mean items, including software and
technology, which can be used for both civil and military
purposes, and shall include all goods which can be used for
both non-explosive uses and assisting in any way in the
manufacture of nuclear weapons or other nuclear explosive
devices;

‘export’ shall mean:

(i) an export procedure within the meaning of Article 161
of Regulation (EEC) No 2913/92 (the Community Cus-
toms Code);

(ii) a re-export within the meaning of Article 182 of that
Code but not including items in transit; and

(ili) transmission of software or technology by electronic
media, including by fax, telephone, electronic mail or
any other electronic means to a destination outside the
European Community; it includes making available in an
electronic form such software and technology to legal
and natural persons and partnerships outside the Com-
munity. Export also applies to oral transmission of tech-
nology when the technology is described over the
telephone;

‘exporter’ shall mean any natural or legal person or
partnership:

(i) onwhose behalf an export declaration is made, that is to
say the person who, at the time when the declaration is
accepted, holds the contract with the consignee in the
third country and has the power for determining the
sending of the item out of the customs territory of the
Community. If no export contract has been concluded
or if the holder of the contract does not act on its own
behalf, the exporter shall mean the person who has the

power for determining the sending of the item out of the
customs territory of the Community;

(ii) which decides to transmit or make available software or
technology by electronic media including by fax, tele-
phone, electronic mail or by any other electronic means
to a destination outside the Community.

Where the benefit of a right to dispose of the dual-use item
belongs to a person established outside the Community pur-
suant to the contract on which the export is based, the
exporter shall be considered to be the contracting party
established in the Community;

‘export declaration’ shall mean the act whereby a person indi-
cates in the prescribed form and manner the wish to place
dual-use items under an export procedure;

‘brokering services’ shall mean:

— the negotiation or arrangement of transactions for the
purchase, sale or supply of dual-use items from a third
country to any other third country, or

— the selling or buying of dual-use items that are located
in third countries for their transfer to another third
country.

For the purposes of this Regulation the sole provision of
ancillary services is excluded from this definition. Ancillary
services are transportation, financial services, insurance or
re-insurance, or general advertising or promotion;

‘broker’ shall mean any natural or legal person or partnership
resident or established in a Member State of the Community
that carries out services defined under point 5 from the Com-
munity into the territory of a third country;

‘transit’ shall mean a transport of non-Community dual-use
items entering and passing through the customs territory of
the Community with a destination outside the Community;

‘individual export authorisation’ shall mean an authorisation
granted to one specific exporter for one end user or con-
signee in a third country and covering one or more dual-use
items;

‘Community General Export Authorisation’ shall mean an
export authorisation for exports to certain countries of des-
tination available to all exporters who respect its conditions
of use as listed in Annex II;
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10. ‘global export authorisation’ shall mean an authorisation
granted to one specific exporter in respect of a type or cat-
egory of dual-use item which may be valid for exports to one
or more specified end users and/or in one or more specified
third countries;

11. ‘national general export authorisation’ shall mean an export
authorisation granted in accordance with Article 9(2) and
defined by national legislation in conformity with Article 9
and Annex Illg;

12. ‘customs territory of the European Union’ shall mean the ter-
ritory within the meaning of Article 3 of the Community
Customs Code;

13. ‘non-Community dual-use items’ shall mean items that have
the status of non-Community goods within the meaning of
Article 4(8) of the Community Customs Code.

CHAPTER II

SCOPE

Article 3

1. An authorisation shall be required for the export of the
dual-use items listed in Annex 1.

2. Pursuant to Article 4 or Article 8, an authorisation may also
be required for the export to all or certain destinations of certain
dual-use items not listed in Annex I.

Article 4

1. An authorisation shall be required for the export of dual-
use items not listed in Annex I if the exporter has been informed
by the competent authorities of the Member State in which he is
established that the items in question are or may be intended, in
their entirety or in part, for use in connection with the develop-
ment, production, handling, operation, maintenance, storage,
detection, identification or dissemination of chemical, biological
or nuclear weapons or other nuclear explosive devices or the
development, production, maintenance or storage of missiles
capable of delivering such weapons.

2. An authorisation shall also be required for the export of
dual-use items not listed in Annex I if the purchasing country or
country of destination is subject to an arms embargo decided by
a common position or joint action adopted by the Council or a
decision of the Organisation for Security and Cooperation in
Europe (OSCE) or an arms embargo imposed by a binding reso-
lution of the Security Council of the United Nations and if the

exporter has been informed by the authorities referred to in para-
graph 1 that the items in question are or may be intended, in their
entirety or in part, for a military end-use. For the purposes of this
paragraph, ‘military end-use’ shall mean:

(a) incorporation into military items listed in the military list of
Member States;

(b) use of production, test or analytical equipment and compo-
nents therefor, for the development, production or mainte-
nance of military items listed in the abovementioned list;

(c) use of any unfinished products in a plant for the production
of military items listed in the abovementioned list.

3. An authorisation shall also be required for the export of
dual-use items not listed in Annex I if the exporter has been
informed by the authorities referred to in paragraph 1 that the
items in question are or may be intended, in their entirety or in
part, for use as parts or components of military items listed in the
national military list that have been exported from the territory of
that Member State without authorisation or in violation of an
authorisation prescribed by national legislation of that Member
State.

4. If an exporter is aware that dual-use items which he pro-
poses to export, not listed in Annex I, are intended, in their
entirety or in part, for any of the uses referred to in paragraphs 1,
2 and 3, he must notify the authorities referred to in paragraph 1,
which will decide whether or not it is expedient to make the
export concerned subject to authorisation.

5. A Member State may adopt or maintain national legislation
imposing an authorisation requirement on the export of dual-use
items not listed in Annex I if the exporter has grounds for sus-
pecting that those items are or may be intended, in their entirety
or in part, for any of the uses referred to in paragraph 1.

6. A Member State which imposes an authorisation require-
ment, in application of paragraphs 1 to 5, on the export of a dual-
use item not listed in Annex I, shall, where appropriate, inform
the other Member States and the Commission. The other Mem-
ber States shall give all due consideration to this information and
shall inform their customs administration and other relevant
national authorities.

7. The provisions of Article 13(1), (2) and (5) to (7) shall apply
to cases concerning dual-use items not listed in Annex .

8. This Regulation is without prejudice to the right of Member
States to take national measures under Article 11 of Regulation
(EEC) No 2603/69.
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Article 5

1. An authorisation shall be required for brokering services of
dual-use items listed in Annex I if the broker has been informed
by the competent authorities of the Member State in which he is
resident or established that the items in question are or may be
intended, in their entirety or in part, for any of the uses referred
to in Article 4(1). If a broker is aware that the dual-use items listed
in Annex I for which he proposes brokering services are intended,
in their entirety or in part, for any of the uses referred to in
Article 4(1), he must notify the competent authorities which will
decide whether or not it is expedient to make such brokering ser-
vices subject to authorisation.

2. A Member State may extend the application of paragraph 1
to non-listed dual-use items for uses referred to in Article 4(1) and
to dual-use items for military end use and destinations referred to
in Article 4(2).

3. A Member State may adopt or maintain national legislation
imposing an authorisation requirement on the brokering of dual-
use items, if the broker has grounds for suspecting that these
items are or may be intended for any of the uses referred to in
Article 4(1).

4. The provisions of Article 8(2), (3) and (4) shall apply to the
national measures referred to in paragraphs 2 and 3 of this Article.

Article 6

1. The transit of non-Community dual-use items listed in
Annex [ may be prohibited by the competent authorities of the
Member State where the transit occurs if the items are or may be
intended, in their entirety or in part, for uses referred to in
Article 4(1). When deciding on such a prohibition the Member
States shall take into account their obligations and commitments
they have agreed to as parties to international treaties or as mem-
bers of international non-proliferation regimes.

2. Before deciding whether or not to prohibit a transit a Mem-
ber State may provide that its competent authorities may impose
in individual cases an authorisation requirement for the specific
transit of dual-use items listed in Annex I if the items are or may
be intended, in their entirety or in part, for uses referred to in
Article 4(1).

3. A Member State may extend the application of paragraph 1
to non-listed dual-use items for uses referred to in Article 4(1) and
to dual-use items for military end use and destinations referred to
in Article 4(2).

4. The provisions of Article 8(2), (3) and (4) shall apply to the
national measures referred to in paragraphs 2 and 3 of this Article.

Article 7

This Regulation does not apply to the supply of services or the
transmission of technology if that supply or transmission involves
cross-border movement of persons.

Article 8

1. A Member State may prohibit or impose an authorisation
requirement on the export of dual-use items not listed in Annex I
for reasons of public security or human rights considerations.

2. Member States shall notify the Commission of any measures
adopted pursuant to paragraph 1 immediately after their adop-
tion and indicate the precise reasons for the measures.

3. Member States shall also immediately notify the Commis-
sion of any modifications to measures adopted pursuant to
paragraph 1.

4. The Commission shall publish the measures notified to it
pursuant to paragraphs 2 and 3 in the C series of the Official Jour-
nal of the European Union.

CHAPTER III

EXPORT AUTHORISATION AND AUTHORISATION FOR
BROKERING SERVICES

Article 9

1. A Community General Export Authorisation for certain
exports as set out in Annex Il is established by this Regulation.

2. For all other exports for which an authorisation is required
under this Regulation, such authorisation shall be granted by the
competent authorities of the Member State where the exporter is
established. Subject to the restrictions specified in paragraph 4,
this authorisation may be an individual, global or general
authorisation.

All the authorisations shall be valid throughout the Community.

Exporters shall supply the competent authorities with all relevant
information required for their applications for individual and glo-
bal export authorisation so as to provide complete information to
the national competent authorities in particular on the end user,
the country of destination and the end use of the item exported.
The authorisation may be subject, if appropriate, to an end-use
statement.
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3. Member States shall process requests for individual or glo-
bal authorisations within a period of time to be determined by
national law or practice.

4. National general export authorisations shall:

(a) exclude from their scope items listed in part 2 of Annex II;

(b) be defined by national law or practice. They may be used by
all exporters, established or resident in the Member State
issuing these authorisations, if they meet the requirements set
in this Regulation and in the complementary national legis-
lation. They shall be issued in accordance with the indications
set out in Annex Illc. They shall be issued according to
national law or practice;

Member States shall notify the Commission immediately of
any national general export authorisations issued or modi-
fied. The Commission shall publish these notifications in the
C series of the Official Journal of the European Union;

(c) notbe used if the exporter has been informed by his authori-
ties that the items in question are or may be intended, in their
entirety or in part, for any of the uses referred to in para-
graphs 1 and 3 of Article 4 or in paragraph 2 of Article 4 in
a country subject to an arms embargo decided by a common
position or joint action adopted by the Council or a decision
of the OSCE or an arms embargo imposed by a binding reso-
lution of the Security Council of the United Nations, or if the
exporter is aware that the items are intended for the above-
mentioned uses.

5. Member States shall maintain or introduce in their respec-
tive national legislation the possibility of granting a global export
authorisation.

6.  Member States shall supply the Commission with a list of
the authorities empowered to:

(a) grant export authorisations for dual-use items;

(b) decide to prohibit the transit of non-Community dual-use
items under this Regulation.

The Commission shall publish the list of these authorities in the
C series of the Official Journal of the European Union.

Article 10

1. Authorisations for brokering services under this Regulation
shall be granted by the competent authorities of the Member State
where the broker is resident or established. These authorisations
shall be granted for a set quantity of specific items moving
between two or more third countries. The location of the items

in the originating third country, the end-user and its exact loca-
tion must be clearly identified. The authorisations shall be valid
throughout the Community.

2. Brokers shall supply the competent authorities with all rel-
evant information required for their application for authorisation
under this Regulation for brokering services, in particular details
of the location of the dual-use items in the originating third coun-
try, a clear description of the items and the quantity involved,
third parties involved in the transaction, the third country of des-
tination, the end-user in that country and its exact location.

3. Member States shall process requests for authorisations for
brokering services within a period of time to be determined by
national law or practice.

4. Member States shall supply the Commission with a list of
the authorities empowered to grant authorisations under this
Regulation for the provision of brokering services. The Commis-
sion shall publish the list of these authorities in the C series of the
Official Journal of the European Union.

Article 11

1. If the dual-use items in respect of which an application has
been made for an individual export authorisation to a destination
not listed in Annex II or to any destination in the case of dual-use
items listed in Annex IV are or will be located in one or more
Member States other than the one where the application has been
made, that fact shall be indicated in the application. The compe-
tent authorities of the Member State to which the application for
authorisation has been made shall immediately consult the com-
petent authorities of the Member State or States in question and
provide the relevant information. The Member State or States
consulted shall make known within 10 working days any objec-
tions it or they may have to the granting of such an authorisa-
tion, which shall bind the Member State in which the application
has been made.

If no objections are received within 10 working days, the Mem-
ber State or States consulted shall be regarded as having no
objection.

In exceptional cases, any Member State consulted may request the
extension of the 10-day period. However, the extension may not
exceed 30 working days.

2. If an export might prejudice its essential security interests, a
Member State may request another Member State not to grant an
export authorisation or, if such authorisation has been granted,
request its annulment, suspension, modification or revocation.
The Member State receiving such a request shall immediately
engage in consultations of a non-binding nature with the request-
ing Member State, to be terminated within 10 working days. In
case the requested Member State decides to grant the authorisa-
tion, this should be notified to the Commission and other Mem-
ber States using the electronic system mentioned in Article 13(6).
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Article 12

1. In deciding whether or not to grant an individual or global
export authorisation or to grant an authorisation for brokering
services under this Regulation, the Member States shall take into
account all relevant considerations including:

(a) the obligations and commitments they have each accepted as
members of the relevant international non-proliferation
regimes and export control arrangements, or by ratification
of relevant international treaties;

(b) their obligations under sanctions imposed by a common
position or a joint action adopted by the Council or by a
decision of the OSCE or by a binding resolution of the Secu-
rity Council of the United Nations;

(c) considerations of national foreign and security policy, includ-
ing those covered by Council Common Position
2008/944/CFSP of 8 December 2008 defining common
rules governing control of exports of military technology and
equipment (1);

(d) considerations about intended end use and the risk of
diversion.

2. In addition to the criteria set in paragraph 1, when assess-
ing an application for a global export authorisation Member
States shall take into consideration the application by the exporter
of proportionate and adequate means and procedures to ensure
compliance with the provisions and objectives of this Regulation
and with the terms and conditions of the authorisation.

Article 13

1. The competent authorities of the Member States, acting in
accordance with this Regulation, may refuse to grant an export
authorisation and may annul, suspend, modify or revoke an
export authorisation which they have already granted. Where they
refuse, annul, suspend, substantially limit or revoke an export
authorisation or when they have determined that the intended
export is not to be authorised, they shall notify the competent
authorities of the other Member States and the Commission
thereof and share the relevant information with them. In case the
competent authorities of a Member State have suspended an
export authorisation, the final assessment shall be communicated
to the Member States and the Commission at the end of the period
of suspension.

2. The competent authorities of Member States shall review
denials of authorisations notified under paragraph 1 within three
years of their notification and revoke them, amend them or renew
them. The competent authorities of the Member States will notify
the results of the review to the competent authorities of the other

(1) OJ L 335,13.12.2008, p. 99.

Member States and the Commission as soon as possible. Denials
which are not revoked shall remain valid.

3. The competent authorities of the Member States shall notify
the Member States and the Commission of their decisions to pro-
hibit a transit of dual-use items listed in Annex I taken under
Article 6 without delay. These notifications will contain all rel-
evant information including the classification of the item, its tech-
nical parameters, the country of destination and the end user.

4. Paragraphs 1 and 2 shall also apply to authorisations for
brokering services.

5. Before the competent authorities of a Member State, acting
under this Regulation, grant an authorisation for export or bro-
kering services or decide on a transit they shall examine all valid
denials or decisions to prohibit a transit of dual-use items listed
in Annex I taken under this Regulation to ascertain whether an
authorisation or a transit has been denied by the competent
authorities of another Member State or States for an essentially
identical transaction (meaning an item with essentially identical
parameters or technical characteristics to the same end
user or consignee). They shall first consult the competent authori-
ties of the Member State or States which issued such denial(s) or
decisions to prohibit the transit as provided for in paragraphs 1
and 3. If following such consultation the competent authorities of
the Member State decide to grant an authorisation or allow the
transit, they shall notify the competent authorities of the other
Member States and the Commission, providing all relevant infor-
mation to explain the decision.

6.  Allnotifications required under this Article will be made via
secure electronic means including via a secure system that may be
set up in accordance with Article 19(4).

7. Allinformation shared in accordance with the provisions of
this Article shall be in compliance with the provisions of
Article 19(3), (4) and (6) concerning the confidentiality of such
information.

Article 14

1. All individual and global export authorisations and autho-
risations for brokering services shall be issued in writing or by
electronic means on forms containing at least all the elements and
in the order set out in the models which appear in Annexes Illa
and IIIb.

2. At the request of exporters, global export authorisations
that contain quantitative limitations shall be split.


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:335:0099:0099:EN:PDF
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CHAPTER IV

UPDATING OF LIST OF DUAL-USE ITEMS

Article 15

1. Thelist of dual-use items set out in Annex I shall be updated
in conformity with the relevant obligations and commitments,
and any modification thereof, that Member States have accepted
as members of the international non-proliferation regimes and
export control arrangements, or by ratification of relevant inter-
national treaties.

2. Annex IV, which is a subset of Annex I, shall be updated
with regard to Article 30 of the Treaty establishing the European
Community, namely the public policy and public security inter-
ests of the Member States.

CHAPTER V

CUSTOMS PROCEDURES

Article 16

1. When completing the formalities for the export of dual-use
items at the customs office responsible for handling the export
declaration, the exporter shall furnish proof that any necessary
export authorisation has been obtained.

2. A translation of any documents furnished as proof into an
official language of the Member State where the export declara-
tion is presented may be required of the exporter.

3. Without prejudice to any powers conferred on it under, and
pursuant to, the Community Customs Code, a Member State may
also, for a period not exceeding the periods referred to in para-
graph 4, suspend the process of export from its territory, or, if
necessary, otherwise prevent the dual-use items listed in Annex I
which are covered by a valid export authorisation from leaving
the Community via its territory, where it has grounds for suspi-
cion that:

(a) relevant information was not taken into account when the
authorisation was granted, or

(b) circumstances have materially changed since the grant of the
authorisation.

4. In the case referred to in paragraph 3, the competent
authorities of the Member State which granted the export autho-
risation shall be consulted forthwith in order that they may take
action pursuant to Article 13(1). If such competent authorities
decide to maintain the authorisation, they shall reply within 10
working days, which, at their request, may be extended to 30
working days in exceptional circumstances. In such case, or if no
reply is received within 10 or 30 days, as the case may be, the
dual-use items shall be released immediately. The Member State

which granted the authorisation shall inform the other Member
States and the Commission.

Article 17

1. Member States may provide that customs formalities for the
export of dual-use items may be completed only at customs
offices empowered to that end.

2. Member States availing themselves of the option set out in
paragraph 1 shall inform the Commission of the duly empowered
customs offices. The Commission shall publish the information in
the C series of the Official Journal of the European Union.

Article 18

The provisions of Articles 843 and 912a to 912g of Regulation
(EEC) No 2454/93 shall apply to the restrictions relating to the
export, re-export and exit from the customs territory of dual-use
items for the export of which an authorisation is required under
this Regulation.

CHAPTER VI

ADMINISTRATIVE COOPERATION

Article 19

1. Member States, in cooperation with the Commission, shall
take all appropriate measures to establish direct cooperation and
exchange of information between competent authorities, in par-
ticular to eliminate the risk that possible disparities in the appli-
cation of export controls to dual-use items may lead to a deflection
of trade, which could create difficulties for one or more Member
States.

2. Member States shall take all appropriate measures to estab-
lish direct cooperation and exchange of information between
competent authorities with a view to enhance the efficiency of the
Community export control regime. Such information may
include:

(a) details of exporters deprived, by national sanctions, of the
right to use the national general export authorisations or
Community General Export Authorisations;

(b) data on sensitive end users, actors involved in suspicious pro-
curement activities, and, where available, routes taken.
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3. Council Regulation (EC) No 515/97 of 13 March 1997 on
mutual assistance between the administrative authorities of the
Member States and cooperation between the latter and the Com-
mission to ensure the correct application of the law on customs
and agricultural matters (!), and in particular the provisions on
the confidentiality of information, shall apply mutatis mutandis,
without prejudice to Article 23 of this Regulation.

4. A secure and encrypted system for the exchange of infor-
mation among Member States and whenever appropriate the
Commission may be set up by the Commission, in consultation
with the Dual-Use Coordination Group set up under Article 23.

5. The provision of guidance to exporters and brokers will be
the responsibility of the Member States where they are resident or
established. The Commission and the Council may also make
available guidance and/or recommendations for best practices for
the subjects referred to in this Regulation.

6.  The processing of personal data shall be in accordance with
the rules laid down in Directive 95/46/EC of the European Parlia-
ment and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and
on the movement of such data(?) and Regulation (EC)
No 45/2001 of the European Parliament and of the Council of
18 December 2000 on the protection of individuals with regard
to the processing of personal data by the Community institutions
and bodies and on the free movement of such data (3).

CHAPTER VII

CONTROL MEASURES

Article 20

1. Exporters of dual-use items shall keep detailed registers or
records of their exports, in accordance with the national law or
practice in force in the respective Member States. Such registers
or records shall include in particular commercial documents such
as invoices, manifests and transport and other dispatch docu-

ments containing sufficient information to allow the following to
be identified:

(a) the description of the dual-use items;
(b) the quantity of the dual-use items;
(c) the name and address of the exporter and of the consignee;

(d) where known, the end-use and end-user of the dual-use
items.

() OJ L 82,22.3.1997, p. 1.
() OJL 281, 23.11.1995, p. 31.
() OJL8,12.1.2001, p. 1.

2. In accordance with national law or practice in force in the
respective Member States, brokers shall keep registers or records
for brokering services which fall under the scope of Article 5 so
as to be able to prove, on request, the description of the dual-use
items that were the subject of brokering services, the period dur-
ing which the items were the subject of such services and their
destination, and the countries concerned by those brokering
services.

3. The registers or records and the documents referred to in
paragraphs 1 and 2 shall be kept for at least three years from the
end of the calendar year in which the export took place or the
brokering services were provided. They shall be produced, on
request, to the competent authorities of the Member State in
which the exporter is established or the broker is established or
resident.

Article 21

In order to ensure that this Regulation is properly applied, each
Member State shall take whatever measures are needed to permit
its competent authorities:

(a) to gather information on any order or transaction involving
dual-use items;

(b) to establish that the export contro