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(Resolutions, recommendations and opinions)

OPINIONS

EUROPEAN DATA PROTECTION SUPERVISOR

Opinion of the European Data Protection Supervisor on the initiative of the Kingdom of Belgium,
the Republic of Bulgaria, the Republic of Estonia, the Kingdom of Spain, the French Republic, the
Italian Republic, the Republic of Hungary, the Republic of Poland, the Portuguese Republic,
Romania, the Republic of Finland and the Kingdom of Sweden for a Directive of the European
Parliament and of the Council on the European Protection Order, and on the initiative of the
Kingdom of Belgium, the Republic of Bulgaria, the Republic of Estonia, the Kingdom of Spain,
the Republic of Austria, the Republic of Slovenia and the Kingdom of Sweden for a Directive of
the European Parliament and of the Council regarding the European Investigation Order in criminal
matters

(2010/C 355/01)

THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European
Union, and in particular its Article 16,

Having regard to the Charter of Fundamental Rights of the
European Union, and in particular its Article 8,

Having regard to Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of
personal data and on the free movement of such data (1),

Having regard to Regulation (EC) No 45/2001 of the European
Parliament and of the Council of 18 December 2000 on the
protection of individuals with regard to the processing of
personal data by the Community institutions and bodies and
on the free movement of such data, and in particular its
Article 41 (3),

Having regard to Council Framework Decision 2008/977/JHA
of 27 November 2008 on the protection of personal data

() OJ L 281, 23.11.1995, p. 31.
() OJ L 8, 12.1.2001, p. 1.

processed in the framework of police and judicial cooperation
in criminal matters (3),

HAS ADOPTED THE FOLLOWING OPINION:

[. INTRODUCTION

1. Increasing efforts to improve judicial cooperation in
criminal matters have been made in recent years. This
subject, which now occupies a key position in the
Stockholm programme (*), is characterised by the particular
sensitivity of personal data involved and by the effects that
the related data processing may have on data subjects.

2. For these reasons, the European Data Protection Supervisor
(EDPS) has paid particular attention to this subject (°) and
intends through this opinion to emphasise once more the
need for protection of fundamental rights as a cornerstone
of the Area of Freedom, Security and Justice (AFS]) as laid
out in the Stockholm programme.

3. This opinion reacts on two initiatives for a Directive of a
number of Member States, as foreseen by Article 76 TFEU,
namely:

() O] L 350, 30.12.2008, p. 60.

(*) European Council, the Stockholm programme — An Open and
Secure Europe Serving and Protecting Citizens (2010/C 115/01),
Chapter 3, ‘Making people’s lives easier: A Europe of law and
justice’ (O] C 115, 4.5.2010, p. 1); see also EDPS Opinion on the
communication from the Commission to the European Parliament
and the Council on an area of freedom, security and justice serving
the citizen (O] C 276, 17.11.2009, p. 8).

(>) The EDPS has adopted in recent years a large number of opinions
and comments about initiatives in the area of freedom, security and
justice which all can be found on the website of the EDPS.
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(@) The initiative of 12 Member States for a Directive of
the European Parliament and of the Council on the
European Protection Order (EPO initiative), presented
in January 2010 (°), and

(b) The initiative of seven Member States for a Directive of
the European Parliament and of the Council regarding
the European Investigation Order in criminal matters
(EIO initiative), presented in April 2010 (7).

. Advising on these initiatives falls within the remit of the
task entrusted to the EDPS in Article 41 of Regulation (EC)
No 45/2001 for advising EU institutions and bodies on all
matters concerning the processing of personal data. This
opinion, therefore, comments upon the initiatives as far
as they relate to the processing of personal data. Since
no request for advice has been sent to the EDPS, this
opinion is issued on his own initiative (%).

. The EDPS recalls that under Article 28(2) of Regulation
(EC) No 45/2001 the Commission is obliged to consult
the EDPS when it adopts a legislative proposal relating to
the protection of individuals' rights and freedoms with
regard to the processing of personal data. In case of an
initiative of Member States this obligation does not apply
strictu sensu. However, since the entry into force of the
Lisbon Treaty the ordinary legislative procedure also
applies to the area of police and judicial cooperation,
with one specific exception foreseen in Article 76 TFEU,
namely that a quarter of the Member States can take the
initiative for EU measures. Under the Lisbon Treaty, these
initiatives are aligned as much as possible with Commission
proposals and procedural guarantees should be used where
possible. It is for this reason that the present initiatives are
accompanied by an impact assessment.

. It is against this background that the EDPS not only regrets
that he was not consulted when the initiatives were issued,
but also recommends the Council to establish a procedure
in which consultation of the EDPS will take place, in case
an initiative introduced by Member States is related to the
processing of personal data.

7. Although the two initiatives have different objectives — i.e.

(12

improving protection of victims and cross-border co-
operation in criminal matters through the collection of
evidence cross border — they have important similarities:

(a) they are both based on the principle of mutual
recognition of judgments and judicial decisions (%);

(b) they are rooted in the Stockholm programme ('%); and

(c) they provide for exchange of personal data between
Member States (see points 10 and 13 and Section IL.4).

For these reasons, the EDPS considers it appropriate to
examine them jointly.

In this framework, it should be mentioned that also the
European Commission has recently dealt with the issue of
collecting evidence with a view to submitting it to the
competent authorities in other Member States (which is
the specific object of the EIO initiative). Indeed, a Green
Paper (1) was published at the end of 2009 — whose
consultation phase is now closed (12) — with the
Commission’s aim (inferred from the ‘Action Plan Imple-
menting the Stockholm programme’ ('%)) of submitting a
legislative proposal on obtaining a comprehensive regime
on evidence in criminal matters based on the principle of
mutual recognition and covering all types of evidence in
2011 (14).

(°) This principle, introduced in the Vienna Action Plan (Action Plan of

the Council and the Commission on How Best to Implement the
Provisions of the Treaty of Amsterdam on an Area of Freedom,
Security and Justice. Text adopted by the Justice and Home Affairs
Council of 3 December 1998, (O] C 19, 23.1.1999, p. 1, point
45(f))), has been clearly formulated in the Tampere European
Council Conclusions of 15 and 16 October 1999, at the points
33, 35-37.

A third initiative (for a Directive of the European Parliament and of
the Council of on the rights to interpretation and to translation in
criminal proceedings, 22 January 2010, 2010/0801) has the same
origin, but is not taken into account here, as it does not involve
issues related to the protection of personal data. On the same topic
see also proposal for a Directive of the European Parliament and of
the Council on the right to interpretation and translation in
criminal proceedings, 9.3.2010, COM(2010) 82 final.

Green Paper on obtaining evidence in criminal matters from one
Member State to another and securing its admissibility, COM(2009)
624 final, 11.11.2009.

The various and sometimes contrasting responses are being

(% 0] C 69, 18.3.2010, p. 5.
() O] C 165, 24.6.2010, p. 22.
(®) Also, in the past, the EDPS adopted opinions on initiatives of

considered by the European Commission and can be read at:
http://ec.europa.cu/justice_home/news/consulting_publidnews_
consulting_0004_en.htm

Member States: see e.g. EDPS Opinion of 4 April 2007 on the
initiative of 15 Member States with a view to adopting a Council
Decision on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (O]
C 169, 21.7.2007, p. 2) and EDPS Opinion of 25 April 2008 on
the initiative of 14 Member States with a view to adopting a Council
Decision concerning the strengthening of Eurojust and amending
Decision 2002/187[JHA (O] C 310, 5.12.2008, p. 1).

(13

(1

)

Communication from the Commission to the European Parliament,
the Council, the European Economic and Social Committee and the
Committee of the Regions, Delivering an area of freedom, security
and justice for Europe’s citizens. Action Plan Implementing the
Stockholm programme, Brussels, 20.4.2010, COM(2010) 171
final, p. 18.

It is not clear, for the time being, how a possible future instrument
will interrelate with the EIO initiative.


http://ec.europa.eu/justice_home/news/consulting_public/news_consulting_0004_en.htm
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10.

11.

12.

II. JUDICIAL COOPERATION IN CRIMINAL MATTERS
AND PERSONAL DATA PROCESSING IN THE
FRAMEWORK OF EPO AND EIO INITIATIVES

II.1. Context of the initiatives

. The aforementioned initiatives fit within the trend of the

actions of the EU in the AFS] in recent years. Since
September 2001, there has been a significant escalation
in the collection and sharing of information within the
European Union (and with third countries), thanks also to
developments in ICT and facilitated by a number of legal
instruments of the EU. Also the EPO and EIO initiatives are
aimed at improving the exchange of information relating to
natural persons in the AFS]J.

I.2. EPO initiative

The EPO initiative — based on Article 82(1)(d) of the TFEU
— focuses on the protection of the victims of criminal acts,
particularly women, and aims to guarantee effective
protection for them within the European Union. In order
to achieve this goal, the EPO initiative permits the
extension of protection measures listed in its Article 2(2)
and adopted according to the law of one Member State (the
issuing State) in another Member State to which the
protected person moves (the executing State) without the
need for the victim to start new proceedings or to
reproduce any evidence in the executing State.

The protection measures imposed (at the request of the
victim) on the person causing danger therefore aim to
protect life, physical and psychological integrity, freedom,
or sexual integrity of the victim within the EU regardless of
national boundaries, and attempt to prevent new crimes
against the same victim.

The EPO should be issued, at the request of the victim in
the ‘issuing (Member) State’, by any judicial (or equivalent)
authority. The process consists of the following steps:

(a) the ‘issuing State’ makes a request for an EPO;

(b) on receipt of the EPO, the ‘executing State’ adopts a
decision under its national law in order to continue the
protection of the person concerned.

13.

14.

15.

(15

(*)

For the achievement of this objective, administrative
measures have to be put in place. These will in part
cover the exchange of personal information between the
‘issuing’ and the ‘executing’ Member States relating to the
person concerned (the ‘victim’) and the person causing
danger. The exchange of personal data is foreseen in the
following provisions:

(a) in Article 6 it is provided that the EPO itself contains
many elements of personal information, as specified

under (a), (¢), (f), (¢) and (h) and Annex I;

(b) the obligations of the competent authority of the
executing State in Article 8(1) require the processing
of personal data, in particular the obligation to notify
any breach of the protection measure (Article 8(1)(d)
and Annex II);

(c) the obligations of the competent authority of the
executing and the issuing Member States in case of
modification, expiry or revocation of the protection
order andfor protection measures (Article 14).

The information mentioned in the preceding paragraph
clearly falls within the scope of personal data, broadly
defined in data protection legislation as ‘any information
relating to an identified or identifiable natural person’ (')
and further explained by the Article 29 Working Party. The
EPO initiative deals with information about an individual
(the victim or the person causing danger) or information
that is used or is likely to be used to evaluate, treat in a
certain way or influence the status of an individual (in
particular, the person causing danger) ('¢).

I1.3. EIO initiative

The EIO initiative — based on Article 82(1)(a) of the TFEU
— requires Member States to collect, store and transmit
evidence, even if this is not yet available in the national
jurisdiction. The initiative therefore goes beyond the
principle of availability, presented in the Hague
programme of 2004 as an innovative approach to the

See Article 2(a) of Council Framework Decision 2008/977[JHA on

the protection of personal data processed in the framework of
police and judicial cooperation in criminal matters as well as
Article 2(a) of Directive 95/46/EC and Article 2(a) of Regulation
(EC) No 45/2001.

See Article 29 Data Protection Working Party, Opinion 4/2007 on
the concept of personal data, WP 136, adopted on 20th June 2007,
p. 10.
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16.

17.

18.

19.

(18

=

cross-border exchange of law enforcement information (V7).
It also goes beyond Council Framework Decision
2008/978/JHA of 18 December 2008 on the European
evidence warrant that is only applicable to (given)
evidence which already exists (').

An EIO is to be issued for the purpose of having one or
more specific investigative measure(s) carried out in the
executing State with a view to gathering evidence
(potentially not in existence when the order is released)
and transferring it (Article 12). It applies to almost all
investigative measures (see Recitals 6 and 7 of the
initiative).

The objective of the EIO initiative is to create a single,
efficient and flexible instrument for obtaining evidence
located in another Member State in the framework of
criminal proceedings, instead of the more complex
current legal instrument used by judicial authorities
(based on mutual legal assistance, on the one hand, and
mutual recognition, on the other) (*%).

Clearly, evidence collected by way of an EIO (see also
Annex A to the initiative) may contain personal data, as
in the case of information on bank accounts (Article 23),
information on banking transactions (Articles 24) and
monitoring of banking transactions (Article 25) or could
cover the communication of personal data (as in the case of
video or telephone conference, set out in Articles 21
and 22).

For these reasons the EIO initiative has a significant impact
on the right to the protection of personal data. Also
considering that the date for implementation of
Framework Decision 2008/978[JHA has not yet expired

(7) The principle enshrined in the Hague programme. Strengthening

Freedom, Security and Justice in the European Union, point 2.1,
means ‘that, throughout the Union, a law enforcement officer in
one Member State who needs information in order to perform his
duties can obtain this from another Member State and that the law
enforcement agency in the other Member State which holds this
information will make it available for the stated purpose, taking
into account the requirement of ongoing investigations in that
State’. On this matter, see the EDPS Opinion on the proposal for
a Council Framework Decision on the exchange of information
under the principle of availability (COM(2005) 490 final), O]
C 116, 17.5.2006, p. 8.

Council Framework Decision 2008/978/JHA of 18 December 2008
on the European evidence warrant for the purpose of obtaining
objects, documents and data for use in proceedings in criminal
matters (O] L 350, 30.12.2008, p. 72).

(") Two mutual recognition instruments applicable to obtaining

evidence  currently exist:  Council ~Framework  Decision
2003/577/JHA of 22 July 2003 on the execution in the
European Union of orders freezing property or evidence
(O] L 196, 2.8.2003, p. 45) and Framework Decision
2008/978/JHA, cited in footnote 18.

(and it is therefore difficult to assess the effectiveness of the
instrument and the need for additional legal measures) (),
the EDPS recalls the need of a periodical verification, in
light of the data protection principles, of the effectiveness
and of the proportionality of the legal measures adopted in
the AFSJ (?!). The EDPS therefore recommends adding an
evaluation clause to the EIO initiative, requiring the
Member States to report on a regular basis on the appli-
cation of the instrument and the Commission to synthesise
these reports and, where relevant, issue appropriate
proposals for amendments.

IL4. Processing of personal data envisaged in the EPO
and EIO initiatives

20. As explained above in points 13, 14 and 18, it is clear that
under the proposed directives, personal data will be
processed and exchanged by the competent authorities of
the different Member States. Under those circumstances, the
data subject is protected by the fundamental right to data
protection, as recognised in Article 16 TFEU and Article 8
of the EU Charter of Fundamental Rights.

21. Despite this, in the ‘Detailed statement’ accompanying the
EPO initiative the estimated Risk of encroaching upon
fundamental rights' is identified as ‘0’ (zero) (*?), and in
the impact analysis contained in the ‘Detailed statement’
accompanying the EIO initiative data protection issues are
not taken into consideration (23).

22. The EDPS regrets these conclusions and emphasises the
importance of data protection in the particular context in
which personal data are processed, namely:

(a) the wide field of judicial cooperation in criminal
matters;

(b) the data are quite often of a sensitive nature and usually
obtained by police and judicial authorities as a result of
an investigation;

(c) the possible content of the data, particularly in relation
to the EIO initiative, which would extend to any kind
of evidence; and

(*%) Article 23(1) of the Framework Decision 2008/978/JHA provides

that ‘Member States shall take the necessary measures to comply
with the provisions of this Framework Decision by 19 January
20171
(®') Also paragraph 1.2.3 of the Stockholm programme demands that
new legislative initiatives should be tabled after verification of the
principle of proportionality.
Detailed Statement allowing to appraise compliance with the prin-
ciples of subsidiarity and proportionality in accordance with
Article 5 of Protocol (No 2) to the Lisbon Treaty of 6 January
2010.
The Detailed Statement of 23 June 2010, Interinstitutional File:
2010/0817 (COD) refers explicitly only to the right of freedom
and security and the right of good administration (see p. 25 and
p. 41).

(22

S
%
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23.

24,

25.

26.

(9
*)

(26

=

(d) the possible communication of evidence outside the EU,
in accordance with Article 13 of Framework Decision
2008/977/JHA on the protection of personal data
processed in the framework of police and judicial
cooperation in criminal matters (>4).

This context gives the data processing operations particular
impact and may significantly affect the fundamental rights
of the data subject, including the right to the protection of
personal data.

Due to the above considerations, the EDPS wonders why
the initiatives neither address the protection of personal
data (apart from making reference to the duties of confi-
dentiality imposed on the actors involved in an investi-
gation by Article 18 of the EIO initiative), nor explicitly
refer to Framework Decision 2008/977/JHA. Indeed, this
Framework Decision would be applicable to the processing
operations envisaged in the two initiatives (see
Article 1(2)(a)).

For this reason, the EDPS welcomes that during the
preparatory works in Council related to the EPO initiative,
a reference to the Framework Decision 2008/977[JHA has
been introduced (*°) and is confident that the European
Parliament will confirm this change to the original
initiatives (29).

The EDPS regrets that a similar recital has not yet been
introduced in the EIO initiative, which involves a much
more intense exchange of personal data. The EDPS
welcomes in this context that the European Commission,
commenting on the EIO initiative, suggests that a reference
(both in the recital and in the body of the proposal) to the
applicability of the Framework Decision 2008/977[[HA
should be introduced (%).

Further: Framework Decision 2008/977[JHA.

See recital 27 of the latest draft of the EPO initiative (28 May 2010,
Council doc. No 10384/2010): ‘Personal data processed when
implementing this Framework Decision should be protected in
accordance with Council Framework Decision 2008/977[JHA of
27 November 2008 on the protection of personal data processed
in the framework of police and judicial cooperation in criminal
matters and in accordance with the principles laid down in the
Council of Europe Convention of 28 January 1981 for the
Protection of Individuals with regard to Automatic Processing of
Personal Data, which all Member States have ratified’.

In this sense, see the Amendment 21 included in the draft report
on the initiative for a directive of the European Parliament and of
the Council on the European Protection Order (00002/2010 — C7-
0006/2010 — 2010/0802 (COD)), 20.5.2010, Committee on Civil
Liberties, Justice and Home Affairs — Committee on Women’s
Rights and Gender Equality, Rapporteurs: Teresa Jiménez-Becerril
Barrio, Carmen Romero Lopez, at http:/[www.europarl.europa.cu/
meetdocs/2009_2014/documents/femm/pr/817/817530/
817530en.pdf

See Commission comments on proposed European Investigation
Order in criminal matters, 24.8.2010, JUST/B/1/AA-et D(2010)
6815, pp. 9 and 38, at http://ec.europa.eufjustice/news/intro/doc/
comment_2010_08_24_en.pdf

27. Therefore, and without prejudice to Section III below, both
initiatives should include a specific provision clarifying that
Framework Decision 2008/977/JHA applies to the data
processing foreseen in the initiatives.

III. SPECIFIC RULES NEEDED IN ADDITION TO THE
EXISTING LEGAL DATA PROTECTION FRAMEWORK
FOR JUDICIAL COOPERATION IN CRIMINAL MATTERS

28. Both initiatives once again raise the fundamental issue of
the incomplete and inconsistent application of data
protection principles in the field of judicial cooperation
in criminal matters (25).

29. The EDPS is aware of the importance of enhancing the
effectiveness of judicial cooperation between Member
States, also in the fields covered by the EPO and the EIO
initiatives (2%). The EDPS furthermore sees the advantages
and the need to share information, but wishes to
underline that the processing of such data must be in
conformity — inter alia (*°) — with the EU rules on data
protection. This is even more evident in light of the Lisbon
Treaty introducing Article 16 TFEU and giving binding
force to Article 8 Charter of Fundamental Rights of the
European Union.

30. Situations which involve the cross-border exchange of
information within the EU deserve special attention since
the processing of personal data in more than one juris-
diction increases the risks to the rights and interests of
natural persons involved. The personal data will be
processed in multiple jurisdictions where the legal
requirements as well as the technical framework are not
necessarily the same.

31. It furthermore leads to legal uncertainty for the data
subjects: parties from other Member States may be
involved, the national laws of various Member States
might be applicable and might differ from the laws data
subjects are used to, or apply in a legal system which is
unfamiliar to the data subject. This requires greater efforts
to ensure compliance with the requirements stemming
from EU legislation on data protection (*!).

(?%) See also Section V of the opinion.

(*%) See, inter alia, the endorsement of the need to improve access to
justice, cooperation between European legal authorities and the
effectiveness of the justice system itself in the EDPS Opinion on
the European e-Justice Strategy (O] C 128, 6.6.2009, p. 13, points
9 and 21).

In relation to the aspect related to the respect of the criminal
procedural rules in Member States, notably in the area of the EIO
proposal, reference can be made to the considerations and concerns
contained in the responses sent to the European Commission
during the public consultation on the Green Paper (see footnotes
11 and 12).

See also Council, the Hague programme: Strengthening Freedom,
Security and Justice in the European Union (2005/C 53/01) (O]
C 53, 3.3.2005, p. 1, 7 et seq.).

(30

—
o


http://www.europarl.europa.eu/meetdocs/2009_2014/documents/femm/pr/817/817530/817530en.pdf
http://www.europarl.europa.eu/meetdocs/2009_2014/documents/femm/pr/817/817530/817530en.pdf
http://www.europarl.europa.eu/meetdocs/2009_2014/documents/femm/pr/817/817530/817530en.pdf
http://ec.europa.eu/justice/news/intro/doc/comment_2010_08_24_en.pdf
http://ec.europa.eu/justice/news/intro/doc/comment_2010_08_24_en.pdf
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32. In the EDPS’ view, clarifying the applicability of Framework should be put on ensuring the accuracy of the information.

33.

34.

35.

36.

37.

=

Decision 2008/977(JHA, as proposed in point 27, is only a
first step.

The specific challenges for effective protection in the area
of judicial cooperation in criminal matters, combined with
a not fully satisfactory Framework Decision 2008/977[JHA
(see points 52-56) may call for specific provisions on data
protection, when specific legal instruments of the EU
require the exchange of personal data.

IV. CHALLENGES FOR EFFECTIVE DATA PROTECTION IN
CRIMINAL COOPERATION: RECOMMENDATIONS ON EPO
AND EIO INITIATIVES

IV.1. Introductory remarks

Effective protection of personal data (as highlighted in
point 29) is not only important for the data subjects but
also contributes to the success of the judicial cooperation
itself. In fact, the willingness to exchange these data with
authorities of other Member States will increase if an
authority is assured of the level of protection, accuracy
and reliability of personal data in that other Member
State (*2). In short, setting a (high) common standard for
data protection in this sensitive area will promote mutual
confidence and trust between Member States and reinforce
the judicial cooperation based on mutual recognition,
improving data quality in the exchange of information.

In this specific context, the EDPS recommends including
specific safeguards for data protection in the EPO and
EIO initiatives, in addition to the general reference to
Framework Decision 2008/977[/[HA (as proposed in
paragraph 27).

Some of these safeguards are of a more general nature and
are meant to be included in both initiatives, in particular
the safeguards aiming at improving the accuracy of the
data, as well as the security and confidentiality. Other
safeguards relate to specific provisions in either the EPO
or the EIO initiative.

IV.2. Safeguards of a more general nature
Accuracy

In those situations foreseen by the initiatives where data are
exchanged between Member States specific emphasis

See EDPS Opinion on the proposal for a Council Framework

Decision on the protection of personal data processed in the
framework of police and judicial cooperation in criminal matters
(COM(2005) 475 final) (O] C 47, 25.2.2006, p. 27, points 5-7).

38.

39.

40.

41.

(33

&

The EDPS welcomes in this respect that the EPO initiative
contains in Article 14 clear obligations on the competent
authority of the issuing state to inform the competent
authority of the executing state of any modification or of
the expiry or the revocation of the protection order.

The EDPS also notes that the need for translation might
affect the accuracy of the information, especially since the
initiatives relate to specific legal instruments which may
have a different meaning in different languages and
different legal systems. In this context, the EDPS while
welcoming the fact that the EPO initiative addresses the
issue of translations (Article 16), also suggests including a
similar provision in the EIO initiative.

Security, awareness and accountability

The growth of cross-border cooperation which could result
from the adoption of the two initiatives requires a careful
consideration of security aspects of cross-border trans-
mission of personal data related to the execution of EPOs
or EIOs (*3). This is necessary, not only to meet the security
standards in the processing of personal data required by
Article 22 of Framework Decision 2008/977JHA, but also
to ensure the secrecy of investigations and the confiden-
tiality of the concerned criminal proceedings which is
regulated under Article 18 EIO initiative and, as a general
rule for personal data resulting from cross-border exchange,
under Article 21 of Framework Decision 2008/977[JHA.

The EDPS emphasises the need for secure telecommuni-
cation systems in the transmission procedures. He
therefore welcomes the provision for use of the European
Judicial Network (*¥) as a tool to ensure that EPO and EIO
are correctly addressed to the competent national
authorities, in this way preventing or minimising the risk
that inappropriate authorities are involved in the exchange
of personal data (see Article 7(2) and (3) of the EPO
initiative and Article 6(3) and (4) of the EIO initiative).

Therefore, the initiatives should include
requiring the Member States to ensure that:

provisions

More in general, see communication from the Commission to the
Council, the European Parliament and the European Economic and
Social Committee, Towards a European e-Justice Strategy, Brussels,
30.5.2008, COM(2008) 329 final, p. 8: Judicial authorities should
be able to exchange confidential data in complete confidence'.
Council Decision 2008/976/JHA of 16 December 2008 on the
European Judicial Network (O] L 348, 24.12.2008, p. 130).
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42.

43.

44,

(36

(a) competent authorities have adequate resources for the
application of the proposed directives;

(b) competent officials shall observe professional standards
and be subject to appropriate internal procedures that
ensure, in particular, the protection of individuals with
regard to the processing of personal data, procedural
fairness and the proper observance of the confiden-
tiality and professional secrecy provisions (as provided
for in Article 18 of the EIO initiative).

Furthermore, the EDPS recommends the introduction of
provisions ensuring that substantive data protection prin-
ciples are observed when processing personal data, and to
have the necessary internal mechanisms in place to demon-
strate compliance to external stakeholders. Such provisions
would be instruments to make data controllers accountable
(according to the ‘accountability principle’ which is
discussed in the context of the current review of the data
protection framework (*)). It requires them to carry out the
necessary measures to ensure compliance. These provisions
should include:

(a) authentication systems that allow only authorised indi-
viduals to have access to both databases containing
personal data or premises where evidence are located;

(b) tracking of accesses to personal data and operations
performed on them;

(c) implementing audit control.

IV.3. Safeguards in EIO initiative

Considering the particularly intrusive characteristics of
certain investigative measures, the EDPS calls for a
thorough reflection on the admissibility of evidence
gathered for purposes other than the prevention, investi-
gation, detection or prosecution of crime or the
enforcement of criminal sanctions and the exercise of the
right of defence. In particular the use of evidence obtained
under Article 11(1)(d) of the FD 2008/977[JHA should be
carefully considered (*).

An exception to the application of the provision of
Article 11(1)(d) should therefore be included in the EIO

See Article 29 Data Protection Working Party and Working Party

on Police and Justice, The Future of Privacy, p. 20 et seq.

This provision admits the use of evidence also for ‘any other
purpose only with the prior consent of the transmitting Member
State or with the consent of the data subject, given in accordance
with national law’.

45.

46.

47.

48.

49.

initiative, stating that evidence gathered under the EIO may
not be used for other purposes than the prevention, inves-
tigation, detection or prosecution of crime or the
enforcement of criminal sanctions and the exercise of the
right of defence.

IV.4. Safeguards in EPO initiative

In relation to the EPO initiative, the EDPS recognises that
the personal data exchanged between the competent
authorities and listed in Annex I to the initiative (relating
to both the victim and the person causing danger) are
adequate, relevant and not excessive in relation to the
purposes for which they are collected and further
processed.

However, it is not sufficiently clear from the initiative —
especially in Article 8(1)(b) — which personal data relating
to the victim will be communicated to the person causing
danger by the competent authority of the executing State.

The EDPS believes it is appropriate to consider the circum-
stances and content of the protection measures issued by
the judicial authority in the issuing Member State prior to
informing the person causing the danger. The latter should
therefore be given only those personal data of the victim
(which in some cases may include contact data) strictly
relevant for the full execution of the protection measure.

The EDPS is aware that providing contact information (e.g.
telephone numbers, address of the victim as well as of
other places usually frequented, like workplace or children’s
school) may actually endanger the physical and psycho-
logical well-being of the victim, as well as affect hisjher
right to privacy and to protection of personal data. On
the other hand, an indication of the relevant addresses
may in some cases be necessary in order to warn the
person causing danger of the places where hefshe is
forbidden to go. This is to enable compliance with the
order and to prevent any potential penalties for its
violation. Moreover, depending on the circumstances, the
identification of the location(s) where the person causing
danger is prohibited may be required in order not to
unnecessarily limit his freedom of movement.

In light of these considerations, the EDPS highlights the
importance of this topic and recommends that the EPO
initiative clearly states that, depending on the circumstances
of the case, the person causing the danger should be given
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only those personal data of the victim (which in some cases
may include the contact data) strictly relevant for the full
execution of the protection measure (¥).

. Finally, the EDPS asks for the clarification of the expression
‘electronic means’ contained in Recital 10 of the EPO
initiative. In particular, it should be explained if personal
data are processed using ‘electronic means’ and, in this case,
what guarantees are provided.

V. DATA PROTECTION RULES AND JUDICIAL
COOPERATION IN CRIMINAL MATTERS: CONCERNS
LINKED TO EPO AND EIO INITIATIVES

. Framework Decision 2008/977JHA applies to all exchange
of personal data under the EPO and EIO initiatives.

. Although the EDPS has recognised that the Framework
Decision 2008/977/[HA — when implemented by the
Member States — is an important step forward for data
protection in police and judicial cooperation (*3), the
Framework Decision itself is not fully satisfactory (*%). The
main unresolved concern relates to its limited scope. The
Framework Decision is restricted to exchanges of personal
data in the area of police and justice between authorities
and systems in different Member States and at EU level (#0).

. Even if this concern can not be resolved in the context of
the EPO and EIO initiatives, the EDPS insists on high-
lighting that the lack of a (high) common standard of
data protection in judicial cooperation could imply that a
judicial authority at national or EU level, when dealing with
a criminal file comprising information originating from
other Member States (including, e.g. evidence collected on
the basis of an EIO) would have to apply different data
processing rules: autonomous national rules (which must
comply with Council of Europe Convention 108) for data

(%) This seems to be the sense of the amendments 13 and 55 of the

draft report on the initiative for a directive of the European
Parliament and of the Council on the European Protection Order
(00002/2010 — C7-0006/2010 — 2010/0802 (COD)),
20.5.2010, Committee on Civil Liberties, Justice and Home
Affairs — Committee on Women’s Rights and Gender Equality.
See EDPS Opinion on the communication from the Commission to
the European Parliament, the Council and the European Economic
and Social Committee towards a European e-Justice Strategy
(2009/C 128/02) (O] C 128, 6.6.2009, p. 13, point 17).

See the three EDPS Opinions on the proposal for a Council
Framework Decision on the protection of personal data processed
in the framework of police and judicial cooperation in criminal
matters (COM(2005) 475 final) (O] C 47, 25.2.2006, p. 27;
0] C 91, 26.4.2007, p. 9; O] C 139, 23.6.2007, p. 1). See also
EDPS Opinion on the communication from the Commission to the
European Parliament and the Council on an area of freedom,
security and justice serving the citizen (O] C 276, 17.11.2009,
p. 8, points 19, 29 and 30).

(*%) See Article 2 of the Framework Decision 2008/977[JHA.

originating in the Member State itself and the rules imple-
menting Framework Decision 2008/977[JHA for data ori-
ginating from other Member States. Different ‘pieces of
information’ thus could fall within different legal regimes.

. The consequences of applying a ‘double’ data protection

standard to each criminal file with cross-border elements
are relevant in day to day practice (for instance, retention
of the information laid down by applicable laws of each of
the transmitting bodies; further processing restrictions
requested by each of the transmitting bodies; in case of a
request from a third country, each transmitting body would
give its consent according to its own evaluation of
adequacy andfor international = commitments; and
differences in the regulation of the right of access by the
data subject). In addition, citizens’ protection and rights
could vary and be subject to different broad derogations
depending on the Member State where processing takes
place (*1).

. The EDPS therefore uses the occasion to reiterate his

opinions regarding the need for a comprehensive data
protection legal framework covering all areas of EU
competence, including police and justice, to be applied to
both personal data transmitted or made available by
competent authorities of other Member States and to
domestic processing in AFSJ (+2).

. Finally, the EDPS observes that the data protection rules

should apply to all sectors and to the use of data for all
purposes (¥)). Of course, duly justified and clearly drafted
exceptions should be possible, particularly regarding
personal data processed for law enforcement purposes (*4).
Gaps in the protection of personal data are contrary to the
current (renewed) legal framework of the European Union.
Article 3(2) of Directive 95/46/EC — excluding from the
scope of application of the directive the police and justice
area — does not fulfil the philosophy contained in

See the third EDPS Opinion on the proposal for a Council

Framework Decision on the protection of personal data processed
in the framework of police and judicial cooperation in criminal
matters (O] C 139, 23.6.2007, p. 41), mentioned in footnote 39,
point 46.

This EDPS position is clearly supported by the Article 29 Data
Protection Working Party and Working Party on Police and
Justice, The Future of Privacy. Joint contribution to the Consultation
of the European Commission on the legal framework for the funda-
mental right to protection of personal data, WP 168, adopted on
1 December 2009, pp. 4, 7 et seq. and 24 et seq.

See communication from the Commission to the European
Parliament and the Council, An area of freedom, security and
justice serving the citizen, Brussels, 10.6.2009, COM(2009) 262
final, p. 30: ‘The Union must establish a comprehensive personal
data protection scheme covering all areas of EU competence’.
Such an approach would also comply with the aim of Declaration
21 attached to the Lisbon Treaty on the protection of personal data
in the fields of judicial cooperation in criminal matters and police
cooperation.
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58.
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Article 16 TFEU. Moreover, these gaps are not sufficiently
covered by Council of Europe Convention No 108 (+), by
which all the Member States are bound.

VI. CONCLUSIONS AND RECOMMENDATIONS

The EDPS recommends with regard to both the EPO and
the EIO initiatives:

— to include specific provisions stating that the
instruments apply without prejudice to Council
Framework Decision 2008/977[JHA of 27 November
2008 on the protection of personal data processed in
the framework of police and judicial cooperation in
criminal matters,

— to include provisions requiring the Member States to
ensure that:

— competent authorities have the resources necessary
for the application of the proposed directives,

— competent officials shall observe professional
standards and be subject to appropriate internal
procedures that ensure, in particular, the protection
of individuals with regard to the processing of
personal data, procedural fairness and the proper
observance of the confidentiality and professional
secrecy provisions,

— authentication systems allow only authorised indi-
viduals to have access to both databases containing
personal data or premises where evidence are
located,

— tracking of accesses and operations are performed,
— audit controls are implemented.
The EDPS recommends with regard to the EPO initiative:
— to clearly state that, depending on the circumstances of
the case, the person causing the danger should be given
only that personal data of the victim (which in some

cases may include the contact data) strictly relevant for
the full execution of the protection measure,

Convention for the protection of individuals with regard to

automatic processing of personal data of the Council of Europe,
28 January 1981, No 108.

— to clarify the expression ‘electronic means’ contained in
recital 10 of the EPO initiative.

59. The EDPS recommends with regard to the EIO initiative:

— to include a provision on translations, similar to
Article 16 of the EIO initiative,

— to include a provision that prevents the use of evidence
for purposes other than the prevention, investigation,
detection or prosecution of crime or the enforcement of
criminal sanctions and the exercise of the right of
defence, as an exception to Article 11(1)(d) of
Framework Decision 2008/977/[JHA,

— to add an evaluation clause to the EIO initiative,
requiring from the Member States to report on a
regular basis on the application of the instrument and
from the Commission to synthesise these reports and,
where relevant, issue appropriate proposals for
amendments.

60. Moreover, and more in general, the EDPS:

— recommends the Council to establish a procedure in
which consultation of the EDPS will take place, in
case an initiative introduced by Member States is
related to the processing of personal data,

— reiterates the need for a comprehensive data protection
legal framework covering all areas of EU competence,
including police and justice, to be applied to both
personal data transmitted or made available by
competent authorities of other Member States and to
domestic processing in AFS].

Done at Brussels, 5 October 2010.

Peter HUSTINX
European Data Protection Supervisor



C 355/10

Official Journal of the European Union

29.12.2010

Opinion of the European Data Protection Supervisor on the proposal for a Council Decision on the

conclusion of the Agreement between the European Union and the United States of America on the

processing and transfer of Financial Messaging Data from the European Union to the United States
for purposes of the Terrorist Finance Tracking Program (TFTP II)

(2010/C 355/02)

THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European
Union, and in particular its Article 16,

Having regard to the Charter of Fundamental Rights of the
European Union, and in particular its Article 8,

Having regard to Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of
personal data and on the free movement of such data (1),

Having regard to the request for an opinion in accordance with
Article 28(2) of Regulation (EC) No 45/2001 on the protection
of individuals with regard to the processing of personal data by
the Community institutions and bodies and on the free
movement of such data (3),

HAS ADOPTED THE FOLLOWING OPINION:

[. INTRODUCTION

1. On 15 June 2010, the Commission adopted a Proposal for
a Council Decision on the conclusion of the Agreement
between the European Union and the United States of
America on the processing and transfer of Financial
Messaging Data from the European Union to the United
States for purposes of the Terrorist Finance Tracking
Program (TFTP) (hereinafter ‘the proposal). The proposal
(including the text of a draft agreement with the United
States) was sent to the EDPS for consultation. The EDPS
welcomes this consultation and recommends that a
reference to this opinion is included in the preamble of
the Proposal.

2. The Commission proposal is triggered by the changes in
the architecture of SWIFT (}), which as from 1 January
2010 ensures that SWIFT financial transaction messages

() O] L 281, 23.11.1995, p. 31.

() OJ L 8, 12.1.2001, p. 1.

(}) SWIFT is a Belgian-based company globally providing messaging
services to financial institutions. Since 2001, the US Treasury has
served administrative subpoenas on SWIFT in order to access some
of the personal data relating to financial transactions, mirrored on a
server located on US territory.

which are internal to the European Economic Area and
Switzerland will remain within the European zone — as
different from the transatlantic zone — and will no longer
be mirrored in the US operating centre.

. With the current proposal the Commission envisages an

international agreement between the EU and the US,
which, based on Articles 216 (international agreements),
82 (judicial cooperation) and 87 (police cooperation) of
the Treaty on the Functioning of the European Union,
would require transfer to the United States Department of
Treasury of relevant financial messaging data which are
necessary for the purpose of the US Treasury Department’s
Terrorist Finance Tracking Programme.

. In particular, further to the decision of the European

Parliament of 11 February 2010 to withhold its consent
with regard to the interim agreement signed on
30 November 2009, the new draft aims at addressing in
particular the concerns with regard to the protection of
personal data, a fundamental right which after the entry
into force of the Lisbon Treaty has acquired even more
relevance in the legal framework of the European Union.

. The proposal highlights the relevance of data protection by

explicitly referring to relevant articles of the Treaties and of
other international instruments and by acknowledging its
nature of fundamental right. However, it does not envisage
using Article 16 TFEU as a legal basis, despite the fact that
Article 1.1 of the proposed agreement underlines a high
level of data protection as one of its main purposes. In this
regard, the EDPS reiterates that this agreement not only
relates to the exchange of personal data, but also to the
protection of these data. Article 16 TFEU is therefore not
less relevant as legal basis than Articles 82 and 87 TFEU
relating to law enforcement cooperation that have been
chosen as legal bases.

. The proposal is subject to the procedure of Article 218 (6)

TFEU. According to this procedure, the Council can only
adopt a decision authorising the conclusion of the
agreement after obtaining the consent of the European
Parliament. This proposal thus represents a crucial ‘test-
case’ in applying the new Lisbon procedures to an inter-
national agreement on the protection of personal data.
Ensuring that data protection principles and safeguards
are satisfactorily laid down in this agreement will pave
the way to be successful in other negotiations.
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7. In this context, the EDPS underlines the importance of the 11. In addition, further to the requests of the European

10.

()

¢)

negotiations for an agreement between the European Union
and the United States of America on protection of personal
data when transferred and processed for the purpose of
preventing, investigating, detecting or prosecuting criminal
offences, including terrorism, in the framework of police
cooperation and judicial cooperation in criminal matters.
The draft mandate to start these negotiations was
adopted by the Commission on 26 May 2010. In the
presentation of this draft mandate, the Commission
emphasised the need for a solid agreement on personal
data protection (%).

. Against this background, the EDPS recommends adding to

the current proposal a strong link to the negotiations with
the US on this general transatlantic data protection
framework. It should be ensured that these standards
would be applicable also to the TFTP II agreement. The
EDPS recommends including this requirement in the
current agreement, or at least agreeing with the government
of the United States that a possible future agreement on
data protection would cover the exchanges foreseen under
the present proposal.

. Finally, the EDPS is actively contributing to the positions of

the Article 29 Data Protection Working Party and of the
Working Party on Police and Justice. Besides the points
made or to be made in those positions, this opinion
analyses the current proposal by building on earlier
comments of the EDPS, relating to both the interim
agreement and the ongoing negotiations with the United
States.

II. ANALYSIS OF THE PROPOSAL
I.1. The proposal contains some improvements

The EDPS acknowledges that this proposal envisages certain
substantial improvements with respect to the interim TFTP
[ agreement, such as:

— The exclusion of SEPA data. The proposal explicitly
foresees that requests from the US Treasury should
not seek any data relating to the Single Euro
Payments Area (Article 4.2.d)

— The definition of terrorism. Article 2 of the proposal
builds on the definition of terrorism on the approach
of Article 1 of Council Framework Decision
2002/475[JHA ().

See  Press  Release,  http:/[europa.eu/rapid/pressReleasesAction.
do?reference=IP/10/609&format=HTML&aged=0&language=
EN&guilanguage=en

Council Framework Decision of 13 June 2002 on combating
terrorism (O] L 164, 22.6.2002, p. 3).

12.

13.

14.

Parliament and of European data protection authorities,
the proposal lays down a series of provisions (Articles
14-18) dealing with data subjects’ rights, such as the
right to be informed, the right of access, the right to rectifi-
cation, erasure or blocking, as well as the right to obtain
redress. However, the concrete enforceability of these
provisions and the procedures to be followed by non US
citizens or residents are still not clear (see below paragraph
11.2.3).

I1.2. But further improvements are still needed

The EDPS fully shares the need to ensure, as envisaged by
Article 1.1 of the proposal, full respect for the privacy and
the protection of personal data. In this perspectives, the
EDPS points out that there are still some open questions
to address and key elements to improve in order to meet
the conditions of the EU legal framework on the protection
of personal data.

[1.2.1. Is the envisaged processing of personal data really
necessary and proportionate?

The EDPS is fully aware that the fight against terrorism and
terrorism financing may require restrictions to the right to
the protection of personal data as well as to banking
secrecy provisions. This is already the case in a series of
EU instruments () containing a number of measures aimed
at combating the misuse of the financial system for the
purpose of money laundering and terrorist financing.
These instruments also contain specific provisions
allowing exchange of information with third countries
authorities as well as safeguards for the protection of
personal data, in line with Directive 95/46/EC.

Furthermore, the agreement on mutual legal assistance
between the EU and the US explicitly allows the
exchange between law enforcement authorities of
information relating to bank accounts and financial trans-
actions, and it provides conditions and limitations with
regard to this exchange. Also at international level, the
so-called Egmont Principles (¥) set the basis for the inter-
national exchange of financial transactions information
between Financial Intelligence Units, while establishing limi-
tations and safeguards with regard to the use of exchanged
data. In addition, instruments for the exchange of data
between the US and Europol and Eurojust are already in
place, ensuring at the same time exchange of information
and protection of personal data.

(}) In particular, Directive 2005/60/EC on the prevention of the use of

the financial system for the purpose of money laundering and
terrorist financing and Regulation (EC) No 1781/2006 on
information on the payer accompanying transfers of funds.

(*) http://www.egmontgroup.org/library/download/5


http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/609&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/609&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/609&format=HTML&aged=0&language=EN&guiLanguage=en
http://www.egmontgroup.org/library/download/5
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15. Against this background, the Commission proposal allowing financial transaction data to be filtered in the EU,

16.

17.

18.

19.

20.

highlights the usefulness of the TFTP Programme, as put
forward by the US Treasury and by the eminent person’s
reports. However, the condition laid down by Article 8
ECHR in order to justify interference with private life is
‘necessity’ rather than ‘usefulness’.

According to the EDPS, sufficient evidence is needed of the
real added value of this agreement taking into account
already existing instruments, or, in other words, to which
extent the agreement is really necessary in order to obtain
results that could not be obtained by using less privacy-
intrusive instruments, such as those already laid down by
the existing EU and international framework. According to
the EDPS, this added value should be unambiguously estab-
lished, as a precondition for any agreement with the US on
the exchange of financial data, also in view of the intrusive
nature of the agreement (see also paragraphs 18-22 on
proportionality).

The EDPS is not in a position to judge the necessity of this
agreement. However, even if the necessity of the agreement
is demonstrated, other points still deserve the attention of
the negotiators.

Proportionality is also the main criterion when assessing
the amount of personal data transferred and their storage
period. Article 4 of the proposal narrows the scope of the
US requests. However, the proposal still foresees that
personal data will be transferred to the US authorities in
bulk and then kept in principle for a period of 5 years
irrespective of whether they have extracted or there is a
proved link with a specific investigation or prosecution.

Bulk transfers

The proposal, in spite of the requests of the European
Parliament and of the European data protection authorities,
is still based on the concept that personal data will be
transmitted in bulk to the US Treasury. With regard to
this point, it is important to clarify that the fact that the
current SWIFT system does not allow a targeted search
cannot be considered as a sufficient justification to make
bulk data transfers lawful according to EU data protection
law.

Therefore, EDPS believes that solutions should be found to
ensure that bulk transfers are replaced with mechanisms

21.

22.

23.

and ensuring that only relevant and necessary data are sent
to US Authorities. If these solutions could not be found
immediately, then the Agreement should in any event
strictly define a short transitional period after which bulk
transfers are no longer allowed.

Storage period

With regard to the storage period, the EDPS acknowledges
that the proposal correctly establishes maximum retention
periods as well as mechanisms to ensure that personal data
are deleted when they are no longer necessary. However,
the provisions of Article 6 of the proposal concerning non-
extracted data seem to go in the opposite direction. First of
all, the concept of ‘non-extracted data’ is not self-evident
and should thus be clarified. Secondly, the reasons for
which it is necessary to keep non-extracted data for 5
years are not proved.

The EDPS fully acknowledges the need to ensure that
personal data necessary for a specific anti-terrorism inves-
tigation or prosecution are accessed, processed and kept for
as long as it is necessary, in some cases even beyond 5
years, as it may be the case that personal data are needed
for long lasting investigations or judicial procedures.
However, assuming that non-extracted data are data
which have been transferred in bulk and which have
neither been accessed nor used for a specific prosecution
or investigation, the storage period allowed to keep these
data should be much more limited. In this perspective, it is
useful to highlight that the German Federal Constitutional
Court has deemed that in the case of retention of telecom-
munications data, a storage period of 6 months is already
very long and accordingly needs an adequate justifi-
cation ('). The Constitutional Court seemed to consider
this 6 months period as a maximum for data that were
not related to any specific investigation.

11.2.2. Does the proposal ensure judicial oversight?

According to the negotiating mandate, a judicial public
authority should have the responsibility to receive the
requests from the US Treasury, assess their compliance
with the agreement and, where appropriate, require the
provider to transfer the data on the basis of a ‘push’
system. Both the European Parliament and the EDPS
welcomed this approach, which represents a crucial
guarantee — in line with national constitutions and legal
systems of Member States — to ensure lawful and balanced
transfers of data as well as independent oversight.

(") Judgement of 2 March 2010.
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However, the proposal assigns this task to Europol, which
is an EU Agency for the prevention and combat of
organised crime, terrorism and other forms of serious
crime, affecting two or more Member States (). It is
obvious that Europol is not a judicial authority.

Moreover, Europol has specific interests in the exchange of
personal data, on the basis of the proposed agreement.
Article 10 of the proposal gives Europol the power to
request for relevant information obtained through the
TFTP, if it has a reason to believe that a person or an
entity has a nexus to terrorism. It is hard to reconcile
this power of Europol, which may be important for the
fulfilment of Europol's task and which requires good
relations with the US Treasury, with the task of Europol
to ensure independent oversight.

Furthermore, the EDPS wonders to which extent the
current legal framework entrusts Europol — especially
without changing its legal basis pursuant to the ordinary
procedure established by the Lisbon Treaty — with the
tasks and powers to make an administrative request
coming from a third country ‘binding’ (Article 4.5) on a
private company, which will thus become ‘authorized and
required’ to provide data to that third country. In this
context it is useful to note that it is under the present
state. of EU law not evident whether a decision of
Europol vis-a-vis a private company would be subject to
judicial control by the European Court of Justice.

Against this background, the EDPS reiterates his position
that, also with a view to respect the negotiating mandate
and the current EU legal framework, the task to assess the
requests of US Treasury should be entrusted to a public
judicial authority.

11.2.3. Does the proposal confer enforceable data subjects’ rights
(and protection)?

As already mentioned in the introductory part of this
opinion, the proposal lays down a series of data subjects’
rights, such as the right to be informed, the right of access,
the right to rectification, erasure or blocking, as well as the
right to obtain redress. However, it is important on the one
hand to improve some elements of these provisions, and
on the other hand to ensure their effective enforceability.

With regard to the right to have access to one’s own
personal data, the agreement lays down a series of limi-
tations. The EDPS acknowledges that, especially in the
context of fight to terrorism, limitations to data subjects’

See, for instance, Article 3 of Council Decision 2009/371/JHA estab-

lishing the European Police Office (Europol) (O] L 121, 15.5.2009,
p- 37).

30.

31.

32.

rights may be put in place insofar as they are necessary.
However, the proposal should make clear that, while
disclosure to a person of his personal data may well be
limited in the circumstances mentioned in Article 15.2,
disclosure of this information to the European national
data protection authorities should in all cases be possible,
in order to allow these authorities to effectively fulfil their
supervisory task. Of course, data protection authorities will
be bound by a duty of confidentiality in performing their
tasks and will not disclose the data to the person
concerned, as long as the conditions for an exception
subsist.

With regard to the right of rectification, Article 17. 2 states
that ‘Each Party shall, where feasible, notify the other if it
becomes aware that material information it has transmitted
to or received from the other Party under this Agreement is
inaccurate or unreliable’. The EDPS believes that the obli-
gation to rectify inaccurate or unreliable data is a funda-
mental guarantee not only for the data subject, but also for
the effectiveness of the action of law enforcement
authorities. In this perspective, authorities exchanging data
should put in place mechanisms to ensure that this rectifi-
cation is always feasible, and the proposal should thus
delete the words ‘where feasible’.

However, the main concern of the EDPS relates to the
concrete enforceability of these rights. On the one hand,
for reasons of legal certainty and transparency, the proposal
should specify in further details which are the concrete
procedures that data subjects may use in order to enforce
the rights recognised by the agreement, both in the EU and
in the US.

On the other hand, Article 20.1 explicitly and clearly states
that the agreement ‘shall not create or confer any right or
benefit on any person or entity, private or public. The
EDPS notes that this provision seems to annul or at least
question the binding effect of those provisions of the
agreement providing for data subjects’ rights which are
currently yet neither recognised nor enforceable under US
law, in particular when data subjects are non US citizens or
permanent residents. For example, the US Privacy Act
provides a qualified right of access to personal information
which is stronger than the general right of access granted
to the general public by the US Freedom of Information
Act. However, the US Privacy Act clearly states that a
request for access to one’s own records is only possible
for ‘a citizen of the United States or an alien lawfully
admitted for permanent residence’ (?).

(®) This is confirmed by the information available on the US Treasury

website ‘When you make a request for notification of or access to
records, it should: [...] State that you are a citizen of the United
States or an alien lawfully admitted for permanent residence in the
United States; [...], http:/[www.treas.gov/foiafhow-to.html (last
accessed on 21 June 2010).
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lation of Article 20.1 should be revised in order to ensure
that the rights conferred by the proposal are clearly stated
and effectively enforceable also in US territory.

I1.2.4. Does the proposal ensure satisfactory independent
oversight and supervision?

Article 12 of the proposal lays down various levels of
monitoring of the conditions and safeguards established
by the agreement. ‘Independent overseers' will monitor in
real time and retrospectively the searches put in place by
the US Treasury. Furthermore, ‘an independent person
appointed by the European Commission’ will carry out
an ongoing monitoring of the first level of oversight,
including its independence. It should be clarified what the
tasks of this independent person will be, how it will be
guaranteed that he can actually fulfil his tasks and to whom
he reports.

Article 13 also establishes a mechanism for a joint review,
to be carried out after 6 months and then at regular
intervals. This joint review will be carried out by a joint
EU-US delegation, including for the EU delegation represen-
tatives of two data protection authorities, and will result in
a report that the Commission will present to the European
Parliament and the Council.

The EDPS highlights that independent supervision is a key
element of the right to the protection of personal data, as
confirmed by Article 16 TFEU and Article 8 of the Charter
of the Fundamental Rights of the Union. Recently, the
Court of Justice established strict criteria for independence
in its Judgement of 9 March 2010, Commission V.
Germany (!). It is obvious that the same strict criteria can
not be imposed on third countries, but it is also clear that
there can only be an adequate protection of personal
data (%) in so far as there are sufficient guarantees for inde-
pendent oversight. This is also a condition for international
agreements with countries whose legal system does not
establish the necessity of control by an independent
authority.

Against this background, it is crucial that at least the
modalities of the oversight and of the joint review, as
well as the powers and the guarantees of independence
of the persons involved in the oversight are clearly
defined in the agreement rather than being §ointly coor-
dinated’ or determined at a later stage by the parties. In
particular, it is important to ensure that both the person
appointed by the European Commission and the represen-

Case C-518/07, nyr.

Article 10 of the proposed agreement states that the US Treasury is
deemed to ensure an adequate level of protection.

38.
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position to act independently and to effectively carry out
their supervisory tasks.

Furthermore, the proposal should not only fix the date of
the first joint review, to take place after 6 months, but also
the timeline of the following review, that may for example
take place every year thereafter. The EDPS also
recommends to establish a link between the outcome of
these joint reviews and the duration of the agreement.

In this context, the EDPS emphasises that a sunset clause is
desirable, also in the light of the possible availability of
more targeted solutions on the longer term. A sunset
clause could also be a good incentive to ensure that the
necessary efforts are put in the development of such
solutions which would mean that there will be no reason
any more for sending bulk data to he US Treasury.

In order to enhance the effectiveness of both the oversight
and the joint review, information and relevant data should
be available on the number of access and redress requests,
possible follow-up (deletion, rectification, etc), as well as the
number of decisions limiting rights of data subjects. In the
same line, as far as the review is concerned, information
should be available and reported on the quantity not only
of messages ‘accessed’ by the US Treasury but also of the
messages ‘provided’ to the US Treasury. This should be
specified in the agreement.

Furthermore, the powers and competences of European
data protection authorities should not be in any way
limited by this proposal. In this perspective, the EDPS
notes that the proposal makes a step back with respect
to the interim TFTP agreement. Indeed, while the
previous agreement stated in its preamble that ‘this
Agreement does not derogate from the existing powers of
data protection authorities in Member States to protect
individuals with regard to the processing of their personal
data’, the proposal now refers to ‘the supervision of
competent data protection authorities in a manner
consistent with the specific provisions of this agreement’.
The EDPS therefore recommends that the proposal clearly
states that the agreement does not derogate or limit the
powers of European data protection authorities.

III. CONCLUSIONS

The EDPS acknowledges that this proposal envisages certain
substantial improvements with respect to the interim TFTP
[ agreement, such as the exclusion of SEPA data, a more
limited definition of terrorism, and more detailed
provisions on data subjects’ rights.
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43. The EDPS notes however that an essential prerequisite to
the assessment of the legitimacy of a new TFTP agreement
should be met. The necessity of the scheme must be estab-
lished in relation to already existing EU and international
instruments.

44. Would this be the case, the EDPS points out that there are
still some open questions to address and key elements to
improve in order to meet the conditions of the EU legal
framework on the protection of personal data, such as:

— Ensuring that bulk transfers are replaced with
mechanisms allowing financial transaction data to be
filtered in the EU, and ensuring that only relevant and
necessary data are sent to US Authorities

— Considerably reducing the storage period for non-
extracted data

— Entrusting the task to assess the requests of the US
treasury to a public judicial authority, in line with the
negotiating mandate and the current EU legal
framework

— Ensuring that the data subjects’ rights conferred by the
proposal are clearly stated and effectively enforceable
also in the US territory

— Enhancing the independent oversight and supervision

mechanisms, by:

(i) ensuring that the tasks and role of both the person
appointed by the European Commission and the
representatives of European data protection
authorities are well defined and that they are put
in a position to act independently and to effectively
carry out their supervisory tasks

(ii) ensuring that joint reviews take place regularly and
that their outcome is linked to the duration of the
agreement through a sunset clause

(iii) extending the information available to independent
overseers and data protection authorities

(iv) avoiding that the agreement limits the powers of
European data protection authorities

— Including a reference to this opinion in the preamble of

the Proposal.

Done at Brussels, 22 June 2010.

Peter HUSTINX
European Data Protection Supervisor
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Opinion of the European Data Protection Supervisor on the communication from the Commission
to the European Parliament and the Council — ‘Overview of information management in the area
of freedom, security and justice’

(2010/C 355/03)

THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European
Union, and in particular its Article 16,

Having regard to the Charter of Fundamental Rights of the
European Union, and in particular its Article 8,

Having regard to Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of
personal data and on the free movement of such data (1),

Having regard to the request for an opinion in accordance with
Regulation (EC) No 45/2001 on the protection of individuals
with regard to the processing of personal data by the
Community institutions and bodies and on the free
movement of such data (%), in particular its Article 41,

HAS ADOPTED THE FOLLOWING OPINION:

[. INTRODUCTION

1. On 20 July 2010, the Commission adopted a Communi-
cation entitled ‘Overview of information management in
the area of freedom, security and justice’ (hereinafter the
‘Communication’) (). The Communication was sent to the
EDPS for consultation.

2. The EDPS welcomes the fact that he was consulted by the
Commission. Already before the adoption of the
Communication, the EDPS was given the possibility to
give informal comments. Many of these comments have
been taken into account in the final version of the
document.

Objectives and scope of the Communication

3. The EDPS welcomes the objective of the Communication
which is to provide for the first time, a full overview of the
EU-level measures in place, under implementation or
consideration that regulate the collection, storage or
cross-border exchange of personal information for the
purpose  of law  enforcement and  migration
management’ (*). The aim of the document is also to

! L 281, 23.11.1995, p. 31.

(") O]

() OJ L 8, 12.1.2001, p. 1.

() COM(2010) 385 final.

(*) Page 3 of the Communication.

provide citizens with an overview of what information is
collected, stored and exchanged about them, for what
purpose and by whom. Moreover, according to the
Commission, the Communication should also serve as a
transparent reference tool for all stakeholders who wish
to take part in a debate about the future direction of the
EU policy in this area. Thus it should contribute to an
informed policy dialogue with all stakeholders.

4. In concrete terms, the Communication mentions that it
aims to clarify the main purpose of the instruments, their
structure, the types of personal data they cover, ‘the list of
authorities with access to such data’ (°) and the provisions
on data protection and data retention. In addition, Annex I
contains a limited number of examples illustrating how
these instruments operate in practice.

5. Furthermore, the document sets out the broad principles
(‘Substantive principles’ and ‘Process-oriented principles’)
that the Commission intends to follow in the future devel-
opment of instruments for data collection, storage and
exchange. Under ‘Substantive principles’, the Communi-
cation lists such principles as safeguarding fundamental
rights, in particular the right to privacy and data protection,
necessity, subsidiarity and accurate risk management.
‘Process-oriented  principles’ include cost-effectiveness,
bottom-up policy design, clear allocation of responsibilities,
and review and sunset clauses.

6. These principles, according to the Communication, will be
used when evaluating existing instruments. Adopting such a
principled approach to policy development and evaluation
should, in the Commission’s view, enhance the coherence
and effectiveness of current and future instruments in a
way that fully respects citizens’ fundamental rights.

Aim of the Opinion of the EDPS

7. The EDPS notes that the Communication is an important
document that gives a comprehensive overview of the
existing and (possible) future instruments for information
exchange in the area of freedom, security and justice. It
contains an elaboration of the Chapters 4.2.2 (Managing
the flow of information) and 5.1 (Integrated management
of the external borders) of the Stockholm programme (9). It
will play an important role in the future development of

(°) Regarding this paragraph, the EDPS believes that the wording ‘the

Communication clarifies (...) the list of authorities with access to
such data’ can be misleading, since the Communication neither
contains such lists nor clarifies them. It only refers to the main
categories of persons or authorities having access to data.

The Stockholm programme — An open and secure Europe serving
and protecting citizens, Council Document 5731/2010, 3.3.2010.

—_
<=
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this area. It is for this reason that the EDPS deems it useful
to comment on the different elements of the Communi-
cation, despite the fact that the text of the Communication
itself will not be changed.

. The EDPS intends to provide a few additional notions that

in his view have to be taken into account in the further
development of the area of freedom, security and justice.
This opinion specifies a number of notions that have been
provided earlier in the EDPS Opinion of 10 July 2009 on
the Communication on an area of freedom, security and
justice serving the citizen (), and in a number of other
opinions and comments. It also elaborates on the views
presented on earlier occasions. In this context, reference
should also be made to the Report on the Future of
Privacy, adopted by the Article 29 Working Party and the
Working Party on Police and Justice on 1 December 2009.
This report, constituting a joint contribution to the consult-
ation of the European Commission on the legal framework
for the fundamental rights to protection of personal data,
and supported by the EDPS, gave important directions as to
the future of data protection, also applicable to the
information exchange in the area of police and judicial
cooperation in criminal matters.

Context of the Opinion

. The EDPS welcomes the Communication as a reply to the

call by the European Council (}) for developing EU-level
information management instruments in accordance with
an EU Information Management Strategy, and for reflecting
on a European Information Exchange Model.

Furthermore, the EDPS notes that the Communication
should also be read as a response to the Stockholm
programme, mentioned earlier on, which calls for
coherence and consolidation in developing the information
exchange in the field of EU internal security. More
precisely, Chapter 4.2.2 of the Stockholm programme
invites the European Commission to assess the need for
developing a European Information Exchange Model
based on the evaluation of the current instruments,
including the Prim framework and the so-called Swedish
Framework Decision. These assessments should help to
determine whether these instruments function as originally
intended and meet the goals of the Information
Management Strategy.

Against this background, it is useful to highlight the fact
that the Stockholm programme refers to a strong data

Opinion of 10 July 2009 on the communication from the

Commission to the European Parliament and the Council on an
area of freedom, security and justice serving the citizen.

Council Conclusions on an Information Management Strategy for
EU internal security, Justice and Home Affairs Council, 30.11.2009.

12.

13.

14.

(13

>

protection regime as the main prerequisite for the EU
Information Management Strategy. This strong emphasis
on data protection is fully in line with the Lisbon Treaty
which, as mentioned earlier, contains a general provision
on data protection giving everyone — including third-
country nationals — a right to data protection enforceable
before a judge, and obliges the Council and the European
Parliament to establish a comprehensive data protection
framework.

The EDPS also supports the requirement of the Information
Management Strategy that all new legislative measures
which would facilitate the storage and exchange of
personal data should only be proposed if they are based
on concrete evidence of their need. The EDPS has
advocated this approach in various opinions on legislative
proposals related to the area of freedom, security and
justice, e.g. on the Second Generation SIS (°), on law
enforcement access to Eurodac (%), on the revision of
Eurodac and Dublin Regulations ('!), on the commission
the communication on Stockholm programme ('?) and on
PNR (13).

Indeed, the need for assessment of all existing instruments
on information exchange before proposing new ones is of
essential importance. This is even more important if one
considers the fact that the current framework is a complex
patchwork of different instruments and systems of which
some have only recently been implemented so that their
effectiveness could not yet be assessed, some are in the
process of implementation and some new ones are still
in the legislative pipeline.

This is why the EDPS notes with satisfaction that the
Communication makes a clear link with other exercises
launched by the Commission in order to take stock and
evaluate this area, as follow-up to the Stockholm
programme.

Opinion of 19 October 2005 on three proposals regarding the

Second Generation Schengen Information System (SIS II).

Opinion of 7 October 2009 on the proposals regarding law
enforcement access to Eurodac.

Opinion of 18 February 2009 on the proposal for a regulation
concerning the establishment of ‘Eurodac’ for the comparison of
fingerprints for the effective application of Regulation (EC) No
[...]...] (establishing the criteria and mechanisms for determining
the Member State responsible for examining an application for
international protection lodged in one of the Member States by a
third-country national or a stateless person) and Opinion of
18 February 2009 on the proposal for a regulation establishing
the criteria and mechanisms for determining the Member State
responsible for examining an application for international
protection lodged in one of the Member States by a third-
country national or a stateless person.

See footnote 6.

Opinion of 20 December 2007 on the draft proposal for a Council
Framework Decision on the use of Passenger Name Record (PNR)
data for law enforcement purposes.
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‘information mapping’ exercise initiated by the Commission
in January 2010 and conducted in close cooperation with
an Information Mapping Project Team made up of repre-
sentatives of EU and EFTA Member States, Europol,
Eurojust, Frontex and the EDPS (14). As mentioned in the
Communication, the Commission aims to present to the
Council and the European Parliament the results of the
‘information mapping’ exercise still in 2010. As the next
step, it also aims at presenting a communication on the
European Information Exchange Model.

In the EDPS’s view, making a clear link between the
Communication and the ‘information mapping’ exercise is
most welcome, as both are clearly interlinked. It is
obviously still early to assess what the outcome of these
exercises and, more generally, of the discussions on the
European Information Exchange Model will be (so far the
‘mapping exercise’ has only been presented by the
Commission as a ‘stock-taking exercise). The EDPS will
continue to follow this work. Moreover, already at this
stage, he draws attention to the need to provide for
synergies and avoid diverging conclusions of all the
exercises undertaken by the Commission in the context
of the discussions on the European Information Exchange
Model.

Furthermore, the EDPS wishes to refer to the ongoing
review of the data protection framework, and more in
particular to the intention of the Commission to come
up with a comprehensive framework for data protection,
including police and judicial cooperation in criminal
matters.

With regard to this, the EDPS notes that the Communi-
cation refers — under ‘Safeguarding fundamental rights, in
particular the right to privacy and personal data protection’
— to Article 16 of the Treaty on the Functioning of the
European Union (TFEU) providing a legal basis for the
work on such a comprehensive data protection scheme.
He also notes in this context that the Communication
mentions that it is not analysing specific data protection
provisions of the instruments under discussion given that
on the basis of the above mentioned Article 16, the
Commission is now working on a new comprehensive
framework for the protection of personal data in the EU.
He hopes that in that context a good overview will be
provided of the existing and possibly diverging data
protection schemes and that the Commission will base
further decision making on this overview.

Last but not least, although the EDPS welcomes the
objectives and the main content of the Communication,
he also draws attention to the fact that this document

The functional scope of the exercise corresponds with the scope of

the Swedish Framework Decision (Council Framework Decision
2006/960/JHA), ie. exchange of information for criminal
investigation and criminal intelligence operations.

20.

21.

22.

23.

should be only considered as a first step in the evaluation
process, and that it should be followed by further concrete
measures the outcome of which should be a compre-
hensive, integrated and well-structured EU policy on
information exchange and management.

II. ANALYSIS OF SPECIFIC ISSUES COVERED BY THE
COMMUNICATION

Purpose limitation

In the text of the Communication, the Commission refers
to the purpose limitation principle as ‘a key consideration
for most of the instruments covered in this
communication’.

The EDPS welcomes the emphasis in the Communication
on the purpose limitation principle which requires that the
purposes for which personal data are collected should be
clearly specified not later than at the time of collection, and
that data should not be processed for purposes incom-
patible with those initial purposes. Any deviation from
the purpose limitation principle should constitute an
exception and should only be implemented subject to
strict conditions and with the necessary safeguards, legal,
technical and otherwise.

However, the EDPS regrets that the Communication
describes this fundamental data protection principle as a
key consideration only ‘for most of the instruments
covered in this communication’. Moreover, on page 22
the Communication refers to SIS, SIS II and VIS and
mentions ‘that with exception of these centralised
information systems, purpose limitation appears to be a
core factor in the design of EU-level information
management measures’.

This wording might be read as suggesting that this principle
has not been a key consideration in all cases and for all
systems and instruments related to the exchange of
information in the EU. With regard to this, the EDPS
notes that exceptions and restrictions to this principle are
possible and may be necessary, as is recognised in
Article 13 of Directive 95/46/EC and Article 3.2 of
Framework Decision 2008/977/JHA (**). However, it is
compulsory to ensure that any new instrument relating
to information exchange in the EU is proposed and
adopted only if the purpose limitation principle has been
duly considered and that any possible exceptions and
restrictions to this principle are decided on a case-by-case
basis and after serious assessment. These considerations are
also relevant for SIS, SIS II and VIS.

‘Further processing for another purpose shall be permitted in so far
as: (a) it is not incompatible with the purposes for which the data
were collected; (b) the competent authorities are authorised to
process such data for such other purpose in accordance with the
applicable legal provisions; and (c) processing is necessary and
proportionate to that other purpose’.
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Charter of Fundamental rights of the Union and to the EU
law on data protection (e.g. Directive 95/46/EC, Regulation
(EC) No 45/2001 or the Framework Decision
2008/977[JHA) as well as to the jurisprudence of the
European Court of Human Rights. Non-respect of the
principle of purpose limitation might also lead to so
called ‘function creep’ of these systems (1).

Necessity and proportionality

The Communication (on page 25) refers to the
requirements laid down in the jurisprudence of the
European Court of Human Rights relating to the ‘propor-
tionality test’” and it declares that ‘in all future policy
proposals, the Commission will assess the initiative’s
expected impact on individuals' right to privacy and
personal data protection and set out why such an impact
is necessary and why the proposed solution is propor-
tionate to the legitimate aim of maintaining internal
security within the European Union, preventing crime and
managing migration’.

The EDPS welcomes the above cited statements as he has
also been insisting on the fact that the respect of propor-
tionality and necessity should be predominant in taking any
decisions on the existing and new systems involving
collection and exchange of personal data. Looking pro-
spectively, it is also essential for the current reflection on
what the EU Information Management Strategy and the
European Information Exchange Model should look like.

Against this background, the EDPS welcomes the fact that
differently from the wording used by the Commission
when referring to the purpose limitation principle (see
paras 20-22 of this Opinion), with regard to necessity,
the Commission commits itself to assessing all future
policy proposals in so far as the impacts on individuals’
right to privacy and personal data are concerned.

Having said that, the EDPS draws attention to the fact that
all these requirements regarding proportionality and
necessity are derived from the existing EU law (in particular
the Charter of Fundamental Rights which is now part of EU
primary law) and the well-established jurisprudence of the
European Court of Human Rights. In other words, the
Communication does not bring in any new elements.
Instead, in the EDPS’s view, the Communication should
not merely repeat these requirements, but should provide
for concrete measures and mechanisms which would
ensure that both necessity and proportionality are
respected and practically implemented in all proposals
having impact on individuals’ rights. The Privacy impact

See in particular the EDPS Opinion on the proposals regarding law

enforcement access to Eurodac referred to in footnote 10.
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instrument for this goal. Moreover, this assessment
should not only cover the new proposals but also the
existing systems and mechanisms.

In addition, the EDPS also takes this opportunity to stress
that when considering proportionality and necessity in the
EU Information Management Strategy, one should insist on
the need for a right balance between data protection, on
the one hand, and law enforcement, on the other hand.
This balance does not mean that data protection would
hamper the use of information necessary to solve a
crime. All information that is necessary for this purpose
can be used, in accordance with data protection rules (17).

Objective and comprehensive assessment should also
show deficiencies and problems

The Stockholm programme requests an objective and
comprehensive assessment of all the instruments and
systems dealing with the exchange of information in the
European Union. Of course, the EDPS fully supports this
approach.

The Communication seems, however, not fully balanced. It
seems to give priority, at least when it comes to figures and
statistics, to those instruments that proved successful over
the years and are considered ‘success stories’ (e.g. number
of successful hits in SIS and Eurodac). The EDPS does not
question the overall success of these systems. However, as
an example, he mentions that the activity reports of the
Joint Supervisory Authority for SIS (*¥) reveal that in a non-
trivial number of cases, alerts in SIS were outdated,
misspelled or wrong, which led (or could have led) to
negative consequences for the individuals concerned. Such
information is missing in the Communication.

The EDPS would advise the Commission to reconsider the
approach taken in the Communication. The EDPS suggests
that in the future work on information management also
failures and weaknesses of the system are reported — such
as, for instance, the number of people wrongly arrested or
inconvenienced in any way following a false hit in the
system — in order to ensure a fair balance.

For instance, the EDPS suggests that the data on SIS/Sirene
hits (Annex 1) are complemented by a reference to the
work conducted by the JSA on the reliability and
accuracy of the alerts.

See, for instance, the EDPS Opinion on European PNR, cited in

footnote 13.

See 7th and 8th Activities Reports of SIS JSA available online
(http:/[www.schengen-jsa.dataprotection.org/) in particular chapters
on Articles 96 and 99 of the Schengen Convention.
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34. Amongst ‘Process-oriented principles’ listed on pages 26- 38. The EDPS is convinced that this Communication provides a

35.

36.

37.

*)
)

¢

27, the Communication refers to the principle of ‘Clear
allocation of responsibilities’, in particular when it comes
to the issue of the initial design of governance structures.
The Communication refers in this context to the problems
with the SIS II project and future responsibilities of the IT
Agency.

The EDPS wishes to use this opportunity to stress the
importance of the principle of ‘accountability’ which
should also be implemented in the field of judicial and
police cooperation in criminal matters and play an
important role in the conception of the new and more
developed EU policy on exchange of data and information
management. The principle is currently being discussed in
the context of the future of the European data protection
framework, as a tool to further induce data controllers to
reduce the risk of non-compliance by implementing appro-
priate mechanisms for effective data protection. Account-
ability requires that controllers put in place internal
mechanisms and control systems that ensure compliance
and provide evidence — such as audit reports — to
demonstrate  compliance to  external  stakeholders,
including supervisory authorities (1°). The EDPS has also
stressed the need for such measures in his opinions on
VIS and SIS II in 2005.

Privacy by design

The Commission refers to the concept of ‘Privacy by design’
on page 25 of the Communication (under Substantive prin-
ciples ‘Safeguarding fundamental rights, in particular the
right to privacy and personal data protection’) declaring
that ‘when developing new instruments that rely on the
use of information technology, the Commission will seek

»

to follow the approach known as “privacy by design” .

The EDPS welcomes the reference to this concept (2°) which
is currently developed for both private and public sectors in
general, and must also play an important role in the area of
police and justice (*1).

See speech delivered by the EDPS at the European Privacy and Data

Protection Commissioners’ Conference, Prague, 29 April 2010.
See on privacy by design, Opinion of 18 March 2010 on
promoting trust in the Information Society by fostering data
protection and privacy and Opinion of 22 July 2009 on the
Communication from the Commission on an Action Plan for the
Deployment of Intelligent Transport Systems in Europe and the
accompanying proposal for a Directive of the European Parliament
and of the Council laying down the framework for the deployment
of Intelligent Transport Systems in the field of road transport and
for interfaces with other transport modes.

The Opinion of the EDPS on the Commission’s Communication on
the Stockholm programme recommended that there should be a
legal obligation for builders and users of information systems to
develop and use systems which are in accordance with the principle
of ‘Privacy by design’.

39.

40.

41.

42.

*)

good opportunity to reflect more on what should be meant
by a real ‘privacy and data protection impact assessment’
(PIA).

The EDPS notes that neither the general guidelines
described in this Communication nor the Commission’s
Impact Assessment Guidelines (2?) specify this aspect and
develop it into a policy requirement.

Therefore, the EDPS recommends that for future
instruments a more specific and rigorous impact
assessment on privacy and data protection is conducted,
either as a separate assessment or as part of the general
fundamental rights’ impact assessment. Specific indicators
and features should be developed to ensure that each
proposal having impact on privacy and data protection is
subject to thorough consideration. The EDPS also suggests
that this issue be part of the ongoing work on the compre-
hensive data protection framework.

Additionally, it could be helpful in this context to refer to
Article 4 of the RFID Recommendation (2*) in which the
Commission called upon the Member States to ensure that
industry, in collaboration with relevant civil society stake-
holders, develops a framework for privacy and data
protection impact assessments. Also the Madrid Resolution,
adopted in November 2009 by the International
Conference of Privacy and Data Protection Commissioners,
encouraged the implementation of PIAs prior to the imple-
mentation of new information systems and technologies for
the processing of personal data or substantial modifications
in existing processing.

Data subjects’ rights

The EDPS notes that the Communication does not address
specifically the important issue of the data subjects’ rights
which constitute a vital element of data protection. It is
essential to ensure that across all different systems and
instruments dealing with information exchange, the
citizens enjoy similar rights relating to how their personal
data are processed. Indeed, many of the systems referred to
in the Communication establish specific rules on data
subjects’ rights, but there is a lot of variation between the
systems and instruments, without good justification.

(22) SEC(2009) 92, 15.1.2009.
C(2009) 3200 final, 12.5.2009.
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43. Therefore, the EDPS invites the Commission to look more context that interoperability of the systems must be imple-

44,

45.

46.

47.

@

(25

(26

= =

carefully into the issue of the alignment of data subjects’
rights in the EU in the near future.

The use of biometrics

Although the Commission refers to the wuse of
biometrics (*4), it does not address specifically the current
phenomenon of the increased use of biometric data in the
area of the exchange of information in the EU, including in
the EU large-scale IT systems and other border
management tools. The Communication also does not
provide any concrete indication as to how the Commission
intends to deal in the future with this issue and whether it
is working on a comprehensive policy with regard to this
growing tendency. This is regrettable given that this matter
is of high importance and sensitivity from the perspective
of data protection.

Against this background, the EDPS wishes to mention that
he has, on many occasions, in various fora and in different
opinions (¥*) emphasised the possible risks linked to the
major impacts of the use of biometrics on individuals’
rights. On these occasions, he also suggested the insertion
of stringent safeguards for the use of biometrics in
particular instruments and systems. The EDPS also drew
attention to a problem related to inherent inaccuracies in
the collection and comparison of biometric data.

For these reasons, the EDPS takes this opportunity to ask
the Commission to develop a clear and strict policy on the
use of biometrics in the area of freedom, security and
justice based on a serious evaluation and a case-by-case
assessment of the need for the use of biometrics, with
full respect for such fundamental data protection principles
as proportionality, necessity and purpose limitation.

System operability

On an earlier occasion (2°), the EDPS raised a number of
concerns regarding the concept of interoperability. One of
the consequences of interoperability of systems is that it
could be an incentive to propose new objectives for large
scale IT systems which go beyond their original purpose
and|or for the use of biometrics as primary key in this field.
Specific safeguards and conditions are needed for different
kinds of interoperability. The EDPS also stressed in this

e.g. in the context of limited purpose and potential overlaps in
function (page 22) and of effective identity management (page 23).
See for instance: Opinion on the Stockholm programme (footnote
7), Opinion on three proposals regarding the Second Generation
Schengen Information System (footnote 9) or Comments of
10 March 2006 on the Commission’s communication of
24 November 2005 on improved effectiveness of enhanced inter-
operability and synergies among European databases in the area of
Justice and Home Affairs Comments (footnote 22).

EDPS’s Comments of 10 March 2006 on the Commission’s
communication of 24 November 2005 on improved effectiveness
of enhanced interoperability and synergies among European
databases in the area of Justice and Home Affairs.

48.

49.

50.

51.

52.

53.

mented with due respect for data protection principles and
in particular the purpose limitation principle.

Against this background, the EDPS notes that the
Communication does not refer specifically to the issue of
interoperability of the systems. The EDPS therefore calls on
the Commission to develop a policy on this essential aspect
of the EU information exchange, which should be part of
the evaluation exercise.

Legislative proposals to be presented by the Commission

The Communication contains a chapter on legislative
proposals to be presented by the Commission in the
future. Amongst others the document refers to a proposal
on a Registered Travellers Programme (RTP) and a proposal
relating to an Entry/Exit System (EES). The EDPS would like
to make a few remarks on both above mentioned
proposals, on which, as the Communication suggests, the
Commission has already taken a decision.

Registered Travellers Programme

As highlighted in point 4 of this Opinion, the Communi-
cation aims at presenting ‘a full overview of the EU-level
measures (...) that regulate the collection, storage and
cross-border exchange of personal information for the
purpose of law enforcement and migration management’.

In that context, the EDPS wonders what the final objective
of the Registered Travellers Programme will be and how
this proposal, currently under consideration by the
Commission, will be covered by the purposes of law
enforcement and migration management. The Communi-
cation states on page 20 that ‘this programme would
allow certain groups of frequent travellers from third
countries to enter the EU (...) using simplified border
checks at automated gates’. Thus, the purpose of the
instruments seems to be facilitation of travelling of
frequent travellers. These instruments would therefore
have no (direct or clear) link with law enforcement and
migration management purposes.

EU Entry/[Exit System

When referring to the future EU Entry/Exit System, the
Communication (page 20) mentions the problem of ‘over-
stayers’ and states that this category of people ‘constituted
the largest group of irregular migrants in the EU". The latter
argument is presented as the reason why the Commission
decided to propose the introduction of an entry/exit system
for third-country nationals entering the EU for short stays
of up to three months.

In addition, the Communication mentions that ‘the system
would record the time and place of entry and length of
authorised stay and would transmit automated alerts to the



C 35522

Official Journal of the European Union

29.12.2010

54.

55.

56.

57.

58.

competent authorities identifying individuals as “over-
stayers”. Based on biometric data verification, it would
deploy the same biometric matching system and oper-
ational equipment as that used by SIS II and VIS..

The EDPS considers that it is essential to specify the target
group of overstayers with reference to an existing legal
definition or supporting it with any reliable figures or
statistics. This is even more important given that all calcu-
lations regarding the number of ‘overstayers’ within the EU
are currently based only on pure estimations. It should also
be clarified what measures would be taken towards ‘over-
stayers’ once they have been identified by the system, given
that the EU lacks a clear and comprehensive policy on
people who ‘overstay’ on the EU territory.

Moreover, the wording of the Communication suggests that
the decision to introduce the system has already been taken
by the Commission, whereas at the same time the
Communication mentions that the Commission is
currently conducting an impact assessment. The EDPS
emphasises that a decision to introduce such a complex
and privacy-intrusive system should only be taken on the
basis of a specific impact assessment providing concrete
evidence and information on why such a system is
necessary and why alternative solutions based on the
existing systems could not be envisaged.

Lastly, the Commission seems to link this future system
with the biometric matching system and operational
equipment of the SIS II and VIS. However, this is done
without referring to the fact that neither SIS II nor VIS
have gone live yet and that the exact dates of their entry
into operation are unknown at this stage. In other words,
the entry/exit system would heavily depend on biometric
and operational systems which are not in operation yet, as
a result of which their performance and functionalities
could not possibly have been subjected to an adequate
assessment.

Initiatives to be studied by the Commission

In the context of the initiatives to be studied by the
Commission — thus on which the Commission has not
taken a final decision — the Communication, based on the
requests made in the Stockholm programme, refers to three
initiatives: an EU terrorist finance tracking system
(equivalent to the US TFTP), an Electronic System of
Travel Authorisation (ESTA) and a European Police
Records Index System (EPRIS).

The EDPS will follow closely all the developments related
to these initiatives and will make comments and
suggestions when appropriate.

59.

60.

61.

62.

63.

64.

65.

[II. CONCLUSION AND RECOMMENDATIONS

The EDPS fully supports the Communication which
provides for a full overview of the EU information
exchange systems both in place and planned in the
future. The EDPS has advocated the need for assessment
of all existing instruments on information exchange before
proposing new ones in numerous opinions and comments.

The EDPS also welcomes the reference in the Communi-
cation to the ongoing work on the comprehensive data
protection framework on the basis of Article 16 TFEU,
which should be taken into account also in the context
of the work on the overview of the EU information
management.

The EDPS considers this Communication as a first step in
the evaluation process. It should be followed by a real
assessment the outcome of which should be a compre-
hensive, integrated and well-structured EU policy on
information exchange and management. In that context,
the EDPS is happy to see the link made with other
exercises launched by the Commission as a reaction to
the Stockholm programme, in particular the ‘information
mapping’ exercise conducted by the Commission in close
cooperation with an Information Mapping Project Team.

The EDPS suggests that in the future, work on information
management also deficiencies and weaknesses of the
systems are reported and taken into consideration, such
as for instance the number of people wrongly arrested or
inconvenienced in any way following a false hit in the
system.

The purpose limitation principle should be considered a
key consideration for all instruments dealing with
information exchange in the EU, and new instruments
can only be proposed if the purpose limitation principle
has been duly considered and respected during their elab-
oration. This continues to be the case during their imple-
mentation.

The EDPS also encourages the Commission to ensure by
developing concrete measures and mechanisms, that the
principles of necessity and proportionality are respected
and practically implemented in all new proposals having
impact on individuals’ rights. There is also a need for
evaluation of the already existing systems with regard to
this matter.

The EDPS is also convinced that this Communication
provides an excellent opportunity to launch a discussion
on and better specify what is really meant by a ‘privacy
and data protection impact assessment’.
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66. He also invites the Commission to develop a more coherent to be presented by the Commission’ regarding the
and consistent policy on the prerequisites for use of Entry/Exit System and the Registered Travellers Programme.
biometrics, a policy on systems operability and more
alignment at the EU level in terms of data subjects rights.

67. The EDPS also welcomes the reference to the concept of
‘privacy by design’ which is currently developed for both
private and public sectors in general, and must therefore
also play an important role in the area of police and justice.

Done at Brussels, 30 September 2010.

68. Last but not least, the EDPS draws attention to his remarks Peter HUSTINX
and concerns about the chapter titled ‘Legislative proposals European Data Protection Supervisor
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II

(Information)

INFORMATION FROM EUROPEAN UNION INSTITUTIONS, BODIES, OFFICES
AND AGENCIES

EUROPEAN COMMISSION

Non-opposition to a notified concentration
(Case COMP/M.5952 — CPPIB/Onex/Tomkins)
(Text with EEA relevance)

(2010/C 355/04)

On 10 September 2010, the Commission decided not to oppose the above notified concentration and to
declare it compatible with the common market. This decision is based on Article 6(1)(b) of Council
Regulation (EC) No 139/2004. The full text of the decision is available only in English and will be
made public after it is cleared of any business secrets it may contain. It will be available:

— in the merger section of the Competition website of the Commission (http://ec.europa.eu/competition/
mergers/cases/). This website provides various facilities to help locate individual merger decisions,
including company, case number, date and sectoral indexes,

— in electronic form on the EUR-Lex website (http://eur-lex.europa.cufen/index.htm) under document
number 32010M5952. EUR-Lex is the on-line access to the European law.

Non-opposition to a notified concentration
(Case COMP/M.6040 — Europcar/Daimler/car2go Hamburg JV)
(Text with EEA relevance)
(2010/C 355/05)

On 17 December 2010, the Commission decided not to oppose the above notified concentration and to
declare it compatible with the common market. This decision is based on Article 6(1)(b) of Council
Regulation (EC) No 139/2004. The full text of the decision is available only in English and will be
made public after it is cleared of any business secrets it may contain. It will be available:

— in the merger section of the Competition website of the Commission (http://ec.europa.eu/competition/
mergers/cases/). This website provides various facilities to help locate individual merger decisions,
including company, case number, date and sectoral indexes,

— in electronic form on the EUR-Lex website (http://eur-lex.europa.cufen/index.htm) under document
number 32010M6040. EUR-Lex is the on-line access to the European law.


http://ec.europa.eu/competition/mergers/cases/
http://ec.europa.eu/competition/mergers/cases/
http://eur-lex.europa.eu/en/index.htm
http://ec.europa.eu/competition/mergers/cases/
http://ec.europa.eu/competition/mergers/cases/
http://eur-lex.europa.eu/en/index.htm
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Non-opposition to a notified concentration
(Case COMP/M.6072 — Carlyle/Primondo Operations)
(Text with EEA relevance)

(2010/C 355/06)

On 16 December 2010, the Commission decided not to oppose the above notified concentration and to
declare it compatible with the common market. This decision is based on Article 6(1)(b) of Council
Regulation (EC) No 139/2004. The full text of the decision is available only in English and will be
made public after it is cleared of any business secrets it may contain. It will be available:

— in the merger section of the Competition website of the Commission (http://ec.europa.eu/competition/
mergers/cases/). This website provides various facilities to help locate individual merger decisions,
including company, case number, date and sectoral indexes,

— in electronic form on the EUR-Lex website (http://eur-lex.europa.cufenf/index.htm) under document
number 32010M6072. EUR-Lex is the on-line access to the European law.
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http://eur-lex.europa.eu/en/index.htm

C 355/26

Official Journal of the European Union

29.12.2010

NOTICES FROM EUROPEAN UNION INSTITUTIONS, BODIES, OFFICES AND

IV

(Notices)

AGENCIES

EUROPEAN COMMISSION

Euro exchange rates (')
28 December 2010
(2010/C 355/07)

1 euro =

Currency Exchange rate Currency Exchange rate
usD US dollar 1,3195 AUD Australian dollar 1,3038
JPY Japanese yen 108,20 CAD Canadian dollar 1,3221
DKK Danish krone 7,4544 HKD  Hong Kong dollar 10,2666
GBP Pound sterling 0,85345 NZD New Zealand dollar 1,7450
SEK Swedish krona 8,9968 SGD Singapore dollar 1,7091
CHF Swiss franc 1,2513 KRW  South Korean won 1512,00
ISK Iceland kréna ZAR South African rand 8,8242
NOK Norwegian krone 7,8255 CNY Chinese yuan renminbi 8,7414
BGN Bulgarian lev 1,9558 HRK Croatian kuna 7,3879
CZK Czech koruna 25,355 IDR Indonesian rupiah 11 898,93
EEK Estonian kroon 15,6466 MYR  Malaysian ringgit 4,0832
HUF Hungarian forint 279,15 PHP Philippine peso 57,930
LTL Lithuanian litas 3,4528 RUB Russian rouble 39,9350
LVL Latvian lats 0,7098 THB Thai baht 39,829
PLN Polish zloty 3,9823 BRL Brazilian real 2,2222
RON Romanian leu 4,2890 MXN Mexican peso 16,2668
TRY Turkish lira 2,0564 INR Indian rupee 59,4650

(") Source: reference exchange rate published by the ECB.
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NOTICES FROM MEMBER STATES

Information communicated by Member States regarding State aid granted under Commission

Regulation (EC) No 1857/2006 on the application of Articles 87 and 88 of the Treaty to State

aid to small and medium-sized enterprises active in the production of agricultural products and
amending Regulation (EC) No 70/2001

(2010/C 355/08)

Aid No: XA 15410
Member State: Slovenia
Region: Municipality of Benedikt

Title of aid scheme or name of company receiving an indi-
vidual aid: Podpora programom razvoja podeZelja v Obcini
Benedikt 2010-2013

Legal basis: Pravilnik o dodeljevanju drzavnih pomoci, pomoci
de minimis in izvajanju drugih ukrepov za ohranjanje in razvoj
kmetijstva ter podezelja v Obcini Benedikt (II Poglavje)

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company:

2010 — EUR 17 293,00
2011 — EUR 17 293,00
2012 — EUR 17 293,00
2013 — EUR 17 293,00

Maximum aid intensity:

Investment in agricultural holdings for primary production:
— up to 50 % of eligible costs in less-favoured areas,
— up to 40 % of eligible costs in other areas,

— 60 % in less-favoured areas, and 50 % in other areas, in the
case of investments made by young farmers.

Conservation of traditional landscapes and buildings:

— up to 100% of the real costs incurred as regards
investments or capital works intended for the conservation
of non-productive heritage features. These costs may include
reasonable compensation for the work undertaken by the
farmer himself, or his workers, up to a limit of EUR 10 000
a year,

— up to 60 %, or 75 % in less-favoured areas, of the real costs
incurred as regards investments or capital works intended
for the conservation of heritage features of productive assets
on farms, provided that the investment does not entail any
increase in the production capacity of the farm,

— up to 100 % to cover the extra costs incurred by using
traditional materials necessary to maintain the heritage
features of a building.

Aid for land re-parcelling:

— up to 100 % of eligible costs.

Aid to encourage the production of quality agricultural
products:

— up to 100 % of eligible costs.

Provision of technical support in the agricultural sector:

— up to 100 % of eligible costs in the form of subsidised
services not involving direct payments of money to
producers.

Date of implementation: Date of publication of the regis-
tration number of the request for exemption on the website
of the European Commission's Directorate-General for
Agriculture and Rural Development

Duration of scheme or individual aid award: Until
31 December 2013

Objective of aid:

To support SMEs

Reference to articles in Commission Regulation (EC)
No 1857/2006 and eligible costs:
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The Rules on granting State aid and de minimis aid and imple-
menting other measures for preserving and developing agri-
culture and rural areas in the Municipality of Benedikt (Pravilnik
o dodeljevanju drZavnih pomoci, pomo¢i de minimis in izvajanju
drugih ukrepov za ohranjanje in razvoj kmetijstva ter podeZelja v
Obcini Benedikt ) include measures constituting State aid in
accordance with the following articles of Commission Regu-
lation (EC) No 18572006 of 15 December 2006 on the appli-
cation of Articles 87 and 88 of the EC Treaty to State aid to
small and medium-sized enterprises active in the production of
agricultural products and amending Regulation (EC) No
70/2001 (OJ L 358, 16.12.2006, p. 3):

— Article 4: Investment in agricultural holdings

— eligible costs: construction, acquisition or improvement
of immovable property and general costs linked to such
eligible expenditure;

— Article 5: Conservation of traditional landscapes and
buildings

— eligible costs: investment to preserve non-productive
heritage features located on agricultural holdings (sites
of archaeological or historical interest) and to protect
heritage features of productive assets on farms, such as
farm buildings, provided the investment does not entail
any increase in the production capacity of the farm;

— Article 13: Aid for land re-parcelling

— eligible costs: legal and administrative costs;

— Article 14: Aid to encourage the production of quality
agricultural products

— eligible costs: costs of market research activities, product
conception and design; costs of introducing traceability
systems, systems to ensure respect of authenticity and
marketing norms or environmental audit systems; costs
of training personnel to apply schemes and systems
related to the aforementioned costs; costs of charges
levied by certifying bodies for the initial certification
of quality assurance and similar systems. The aid is to
be granted in the form of subsidised services and must
not involve direct payments of money to producers;

— Article 15: Provision of technical support in the agricultural
sector

— eligible costs: costs concerning education and training of
farmers and farm workers, consultancy services which
do not constitute a continuous or periodic activity, the
organisation of forums for exchanging knowledge

amongst farms, competitions, exhibitions and fairs and
participation in such events, publications and farm
replacement services. The aid is to be granted in the
form of subsidised services and must not involve
direct payments of money to producers.

Sector(s) concerned: All sectors of agriculture
Name and address of the granting authority:

Obcina Benedikt
Colnikov trg 5
SI-2234 Benedikt
SLOVENJJA

Website:

http:/fwww.uradni-list.si/1 [objava.jsp?urlid=20106 5&objava=
3633

Other information: —

Zupan
Milan GUMZAR

Aid No: XA 164/10
Member State: Slovenia
Region: Obmo¢je Ob¢cine Piran

Title of aid scheme or name of company receiving an indi-
vidual aid: Podpora in ukrepi za razvoj kmetijstva in podezelja
v Ob¢ini Piran

Legal basis: Pravilnik o izvajanju pomodi za razvoj kmetijstva
in podezelja v Ob¢ini Piran za programsko obdobje 2011-2013

(poglavje 1IV)

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company:

2011 — EUR 75 000
2012 — EUR 82 000
2013 — EUR 90 000

Maximum aid intensity:

1. Investment in agricultural holdings for primary production:

— up to 50% of eligible costs for investment on
agricultural holdings in less-favoured areas,

— up to 40 % in other areas.


http://www.uradni-list.si/1/objava.jsp?urlid=201065&objava=3633
http://www.uradni-list.si/1/objava.jsp?urlid=201065&objava=3633
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2. Aid for investment to conserve traditional landscapes and
buildings:

— up to 100 % of the costs of drafting project documen-
tation for the reconstruction and renovation of non-
productive heritage features located on agricultural
holdings,

— up to 60 %, or 75 % in less-favoured areas, of the costs
of drafting project documentation for the reconstruction
of productive assets on agricultural holdings, provided
that the investment does not entail any increase in the
production capacity of the farm.

3. Aid for land re-parcelling:

— up to 100 % of actual legal and administrative costs
incurred, including inspection costs.

4. Aid to encourage the production of quality agricultural
products:

— up to 100 % of the eligible costs of market research
activities, product conception and design, including aid
granted for the preparation of applications for recog-
nition of geographical indications, designations of
origin or certificates of specific character in accordance
with the relevant Community regulations, the intro-
duction of quality assurance schemes and training
personnel to apply schemes and systems. The aid is to
be granted in the form of subsidised services and does
not involve direct payments of money to producers.

5. Aid for providing technical support in the agricultural sector:

— up to 100 % of eligible costs concerning education and
training, consultancy services provided by third parties,
the organisation of and participation in forums to share
knowledge between businesses, competitions and fairs,
publications, catalogues and websites. The aid is to be
granted in the form of subsidised services and does not
involve direct payments of money to producers.

Date of implementation: From the date on which the regis-
tration number of the exemption for the aid scheme is
published on the website of the European Commission’s
Directorate-General for Agriculture and Rural Development

Duration of scheme or individual aid award: Until
31 December 2013

Objective of aid:

To support SMEs

Reference to the applicable Article(s) and the eligible costs
covered by the aid scheme or individual aid:

The draft Rules on providing aid for developing agriculture and
rural areas in the municipality of Piran for the programming
period 2011-2013 (Chapter IV) include measures constituting
State aid in accordance with the following articles of
Commission Regulation (EC) No 1857/2006 of 15 December
2006 on the application of Articles 87 and 88 of the EC Treaty
to State aid to small and medium-sized enterprises active in the
production of agricultural products and amending Regulation
(EC) No 70/2001 (O] L 358, 16.12.2006, p. 3) and
Commission Regulation (EC) No 800/2008 of 6 August 2008
declaring certain categories of aid compatible with the common
market in application of Articles 87 and 88 of the EC Treaty
(General Block Exemption Regulation) (O] L 214, 9.8.2008,

p. 3):

— Article 4: Investment in agricultural holdings for primary
production,

— Article 5: Investment for the conservation of traditional
landscapes and buildings,

— Article 13: Aid for land re-parcelling,

— Article 14: Aid to encourage the production of quality
agricultural products,

— Article 15: Aid for the provision of technical support in the
agricultural sector.

Sector(s) concerned: Agriculture

Name and address of the granting authority:
Ob¢ina Piran
Tartinijev trg 2

SI-6330 Piran
SLOVENIJJA

Website:

http:/fwww.piran.si/index.php?page=static&item=418
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Other information:

When this scheme enters into force, scheme XA 418/07 will
cease to apply.

The above mentioned website provides access to the legal basis:
Pravilnik o izvajanju drzavne pomoci na podrocju
kmetijstva_2011_2013.doc (150 KB).

Predstojnica Urada za gospodarstvo in turizem
Tanja FRANCA

Aid No: XA 165/10
Member State: Italy
Region: Veneto

Title of aid scheme or name of company receiving an indi-
vidual aid: Progetti formativi rivolti a favore delle imprese attive
nella produzione di prodotti agricoli.

Legal basis:

L. 845/1978 «Legge quadro in materia di formazione profes-
sionale».

LR. n. 10 del 30.1.1990 «Ordinamento del sistema della form-
azione professionale e organizzazione delle politiche regionali
del lavoro».

DGR n. 1920 del 27 luglio 2010 della Regione del Veneto.

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company:
EUR 1 300 000

Maximum aid intensity: 100 %

Date of implementation: As from the publication of the regis-
tration number of the request for exemption on the website of
the Commission’s Directorate-General for Agriculture and Rural
Development

Duration of scheme or individual aid award: Until
31 December 2013

Objective of aid:

Technical support (Article 15 of Regulation (EC) No
1857/2006):

The aid will serve to provide continuous training in the
following areas:

— training for the purposes of obtaining authorisation for the
purchase and use of plant protection products,

— training leading to the award of trade qualifications or
certificates of competence within the meaning of applicable
legislation and for which the training element or skills
updating element is of prime importance,

— training to update or improve subject-knowledge,

— training with a view to acquiring adequate ‘occupational skill
and competence’ as referred to in Community legislation
andfor the certification referred to in Legislative Decree
No 99/2004 (professional farmer).

Sector(s) concerned: Agriculture, forestry, fisheries

Name and address of the granting authority:

Regione del Veneto
Palazzo Balbi
Dorsoduro 3901
30123 Venezia VE
ITALIA

Tel. +39 412795030
Fax +39 412795085
E-mail: dir.formazione@regione.veneto.it

Website:

http:/[www.regione.veneto.it/Servizi+alla+Persona/
Formazione+e+Lavoro/ModulisticaREG.htm

Click on the link ‘settore primario’

Other information:

For more information please contact:

Direzione Regionale Formazione
Fondamenta S. Lucia
Cannaregio 23

30121 Venezia VE

ITALIA

Tel. +39 412795029-5030
Fax +39 412795085
E-mail: dir.formazione@regione.veneto.it

Aid No: XA 16910

Member State: The Netherlands

Region: Provincie Utrecht (Utrecht)

Title of aid scheme or name of company receiving an indi-
vidual aid: Pilots duurzaam ondernemen


mailto:dir.formazione@regione.veneto.it
http://www.regione.veneto.it/Servizi+alla+Persona/Formazione+e+Lavoro/ModulisticaREG.htm
http://www.regione.veneto.it/Servizi+alla+Persona/Formazione+e+Lavoro/ModulisticaREG.htm
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Legal basis:
Subsidieverordening inrichting landelijk gebied 2006

Besluit subsidiekader ILG-AVP, artikel 3.2.1 Pilots duurzaam
ondernemen

Article 15 of Regulation (EC) No 1857/2006 — Technical
support

This aid meets the conditions laid down in Article 15(2)(4).
In particular:

— with regard to paragraph 2: aid is to be granted only in
respect of the costs specified in this article,

— with regard to paragraph 3: the aid intensity is less than
100 % of the project costs; the aid is to be granted to the
consultancy which provides services to participating
producers; it therefore takes the form of subsidised
consultancy services; it does not involve direct payments
of money to producers,

— with regard to paragraph 4: participation in the supported
project is open to all producers in the relevant sector in the
area concerned.

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company: One-off
grant not exceeding EUR 52 020 over the period from 15 July
2010 to 31 December 2012

Maximum aid intensity: 90 % of eligible costs

Date of implementation: 15 July 2010 or after publication in
the Official Journal of the European Union, as specified in
Article 18(1) of Commission Regulation (EC) No 1857/2006

Duration of scheme or individual aid award: Until
31 December 2012

Objective of aid:

One-off grant to Wageningen — UR Livestock Research for the
‘Haal meer uit gras’ project

Objective: to teach dairy farmers to apply increased knowledge
of sustainable soil management and grassland use

Sector(s) concerned: Dairy farming in the eastern part of
Utrecht province

Name and address of the granting authority:

Provincie Utrecht
Postbus 80300
3508 TH Utrecht
NEDERLAND

Website:

http:/[www.provincie-utrecht.nl/onderwerpen/landbouw/
vitaal-platteland/steunregelingen/#subcontent

Other information: —

Aid No: XA 177/10

Member State: Lithuania

Region: —

Title of aid scheme or name of company receiving an indi-
vidual aid: Paramos teikimas uz Salutiniy gyviininiy produkty,
neskirty vartoti Zmonéms, pasalinimg ir sunaikinimg (schemos
XA 40/10 pakeitimas).

Legal basis: Lietuvos Respublikos Zemés @ikio ministro 2007 m.
balandzio 13 d. jsakymo Nr. 3D-162 ,D¢l paramos teikimo uz
Salutiniy gyvininiy produkty, neskirty vartoti Zmonéms,
pasalinima ir sunaikinima taisykliy patvirtinimo ir Zemés tkio
ministro 2006 m. geguzés 26 d. isakymo Nr. 3D-217 bei Zemés
tikio ministro 2006 m. spalio 3 d. jsakymo Nr. 3D-385 pripa-
zinimo netekusiais galios* pakeitimo projektas.

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company:
LTL 3 100 000 (EUR 897 822 at the official euro exchange rate)

Maximum aid intensity:

1. Up to 100 % reimbursement of the costs of removal and
destruction of fallen stock where there is an obligation to
perform TSE tests on the fallen stock;

2. Up to 100 % reimbursement of the costs of removal and up
to 75 % of the costs of destruction of fallen stock:

— for the removal of dead cattle, sheep or goats other than
those subject to obligatory TSE testing,

— for the removal of dead horses,

— for the removal of dead pigs — applies to all pig keepers
other than those having more than 1 000 pigs,


http://www.provincie-utrecht.nl/onderwerpen/landbouw/vitaal-platteland/steunregelingen/#subcontent
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3. Up to 61 % reimbursement of the costs of removal and up
to 59 % reimbursement of the costs of destruction:

— for the removal of dead pigs — applies to pig keepers
having more than 1000 pigs, this number being
determined on the basis of data for 1 January of the
current year contained in the register of farm animals
kept by the State enterprise ‘Agricultural information
and rural business centre’,

— for the removal of dead birds.

Date of implementation: The aid scheme will enter into force
after the Commission has sent a notice of receipt, assigned an
identification number to the scheme and published the
summary information on the Internet.

Duration of scheme or individual aid award: Until
31 December 2013

Objective of aid:

Aid for SMEs

To provide aid for enterprises and farmers operating in the
livestock sector in order to ensure a consistent programme of
control and the safe removal of all fallen stock

Article 16 of Commission Regulation (EC) No 1857/2006 of
15 December 2006 applies

Sector(s) concerned: Primary production of agricultural
produce

Name and address of the granting authority:

Lietuvos Respublikos Zemés tkio ministerija
Gedimino pr. 19

LT-01103 Vilnius

LIETUVA/LITHUANIA

Website:

http:/[www.Irs.It/pls/proj/dokpaieska.showdoc_I?p_id=48722

Other information:

As regards the funds planned for 2010 to assist with the
management of animal by-products, and in view of the fact
that 1 March 2010 saw the entry into force of a new State
aid scheme for the removal and destruction of animal by-
products not destined for human consumption, the forecast
amounts for the collection and processing of animal by-
products did not correspond to reality: since greater quantities

of animal by-products presenting a risk of transmitting
spongiform encephalopathy (from bovine animals aged over
24 months, and sheep and goats aged over 18 months) had
been anticipated, it was decided to subsidise the removal and
destruction costs of these at the rate of 100 %. In view of
available appropriations, it had been decided to subsidise the
removal and destruction of other animal by-products — from
pigs and birds found dead — at the rate of just 18 % of the
costs of their collection and destruction. After the first six
months of the year it was clear the amount of animal by-
products for which 100 % funding had been allocated would
not be reached, allowing the intensity of aid for the pig and
poultry sectors, which are less well supported, to be stepped up
(up to 61 % for removal and up to 59 % for destruction).

Under this scheme, the system for granting State aid for the
management of animals found dead and which may be infected
with spongiform encephalopathy remains unchanged, and the
costs of their removal (transportation) and destruction are
covered up to 100 %. Similar aid is granted to cover the cost
of managing the bodies of dead laboratory animals or animals
found dead by the public authorities where the owners of the
animal cannot be established, if they pose a risk to human or
animal health or the environment, and for wild animals found
dead which are suspected of having been infected with diseases
that are transmissible to humans or animals.

The costs for dealing with other cattle, sheep and goats, horses
and pigs are covered up to 100 % for removal and up to 75 %
for destruction.

Once this aid scheme enters into force, State aid scheme
XA 40/10 will no longer apply.

Aid No: XA 197/10

Member State: Ireland

Region: Member State

Title of aid scheme or name of company receiving an indi-
vidual aid: Provision of consultancy services and technical
expertise to the Irish Sheep Industry

Legal basis: National Development Plan 2007-2013

Annual expenditure planned under the scheme or overall
amount of individual aid granted to the company:
Maximum of EUR 1 m annually

Maximum aid intensity: Up to 100 % of eligible costs

Date of implementation: 1 January 2011
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Duration of scheme or individual aid award: 1 January
2011-31 December 2013

Objective of aid:
The focus of the new sheep breeding programme is to

— increase the profitability and sustainability of the national
sheep flock, by improving productivity and reducing the
costs to the sector, with a clear focus on the requirements
of the market place,

— progress significant infrastructural changes and modifi-
cations to the national sheep breeding system to ensure a
viable and sustainable sheep breeding structure into the
future.

The aid is provided in accordance with Article 15(2)(c) of
Commission Regulation (EC) No 1857/2006 on the provision
of technical support in the agriculture sector.

Sector(s) concerned: Ovines

Name and address of the granting authority:

Department of Agriculture, Fisheries and Food
Agriculture House

Kildare Street

Dublin 2

IRELAND

Website:
http://www.agriculture.gov.ie/ndp_state_aid

Other information: —


http://www.agriculture.gov.ie/ndp_state_aid
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Update of the list of border crossing points referred to in Article 2(8) of Regulation (EC) No

562/2006 of the European Parliament and of the Council establishing a Community Code on the

rules governing the movement of persons across borders (Schengen Borders Code) (O] C 316,

28.12.2007, p. 1; O] C 134, 31.5.2008, p. 16; O] C 177, 12.7.2008, p. 9; OJ C 200, 6.8.2008, p. 10;

OJ C 331, 31.12.2008, p. 13; OJ C 3, 8.1.2009, p. 10; O] C 37, 14.2.2009, p. 10; OJ C 64, 19.3.2009,

p. 20; O] C 99, 30.4.2009, p. 7; OJ C 229, 23.9.2009, p. 28; OJ C 263, 5.11.2009, p. 22; OJ C 298,
8.12.2009, p. 17; OJ C 74, 24.3.2010, p. 13, OJ C 326, 3.12.2010, p. 17)

(2010/C 355/09)

The publication of the list of border crossing points referred to in Article 2(8) of Regulation (EC)
No 562/2006 of the European Parliament and of the Council of 15 March 2006 establishing a
Community Code on the rules governing the movement of persons across borders (Schengen Borders
Code) is based on the information communicated by the Member States to the Commission in conformity
with Article 34 of the Schengen Borders Code.

In addition to the publication in the Official Journal, a regular update is available on the website of the
Directorate-General for Home Affairs.

THE CZECH REPUBLIC
Replacement of the information published in O] C 247, 13.10.2006

Air borders

New border crossing point:
Havlickiv Brod

LATVIA
Replacement of the information published in O] C 247, 13.10.2006

Sea borders

New border crossing point:
Engures osta (upon request)

Air borders

New border crossing point:
Takuma lidosta (upon request)

MALTA
Replacement of the information published in O] C 247, 13.10.2006

Sea borders

1. Malta Freeport

2. Mgarr Yacht Marina
3. Msida Yacht Marina
4. Valletta’ Seaport

Air border

1. Malta International Airport, Luga
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(Announcements)

ADMINISTRATIVE PROCEDURES

EUROPEAN COMMISSION

Notice of invitation to tender for the reduction in the import duty on sorghum originating in third
countries

(2010/C 355/10)

I. PURPOSE

1. A tendering procedure is opened for the reduction in the import duty on sorghum falling within
CN code 1007 00 90 originating in third countries.

2. The tendering procedure shall be conducted in accordance with Commission Regulation (EU)
No 1262/2010 ().

II. TIME-LIMITS

1. The deadline for the submission of tenders for the first partial invitation to tender shall be 10:00
(Brussels time) on 13 January 2011.

The deadline for the submission of tenders under subsequent partial invitations to tender shall be on the
following days at 10:00 (Brussels time):

— 27 January 2011,

— 10 and 24 February 2011,

— 10 and 24 March 2011,

— 14 and 28 April 2011,

— 12 and 26 May 2011.

2. This notice is published for the purposes of the present invitation to tender only. Until such time as it
is amended or replaced, its terms shall apply to each partial award held during the period of validity of this

invitation.

IIl. TENDERS
1. Tenders must be submitted in writing and delivered no later than the dates and times indicated in Title
11, either by personal delivery against a receipt or by electronic means, to one of the following addresses:

Delivery address:

Fondo Espaifiol de Garantia Agraria (FEGA)
C/ Beneficencia, 8

28004 Madrid

ESPANA

E-mail: secreint@fega.mapya.es
Fax +34 915219832 [ 913476387

() O] L 343, 29.12.2010, p. 76.
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Tenders not submitted by electronic means must be enclosed in two sealed envelopes, one inside the other.
The inner envelope must be marked ‘Tender under invitation to tender for the reduction in the import duty
on sorghum — Regulation (EU) No 1262/2010".

Once submitted, no tender may be withdrawn before the Member State concerned has informed the
successful bidder of the result of the tender.

2. The tender, as well as the proof and statement referred to in Article 7(3) of Commission Regulation
(EC) No 1296/2008 ('), must be worded in the official language or one of the official languages of the
Member State to whose competent authority the tender is addressed.

IV. TENDER SECURITY

The tendering security must be made out in favour of the competent authority concerned.

V. AWARD OF CONTRACTS

Award of the contract shall establish:

(a) the right to the issue in the Member State in which the tender is submitted of an import licence
specifying the reduction in the import duty referred to in the tender, for the quantity offered;

(b) the obligation to apply in the Member State referred to in point (a) for an import licence for that
quantity.

() O] L 340, 19.12.2008, p. 57.
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Notice of invitation to tender for the reduction in the import duty on maize originating in third
countries

(2010/C 355/11)

I. PURPOSE
1. A tendering procedure is opened for the reduction in the import duty on maize falling within
CN code 1005 90 00 originating in third countries.

2. The tendering procedure shall be conducted in accordance with Commission Regulation (EU)
No 1262/2010 ().

II. TIME-LIMITS
1. The deadline for the submission of tenders for the first partial invitation to tender shall be 10:00

(Brussels time) on 13 January 2011.

The deadline for the submission of tenders under subsequent partial invitations to tender shall be on the
following days at 10:00 (Brussels time):

— 27 January 2011,

— 10 and 24 February 2011,
— 10 and 24 March 2011,
— 14 and 28 April 2011,
— 12 and 26 May 2011.

2. This notice is published for the purposes of the present invitation to tender only. Until such time as it
is amended or replaced, its terms shall apply to each partial award held during the period of validity of this
invitation.

III. TENDERS

1. Tenders must be submitted in writing and delivered no later than the dates and times indicated in Title
11, either by personal delivery against a receipt or by electronic means, to one of the following addresses:

Delivery address:

Fondo Espafiol de Garantia Agraria (FEGA)
C| Beneficencia, 8

28004 Madrid

ESPANA

E-mail: intervec@fega.mapya.es
Fax +34 915219832 | 913476387

Tenders not submitted by electronic means must be enclosed in two sealed envelopes, one inside the other.
The inner envelope must be marked ‘Tender under invitation to tender for the reduction in the import duty
on maize — Regulation (EU) No 1262/2010".

Once submitted, no tender may be withdrawn before the Member State concerned has informed the
successful bidder of the result of the tender.

2. The tender, as well as the proof and statement referred to in Article 7(3) of Commission Regulation
(EC) No 1296/2008 (%), must be worded in the official language or one of the official languages of the
Member State to whose competent authority the tender is addressed.

() O] L 343, 29.12.2010, p. 76.
() O] L 340, 19.12.2008, p. 57.
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IV. TENDER SECURITY

The tendering security must be made out in favour of the competent authority concerned.

V. AWARD OF CONTRACTS

Award of the contract shall establish:

(a) the right to the issue in the Member State in which the tender is submitted of an import licence
specifying the reduction in the import duty referred to in the tender, for the quantity offered;

(b) the obligation to apply in the Member State referred to in point (a) for an import licence for that
quantity.
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Notice of invitation to tender for the reduction in the import duty on maize originating in third
countries

(2010/C 355/12)

I. PURPOSE
1. A tendering procedure is opened for the reduction in the import duty on maize falling within
CN code 1005 90 00 originating in third countries.

2. The tendering procedure shall be conducted in accordance with Commission Regulation (EU)
No 1262/2010 ().

II. TIME-LIMITS
1. The deadline for the submission of tenders for the first partial invitation to tender shall be 10:00
(Brussels time) on 13 January 2011.

The deadline for the submission of tenders under subsequent partial invitations to tender shall be on the
following days at 10:00 (Brussels time):

— 27 January 2011,

— 10 and 24 February 2011,
— 10 and 24 March 2011,
— 14 and 28 April 2011,
— 12 and 26 May 2011.

2. This notice is published for the purposes of the present invitation to tender only. Until such time as it
is amended or replaced, its terms shall apply to each partial award held during the period of validity of this
invitation.

III. TENDERS

1. Tenders must be submitted in writing and delivered no later than the dates and times indicated in Title
II, either by personal delivery against a receipt or by electronic means, to one of the following addresses:

Delivery address:

Ministério das Financas

Direcgdo Geral das Alfindegas e Impostos Especiais sobre o Consumo
Terreiro do Trigo — Edificio da Alfindega

1149-060 Lisboa

PORTUGAL

Tel. +351 218814263
Fax +351 218814261

Tenders not submitted by electronic means must be enclosed in two sealed envelopes, one inside the other.
The inner envelope must be marked ‘Tender under invitation to tender for the reduction in the import duty
on maize — Regulation (EU) No 1262/2010'.

Once submitted, no tender may be withdrawn before the Member State concerned has informed the
successful bidder of the result of the tender.

2. The tender, as well as the proof and statement referred to in Article 7(3) of Commission Regulation
(EC) No 1296/2008 (%), must be worded in the official language or one of the official languages of the
Member State to whose competent authority the tender is addressed.

() O] L 343, 29.12.2010, p. 76.
() O] L 340, 19.12.2008, p. 57.
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IV. TENDER SECURITY

The tendering security must be made out in favour of the competent authority concerned.

V. AWARD OF CONTRACTS

Award of the contract shall establish:

(a) the right to the issue in the Member State in which the tender is submitted of an import licence
specifying the reduction in the import duty referred to in the tender, for the quantity offered;

(b) the obligation to apply in the Member State referred to in point (a) for an import licence for that
quantity.
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PROCEDURES RELATING TO THE IMPLEMENTATION OF COMPETITION
POLICY

EUROPEAN COMMISSION

Prior notification of a concentration
(Case COMP/M.6105 — Veolia/EDF/Société d’Energie et d’Eau du Gabon)
Candidate case for simplified procedure
(Text with EEA relevance)

(2010/C 355/13)

1. On 17 December 2010, the Commission received a notification of a proposed concentration pursuant
to Article 4 of Council Regulation (EC) No 139/2004 (') by which Veolia Eau — Compagnie Génerale des
Eaux SCA (Veolia Eau’, France), belonging to the group Veolia Environnement, and Electricité de France
International SA (EDFI, France), belonging to the group Electricité de France (EDF), acquire within the
meaning of Article 3(1)(b) of the Merger Regulation joint-control of Société d’Energie et d’Eau du Gabon
(SEEG’, Gabon), by way of a purchase of shares of SEEG’s holding company, Veolia Water India Africa SA
(VWIA', France) currently solely controlled by Veolia Eau.

2. The business activities of the undertakings concerned are:

— for Veolia Eau: the operation of water and wastewater services on behalf of public authorities and
companies, as well as the design of technical solutions and building of the facilities needed to provide
those services,

— for EDFL: a holding company, subsidiary of EDF, which is active in the production and wholesale
electricity, transport, distribution and sale retail electricity and in provision of other services related
to electricity, both in France and other countries,

— for SEEG: the production, transport and distribution of drinking water and electricity in Gabon, pursuant
to a public service delegation,

— for VWIA: a holding company.

3. On preliminary examination, the Commission finds that the notified transaction could fall within the
scope of the EC Merger Regulation. However, the final decision on this point is reserved. Pursuant to the
Commission Notice on a simplified procedure for treatment of certain concentrations under the EC Merger
Regulation (%) it should be noted that this case is a candidate for treatment under the procedure set out in
the Notice.

4. The Commission invites interested third parties to submit their possible observations on the proposed
operation to the Commission.

Observations must reach the Commission not later than 10 days following the date of this publication.
Observations can be sent to the Commission by fax (+32 22964301), by email to COMP-MERGER-
REGISTRY@ec.curopa.eu or by post, under reference number COMP/M.6105 — Veolia/EDF/Société
d’Energie et d’Eau du Gabon, to the following address:

European Commission
Directorate-General for Competition
Merger Registry

J-70

1049 Bruxelles/Brussel
BELGIQUE/BELGIE

(") OJ L 24, 29.1.2004, p. 1 (the ‘EC Merger Regulation)).
(3 OJ C 56, 5.3.2005, p. 32 (Notice on a simplified procedure).
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