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1. INTRODUCTION

The Financial Action Task Force (FATF) recommends that countries conduct risk
assessments that take account of their capacity and experience in each sector subject to
requirements on anthoney laundering and countering Terrorist Financing (AML/CFT).
They should identify, assess and understand money laundering (ML) and terrorist
financing (TF) risks, and take commensurate preventive measures.

Acknowledging the importance of a supranational approach to risk identification,
Directive (EU) 2015/849 (2 Anti-money Laundering Directive) mandates the
Commission to conduct an assessment of specific ML/TF risks affecting the internal
market and relating to cross border activities.

The Commission published its first supranational risk assessment irt 20tdle 6(1)

of the 4" Anti-money Laundering Directive also requires the Commission to update its

report every two years (or more frequently if appropriate). The current exercise updates

the information in the 2017 report, analyses the present ML/TF risks aposps
comprehensive action to address them. 't as
recommendations for mitigating measures have been implemented and evaluates the
remaining risks, taking into account new products and sectors.

The details of theisk analysis for each sector and product are presentathiex 1.

2. METHODOLOGY FOLLOWED FOR THE SUPRANATIONAL RISK
ASSESSMENT

This SNRA follows the methodologyused for the 2017 SNRA, which provides a
systematic analysis of the money laundering and terrorist financing risks linked to the
methods used by perpetrators. The aim to identify circumstances in which services and
products in a given sector could be amisor ML/TF purposes, without passing
judgement on the sector as a whole.

This SNRA focuses on vulnerabilities at EU level, in terms of both the legal framework
and its effective application. It presents the main risks for the internal market in a wide
range of sectors and the horizontal vulnerabilities that can affect those sectors.

This report sets out mitigating measures that should be taken at EU and national level to
address the risks and makes a number of recommendations for the various actors
concened. It does not prejudge the mitigating measures that some Member States have
taken or may decide to take in response to national ML/TF risks. The mitigating
measures in this report should therefore be considered a baseline that can be adapted,
dependingon the national measures already in place.

Under Article 6(4) of the  Anti-money Laundering Directive, if Member States decide
not to apply any of the previous SNRA recommendations, they should notify the

! Report from the Commission to the European Parliament and the Council on the assessment of the risks

of money laundering and terrorist financing affecting the internal market and relating tdordss
activities, COM(2017) 340 final.
2 For more details, see SWD(20741.



Commission of their decision and provide ajustic at i on for it (&écompl
such notification was received to date by the Commission.

Process

In preparing this report, the Commission carried out a broad consultation exercise with
all relevant stakeholders, in the course of which it adeies/arious sectors through
targeted questionnaires and dedicated workshops.

The Commission consulted the Member States by means of a questionnaire in July 2018,
with enclosures on:

- national mitigating measures;
- templates for financial and prosecutiblL/TF data; and

- emerging risks.

By the end of 2018, the Commission had received 23 rebemsequently, Member
States were further consulted in dedicated meetings of the Expert Group on Money
Laundering and Terrorist Financihgn 10 December 201&d 11February2019.

In NovemberDecember 2018, the Commission held four workshops with prsetor
stakehol ders, one with representativ-es of f
financi al busi ness e s’aralom wihivibsbaet $NPOshand ( DNF B
academics. A second phase of this round of meetings took place in January 2019. The

oral input from the private sector was complemented by 15 written replies.

The Commission also consulted other regulatory agencies and authaiteds,as
Europol and the European supervisory authorities (E8As).

The purpose of this broad consultation was twofold: to follow up on the
recommendations made in the 2017 and to update the supranational risk assessment.

Finally, given the evolving naturef ML/TF threats and vulnerabilities, theupra
national risk assessmemieeds to take an integrated approach to assessing the
effectiveness of national AML/CFT arrangements.

In order to monitor their compliance with EU requirements, their implementatidn
their preventive capacity, the Commission takes due accouwattiohal risk assessments
(NRAs) produced by the Member States to ensure the proper identification and
mitigation of specific national risks.

BG, CY, FR, HR and IE did not reply to the questionnaire on the follow tgcofmmendations.

This group is made up of senior civil servants responsible for AML in the EU/EEA countries;
http://ec.europa.eu/transparenegexpert/index.cfm?do=groupDetail.groupDetail&group|D=2914
Representatives of the gambling industry were consulted in a separate meeting.

The European Banking Authority (EBA), the European Insurance and Occupational Pensions Authority
(EIOPA) and théeuropean Securities and Markets Authority (ESMA).

This is without prejudice to evaluations by relevant international organisations and standard setters,
such as FATF and the Committee of Experts on the Evaluation ofViamtey Laundering Measures
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Individual sectorsare responsible for a thildyer of risk assessment that takes account
of risk factors, including those relating to specific customers, countries, products,
services, transactions and delivery channels.

These three layers (supranational, national and sectoral) of risk assessongntyitn

risk mitigation, where appropriate feed into a comprehensive awareness and analysis of
ML/TF risks in the EU in which different layers complement each other and are equally
relevant.

The Commission draws on and complements national and secss@tsments by
assessing risks that affect the Union internal market and are related to cross border
activities.

The legal framework

The risk assessment needs to provide a snapshot of the money laundering and terrorist
financing risks and requires a cleaut timing. The assessment of risks affecting the EU
was carried out at a time when the relevant legislative framework was st thsti-

money Laundering DirectivéEven though the™Anti-Money Laundering Directive was
adopted, its transposition hast been completed yet.

Therefore the supranational risk assessment is based on the EU legislation implemented
at the time of the assessment. This is particularly important to stress since some sectors
were not, or only limitedly, covered by the obligations in4fieAnti-moneyLaundering
Directive. Therefore the risk level may be assessed differently for those Member States
having already applied the stricter regimievertheless, changes brought by tHeAti-

Money Laundering Directive to be transposed by January 2020 hawedmnticipated

when defining the new mitigating measures.

While the main EU instrument is teti-money Laundering Directive,thiéni onés ant i
Money Laundering and Countering Terrorist Financing legal framework is
complemented by other EU legislatiom Adicative list is attached ifinnex 2.

In addition, an index of abbreviations used in the risk analysis is attacAedéx 3 and
a bibliography inAnnex 4.

3. OUTCOMES OF THE SUPRANATIONAL RISK ASSESSMENT

This supranational risk assessment focuses orrishe associated with each relevant
sector and assesses the recommendations made to address the concerned risks. The
Commission identified7 products and serviceshat it regards as potentially vulnerable

to ML/TF risks at the level of the internal matkap from 40 in the 2017 assessment.
These 47 products and services conddrgectors including:

(Moneyval). Moneyval is a permanent monitoring body of the Council of Europe. It assesses
compliance with the principal international AML/CFT standards and the effectiveness of their
implementation, and makes recommendations to national authorities on hopréeentheir systems;
https://www.coe.int/en/web/moneyval
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- the 10 sectors or products identified in tifeAhti-money Laundering Directive,
i.e. credit and financial institutions, money remitters, currency exchafiges,
high-value goods and assets dealers, estate agents, trust and company service
providers (TCSPs), auditors, external accountants and tax advisors, notaries and
other independent legal professionals, and gambling service providers;

- 1 category of vaous different products not covered in th& Anti-money
Laundering Directive, but considered relevant for the risk assessment, that
encompassesashintensive businesses, virtual currencies, crowdfunding and
non-profit organisations. This category alsovers certain informal means, such
as those used by Haw&knd other informal value transfer service providers; and

- four new products/services that were not assessed in the 2017 report, namely
privately owned automated teller machines (ATM®pfessional football, free
ports; and investor citizenship and resi

In addition, this report contains an enhanced analysis of some services that were assessed
in the 2017 report, namely FinTech; virtual curnerexchange platforms and wallet
providers; and bank accounts of A@sidents.

The descriptions and the assessments of many of the products/sectors analysed in the
2017 report have not been fundamentally modified over the last two years, while the
revisedUnion AML/CFT legal framework has been significantly updated since 2017.

This assessment updates the information in the 2017 reportufimg it in several areas

(such as notprofit organisations /NPOSs), and updating figures and information sources.
Also, this assessment is updated to include reference to the current Union AML/CFT
legal framework, taking into account that most of the recommendations for mitigating
measures in the 2017 SNRAre now included in the"SAnti-money Laundering
Directive. Mo eover , speci al attention was pai d
measures of the™Anti-money Laundering Directive, which had to be transposed by

July 2017. Other mitigating measures recommended in the 2017 SNRA are currently
accounted for by recent Eldgislation such aBirective on company latf or the new

Cash Control RegulatioH.

Hawala is a popular and informal value transfer system based on the performance and honour of a huge
net work of money btha thanthe mavamerdaieashadar sé6), r a
Informal value transfers take place within systems or networks that receive money for the purpose of
making funds or an equivalent value payable to a third party elsewhere, whether or not in the same
form. They generally takplace outside the conventional banking system.
® Some of which were drafted in the light of the Regulai65/60/EC of the European Parliament and of
the Council of 26 October 2005 on the prevention of the use of the financial system for the pfirpose
money laundering and terrorist financing, OJ L 309, 25.11.2005; 8615
10 Directive (EU) 2017/1132 of the European Parliament and of the Council of 14 June 2017 relating to
certain aspects of company law, OJ L 169, 30.6.2017, p. 46). This Direnteesc
- The disclosure of company documents, the validity of obligations entered into by a company, and
nullity. It applies to all public and private limited liability companies. The formation of public
limited liability companies and rules on maintaininmglaltering their capital. It sets the minimum
capital requirement for EU public limited liability companies at EUR 25 000. Disclosure
requirements for foreign branches of companies. It covers EU companies which set up branches in
another EU country or cgmanies from notEU countries setting up branches in the EU.
1 Regulation (EU) 2018/1672 of the European Parliament and of the Council of 23 October 2018 on
controls on cash entering or leaving the Union and repealing Regulation No 1889/2005/EC, OJ L 284,



ANNEX 17 RISK ANALYSIS BY PRODUCT/SECTOR

This SNRA has followed a specific methodology involving systematic analysis of the

ML/ TF ri sks l i nked t o p eaimpis ttor identdyr thed

circumstances under which the services and products a given sector provides could

be abused for ML/TF purposes (without passing judgment on a sector as a whole)

It is based on Directive (EU) 2015/849 (4 Anti-money Laundering Directive),
which was the legislation in force at the time of the analysis. Thé"5Anti-money
Laundering Directive (Directive (EU) 2018/843) which amended the™Anti -money
Laundering Directive, isconsidered part of the mitigating measures.

Each risk israted for threat and vulnerability. The ratings are on a scale from 1 to
4, as follows:

1) low significance (value: 1)

2) moderately significant (value: 2)
3) significant (value: 3)

4) very significant (value: 4)

The ratings were used only to summarisethe analysis. They should not be

124

considered in isolation from the factual description of the risk.

met ho

12.11.2018, p. i®2. This Regulation complements the EU's legal framework for the prevention and
terrorist financing laid down in Directive 2015/849. It addresses areas in which an evaluation of

Regulation (EC) No 1889/2005 (the Cash Control Regulationitiftesl room for improvement and
i mpl ements a number of action points set out

fight against terrorist financing, COM(2016) 50 final, 02.02.2016.

n
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CASH PRODUCTS

1. Cash couriers

Product
Cash couriers / cross external border cash movements

General description of the sector and relategroduct/activity concerned
This assessment covers the supranational fiskes cash entering/leaving the European
Union at the EU external borders.

The evolution of the international standards to control eposder flows of cash, the
evaluation of theextent to which this Regulation achieved its objectives, and the
information received from Member States led the Commission to conclude that, while the
overall performance of the Regulation was satisfactory, a number of areas should be
strengthened to impve its functioning.

In order to address these areas, and as part of the European Agenda on Security and
Action Plan for strengthening the fight against terrorist financing, the Commission
adopted a proposal for a new Cash Controls Regulation in Decefitti@rEbllowing the
legislative work with the European Parliament and the Council, the new Regulation (EU)
No 2018/167% was adopted in October 2018 and will enter into application in June
2021.

Currently in application, the Cash Control Regulation (Regrat (EU)
1889/2005Yestablishes a uniform EU approach towards cash controls based on a
mandatory declaration system. If a natural person entering or leaving the EU (including
transiting) transports cash of a value of EUR 10 000 or more, he/she must thexdare
funds. The EUR 10 000 threshold is considered high enough not to burden the majority
of travellers and traders with disproportionate administrative formalities. However, when
there are indications of illegal activities linked with movements of tasér than EUR

10 000, the collecting and recording of information related to these movements is also
authorised. This provision was introduced in order to limit the practice of 'smurfing' or
'structuring’, the practice of deliberately carrying amountstaivan the threshold with

the intention to escape the obligation to declare (e.g. splitting the amount between
different connected persons from a same group/family).

12 Regulation (EU) 2018/1672 of the European Parliamedt afnthe Council of 23 October 2018 on
controls on cash entering or leaving the Union and repealing Regulation No 1889/2005/EC, OJ L 284,
12.11.2018, p.i&.

'3 Regulation No 1889/2005/EC, OJ L 284, 12.11.2018j p. 6



Current rules on the movement of cash in and out of the EU have applied since 15 June

2007 and are an integral part of the EU's Anti Money Laundering and Terrorist Financing
framewor k. The new Regul ation wupdates thes
framework for the prevention of money laundering and terrorist financing set out in

Directive 2015/849 as amended by Directive 2018/843.

The new Cash Control Regulation, which will enter into application in 2021, improve
the existing system of controls on cash entering or leaving thei Bbe latest
developments in international standardscombating money laundering and terrorism
financing developed by the FATF will be reflected in EU legislation.

Under the new Regulation, the definition of cash has been extended to cover not only
currency and bearer negotiable instruments but also higjidlcommodities such as

gold. The Regulation is also extended to cover cash that is sent by post, freight or courier
shipment. In addition it enables Customs authorities to act on amounts lower than the
declaration threshold of EUR 10 000, where there farspicions of criminal activity

while improving the exchange of information between authorities (Customs and
Financial Intelligence Units) and Member States.

The new legislation extends the obligation of any traveller entering or leaving the EU and
carying cash to a value of EUR 10 000 or more to declare it to the customs authorities.
The declaration will be required irrespective of whether travellers are carrying the cash in
person, in their luggage or means of transport. At the request of the aeshitiey will

have to make it available to be checked.

I f the cash is sent by other means (fiunaccoc
have the power to ask the sender or the recipient to make a disclosure declaration. The
authorities will be ald to carry out controls on any consignments, packages or means of
transport which may contain unaccompanied cash.

Member states will exchange information where there are indications that cash is related
to criminal activity which could adversely affect theancial interests of the EU. This
information will also be transmitted to the European Commission.

In addition the new Cash Controls Regulation provides in its Article 5 (4) that the risk
assessments produced by the Commission and by FIUs should bentakaccount by
Customs authorities when establishing the common risk criteria framework for
performing controls.

The new regulation will not prevent member States from providing additional national
controls on movements of cash within the Union undeir thational law, provided that
these controls are in accordance with the Union's basic freedoms.

Per year, on average 90 000 cash declarations are submitted, representing a total amount
of around EUR 52 million. Customs controls detect 12,000 cases washewas not
declared representing around EUR 345 million per year.



General comment

This risk scenario is intrinsically linked to use of/payment in cash and to high value
denomination banknotes risk scendfio.

Criminals or terrorist financiers wha@enerate/accumulate cash proceeds seek to
aggregate and move these profits from their source, either to repatriate funds or to move
them to locations where one has easier access to placement in the legal economy.

The characteristics of such locations angredominant use of cash, more lax supervision

of the financial system or stronger bank secrecy regulations. It may also be used by
terrorists to transfer rapidly and safely funds from one location to another, including by
using cash concealed in air tsin

Cash couriers may use air, sea, road or rail transport to cross an EU external border. In
addition, cash may be moved across external borders unaccompanied such as in
containerised or other forms of cargo, or concealed in mail or post pargaspédtrators

wish to move very large amounts of cash, often a valuable option is to conceal it in cargo

that can be containerised or otherwise transported across borders.

Perpetrators may also use sophisticated concealment methods of cash within gdods whic
are either carried across the external border by a courier or are sent by regular mail or
post parcel services. Although unaccompanied consignments tend to be smaller than
those secreted within vehicles, or on the person of cash couriers, the use of high
denomination banknotes can still result in seizures of significant value.

Threat
Terrorist financing

The assessment of the TF threat related to cash couriers/unaccompanied cash movements
shows that terrorist groups have made use of various techniques/éophysical cash
across the external borders, particularly in the case of larger organisations.

This threat is particularly relevant for cash couriers from the EU to third countries. LEAs
have seized large amounts of money in conflicts zones that wppesed to finance
terrorist organisations. In addition, cases have been identified where (prospective)
foreign terrorist fighters doubled as cash couriers to fund their travels and sojourn in
conflict areas. These individuals typically carry lower amotimas are more difficult to

detect and may not be subject to an obligation to declare incumbent on natural persons
carrying EUR 10 000 Euro or more is cash. As it allows for anonymity, this modus
operandi is perceived as attractive and fairly secure, tdespll carrying some risks.

That is the reason why this modus operandi shall also be considered in conjunction with
the analysis of high denomination banknotes. The more high denomination banknotes are
used, the easier the cash transportationakhowgh risks associated with acquiring high
denomination notes (not readily available) may not outweigh the benefit of additional

14 See, in general, the report (2015)BUROPOLWhy is cash still king?:
https://www.europol.europa.eu/sites/default/files/documents/europolcik%20%281%29.pdf
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compactness. Cash transportation has been a recurring modus operandi for terrorist
groups in Syria although the average amountareed by a foreign fighter leaving the
EU may not be significant compared to locally available funds.

The threat of cash transportation into the EU from a third country may also exist, in
particular from countries exposed to TF risks or conflict area@s ¢ash couriers from
Syria, Gulf region, Russia into the EU have been reported). There are limited indications
of high-value movements of cash into the Union (i.e. much in excess of the declaration
threshold) for the purposes of terrorism financing. €dms/e been identified concerning
lower amounts and involving integration of cash amounts carried from third countries
into the financial system/legal economy of the EU (analysed separately below).

From a perpetrator riskianagement perspective, sendinghcéhrough post or freight
consignments, using multiple consignments each containing lower amounts presents a
theoretically attractive option as there is no courier physically crossing the external
border carrying the cash who could be intercepted. Whistoms controls may take
place, these do not allow for the capture of all relevant data.

Finally, perpetrators may also have an incentive to convert cash in other types of
anonymous assets which are not subject to cash declarations (gold, prepaid cards
covered by separate analysed below).

Conclusions: LEAs have gathered evidence that cash couriers are recurrently used
by terrorist groups to finance their activities or fund FTF travels. Similarly to the
analysis conducted on cash, the use by criminal elemts or terrorist financiers of
cash couriers present advantages since this modus operandi is easily accessible, with
no specific planning or expertise required. In that context, the level of TF threat
related to cash couriers is considered as very sigraéint (level 4).

Money laundering

FATI:)wReport: Money laundering through the physical transportation of cash (October
2015

Based on the working paper of the European Central Basdnsumer cash usagea

cross country comparison with payment diary syrdata’’ the report noted that in the
countries surveyed, between 46 % and 82 % of all financial transactions are conducted in
cash, namely Australia (65 %), Austria (82 %), Canada (53 %), France (56 %), Germany
(82 %) the Netherlands (52 %), and the EdiStates of America (46 %5).

With regard to an economy linked to transnational organised crime, the report pointed to
physical transportation of cash across an international border, which is 'one of the oldest

!> The New Cash Controls Regulati¢imat will enter into force in June 2021 will also cover gold. For
prepaid cards, if there is strong evidence that prepaid cards are being used by criminals to transfer value
across the EU borders circumventing the legislation then a delegated act migletiide include prepaid

cards within the scope of the Regulation.
http://www.fatf-gafi.org/media/fatf/documents/reports/modaynderingthroughtransportatiorcash. pdf

7 https://www.ecb.europa.eu/pub/pdf/scpwps/ecbwp1685.pdf

18 ECB Working Paper, No 1685/June 2014, Table 1, p. 38.
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and most basic forms of money launderingd as also used for terrorist financify.

Al t hough there is no reliable data on the &
report estimated its volume to be between 'hundreds of billions and a trillion US dollars

per year. The report explained thtae most frequently encountered and 'laundered'
currencies are stable and widely used currencies such as the US dollar, the euro, the
Swiss franc and the British pound, usually, with high denomination notes used. The

report also highlighted that criminaksxploit the existing cash declaration systems
mechanisms, for example, by 'reusing cash declarations several times for the same
purpose®

In the 2015 Europol repoNVvhy cash is still king?law enforcement investigations
confirm that cash, and in pami@r high denomination notes, are commonly used by
criminal groups as a facilitator for money laundering. Operations themselves reveal huge
sums of cash moved and stashed by criminals which are steadily invested and integrated
in the legal economy in a ntitbde of ways which rid them of bulky cash holdings at

risk of being confiscated. These methods require an army of criminal associates and
complicit or negligent gatekeepers to ensure that their insertion in the legal economy
doesndét arouse suspicion.

In the EU, the use of cash is still the main reason triggering suspicious transaction reports
within the financial system, accounting for 34% of all reports.

Criminals who generate cash proceeds seek to aggregate and move these profits from

their source, eittr to repatriate funds or to move them to locations where one has easier

access to placement in the legal economy, perhaps due to the predominant use of cash in
some jurisdictionsd economies, more | ax sup
bankingsecrecy regulations, or because they may have greater influence in the economic

and political establishment.

Cash smuggling may occur at other stages and is also used kpastorgenerating

offences. For example cybercrimes such as phishing and hackiey usa of money

mules to receive and withdraw sums fraudul e
in cash. These funds are thereafter sent via wire transfer to other jurisdictions where they

are collected in cash by a select number of individualsylikelonward transportation.

Since 2017, cash has remained a relevant threat in regards to money laundering.
European investigations indicate that movements of cash inside the EU and outside are
associated with criminal offences. The most relevant crime iardrug trafficking. Drug
related cash proceeds generated through the sales and distribution of predominantly
cocaine and hashish are accumulated and received by the designated collectors. The drug
trafficking organizations (DTO) then engage with mobeykers (traditionally outside of

the EU), these brokers charge a commission for facilitating towards the DTOs the value
of their proceeds. The brokers dispose of their own laundering networks in different
countries. After the arrangement is made, thé cadlectors deliver the cash proceeds to

the designated intermediaries. From there the cash starts moving, crossing the EU
towards the designated exit point or exiting directly the EU. The current legal framework

Y FATF report. p. 3.
Dibid., p. 16.
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in the EU has significantly hindered thpportunities for introducing into the financial

system large amount of illegal drug proceeds. Because of this, money is used in Trade
Based Money Laundering (TBML) scherfiesr is transported out of the EU towards
Afcash friendl i er 0 Bpiutrhave thithe last years showD steaaly and
presence as preferred cash destinations and growing financial hubs in the EU.

The cash couriers are associated with the threat of the large denomination banknotes: 500
and 200 Euro.

Conclusions: the level of ML treat related to cash couriers is considered as vety
significant (level 4)

Vulnerability
Terrorism Financing
a) risk exposure

The assessment of the TF vulnerability related to cash couriers shows that due to the
nature of cash, the wuse of cash couriers allows significant volumes of
transactions/transportation to take place speedily and anonymously.

The crosshorder aspect of thimodus operandi increases the risk to involve geographical
areas identified as high risks.

b) risk awareness

The legislation in place (mandatory cash declarations by natural persons at the external
borders of the EU) has increased the risk awarenedsasit as far as persons are
concerned. Risk awareness exists for unaccompanied cash transportation, which is now
covered by the new regulatidrbut is more limited.

c) legal framework and controls

There are controls in place through the mandatory deiarof cash transportation at

the EU external borders (Cash Control Regulation) and the new regulation extends these
customs controls to cash sent in postal parcels or freight shipments, to prepaid cards and
to precious commodities such as gold, whichreveot previously subject to customs
control. This legislation has increased the risk awareness, at least as far as natural persons
are concerned. These cash declarations allow for easier detection of suspicious
transactions and reporting to the FIUs.

Where unaccompanied cash is concerned (cash sent through consignments or parcels) the
new regulation enables the competent authorities to request the sender or the recipient, as

ZLTBML is the process by which criminals use a legitimate trade to disguise their criminal proceeds from
their unscrupulous sources. The crime involves a number of schemes in order to complicate the
documentation of legitimate trade transactions; suchrectioay include moving illicit goods, falsifying
documents, misrepresenting financial transactions, and-umdeverinvoicing the value of goods.
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the case may be, to make a disclosure declaration. The declaration will be doitiag

or electronically using a standard form. The authorities will also have the power to carry
out controls on any consignments, receptacles or means of transport which may contain
unaccompanied cash.

Conclusions: The risk exposure related to cashriess by physical persons is
intrinsically linked to the cash based activity (large volume, anonymity, speediness)
which is exacerbated by the fact thiagspecially within a terrorism contexthe
individual couriers often carry amounts below the detiee threshold. While the
volume of cash couriers may be more important than for unaccompanied shipping, risk
awareness and controls are in place.

The use of cash couriers or methods to ship in/out of the EU unaccompanied cash
coupled with the anonymitygf cash and (at least with respect to unaccompanied cash) an
imperfect control mechanism presents a significant challenge. While the volume of
unaccompanied cash shipped in/out the EU is probably lower than for accompanied cash
couriers, the risk awareneasd controls of the latter pose a greater challenge.

In that context, the level of TF vulnerability related to cash couriers by natural persons is
considered as significant (level 3). The level of TF vulnerability related to post/freight is
considered asery significant considering the controls/legal framework in place, more
than the inherent risk exposure (level 4).

Money Laundering
a) risk exposure

The assessment of the ML vulnerability related to cash couriers shows that the risk
exposure is intrinsally linked to the cash based activity (anonymity, speediness). Hence
the risk exposure is particularly important for this modus operandi.

b) risk awareness

The legislation in place (mandatory cash declarations at the external borders for cash
carried by @atural persons) has increased the risk awareness, at least as far as persons are
concerned.

Risk awareness exists for unaccompanied physical cash transpoitabiagnis more
limited with regard to shipping/freight/couriers.

c) legal framework and contrds

Similarly to TF, there are controls in place through the mandatory declaration of cash
transportation at the EU external borders (Cash Control Regulation) by natural persons.

These cash declarations allow an easier detection of suspicious transaotioase
reported to the FIUs (although shortcomings in information sharing exist and
enforcement in application may also vary between Member States).
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Where unaccompanied cash is concerned (cash sent through consignments or parcels) the
new regulation allws the competent authorities to carry out risk analysis and concentrate
their efforts on those shipments which they deem to present the highest risk, while not
imposing systematic additional formalities. The disclosure obligation is subject to a
thresholddentical to that for cash carried by natural persons.

Conclusions: The risk exposure related to cash couriers by physical persons|is
intrinsically linked to the cash based activity (large volume, anonymity, speediness).
While the volume of cash courieranay be more important, the risk awareness and
the controls in place exist. The use of cash couriers or methods to ship in/out of the
EU unaccompanied cash coupled with the anonymity of cash and (at least with
respect to unaccompanied cash) an imperfect conl mechanism presents a
significant challenge. While the volume of unaccompanied cash shipped in/out the
EU is probably lower than for accompanied cash couriers, the risk awareness and
controls in place pose a greater challenge. In that context, the ldvef ML
vulnerability related to cash couriers by natural persons is considered as significant
(level 3) and by post/freight is considered as very significant (level 4).

Mitigating measures:

The new Cash Controls Regulation, applicable from 3 June 2021, reinforces the existing
rules on cash movements:

A It enables authorities to act on amounts lower than the declaration threshold of
EUR10 000, where there are suspicions of criminal activity,

A Improves the exchange of information between authorities and Member States;

A Enables competent authorities to demand disclosure for cash sent in
unaccompanied consignments such as cash sent in postal parcels or freight shipments;

A Extends the definitio of ‘cash’ to also include precious commodities acting as
highly liquid stores of value such as gold, and to prepaid payment cards which are
currently not covered by the standard cash control declaration.
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2. Cash intensive business

Product
Cashintensive business

Sector

Bars, restaurants, constructions companies, motor vehicle retailers, car washasd
antique dealers, auction houses, pawnshops, jewelleries, textile retail, liquor and
tobacco stores, retail/night shops, gambling serviceg slubs, massage parlours.

General description of the sector and related product/activity concerned

An interesting description of the use of cash has been described by the European Central
Bank in its report Trends and developments in the use of eush aver the past ten
yearg? (published as part of the ECB Economic Bulletin, Issue 6/2¢18).

On 2 February 2016, the Commission published a Communication to the European
Parliament and the Council on an Action Plan to further step up the fight against the
financing of terrorisnf? The Action Plan built on existing EU rules in order to adapt to
new threats and aimed to update EU policies in line with international standards. It
discussed numerous issues and solutions in different fields related to ternoaisamig.

In the context of the Commission's action to extend the scope of the Regulation on
controls of cash entering or leaving the European Union, reference was made to the
appropriateness of exploring the relevance of potential upper limits to casiema®

The Action Plan also further noted that "Several Member States have in place
prohibitions for cash payments above a specific threshold". However, such prohibitions
have not been considered at EU level.

The figure below outlines the cash paymerstrietions currently in place in the EU
Member States, as well as whether there are plans to adapt or change them. The first
infographic shows that currently cash prohibition are enforced in 16 EU Member States.
The thresholds vary from EUR 500 in Greeod &UR 1 000 in France to approximately

EUR 13 800 in Croatia and EUR 15 000 in Poland. The Netherlands is the only country
that has adopted a declaration obligation and the remaining 11 EU Member States do not
have any cash limitations in place.

In several EU Member States particular business sectors or consumers are exempted or
targeted by the cash prohibitions. In France, Italy and Spain a distinction is made
between residents in the respective countries aneregddents. In this sense, in France

and Spain nomesidents can perform payments up to a higher threshold (EUR 15 000),

%2 hitps://www.ecb.europa.eu/pub/econorhidletin/articles/2018/html/ecb.ebart201806_03.en.html#toc2

2 https://www.ecb.europa.eu/pub/econorhidletin/html/eb201806.en.html

24 COM (2016)50.

% The Action Plan stated that "Paymentsincashadeavi y used in the financing
this context, the relevance of potential upper limits to cash payments could also be explored. Several
Member States have in place prohibitions for cash payments above a specific threshold".
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while in Italy, the general threshold is not applicable for-residents. Other countries
exclude from the cash restrictions particular sectors enabling professiondiesan t
sectors perform transactions in cash above the generally applicable threshold. For
instance in Denmark eleven professional categories including banks and lawyers, are
exempted from the thresholds. In the cases of Belgium and Croatia, certain lower
thresholds apply in certain sectors. For instance in Belgium cash transactions are
completely banned in the real estate sector.

Adoption of new cash payment prohibition is discussed in a number of countries, while
others are considering of changing theirreat threshold. Belgium is considering
expanding the scope of the restrictions and including all operations apart from
individuals. Germany and Malta are considering adopting a cash payment prohibition.
The issue is also discussed in Luxembourg and Croaitlaout a concrete proposal for
either more or less restrictive measures being prepared. The Czech Republic is the only
country considering to move towards less restrictive measures.

Cash payment prohibition -16 Member States

Declaration
obligation

Mo cash limitations — 11 Member States

Exemptions from cash restrictionsftargeted sectors ] Member States considering
in different Member States implementing changes

Maore restrictive
BE Mt DE
Being discussed

HR Ly

Targeted sectors
Examples: Real estate, Sales of goods Residents Non-
and services, Bank loans

BE HR

Exempted sectors/professional

categories
Examples: Lawyers, banks, investment
associations, accountants

+in=

Source: Ecorys and CEPS own elaboration.

Less restrictive

>

cz

The figure below indicates that six of the EU Member states, whioh daash payment
prohibition in place, have lowered the threshold in the last seven years. Italy is the only
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EU Member State which adopted a cash payment prohibition at a lower threshold (EUR
1 000) and then raised it in 2016 to EUR 3 000.

Threshold in EUR
15000

14000 \

2010 2011 2012 2013 2014 2015 2016 2017
BE B DK FR ——EL T —P1

Source: Ecorys and CEPS own elaboration.

Description of the risk scenario

Cashintensive businesses are used by perpetrators:

- to launder large amounts of cash, which are proceeds of criminal activity, by claiming
that the funds originate from economic activities;

- to launder amounts of cash, which aregeeds of criminal activity, by justifying its
origin based on fictitious economic activities (both for goods and services);

- to finance, through often small amounts of cash, terrorist activities without any
traceability.

General comment

This risk scenao is intrinsically linked to use of/payment in cash and to high value
denomination banknotes risk scenario.

Threat
Terrorist financing

The assessment of the TF threat related to cash intensive business shows that cash
intensive businesses are generally run by individuals through bars, restaurants, phone
shops, etc. but are managed by a network of persons forming a terrorist organisation.
general, they are used to get clean cash in a speedy way (e.g. selling cars or jewelleries).
However, this risk scenario is not used equally by all terrorist organisations (never seen
for Daesh for instance) and not largely widespread as it requirebitigs to run the
business.

Conclusions: the elements gathered by the LEAs and FIUs show only few cases have
been registered meaning that terrorist groups do not favour this risk scenario as |t
requires some technical expertise and investments to ruhé business in itself whic
makes this modus operandi less attractive. However, since this risk is not only
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hypothetical and that sleeper cells are active in cashtensive businesses, the level
of TF threat related to cash intensive business is considereas moderately
significant (level 2).

Money laundering

The assessment of the ML threat related to cash intensive business shows that this modus
operandi is exploited by criminals as it represents a viable option which is rather
attractive and secure. lbgstitutes the easiest way to hide illegitimate proceeds of crime.
However, as for TF, it requires a moderate level of expertise to be able to run the
business and to escape detection.

LEAs confirm that cash intensive businesses continue to be usedntetacriminal
proceeds.

Conclusions: cash intensive businesses are favoured by criminal organisations|to
launder proceeds of crime. As it requires some level of expertise to run the business,
the level of ML threat related to cashintensive business is caidered as significant
(level 3).

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to cash intensive business shows that the
main factors are linked to the risk posed by cash.

a) risk exposure

While cash intensive businesssless attractive to terrorist organisations than to criminals
(see threat assessment below), when they are used by terrorists they present some
vulnerabilities because the underlying risk is the one related to cash. The vulnerability
assessment of TF edkd to cash intensive business is intrinsically linked to the
assessment related to the use of/payments in cash in general and can follow the same
rationale. Cash intensive businesses allow the processing of a huge number of
anonymous transactions whiakquire no management of new technologies and tracking
tools. Hence it has a high inherent risk exposure.

b) risk awareness

The risk awareness appears to be quite low because, even if large sums of cash can be
obtained from cash intensive business, somes fldtice that terrorist organisations seem

to prefer lower denomination banknotes which are less easy to be considered as
suspicious by obliged entities and LEAs.

c) legal framework and controls in place

The legal frameworks in place related to cash payrimitations that some Member
States have introduced. This framework varies a lot from one Member State to another
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concerning cash controls and cash payment limitations and, thus, controls can potentially
be inexistent.

Conclusions: the vulnerability d cash intensive business is intrinsically linked to
the wvulnerabilities related to the use of cash in general. The variety of legal
frameworks in place, the widespread use of cash in EU economies and the fact that
the sector seems being not aware of thisk, the level of TF vulnerability related to
cash intensive business is considered as very significant (level 4).

Money laundering

The assessment of the ML vulnerability related to cash intensive business shows that the
main factors are linked to theski posed by cash.

a) risk exposure

The vulnerability assessment of ML related to cash intensive business is intrinsically
linked to the assessment related to the use of/payments in cash in general and can follow
the same rational. Cash intensive businesfles/ the processing of a huge number of
anonymous transactions which require no management of new technologies and tracking
tools. This risk exposure concerns cash payments both for goods and services. Hence it
has a high inherent risk exposure.

b) risk awareness

Obliged entities are usually aware about the risk posed byicakhough controls are
not easy to implement. However, for other professions not submitted to AML/CFT
obligations, risk awareness remains a challenge.

c) legal framework and controk in place

Currently no upper limits to cash payments are in place at thavid®l level. In its
Action Plan for strengthening the fight against terrorism financing, the Commission
already signalled upper limits to cash restrictions could be further edpksean
additional initiative to complement the current European AML/CFT frame®ork.

The vulnerability of the sector is affected by the existence, or lack thereof, of rules
relating to cash payment limitations:

1 where cash limitation rules exist, ML vuhadilities related to cash intensive business
have been more easily mitigated thanks to the legal requirements which allow the
refusal of cash payments above a certain threshold. In these cases, controls are in
place and allow detecting red flags and stispis transactions more easily. In
addition, these cash payment thresholds are perceived by the sector and by LEAs as
more efficient and, eventually, less burdensome than imposing customer due diligence

%6 SeeCOM2015(50).
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measures. However, these legal businesses can disslmadow and illicit activities
which are able to circumvent the cash limitations.

1 where cash limitations rules do not exist, and whilst the risk awareness is quite high,
the sector does not know how to manage the risks. It has no tools to contretectd d
suspicions transactions. The result is that the number of suspicious transactions reports
(STRs) is rather low, or even inexistent.

Some Member States have introduced cash transaction reports to be declared for cash
operations over a certain thresthaHowever, there is no common approach at EU level.

From an internal market perspective, the differences between Member States legislations
on cash limitations increases the vulnerability for the internal market; perpetrators may
more easily circumvent odrols in their country of origin by investing in cash intensive
business in another Member States having lower/no control on cash limitation. The
existence of cash payments limitations in some Member States, and their absence in other
Member States, crezg the possibility to bypass the restrictions by moving to the
Member States where there are no restrictions, whilst still conducting their terrorist or
other illegal activities in the 'stricter' Member State.

To increase vigilance and mitigate the riskssgd by such cash payments, persons
trading in goods are covered by the Directive to the extent that they make or receive cash
payments of EUR 10 000 or more. This same threshold is further referred to by Directive
2018/843 (the 5th AML Directive). Memb@&tates are able to adopt lower thresholds,
additional general limitations to the use of cash and further stricter provisions.

However, the effectiveness of those measures is still limited given the number of STRs.
The volume of STR reporting is generalbwl because cash transactions are difficult to
detect, there is not much available information and dealers may lose their clients to the
benefit of competitors applying looser controls. In addition, it may be difficult for a
trader in high value goods tosign an AML/CFT policy in the limited events where a
cash transaction beyond the threshold takes place (i.e. it is not the sector in itself which is
covered by AML/CFT regimé but only high value dealers faced with cash transactions
beyond a threshold).df this reason, some Member States have extended the scope to
cover certain sectors regardless of the use of cash. Some Member States have also
decided to apply a general cash restriction regime at this threshold to reduce the risk of
ineffective or cumbesome application of customer due diligence (CDD) rules by high
value dealers. However, it does not mitigate situations of cash intensive business which
are based on lower amount cash transaciiamsa repeated number of low amount cash
transactions.

In addition, cash intensive businesses are inherently risky because there are no rules
dealing with fit and proper testing of these businesses' managers. Some cash intensive
businesses are more vulnerable than others because they may give rise to cask exchang
more easily (motor retails or pawnshops).

Conclusions: the risk exposure to ML of cash intensive businesses is influenced by
the existence of legal cash limitations which are efficient to mitigate the risks but are
not always sufficient. In a crossborder context, the variety of regulations on cas
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payments constitutes also a factor of vulnerabilities. When no rules are in place, the
risk awareness of the sector is quite low, leading to few STRs to FIUs. Investigative
capacities from LEAs are then quitelimited. In light of this, the level of ML
vulnerabilities related to cash intensive businesses is considered as very significant
(level 4).

Mitigating measures

1 The Commission examined whether to swiftly reinforce the EU framework on the
prevention ofterrorism financing by enhancing transparency of cash payments
through an introduction of a restriction of cash payments or by any other appropriate
means’’ Organised crime and terrorism financing rely on cash for payments for
carrying out their illegal awvities and benefitting from them. By restricting the
possibilities to use cash, the proposal would contribute to disrupt the financing of
terrorism and especially mondgundering related activiti€§,as the need to use non
anonymous means of payment Wbaither deter the activity or contribute to its easier
detection and investigation. The report arrived to the conclusion that no further
legislation in this regard would be proposed for the moment now.

1 The Commission will continue to monitor the apptica of AML/CFT obligations by
dealers in goods covered by the AMLD and further assess risks posed by providers of
services accepting cash payments. It will further assess the added value and benefit for
making additional sectors subject to AML/CFT rules.

1 Member States should take into account in their national risk assessments the risks
posed by payment in cash in order to define appropriate mitigating measures to
address the risk. Member States should consider making sectors particularly exposed
to money laundering and terrorist financing risks subject to the AML/CFT
preventative regime based on the results of their NRA.

27 A report from the Commission to the European Parliament and the Council on restrictions on payments

in cash (COM(2018) 483 final) was presented on 12 June 2018.

Bl1toes worth not-memgt itohnaetd tChoemma Is ® v ® nfdé&r teckenp omr t sugge:
payments in cash would not significantly prevent terrorism financing, but indicated that such restrictions

could be useful in combatting money |l aundering. o

22



3. High value banknotes

Product
High value banknotes

Sector
/

General description of the sector and related product/activity concered

In spite of steady growth in nezash payment methods and a moderate decline in the use
of cash for payments, the total value of euro banknotes in circulation continues to rise
yearonyear beyond the rate of inflation. Cash is largely used for lowevphyments

and its use for transaction purposes is estimated to account for aroutioirdnef
banknotes in circulation. Meanwhile the demand for high denomination notes, such as
the EUR 500 note, not commonly associated with payments, has been suSthessd

are anomalies which may be linked to criminal activity.

1.1.1 Circulation of low denomination banknotes 1.1.2 Circulation of high denomination banknotes
imillions, end of period) {millions., and af pariod)
S0EUR =—— 10EUR —— SDOEUR = 100 EUR
——— 4
12000 20EUR SELR 12000 3000 Z0EUR 3000
10000 10000 2500 / 2500
2000 8000 2000 /'/ 2000
8000 6000 1500 f"'ﬁ‘) 1500
.

4000 4000 1000 e 1000
2000 M‘; 2000 500 //‘—k 500
0 0 0 0
2002 2004 2006 2008 2010 2012 2014 2016 2018 2002 2004 2006 2008 2010 2012 2014 2016 2018

Source: ECB

Perhaps the most significant finding around cash is that there is insufficient information
around its use, both for legitimate and illicit purposes. The nature of cash and the nature
of criminal finances mean that there is little, if any, reliable data available on the scale
and use of cash by ordinary citizens, let alone by criminals.

One of the few reliable figures available, that of the volume and value of bank notes
issued and in circuletn in the EU, leaves open questions around the use to which a large
proportion of cash in issuance is put, especially when considering the EUR 500 note.
From a total of approximately EUR 1 trillion banknotes in circulation as obéid, the

use of a sigificant proportion of these remains unknown. Furthermore, the EUR 500
note alone accounts for over 30% of the value of all banknotes in circulation, despite it
not being a common means of payment. Although it has been suggested that these notes
are useddr hoarding, this assumption is not proven. Even if this is the case, the nature of
the cash being hoarded (criminal or legitimate) is unknown.

On 4 May 2016, the Governing Council of the European Central Bank (ECB) decided to
discontinue the production dnssuance of the EUR 500 banknote. It did so taking into
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account the concerns of Europaand many Member States that this is a banknote that
facilitates il icit activities. Based on
banknote has no longer beissued by central banks in the euro area, but continues to be
legal tender and can be used as a means of payment.

Description of the risk scenario

Perpetrators use high value denominations, such as EUR 500 banknotes, to make the
cash transportation easighe larger the denomination, the more funds can be shrunk to
take up less space).

General comment

This risk scenario is intrinsically linked to use of/payment in cash and to cash intensive
business risk scenario

Threat

Terrorist financing

The assessment of the TF threat related to high value denomination banknotes shows that
terrorist groups are not keen on using high value denominations. They are not necessarily
easy to access and, given that they can be detected quite easily theyattractote for

terrorist groups whose first objective is to get cash as quickly as possible. For the sake of
discretion, terrorist groups tend to favour low denominations banknotes. LEAs have
detected few cases which tend to demonstrate that the intecapability are not really
significant.

Conclusions in that context, the level of TF threat related to high value
denominations banknotes is considered asoderately significant (level 2)

Money laundering

The assessment of the ML threat related to Waglue denomination banknotes shows
that they are recurrently exploited by criminal organisations to launder proceed of crime.
The risk related to high value banknotes is not limited to EUR 500 and as long as long
large sums in cash are gathered they arasidered as attractive by criminal
organisations. It does not require any major planning or complex opefiatia
perpetrators have the technical skills to easily use this product. It remains a "low cost"
operation and allows storing of large amountyeny small volume$ which makes it

very attractive for organised crime. It has been reported by law enforcement authorities
(LEAS) that some criminal groups seek EUR 500 banknotes by paying a premium in
order to get access to those large denominatibissgeémonstrates its attractiveness.

Operations themselves reveal huge sums of cash moved and stashed by criminals which
are steadily invested and integrated in the legal economy in a multitude of ways which

2 https://www.europol.europa.eu/newsroom/news/euramtomesdecisionof-ecbto-stopprinting-eur
500-notes
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rid them of bulky cash holdings at risk of beingnfiscated. These methods require
numerous criminal associates and complicit or negligent gatekeepers to ensure that their
insertion in the legal economy does not arouse suspicion.

In the EU, the use of cash is still the main reason triggering suspicamssiction reports
within the financial system, accounting for 34% of all reports.

Criminals who generate cash proceeds seek to aggregate and move these profits from

their source, either to repatriate funds or to move them to locations where one é@as easi

access to placement in the legal economy, perhaps due to the predominant use of cash in
some jurisdictionsod economies, more | ax sup
banking secrecy regulations, or because they may have greater influereeaortiomic

and political establishment.

Cash smuggling may occur at other stages and is also used kpastorgenerating

offences. For example cybercrimes such as phishing and hacking make use of money
mules to receive and withdraw sums fraudulently oetain f r om vi cti msd ban
in cash. These funds are thereafter sent via wire transfer to other jurisdictions where they

are collected in cash by a select number of individuals, likely for onward transportation.

The cash couriers are associated withthineat of the large denomination banknotes: 500

and 200 Euro. These banknotes are not used as a legal tender and in fact in Europe in
many locations they are not accepted as payment. The high denomination banknotes are
used by criminals to store value for transportation (decreased volume of high overall
amount). For example, the safety deposit box of a Belgian underground operator
identified during the investigation of laundering hashish proceeds of Moroccan organised
criminal groups revealed predomirigr500 and 200 banknotes in overall value of 1 600

000 Euro.

Counterfeit euro banknotes continue to be trafficked in bulk on lorries, and by couriers.
Post and parcel services are increasingly used to distribute counterfeit euro banknotes
sold via onlineplatforms. Currency counterfeiters continue to introduce counterfeit
banknotes into circulation by purchasing lealue goods with higivalue banknotes to
receive legitimate currency in exchange.

Conclusions banknotes (EUR 500 but not only) are used recuently by criminal
organisations. This modus operandi is widely accessible and available at low cast.
For ML purposes, it's quite easy to abuse and requires no specific planning or
knowledge. In that context, the level of ML threat related to high valug
denomination banknotes is considered agery significant (level 4)

Vulnerability
Terrorist financing

The assessment of TF vulnerability related to high value denomination banknotes shows
that this product is as vulnerable for TF as for ML for the followsegsons:

a) risk exposure
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Large volume of high value denominations is in circulation, despite low use in
commercial transactions. Cash still allows carrying transactions in an expedited,
anonymous, and untraceable way.

b) risk awareness

Especially LEAsand FIUs have high risk awareness, as do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations
or cash limitations obligations remains challenging. Existing literature, especially
Europol reports, poi to the blind spot in risk awareness (i.e. the precise use of high
value denominations, difference of issuance between Member States, disconnection with
GDP). There is little, if any, reliable data available on the scale and use of cash by
ordinary citizns, let alone by criminals.

c) legal framework and controls in place

Even if terrorist groups are less attracted to high value denomination banknotes, detection
is quite difficult because there is no EU harmonisation concerning the legal framework
related to the use of high value denomination banknotes. Controls are uneven; reports to
FIUs are rather few, and most of the time they cannot distinguish between ML and TF.
The use of high value denomination banknotes for ML purposes may be impacted by the
ECB decision to gradually phase out EUR 500 because of the recognised links with
criminal activities. However, the return rate is generally quite low and these banknotes
may be still in use for a long time. Therefore, this cannot be seen as an immediate
mitigation measure.

Conclusions from a vulnerability point of view, risk exposure is high, level of
awareness is low and controls in place are not harmonised which create potentjal
loopholes when cros$order transactions are at stake. In light of this, the ével of
TF vulnerability related to high value denomination banknotes is considered asery

significant (level 4).

Money laundering

The assessment of ML vulnerability related to high value denomination banknotes shows
the following features:

a) risk exposure

High value denominations allow the storing/putting into circulation of large volumes of
cash in a speedy and anonymous way. A large volume of high value denominations is in
circulation, despite the low level of use in commercial transactions. Evbe iise of

high value denominations raises red flags, it remains that these denominations are not
necessarily used for payments but rather to move funds. Large amounts can be stored in
very small volumes. They are less easy to detect by financial intelégenits (FIUS)

and obliged entities.

b) risk awareness

Especially LEAs and FIUs have high risk awareness, as do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations
or cash limitations obligatian remains challenging. Existing literature, especially
Europol reports, point to the blind spot in risk awareness (i.e. the precise use of high
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value denominations, difference of issuance between Member States, disconnection with
GDP). There is little, ifany, reliable data available on the scale and use of cash by
ordinary citizens, let alone by criminals.

c) legal framework and controls in place

The use of high value denomination banknotes for ML purposes may be impacted by the
ECB decision to graduallphase out EUR 500 because of the recognised links with
criminal activities. However, the return rate is generally quite low and these banknotes
may be still in use for a long time. The EUR 500 will remain legal tender and can
therefore continue to be used a means of payment and store of value. Therefore, this
cannot be seen as an immediate mitigation measure.

Conclusions: similarly to the outcomes of the assessment of the TF vulnerability
related to high value denomination banknotes, the ML vulnerabity related to these
products is considered agery significant (level 4).

Mitigating measures

1 Monitoring of the return rate of EUR 500 banknotes will continue as well as an
assessment of the evolution of the usage of the EUR 200 banknote.
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4. Payments in cash

Product
Payments in cash

Sector
/

General description of the sector and related product/activity concerned

The European Central Bank (ECB) has conducted a comprehensiv& siualyalyse the

use of cash, cards and other payment instruments used at points of sale (POS) by euro
area consumers in 2016. The survey results show that in 2016 cash was the dominant
payment instrument at POS. In terms of number, 79% of all transastevascarried out

using cash, amounting to 54% of the total value of all payments. Cards were the second
most frequently used payment instrument at POS; 19% of all transactions were settled
using a payment card. In terms of value, this amounts to 39% odtdievalue paid at

POS.

Thus it unquestionably remains the payment method of choice among consumers for low
value transactions (i.e. less than 20 EUR).

Description of the risk scenario

Perpetrators frequently need to use a significant portion of the thashthey have
acquired to pay for the illicit goods they have sold, to purchase further consignments, or
to pay the various expenses incurred in transporting the merchandise to where it is
required.

Despite the advantages and disadvantages of dealiogsim (detailed earlier in this
report) for criminal groups, there is often little choice. The criminal economy is still
overwhelmingly cash based. This means that, whether they like it or not, perpetrators
selling some form of illicit product are likely tbe paid in cash. The more successful the
perpetrators are and the more of the commodity they sell, the more cash they will
generate. This can cause perpetrators significant problems in using, storing and disposing
of their proceeds. Yet despite these hpems, cash is perceived to confer some
significant benefits on them.

In addition, the objective of criminals is to launder large amounts of cash, which are
proceeds of criminal activity, by claiming that the funds originate from economic
activities. Theymay launder amounts of cash by justifying its origin based on fictitious
economic activities (both for goods and services). Terrorists may finance, through often

% The use of cash by hai®lds in the euro are&CB Occasional Paper Series No 201 / November 2017:
https://www.ecb.europa.eu/pub/pdf/scpops/ecb.op201.en.pdf
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small amounts of cash, terrorist activities without any traceability (see general
descriptionunder cash intensive business).

General comment

This risk scenario is intrinsically linked to cash intensive business and high value
denomination banknotes risk scenario.

Threat

Terrorist financing

The assessment of the TF threat related to paymemiash shows that terrorist groups

use recurrently cash, as this modus operandi is widely accessible and low cost. Cash is at
the basis of all illicit trafficking and illicit purchase of products. In general, cash is really
attractive, difficult (even impssible) to detect and does not require specific expertise to

be used.

2

Conclusions based on the feedback from LEA and FlUs, the level of TF threat i
considered asvery significant (level 4).

Money laundering

The assessment of the ML threat related tmmnts in cash is considered as similar to
the assessment of TF threat. For ML, cash is also the preferred option for criminals,
which allows hiding illicit proceeds of crime easily and moving funds rapidly, including
crossborder. As for TF, it does noequire specific expertise, knowledge or planning
capacities.

lllegal cashis supplied to intermediaries to buy goods in countries with néewr

restrictions on cash payments. Products purchased either hold considerableuchl s,
luxury goods, or for which there isspecific but considerable demarsdich as vehicles
(whether seconttand or luxury, construction machineries).

Cash integration by buying from legitimate trading companies goods that are exported at
market pricds increasing.

[®X

Conclusions based on the feedback from law enforcement authorities (LEAS) an
financial intelligence units (FIUs), the level of ML threat is considered awery

significant (level 4).

Vulnerability
Terrorist financing

The assessment of TWulnerability related to payments in cash shows the following
features:

a) risk exposure
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Cash payments allow speedy and anonymous transactions. The level of risk exposure is
very high considering that large sums can also be moved across borders andotway in
high risk customers and/or geographical areas.

b) risk awareness

Especially LEAs and FIUs have high risk awareness, and so do obliged entities subject to
AML/CFT obligations. Risk awareness of sectors not covered by AML/CFT obligations
or cash Imitations obligations remains challenging. Existing literature, especially a
Europol report, points to the blind spot in risk awareness (i.e. the precise use of high
value denominations, difference of issuance between Member States, disconnection with
GDP). There is little, if any, reliable data available on the scale and use of cash by
ordinary citizens, let alone by criminals.

c) legal framework and controls in place

While cash payment limitations may allow a mitigation of the level of vulnerabilityl lega
frameworks in place related to cash payment limitations vary a lot from one Member
State to another and, therefore, controls can potentially be inexistent. From an internal
market perspective, the differences between Member States legislations on cash
limitations increases the vulnerability for the internal market; perpetrators may more
easily circumvent controls in their country of origin by investing cash intensive business
in another Member States having lower/no control on cash limitation.

The 4" AML Directive provides that high value dealers accepting payment in cash
beyond EUR 10 000 are subject to AML/CFT rules and have to apply customer due
diligence (CDD) requirements. This obligation applies to any persons trading in goods
when the payment imade in cash beyond EUR 10 00@®ut it does not cover services,
apart from gambling services, and in that case when carrying out transactions amounting
to EUR 2 000. These same thresholds are followed by Directive 2018/84%' @éL5
Directive).

Howeer, the effectiveness of those measures is still limited considering the number of
STRs. The volume of STR reporting is generally low because cash transactions are
difficult to detect, there are few available information and dealers may lose their clients
for the benefit of competitors applying looser controls. For those Member States who
have put in place currency transactions reports (CTR), most of the time they are not
connected to any STR and the analysis cannot be conducted (for instance, large sums
withdrawn from an ATM will trigger CTR but no specific suspicion is related to that and
the FIU cannot launch any investigation).

In addition, it may be difficult for a trader in high value goods to design an AML/CFT
policy in the limited events where a bagansaction beyond the threshold takes place

(i.e. it is not the sector in itself which is covered by AML/CFT regintaut only high

value dealers faced with cash transactions beyond a threshold). For this reason, some
Member States have extended thepscto cover certain sectors regardless of the use of
cash. Some Member States have also decided to apply a general cash restriction regime at
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this threshold to reduce the risk of ineffective or cumbersome application of CDD rules
by high value dealers. Hawer, it does not mitigate situations of cash intensive business
which are based on lower amount cash transactions a repeated number of low
amount cash transactions.

In any case, some competent authorities consider that even when cash payment
limitations exist, enforcement of these limitations is very challenging and may limit their
impact on TF activities.

Conclusions considering that cash payments may engage large transactions
speedily and anonymously, including crosbkorder, that all sectors maypotentially
be exposed to cash payments and even if they are aware that these payments present
some risks are not equipped to mitigate them (either because no
framework/controls in place, or because enforcement of the controls is not efficient),
the level of TF vulnerability related to payments in cash is considered agery
significant (level 4).

Money laundering

The assessment of ML vulnerability related to payments in cash shows the following
features:

a) risk exposure

The sector shows the same \arability to TF as to ML. As for TF, cash payments allow
speedy and anonymous transactions to launder proceeds of ML crime. The level of risk
exposure is very high considering that large sums can also be moved across borders and
may involve high risk custoers and/or geographical areas.

b) risk awareness

Especially law enforcement authorities (LEAs) and financial intelligence units (FIUs)
have high risk awareness, and so do obliged entities subject to AML/CFT obligations.
Risk awareness of sectors nmivered by AML/CFT obligations or cash limitations
obligations remains challenging. Existing literature, especially the Europol report, points
to the blind spot in risk awareness (i.e. the precise use of high value denominations,
difference of issuance beten Member States, disconnection with GDP). There is little,

if any, reliable data available on the scale and use of cash by ordinary citizens, let alone
by criminals.

c) legal framework and controls in place

While cash payment limitations may allow rgating the level of vulnerability, legal
frameworks in place related to cash payment limitations vary a lot from one Member
State to another and, therefore, controls can potentially be inexistent. From an internal
market perspective, the differences of Mmmn States legislation in cash limitations
increases the vulnerability for the internal market; perpetrators may more easily
circumvent controls in their country of origin by investing cash intensive business in
another Member States having lower/no cdrdrocash limitation.
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The volume of reporting is very low because cash transactions are difficult to detect. For
those Member States who have put in place CTR, most of the time they are not connected
to any STR and the analysis cannot be conductedr($tance, large sums withdrawn

from an ATM will trigger CTR but no specific suspicion is related to that and the FIU
cannot trigger any investigation).

In any case, some competent authorities consider that even when cash payment
limitations exist, enforement of these limitations is really challenging and may limit
their impact on ML activities.

Conclusions considering that cash payments may engage large transactiotls
speedily and anonymously, including across border, that all sectors may potentially
be exposed to cash payments and even if they are aware that these payments present
some risks are not equipped to mitigate them (either because no
framework/controls in place, or because enforcement of the controls is not efficient),
the level of ML vulnerability related to payments in cash is considered agery
significant (level 4).

Mitigating measures

1 The Commission will continue to monitor the application of AML/CFT obligations by
dealers in goods covered by the AMLD and further assess risks posed/iersof
services accepting cash payments. It will further assess the added value and benefit for
making additional sectors subject to AML/CFT rules.

1 Member States should take into account in their NRA the risks posed by payment in
cash in order to definappropriate mitigating measures suitable to address the risk.
Member States should consider making sectors particularly exposed to money
laundering and terrorist financing risks subject to the AML/CFT preventative regime
based on the results of their NRA.
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5. Privately owned ATMs

Product
Privately owned ATMs

Sector
/

General description of the sector and related product/activity concerned

A possible misuse of cash machines (ATMs) for money laundering purposes has been
brought to the attention afEAs. According to information received the legal possibility

for private parties to buy and rent ATMs from wholesale suppliers is creating a loophole
that criminals are taking advantage of.

For many merchants, owners of clubs, bars and restaurantsngstaié of these ATMs

has proven to be a business oriented decisithe client is offered the convenience to
withdraw cash and the merchant is maximizing the probability that some of that cash will
be spent in his business.

Description of the risk scenaro
a) ATM loading options

In order to load the machine one option is to use the services of cash management/cash
delivery company.

Another option for the merchant operating a business is to load the cash from his teller.
This provides additional opportuigs for traders to commit tax evasion by selling goods

in exchange of cash without issuing receipts. They then simply place their black cash
inside their ATM machine and wait for it to be taken by normal clients. At the end of the
year such sales are newvieclared to their tax authority

The third and most concerning option is simply to load the ATM with criminal cash.
Intelligence gathered shows that in cases where criminal cash is used the modus operandi
is the following: a courier delivers to the ATMvaer/merchant criminal cash. It may
derive from different cash generating activities like drug trafficking, illegal immigration,
trafficking in human beings, labour and sexual exploitation, selling of counterfeit of
smuggled goods, theft, robbery, etc. Tdneninal cash is then loaded into the machine.

As unsuspecting customers or pasd4m®rsin need of cash are using their cards to
withdraw cash the same amount is debited from their bank accounts and credited into the
account of the owner of the ATM/mercham\fterwards, he can simply transfer the
money to any given account controlled by the criminal, minus the commission agreed
upon.
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b) De-linking bank accounts and internationalization risks

An internationalized, potentially much more dangerous risk serappears when
national regulations require that a private entity buying an ATM should upon its purchase
provide a national bank account number which is linked to the ATM and its activities,
but there is no requirement for the merchant to request ca#ef&TM from the same
bank account that he linked to his ATM or even from the same bank.

A review of the companies offering private ATM services shows that there are several
major suppliers, British and Americdhwho have managed to make their business
internationaf?

Important questions arise concerning the accounts to which these ATMs (sold by EU and
US companies and present in EU countries) are linked. If they are linked to an EU
national bank account, but physically present in another country,ithenvirtually
impossible to establish the origin of the cash being inserted in them.

c) Tax evasion and fraud

Private ATMs are also used for tax evasion and fraud especially as sorviateasive
business operators encourage their clients to extratt fwasservices that are not
invoiced or recorded. The amount of money lost in tax revenues from tax evasion and
fraud through private ATMs is more significant than the amount laundered.

d) Micro-structuring by organized crime

With respect to money launderg , private ATMs are offten us:«
depositing and withdrawing of small sums of money that are consistent with normal

ATM withdrawal amounts, going undetected by bank controls. Organized crime
members will make voluminous small daily cadbposits into 100 or more bank

accounts using private ATMs to avoid triggering antiney laundering reporting
requirements.

General comment

Private ATMs tend to be located in caskensive businessesn addition, privately

owned ATMs can also be founah imoney service businesses (MSB). Taking into
consideration the fact that the presence of an ATM in a MSB is illogical due to the nature

of an MSB service and al s®side legal biisimest is t h at

31 As an example: YourCash Europ@ companythat controls 32% of the free-use ATM market in the

UK i has branches in The Netherlands, Belgium and Ireland as well as ATMs in additional jurisdictions. In
addition Cardtronics (some branches operating under the trademark DC Payments) operates in 11
countries. Besides the mentioned branches out of Europe (South and North America, New Zealand and
Australia, South Africa) and the UK branch, they operate in Ireland, Germany, Poland and Spain.

% As an additional example, the ATM locator section of the LINbsite:
(https://www.link.co.uk/consumers/locatpshows that there exist privately owned UK ATMs physically
present in Belgium, Czech Republic, France, Germany, Gibraltar, Italy, Netherlaeldsid and
Switzerland, as well as Guernsey, Isle of Man and Jersey.

¥See the section on fAHawal ao.
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running an MSB or a currency exchangervice, the risk of misuse can be clearly
identified.

Threat

Terrorist financing

There exist currently few especific assessments of the TF threat related to privately
owned ATMs. Nevertheless, the combined assessment on payments in cash as well as the
analysis on cash couriers show that this modus operandi is widely accessible and low
cost.

The threat of cash transportation into the EU from a third country may also exist, in
particular from countries exposed to TF risks or conflict areas. Cases have been
identified concerning low amounts and involving integration of cash carried fimch t
countries into the financial system/legal economy of the EU (analysed in a separate
section of this report).

Conclusions based on the feedback from LEA and FlUs, the level of TF threat i
considered asery significant (level 4).

|72}

Money laundering

Theassessment of the ML threat related to privately owned ATMs shows that this modus
operandi is exploited by criminals as it represents a viable option which is rather

attractive and secure. It constitutes an easy way to evade taxes and hide illegitimate
proceeds of crime. However, as for TF, it requires a moderate level of expertise to be
able to run the business and to escape detection.

Conclusions based on the feedback from LEA and FlUs, the level of ML threat is$
considered asvery significant (level 4)

Vulnerability
Terrorist financing

The assessment of the TF vulnerability related to privately owned ATMs shows that the
main factors are linked to the risk posed by cash.

a) risk exposure

The vulnerability assessment of TF related to privately owned g\TMlintrinsically

linked to the assessment related to the use of/payments in cash in general and can follow
the same rationale. Privately owned ATMs allow the processing of a huge number of
anonymous transactions which require but an initial investmesicél it has a high
inherent risk exposure.

b) risk awareness
The risk awareness appears to be quite low.

c) legal framework and controls in place
The legal frameworks in place vary from one Member State to another and, thus, controls
can potentially bénexistent.
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Conclusions: the vulnerability of privately owned ATMs is intrinsically linked to
the vulnerabilities related to the use of cash in general.

The widespread use of cash in EU economies and the fact that the sector seems
being not aware of this risk, the level of TF vulnerability is considered agery

significant (level 4).

Mitigating measures

Private ATM companies pose an increased risk to banksshould be treated as high
risk in money laundering compliance risk assessments. The risks for banks are not just
financial but reputational.

1 Firstly, customers who have privately owned or operated ATMs should be duly
identified.

1 Once the bank has idiéfired an ATM owner or operator, it should obtain additional
information to gain an understanding about the ATM owner/operators well as an
understanding of the ATM ownerdéds procedure

1 After sufficient information is obtained, the sponsoring bank shouldemgnt a
process to monitor the accounts of the ATM owners. The information obtained during
the due diligence process should enable the bank to determine the amount of
monitoring necessary as well as how often.

1 Member States should guarantee the obligatioregister, limit ownership, monitor,

or examine privately owned ATMsup to and including the obligation to link ATMs
to a bank account of the Member Sate they are physically located in.
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FINANCIAL SECTOR

1. Deposits on accounts

Product
Deposits on accounts

Sector
Credit and financial institutions

General description of the sector and related product/activity concerned

As far as trends are concerned, according to data from the European Banking Federation

since 1998, domestic or euro ama& p o S i t l'iabilities in the E
trillion in December 2017 (uUul17.5 trillion i
the EU Member States). This was the highest level recorded, with the previous peak at
0$23. 1 tr il Ipasitsfromiotiner &xdhdteay.finabcal institutions (MFIs) rose for

the first time since 2011 to 7.1 trillion.

Total deposits from nemonetary financial institutions, excluding central governments,
grew by 2.5% in 2017 todubé. 20t | Iwiidom 0l 2t
deposits coming from the euro area.

Growth has been driven by an increase in deposits from households, which rose by 2.9%
year on year t o 0 9nafcialtcorpotdations NFCs), aprby6.76rtoo m n o n
3. 2ont ril |

Description of the risk scenario

Perpetrators place the proceeds of crime into the financial system through the regulated
credit and financial sector in order to hide its illegitimate origin. Terrorists, supporters or
facilitators place funds from letyinate or criminal sources into the financial system with

a view to using it for terrorist purposes.

Money mule mechanisms may be used to transfer proceeds out of the banking sector
using personal accounts, either through cybercrime (scamming, fake dpanddosites
etc.) or through money value transfer services.

0Bridge accountsd are also used to | aunder
persons in the EU with the sole purpose of transferring funds t&blacountries.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to deposits on account shows that
this risk scenario concerns both the placing and withdrawing of funds (i.e. deposits on
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account and use of this account withdrawing those funds or transferrangther bank
accounts).

Account deposits are frequently used by terrorists, but also by relatives/friends; this
extends the scope of the intent and capability analyskurthermore, law enforcement
authorities have reported the use of forged or sideEuments by terrorists to open bank
accounts. According to information from competent authorities, foreign terrorist fighters
generally withdraw bank account deposits through ATMs located inrlsgmonEU
countries or conflict zones in general, or brdering countries. Terrorists outside
conflict zones also withdraw funds through ATMs in order to pay in cash some of the
expenses related to their operations. Anyhow, the use of deposit accounts for TF
purposes may, in conflict zones, be complicatedifficulties to access funds, especially
where access to ATMs or a functioning banking network is disrupted. The source of the
funds deposited on bank accounts may come from both legitimate ardgitonate
origins.

In general, using deposits accoursteasily accessible, especially when legitimate funds

are used, and thus they do not trigger any suspicion when the bank account is opened. It
appears that terrorist groups do not experience specific challenges in hiding the real
beneficiary of the fundsrathe exact purpose of the transaction (destination of funds)
given that they may still include family members or relatives in the ownership chain.
This requires at least basic planning and basic knowledge of how banking systems work.
At the same time, omcexecuted, cash withdrawals allow crbssder movements,

which makes this risk scenario rather attractive.

Conclusions: terrorists groups rather frequently use deposits on account to easily
enter cash in bank accounts and withdraw money for terrorisectivities, although it
requires some basic knowledge and planning capabilities to ensure that funds
deposited appear legitimate. As a result, this method is rather attractive fofr
terrorist groups. That being the case, the level of terrorist financing thrat related
to deposits on accounts is considered as significant/very significant (level 3/4).

Money laundering

The assessment of the money laundering threat related to deposits on account shows that
this risk scenario concerns both the placing and witharaf funds (i.e. deposits in an

% The intent and capability analysis is described in the methodology:

1 The"Intent" componenbf the threat will rely on known intent (concrete occurreaté¢he threat)
successful or foiled, and the perceived attractiveness of TF through a specific method/mechanism.
While the broad intent to TF is assessed as being constantly high, intent to use specific modus
operandi/methods differs depending of the ativeness of the modus operandi and the known
existence of CFT safeguards.

1 The"capability" componenbf the threat is understood as the capability of threat groups (terrorists) to
successfully transfer illegitimate or legitimate funds to financially taaiing a terrorist network.

The assessment of the capability component will consider the ease of using a specific modus operandi
for TF (technical expertise and support required), the accessibility and relative costs (financial
capacity) of using a spéid modus operandi.
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account and subsequent use of this account, withdrawing money from that deposit
account or transferring money to disguise the origin of funds).

Deposits on account are frequently used by organised crime organisatioatsobhy
relatives/close associates, which extends the scope of the intent and capability &nalysis.
Law enforcement authorities report frequent use of this method since it is one of the
easiest ways to integrate illicit funds into the financial systerthofigh in the case of

small amounts of money, deep planning and knowledge of how banking systems work
may not be necessary, in the case of a complex money laundering case involving funds
deposited on accounts transiting via a chain of complex operatmoe irdepth
knowledge is necessary and perpetrators may use available expertise from intermediaries.

Conclusions: In the light of the above threats, specially the use by crimina
organizations, the level of the money laundering threat related to depibs on
account is considered as very significant (level 4).

Vulnerability
Terrorist financing

The assessment of terrorist financing vulnerability related to deposits on looked at the
placement and withdrawing of funds

a) risk exposure

Banks continue tbe exposed to terrorist financing risks: deposits on accounts represent
the easiest way to introduce money into the financial system. In the case of the risk from
terrorist financing, the risk exposure is even higher when the origin of funds is legitimate
The use of funds in deposit accounts for terrorist purposes is difficult to detect as low
amounts of money are usually used by terrorist groups. When it comes to sending money
to conflict zones, the terrorist financing risk is lower in deposits on atzoam
perpetrators prefer the use of other products such as money value transfer services or E
money products.

b) risk awareness

The risk awareness of credit and financial institutions is generally good, and the banking
sector has put in place guidancedetect the relevant red flags on terrorist financing.
However, systems and checks that firms put in place to mitigate the terrorist financing
risk are similar to, and often the same as, the checks put in place fencasy
laundering purposes. Supemis and law enforcement agencies are aware of
vulnerabilities to terrorist financing and are proactively engaged with the sector.

% See previous footnote.
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c) legal framework and checks

Deposits on accounts have been covered by the framework emamy laundering
(AML) and countering the financing of terrorism (CFT) since the first AML/CFT
legislation at EU level in 1991. Checks in place are generally considered as efficient,
although sanctions screening is not a substitute for effective CFT checks. Financial
sanctions targeindividuals or groups that are already known to pose a threat, whereas
the risk from terrorist financing often emanates from individuals who are not caught by
the sanctions regime. This is why Zdkased AML/CFT checks, and transaction
monitoring in partular, are key to an effective fight against terrorist financing.

Usually, banks do not have access to relevant information that would help them identify
terrorist financing risks before they materialise, as such information is often held by law
enforcene n t agenci es. Li kewi se, | aw enforcement
activities and networks can be hampered in cases where they are unable to obtain
information about finance flows that only firms can provide. There are now initiatives at

natioral and supranational levels to test how law enforcement agencies can provide firms

with more specific and meaningful information on specific persons of interest, allowing

firms to focus their transaction monitoring on these persons.

Conclusions: risk exposire may be considered as quite high, and the sector, despjte
a good level of awareness, needs to improve the efficiency of checks to mitigate|the
terrorist financing risk. Engagement with law enforcement agencies is essential |n
this area. As a result, thdevel of terrorist financing vulnerability related to deposits
on accounts is considered as significant (level 3).

Money laundering

Money laundering vulnerability mainly depends on the effectiveness of monitoring
systems to detect suspicious transactiwhen cash enters bank accounts or transactions
linked to cash. Vulnerability is also high when it comes to transfers of funds from high
risk customers.

a) risk exposure

Deposits on account represent the most straightforward way of introducing money from
illicit activities into the financial system. There are high volumes of products where, in
the case of cash, the origin of funds cannot be always traced. While deposits are a rather
common practice for credit and financial institutions, they representhantignber of
operations that may involve different kind of customers. Some customers may be high
risk because they are politically exposed or because they are identified asskigh
customers (i.e. some nwasident bank accounts in EU banks).

The extensie use of cash in some gibectors and in some Member States is considered

by most supervisors to be one of the contributing factors that exposes the sector to money
laundering vulnerabilities, particularly where the sector is made up of many retail banks.
Supervisors also consider crdg¢mrder activities as being exposed to a significant and
very significant money laundering risk, particularly in those Member States that are
known as international financial centres. Moasident customers from highisk
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jurisdictions and off shore companies also contribute to the increased inherent risk in
this sector. In some Member States where the domestic deposit base is small to relative to
the size of the financial sector, nogsident deposits, especially from bordgrnorEU
countries, are an attractive source of funding. However, experience of recent years has
shown that such deposits, depending on the source jurisdiction and other circumstances,
often required reinforced AML controls, which were not in place ocantmensurate to

the level of risk they presented. Excessive risk taking by credit intuitions resulted in
significant exposure of the EU jurisdictions to the flow of funds of potentially suspicious
origin from third countries. A recent trend is a steadgrdase of the proportion of ron
resident deposits in EU jurisdictioiisdue to both voluntary dasking by the banking

sector as well as public policies of the EU jurisdictions concerned.

b) risk awareness

The risk awareness is generally good, as #wos has in place guidance to detect the
relevant red flags on money laundering. While the banking sector has an inherently high
exposure to money laundering risks, it also has adequate tools to detect them. This is
confirmed by a high levels of reportinginancial intelligence units and law enforcement
agencies are also well aware of the vulnerabilities of the sector and are proactively
engaged with it.

For supervisors, while the banking sector is considered inherently risky, as credit
institutions are often the first entry point into the overall financial services sector, the
concentration of firms rated at very significant risk is relatively small. hewen recent

years, scandals in European banks has shown that weaknesses linked to customers from
former Soviet republics increase the vulnerability to money laundering.

c) legal framework and checks

Deposits on accounts have been covered by the AML/C&Mework since the first
AML/CFT legislation at EU level in 1991. Checks in place are considered as efficient,
but it may be necessary to perform thematic supervision to check the effectiveness of the
monitoring systems used to detect suspicious casBattdans, especially when legal
entities and legal arrangements are involved. Supervisors are also concerned about
checks put in place by credit institutions for managing risks associated with customers
involving complex ofZ shore structures; in particulachecks to identify and verify
beneficial owners are considered insufficiently robust.

Conclusions: the inherent money laundering risk associated with deposits |is
appropriately mitigated by credit institutions. However, there are still some
concerns aboutthe effectiveness of checks, in particular checks on customers with
complex offshore structures and on foreign customers from highisk jurisdictions.
In this context, the level of money laundering vulnerability related to deposits o
accounts/retail banking is considered as significant (level 3).

=)
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Mitigating measures

For the Commission:

1 deep review of the transposition of the 5th Ambney Laundering Directive
(AMLD), focusing on the provisions on beneficial ownership information, including
the interonnection of beneficial owner registers at EU level;

1 uniform practices in @dentification for the financial sector and introduction of
standards to meet customer due diligence obligations witiTRely companies;

1 promote cooperation between law enforcetregencies and financial institutions to
improve effectiveness of terrorist financing alert systems at supranational level.

For Member States / competent authorities:

public-private sector cooperation to exchange information related to terrorist
financing

thematic inspections focusing on:

1 assessing the efficiency of monitoring systems for cash transactions and the
placing of funds in bank accounts linked to the simultaneous transfer of funds to
high-risk norEU countries.

1 effectiveness of customer due génce and enhanced customer due diligence
for legal entities and legal arrangements.
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2. Institutional investment sectord Banking

Product
Deposits on accounts

Sector
Credit institutions- Institutional investment

General description of thesector and related product/activity concerned

The EU asset management sector is composed of two complementary pillars. The first
pillar comprises the mutual fund i ndustry,
under management in 2017). The seconldmihcludes alternative investment funds (the
alternative investment fund industry had a net asset value of 4.9 trillion euros at the end
of 2017) such as hedge funds (11%), private equity (4%), funds of funds (16%) and real
estate funds (11%). Assets maged in EU passed the EUR 15 trillion threshold at the
end of 2017. The EU asset management industry serves both retail éliemgsally
composed of households and high net worth individdalsand institutional clients.
Institutional clients comprise, foinstance, insurance companies and pension funds,
which accounted for 25% and 28% respectively of the total assets managed in EU at end
2016.

Description of the risk scenario

There are several scenarios where perpetrators can commit abuses againss iavesto
financial markets, for instance, through integration of proceeds, such as title of shares to
conceal beneficial ownership. Through fraud, or through market abuse (which comprises
insider dealing, market manipulation, and unlawful disclosure of inefdemation, all

of which are covered by the scope of the EU Market Abuse Regifadiod the EU
Criminal Sanctions for Market Abuse DirectiVe brokerage accounts, investment to
justify criminal proceeds as profit, predicate investment fraud, or platemh@roceeds

using specialised higteturn financial services.

General comments

This risk scenario can be seen as linked to the scenario for investment provided by
brokers. It has been considered that as far as the money laundering vulnerability is
conerned, the level of risk is higher for brokers.

% Regulation (EU) No 596/2014 of the European Parliament and of the Council of 16 April 2014 on
market abuse (market abuse regulation) and repealing Directive 2003/6/EC of the European Parliament and
of the Couwil and Commission Directives 2003/124/EC, 2003/125/EC and 2004/72/EC Text with EEA
relevance; OJ L 173, 12.6.2014, p61.

37 Directive 2014/57/EU of the European Parliament and of the Council of 16 April 2014 on criminal
sanctions for market abuse (markbuse directive); OJ L 173, 12.6.2014, p.i189.
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Threat
Terrorist financing

The terrorist financing threat related to institutional investment could be significant if
large amounts of legitimate funds are invested to finance terrorism, but when ittoomes
generating small amounts to commit terrorist attacks, the terrorist financing threat is not
significant in this product/sector.

Conclusion: the assessment of the terrorist financing threat related to institutional
investment through banks is considerg as less significant (level 1).

Money laundering

The increasing role of facilitators in money laundering schemes can make the sector
more exposed to such threats, although knowledge and technical expertise are needed to
carry them out. Criminabrganisations could rely on such facilitators to launder the
proceeds of illegal activities. Although large amounts of funds can be gathered through
this process, it is not easy to access, not financially viable (depending on the quality of
investment) andn any case requires knowledge and technical expertise. Therefore,
criminal organisations do not favour this kind of risk scenario, while the role of
facilitators is essential when creating opaque structures to hide the proceeds of criminal
activities.

Nevertheless, a few methods for moving large illicit flows, prepared by highly skilled
facilitators, have been identified over the last few years:

- capital market commodity clients conducting etfecounter future swaps
through exchanges, and using illitinds to settle once expired;

- the simultaneous purchase, transfer and sale of securities across jurisdictions by
two seemingly unrelated, but mutually controlled, entities;

- capital market fixed income clients conducting bond trades on behalf of organised
criminals, using illegitimate money to purchase bonds and then integrate funds
into financial institutions after sale of those bands

Conclusions: in this context, the assessment of the money laundering threat related
to institutional investment through banks is considered as significant (level 3).
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Vulnerability
Terrorist financing

Terrorist financing vulnerability related to institutional investment presents a less
significant inherent risk. Risk factors (products, customers, geographies and delivery
channels) do not favour the use of this product/sector for terrorist financing purposes.
Perpetrators usually do not have the expertise to access the sector, while the low amounts
of money used in terrorist attacks made other sectors more attractiveifguuitposes.

Conclusion: in light of the above, the assessment of the terrorist financing
vulnerability related to institutional investment through banks is considered as less
significant (level 1).

Money laundering

The assessment of the money laurderulnerability related to institutional investment
0 banks made the following findings:

a) risk exposure

The main factor that mitigates the inherent risk money of laundering is the low level of
cashbased transactions, despite the fact that the ssat@posed to highisk customers,
including politically exposed persons, while the volume and level of -trosker
transactions are high. To have access to the sector, perpetrators need to introduce money
through the banking system, and hiding illegaheythrough opaque structures requires

a high degree of expertise. Therefore, banks are a first barrier that mitigates the inherent
money laundering risk.

b) risk awareness

Risk awareness in the sector is not high when transactions are performed loait of t
banking sector. This is because firms usually rely on banks to apply customer due
diligence and monitoring when money enters bank accounts.

Supervisors consider the overall risk of the sector moderately significant; however, the
risk profile at firm level shows that a significant proportion of firms are classified as a
less significant risk. Despite this, most supervisors consider this sector to pose a very
significant crossborder risk. Another key risk this sector is exposed to is reconciling the
antkmoney laundering standards of the home and host Member States where there are
branches of a group in different countries.

According to financial intelligence units, the number of suspicious transaction reports is
quite low compared to the volume of trangons concerned, due to the sector being
more familiar with detecting fraud such as insider trading or market abuse than
suspicions of money laundering. At the same time, the financial transactions concerned
are more complex and the suspicious ones eobaply less easy to detect by obliged
entities.
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The sector also experiences significant conflict of interest between concerns over money
laundering and the need to attract customers, some with a high money laundering risk
profile, such as politically exged persons, customers from higgk nonEU countries

and highincome customers. In that sense, the fact that the service is provided by a broker
affects the level of vulnerability to money laundering, rendering it higher than the
vulnerability concerningredit institutions.

c) legal framework and checks

Institutional investments through banks are covered by AML/CFT requirements at EU
level. In the investment field, the client manager has a vested interest in conducting the
business relationship (rewardlary), and this may lead him/her to be more relaxed in the
implementation of customer due diligence.

Supervisors consider that poor checks are limiting the effectiveness of suspicious
transaction reporting and the effectiveness of ongoing monitopalicies and
procedures, including transaction monitoring. In contrast, most breaches identified in
inspections were considered as minor. The most common finding was poor quality
checks on politically exposed persons.

Conclusions: the risk exposure is inarently high due to the nature of the customers
and the large amounts linked to the transactions. However, inherent risk i
mitigated due to a low level of castbased transactions and due to bank antinoney
laundering checks when investment services are @vided by credit institutions.
Nevertheless, the use of opaque structures or complex schemes can increase
vulnerability if obliged entities do not have the resources to detect and report to
financial intelligence units. In light of this, the money laundemg vulnerability
related to institutional investment provided through banking institutions is
considered as moderately significant/significant (level 2/3).

[92)

Mitigating measures

For the Commission:

1 deep review of the transposition of the 5th AMLD, focusamgthe provisions related
to beneficial ownership information, including the interconnection of beneficial owner
registers at EU level,

1 uniform practices in -@entification for the financial sector and introduction of
standards to meet customer due diicee obligations with Regech companies.

For Member States / competent authorities:

1 entry into force of Directive 2018/822/EU from 2020, under which intermediaries are
required to submit information on reportable crbssder tax arrangements to their
national authorities;
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91 deepen and improve the implementation of beneficial ownership registers and
interconnection, as set out in 5th AMLD;

1 public-private sector cooperation to exchange information related to terrorist
financing;

1 thematic inspections to asses

effectiveness of customer due diligence and enhanced customer due diligence as
they apply to legal entities and legal arrangements, and how beneficial owner
identification requirements are implemented.
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3. Institutional investment sectord Brokers

Product
Deposits on accounts

Sector
Investments firm& Institutional investment

General description of the sector and related product/activity concerned

The EU asset management sector is composed of two complementary pillars. The first
pillar comprises themu t u a | fund i ndustry, the 6UCI TSSO
under management in 2017). The second pillar includes alternative investment funds (the
alternative investment fund industry had a net asset value of 4.9 trillion euros at the end
of 2017) seh as hedge funds (11%), private equity (4%), funds of funds (16%) and real
estate funds (11%). Assets managed in EU passed the EUR 15 trillion threshold at the
end of 2017. The EU asset management industry serves both retail éliemgsally
composed ofhouseholds and high net worth individudls and institutional clients.
Institutional clients comprise, for instance, insurance companies and pension funds,
which accounted for 25% and 28% respectively of the total assets managed in EU at end
2016.

Description of the risk scenario

There are several scenarios where perpetrators can commit abuses against investors or
financial markets, for instance, through integration of proceeds, such as title of shares to
conceal beneficial ownership. Through fraadthrough market abuse (which comprises
insider dealing, market manipulation, and unlawful disclosure of inside information, all

of which are covered by the scope of the EU Market Abuse Regulation and the EU
Criminal Sanctions for Market Abuse Directiye)rokerage accounts, investment to
justify criminal proceeds as profit, predicate investment fraud, or placement of proceeds
using specialised higteturn financial services.

General comments

This risk scenario can be seen as linked to the scenariowestment provided by
brokers. It has been considered that as far as the money laundering vulnerability is
concerned, the level of risk is higher for brokers.

48



Threat
Terrorist financing

The terrorist financing threat related to institutional investn@nbrokers (securities,

asset management, and investment) could be relevant if large amounts of legitimate funds
are invested for financing terrorism, but when it comes to small amounts of funds to
commit terrorist attacks, the threat is not significarthia product/sector.

Conclusion: the assessment of the terrorist financing threat related to institutional
investment through brokers is considered as less significant (level 1).

Money laundering

The increasing role of facilitators in money launderingesges can make the sector
more exposed to such threats, although knowledge and technical expertise are needed to
carry them out. Criminal organisations could rely on such facilitators to launder the
proceeds of illegal activities. Although large amount$uoids can be gathered through

this process, it is not easy to access, not financially viable (depending on the quality of
investment) and in any case, it requires knowledge and technical expertise. Therefore,
criminal organisations do not favour this kirad risk scenario, while the role of
facilitators is essential when creating opaque structures to hide the proceeds of criminal
activities.

Nevertheless, a few methods for moving large illicit flows, prepared by highly skilled
facilitators, have been idefied over the last few years:

- capital market commodity clients conducting etfecounter future swaps
through exchanges, and using illicit funds to settle once expired;

- the simultaneous purchase, transfer, and sale of securities across jurisdictions by
two seemingly unrelated, but mutually controlled, entities;

- capital market fixed income clients conducting bond trades on behalf of organised
criminals, using illegitimate money to purchase bonds and then integrate funds
into financial institutions aftesale of those bonds

Conclusions: in this context, the assessment of the money laundering threat related
to institutional investment through brokers is considered as significant (level 3).
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Vulnerability
Terrorist financing

Terrorist financing vulnerabiy related to institutional investmedt brokers (securities,

asset management, and investment) presents a low significant inherent risk. The different
risk factors, products, customers, geographies and delivery channels in the sector mean
that its use dr terrorist financing purposes is not favoured. In that sense, perpetrators
usually do not have the expertise to access the sector, while the low amounts of money
used in terrorist attacks made other sectors more attractive for their purposes.

Conclusiont in light of the above, the assessment of the terrorist financing
vulnerability related to institutional investment through brokers is considered as
less significant (level 1).

Money laundering

The assessment of the money laundering vulnerability related to institutional investment
0 brokers (securities, asset management, and investment) made the following findings:

a) risk exposure

The main factor that mitigates the inherent risk of money laning is the low level of
cashbased transactions, despite the fact that the sector is exposed-tiskigistomers,
including politically exposed persons, while the volume and level of -trosker
transactions are high. To have access to the sectpetpEors need to introduce money
through the banking system, and hiding illegal money through opaque structures requires
a high degree of expertise. Therefore, banks are a first barrier that mitigates the inherent
money laundering risk.

b) risk awareness

Risk awareness in the sector is not high when transactions are performed out of the
banking sector. This is because firms usually rely on banks to apply customer due
diligence and monitoring when money comes from bank accounts.

Supervisors consider theverall risk of the sector moderately significant; however, the

risk profile at firm level shows that a significant proportion of firms are classified as a
less significant risk. Despite this, most supervisors consider this sector to pose a very
significantcrossborder risk. Another key risk this sector is exposed to is reconciling the
AML standards of the home and host Member States where there are branches of a group
in different countries.

According to financial intelligence units, the number of suspiitransaction reports is

quite low compared to the volume of transactions concerned, due to the sector being
more familiar with detecting fraud such as insider trading or market abuse than
suspicions of money laundering. At the same time, the finamaia¢dctions concerned

are more complex and the suspicious ones are probably less easy to detect by obliged
entities.
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The sector also experiences significant conflict of interest between concerns over money
laundering and the need to attract customers, seitmea high money laundering risk
profile, such as politically exposed persons, customers fromrlsgmonEU countries

and highincome customers. In that sense, the fact that the service is provided by a broker
affects the level of vulnerability to mew laundering, rendering it higher than the
vulnerability concerning credit institutions.

c) legal framework and checks

Institutional investments through brokers are covered by AML/CFT requirements at EU
level. However, the quality of this legal framewagrknplementation is questionable. In

the investment field, the client manager has a vested interest in conducting the business
relationship (reward/salary) and this may lead him/her to be more relaxed in the
implementation of customer due diligence.

Supevisors consider poor checks are limiting the effectiveness of suspicious transaction
reporting and the effectiveness of ongoing monitoring policies and procedures, including
transaction monitoring. In contrast, most breaches identified in inspections were
considered as minor. The most common finding was the poor quality checks on
politically exposed persons.

Conclusions: the risk exposure is inherently high due to the nature of the customers
and the large amounts linked to the transactions. However, inhent risk is
mitigated due to a low level of casibased transactions. When investment services
are provided by brokers, money laundering vulnerability is higher than when those
services are provided by banks. Lack of resources to apply robust customer due
diligence procedures and some conflict of interest over attracting customers with|a
high-risk money laundering profile can increase vulnerability. In this context, the
money laundering vulnerability related to institutional investment provided
through brokers is considered as significant (level 3).

Mitigating measures

For the Commission:

1 deep review of the transposition of the 5th AMLD, focusing on the provisions related
to beneficial ownership information, including the interconnection of beneficial owner
registers at EU level;

1 entry into force of Directive 2018/822/EU from 2020, under which intermediaries are
required to submit information on reportable crbssder tax arrangements to their
national authorities

1 uniform practices in -@dentification for he financial sector and introduction of
standards to meet customer due diligence obligations witiTRelg companies.
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For the European supervisory authorities:

1 Guidelines on best supervisory practices to the investment sector. Define the main
money laundring risk scenarios and products, alongside the most effective ways to
conduct orsite and offsite inspections.

For Member States / competent authorities:

1 deepen and improve the implementation of beneficial ownership registers and
interconnection, as set out in 5th AMLD;

1 public-private sector cooperation to exchange information related to terrorist
financing;

1 thematic inspections to assess:
1 effectiveness focustomer due diligence and enhanced customer due diligence as

they apply to legal entities and legal arrangements, and how beneficial owner
identification requirements are implemented.
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4. Corporate banking sector

Product
Deposits on accounts

Sector
Credit institutionsd Corporate banking

Description of the risk scenario

Perpetrators use cash front businesses to inject proceeds into the legal economy using
company accounts with multiple signatories.

Threat
Terrorist financing

Corporate banking can prole large amounts of legitimate funds to finance terrorist
activities or send money to conflict zones. However, that risk scenario is not probable as
small amounts of money are used in terrorist attacks and as there are other
products/sectors less tracealbb send money to risky areas. Perpetrators do not prefer
these kind of products to finance terrorist activities, so the terrorist financing threat is not
significant in this product/sector.

Conclusion: the assessment of the terrorist financing threat tated to corporate
banking is considered as less significant (level 1).

Money laundering

The assessment of the money laundering threat related to corporate banking shows that

this risk scenario has been recurrently used for such schemes. Using corpakatg ba

for money laundering requires more sophistication than the retail financial sector, but
depending on the financial service concerned, the level of sophistication required may be

lower: for instance, personal documentation is required only if thelensnd for a loan.
Nevertheless, given the level of sophistication that corporate banking operations require,

using them for money laundering would require the complicity of financial/legal

i ntermedi aries who need t opammetepraay davefanr t hei
impact on the intent component.

Law enforcement agencies have evidence of professional money launderers acting as
intermediaries for other organised crime groups that set up bank accounts for front or
shell companies. Those corpordtank accounts are used for fake trade transactions,
backto-back loans with other corporate entities and real estate investments.

Conclusions: this method is used by organised crime groups, with an increasing rale
for intermediaries. In the view of law erforcement agencies, this method requires
only moderate levels of knowledge and expertise. In this context, the mongy
laundering threat related to corporate banking is considered as significant (level 3)
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Vulnerability
Terrorist financing

The inherentisk of terrorist financing vulnerability in the corporate banking sector is of
low significance. The different risk factors, products, customers, geographies and
delivery channels in the sector mean that its use for terrorist financing purposes is not
favoured. Perpetrators usually do not have the expertise to access the sector, while the
low amounts of money used in terrorist attacks made other sectors more attractive for
their purposes.

Conclusion: in light of this, the assessment of the terrorist finasing vulnerability
related to institutional investment through banks is considered as less significant
(level 1).

Money laundering

The assessment of the money laundering vulnerability related to corporate banking made
the following findings:

a) risk exposure

The inherent risk is potentially high due to the nature of customers and due to more
complex transactions than in retail banking being involved. The identification of the
beneficial owner of some firms is one of the main vulnerabilities of this pto8ome
tradebase transactions linked to corporate bank accounts can increase the money
laundering risk, especially when higisk jurisdictions are involved. The risk linked to
forged documentation also affects the level of risk exposure, while thasmgerole of
intermediaries and facilitators working for organised crime groups can also affect the
inherent risk of these products. Some ebabed transactions can be settled using these
products when firms involved in corporate banking products ard-icgnsive
businesses.

Moreover, the inherent risk in these banking products can also be increased by the use of
new technologies and ndaceto-face business relationships.

For anttmoney laundering supervisors, differences in the @ake and nature of

Me mber Statesd6 credit institution sectors
range from 6significantd and O6very signific
significantdé. On the other handcashmesne super

sul¥ sectors and in some Member States as one of the contributing factors exposing the
sector to money laundering vulnerabilities, particularly where the sector is made up of
many retail banks. Supervisors also consider gbesder activitis to be exposed to a
significant risk and very significant risk of money laundering, particularly in those
Member States known as international financial centresZMKesident customers from
highZ risk jurisdictions and o# shore companies also contribute the increased
inherent risk in this sector.
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a) risk awareness

Sector awareness of risk is high, and the sector has developed tools to trigger appropriate

red flags. Usually red flags are triggered in response to-risghcustomers, highisk

jurisdictions and the existence of crdssrder transactions. Financial intelligence units

have confirmed this element, mentioning that a high number of suspicious transaction

reports have been received on this matter. However, sector complaint about lack of
feeback from FI Us. That fact is | imiting the
systems.

In most Member States, AML supervisors provide guidelines to help credit institutions
detect potentially suspicious corporate banking transactions.

b) legal framework and checks

Corporate banking is covered by AML/CFT requirements at EU level. This framework is
considered as satisfactory as the framework covering other financial activities undertaken
by credit institutions.

Most supervisors assessed the checitsrpplace by credit institutions to mitigate money

| aundering ri sks as 6goodéo or overy good?®o
effectiveness of these policies and procedures, particularly those related to ongoing
monitoring of transactions and suspus transactions reporting, as poor or very poor.

Conclusions: corporate banking presents some vulnerability due to risk factors
associated with customers. However, the legal framework in place is considered|as
being adapted to these vulnerabilities, wite credit institutions involved in corporate
banking activities are aware of the money laundering risks and are equipped fo
address them. In this context, the level of money laundering vulnerability related t
corporate banking is considered as moderatelgignificant/significant (level 2/3).

O

Mitigating measures

For the Commission:

1 deep review of the transposition of the 5th AMLD, focusing on the provisions
related to beneficial ownership information, including the interconnection of
beneficial owner regisrs at EU level;

1 uniform practices in -&dentification for the financial sector and introduction of
standards to meet customer due diligence obligations witiTRelg companies;

1 entry into force of Directive 2018/822/EU from 2020, under wihitbrmediaries
are required to submit information on reportable ctomsler tax arrangements to
their national authorities.

For the European supervisory authorities (ESAS):
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T I'n the context of the update of the
money laundering and terrorist financing risks, ESAs should provide an analysis
of operational AML/CFT risks linked to the business/business model in the
corporate banking sector.

For Member States / competent authorities:

1 Authorities should provide traimg sessions and guidance on risk factors, with
specific focus on nofaceto-face business relationships, offshore professional
intermediaries, customers or jurisdictions, and on complex/shell structures.

1 Thematic inspections to assess:

A effectiveness of ustomer due diligence and enhanced customer due
diligence as they apply to legal entities and legal arrangements, and
how beneficial owner identification requirements are implemented.
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5. Private banking sector

Product
Deposits on accounts

Sector
Creditinstitutionsd Private banking and wealth management

Description of the risk scenario

Private banking is a service provided by credit institutions and investment firms to high
net worth individuals, their families and corporate entities. In general, seegees are
tailored for each customer by combining multiple banking and other financial services in
one package. For example, private banking services may include a mix of banking
services (current accounts, mortgages and foreign exchange), investaragement

and advice, fiduciary services, safe custody, insurance, accounting, tax and estate
planning and associated services, such as legal support.

Perpetrators are using private banking and wealth management to invest in shares for
integration of crinnal proceeds. Given the combination of sophisticated financial
products and services, and a wealthy customer base, sometimes PEPs, with often
complex ownership structures, the sector can be abused also for tax evasion.

General comments

For this risk scen#, financial services concern higlalue investments and not
investments by individuals in retail services.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to private banking (wealth
management) has not been considexg relevant. Therefore the terrorist financing threat
is not part of the assessment.

\ Conclusions: not relevant \

Money laundering

The assessment of the money laundering threat related to private banking (wealth
management) shows that this sector is usecbnnection with the following predicate

of fences: corruption and drug trafficking,
of organised crime organisations that may rely on this risk scenario. It also requires some
level of expertise, which makeit less easy to access and not very attractive (not
financially viable). I n private banking, t
funds to access the services) and the business relationship less easy to establish.
However, some groups raise facilitators to obtain access to private banking services
through frontmen or legal persons.
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Conclusions: based on the above, the money laundering threat related to private
banking is considered as significant/very significant (level 3/4).

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability related to private banking (wealth
management) has not been considered as relevant. In this context, the terrorist financing
vulnerability is not part of the assessment.

\ Conclusions: not relevant \

Money laundering

The assessment of the money laundering vulnerability related to private banking (wealth
management) made the following findings:

a) risk exposure

The combination of sophisticated financial products and services$, aanvealthy

customer base (sometimes politically exposed persons) with often complex ownership
structures make this sector highly vulnerable for money laundering purposes. Some of

the products and services offered are also considered to present monesritgund

vul nerabilities, particularly those I|linked
planning appears to be one such type of service. Furthermore, the sector presents a higher
geographical risk due to the establishment of branches in sorrielhgountries that do

not have necessarily equivalent AML/CFT reg

b) risk awareness

According to financial intelligence units, private banking is characterised by a very low
(almost inexistent) level of suspicious traogon reporting. As for investment services,
institutions sometimes face conflict between their commercial objectives and the need to
fight against money laundering. The competition component is not negligible. However,
for private banking the risk assesnt is not always precise enough to ensure that the
sector is aware of the risks it faces, in particular risks linked to fraud and tax evasion.
Supervisors consider that firms in this sector do not adequately mitigate the risk of the
sector being abusedrftax evasion purposes.

c) legal framework and checks

Private banking is covered by AML/CFT requirements at EU level. Most competent
authorities that have inspected providers of private banking services have assessed the

l evel of checks asusdiomazde dwet eddi Ifi gence (ve
identity, information about the origin of funds, verification of beneficial owneréhip

specifically with legal persons), monitoring transactions, and compliance function. They

explain this weakness byi) the fact that the quality of the checks depends on the

financial culture of a country; and (ii) that the understanding of the risks posed by this

sector is not the same from one Member State to another.
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Conclusions: High inherent risk due to the largg amounts involved, highrisk
customers (politically exposed persons) and potentially highsk jurisdictions.
Concerns about the sectoros ri sk awarenes
providers to attract high-risk customers, while the results of thematianspections
that have shown inadequate checks in certain areas. Moreover, the level |of
suspicious transaction reporting is low. In this context, the level of money
laundering vulnerability related to private banking is considered as significant/very
significant (level 3/4).

Mitigating measures

For the Commission:

A deep review of the transposition of the 5th AMLD, focusing on the provisions
related to beneficial ownership information, including the interconnection of
beneficial owner registers at EU level;

A uniform practices in @dentification for the financial sector and introduction
of standards to meet customer due diligence obligations withTRely
companies;

A entry into force of Directive 2018/822/EU from 2020, under which
intermediaries are required sobmit information on reportable crelssrder
tax arrangements to their national authorities.

For the European supervisory authorities:

A European supervisory authorities to provide training sessions to competent
authorities, focusing on a common approacingpections and the main risk
areas.

For Member States / competent authorities:

A Thematic inspections to assess:

o effectiveness of customer due diligence and enhanced customer due
diligence as they apply to legal entities and legal arrangements and how
beneficial owner identification requirements are implemented.

A Risks associated with this sector should be clearly set out in the competent
aut horitiesd money | aundering/terrorist
authorities should issue guidance ontlpractices and provide training to the
sector.

A Competent authorities should ensure that systems and checks are put in place
to reduce firmsdéd ability to design or
help their customers commit tax crimes.
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6. Crowdfunding

Product
Crowdfunding

Sector
Crowdfunding platforms

General description of the sector and related product/activity concerned

Crowdfunding is an open call to the public to raise funds for a specific project.
Crowdfunding platforms are websites thai@ble interaction between fundraisers and
individuals interested in contributing financially to the project. Financial pledges can be
made and collected through the platform.

The type of fundraising activities varies greatly across the different crowdfundin
models. There is also variation in the motivation and type of participants, as well as the
resulting relationship between investors/lenders and fund seekers/borrowers. There are
different models of crowdfunding platforms and any categorisation is pvoaisas the
market develops and integrates new technologies into service provision. The five main
categories of crowdfunding platforms are:

- investmertbased crowdfundingcompanies issue equity or debt instruments to
crowd-investors through a platform;

- lendingbased crowdfunding(also known as crowdlending, peerpeer or
marketplace lending): companies or individuals seek to obtain funds from the
public through platforms in the form of a loan agreement;

- invoice trading crowdfundinga form of assebas& financing in which
businesses sell unpaid invoices or receivables, individually or in a bundle, to a
pool of investors through an online platform,

- rewardbased crowdfundingindividuals donate to a project or business with
expectations of receiving ireturn a noffinancial reward, such as goods or
services, at a later stage in exchange of their contribution;

- donationbased crowdfundingindividuals donate amounts to meet the larger
funding aim of a specific charitable project while receiving no fir@nor
material return.

There are a number of platforms that combine different models or which run a model that
cannot be i mmedi ately classified under

crowdfundingdéd). However ,6 schletyanthgamainonssual |y

Another relevant classification of crowdfunding platforms depends on whether are
authorised or not:
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1 Regulated crowdfunding platforms, which fall under the scope of an ongoing
financial services legislative initiative (i.e. invegintbased and lendingased
platforms) and are thus accordingly authorised.

1 Unregulated crowdfunding platforms that fall outside the scope of the financial
services legislation (i.e. donation, rewdrased, consumer Ilending
crowdfunding). This also incle$s websites, i.e. social media platforms,
messaging apps or blogs with a potentially wide outreach, which may enable their
users to make a public call for collection of funds, but where the platform itself
does not facilitate this process.

It should alsobe taken into account that whilst platforms introduce and connect the
relevant parties, the actual monetary transactions are normally carried out by authorised
providers of payment services, which are under the scope of AMLD legislation. A further
distincion should therefore be made between regulated crowdfunding, where
transactions occur through authorised payment providers (i.e. by integration with PayPal
or by referencing personal bank accounts) on regulated crowdfunding platforms that are
subject to aditional disclosure requirements, and unregulated crowdfunding, which are
not currently under the scope of financial services legislation. In the unregulated area, in
particular, payments may also take place via less transparent means, i.eassgisao
pre-paid sim card tokens.

The European alternative finance mar ket as
2017, up 36% on the previous year. The market remains heavily dominated by the UK,
which had a market s har e 6pdowndr8nde/5% intthe G 7. 07
previous year. The rest of the European mar
a rate of 63% in that year. This makes crowdfunding the most importamanket of

the alternative finance sector. Excluding the UK, thentoes with the largest total

market volumes in 2016 were France, Germany, the Netherlands, Italy and Finland.

Examining the market share in more detail, gegveer consumer lending has the largest
market share with 41%, followed by invoice trading ()6peerto-peer business lending
(14%), real estate crowdfunding (8%) and egbi#ged crowdfunding (6%).

Description of the risk scenario

Perpetrators can create platforms to collect/accumulate funds and transfer them abroad
for money laundering purposes to finance terrorist attacks. This can be done by
creating a regulated crowdfunding platform directly linked to a financial institfitan

by setting up a platform outside a regulated environment and not linked to a financial
institution where payments can be in virtual currencynmamey cards, etc... Non
authorised crowdfunding platforms can be set up under fictitious projects to collect
funds, which are then withdrawn within the EU or transferred abroad. This method could
be used either to collect funds from legitimate sources to fund terrorism or to collect
illicit funds from criminal activities using anonymous products.

% Linked to a bank account, or with a bank partnership.
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Misuse of soa | media (6crowdsourcingo) i's anothe
groups in particular have made use of social media and other online and mobile platforms

to obtain funds, which are channelled afterwards through different means of payment.

This typeof crowdsourcing is not analysed further here.

Threat
Terrorist financing

Terrorist groups may have the intent to use the crowdfunding techniques to collect funds.
Overall, there have been few cases relating to (unregulated) donation platforms where

thes techniques have been used; where they have, it has usually been to raise smaller
amounts. In addition, suspicious activities are somewhat easier to detect and may deter
terrorist groups from using this method, as it is not the most secure option. Hoilvever
perpetrators are more methodical in their planning, this could enable them to set up
collection platforms with scope for more anonymous operations (use of strawmen or
relatives), thus making this method more attractive. Law enforcement agencies have
detected some cases of crowdfunding call s f
martyrs, religious groupsd in an attempt to
The value of the donations are low ($10, 20, 50, with most amounts in US dollues)

difficulty for law enforcement agencies is identifying the end recipient and the use of the
donations (proof of terrorist financing).

Conclusions: Law enforcement agencies have evidence of terrorist groups using
unregulated donation crowdfunding plaforms. However, it is not financially viable
to raise or channel large amounts this way. Also, it may be rather insecure
compared to other types of services, or it requires more planning to hide the illic
intent. In this context, the terrorist financing threat related to crowdfunding is
considered as moderately significant (level 2).

—+

Money laundering

The assessment of the money laundering threat related to crowdfunding shows that there
is little to no evidence or indicators that criminals have uséal déctually launder the
proceeds of crime. There are however situations where a company has been set up to be
used for crowdfunding criminal activities, but this requires some expertise and can be
costly. One case identified concerned a complex Ponzi shmmng scam and fake
projects. This suggests that this scenario may be difficult to access and requires having
access to payment processes. This would mean that the use of criminal intermediaries
could make the sector more attractive for money laundgrurgoses. However, law
enforcement agencies consider that the sector is still used more for scam fundraising and
fraud rather than to launder illicit funds.

Conclusions: criminals may have vague intentions to exploit this method, which |s
not necessarily #tractive and may be costly. In any case, the method requires some
expertise to be profitable. There is little evidence that it has been used, although the
role of intermediaries is not negligible. In this context, the level of the money
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laundering threat related to crowdfunding is considered as moderately significant
(level 2)

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability related to crowdfunding shows
that the sector cannot be assessed in isolation.

a) risk exposure

The level of risk exposure varies depending on depending on whether the crowdfunding
platform is supervised as a provider of financial services or is left unregulated (private
initiatives on the internet). Likewise, the terrorist financing risk dipends on the type

of platform. Unregulated donatidmased crowdfunding platforms present a higher
inherent risk of misuse for terrorist financing purposes as these platforms are outside the
scope of financial institutions and of prudential and-amineylaundering supervisors.

The inherent risk of crowdfunding is higher if crowdfunding platforms allow use of
virtual currencies or (anonymous) electronic money. The inherent risk is also higher if
perpetrators set up donatibased crowdfunding platforms laving the use of
strawmen, relatives or individuals out of the scope of sanction lists.

b) risk awareness

Even when a crowdfunding platform is regulated as a financial service provider, there
may be a lack of knowledge about the sources of funds amuthese. When provided
through unregulated platforms, crowdfunding services are outside the scope of any
AML/CFT monitoring. Competent authorities, including at EU level, are aware that
terrorist financing risks exist, but the risk assessment is stdhiptete in most Member
States. It should, however, be stressed that where these platforms are included in the list
of obliged entities, financial intelligence units will receive suspicious transaction reports.

c) legal framework and checks

As far as theEU AML/CFT framework is concerned, it is not generally applicable to
crowdfunding platforms as such but is applicable to specific types of crowdfunding
services depending on the business model. Hence, there is nawitoss framework
setting AML/CFT obigations for those services.

Crowdfunding platforms have bespoke regulation in some Member States, mainly for
securities and lending, which means that donation platforms are not covered by the
AML/CFT obligations. Some Member States have included crovdifignplatforms in

their legislation transposing the Payment Services Directive Il. However, competent
authorities consider that checks and supervisory actions are weak, particularly as many
platforms are not established physically in the territory whexg tiperate, which hinders

the efficiency of checks. Where credit and financial institutions are involved, the
effectiveness of obliged entitiesd checks
more limited information to monitor transactions apglg red flags.
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Conclusions: the sector is not homogeneous and the interdependency with other
sectors can impact the level of vulnerabilities. Checks in place are not harmonised
because there is no crossutting framework dealing with this issue, althoughthe
new regulation on European crowdfunding business providers will improve this
framework. There are some concerns about the risk awareness of the sector. In th
context, the level of terrorist financing vulnerability related to crowdfunding is
considered as moderately significant (level 2)

S

Money laundering

The assessment of the money laundering vulnerability related to crowdfunding shows
similar vulnerability assessment as for terrorist financing.

a) risk exposure

The level of risk exposure varies @ggling on whether crowdfunding is directly linked

to financial institutions or left to private initiatives on the internet. In both cases, the use
of virtual currencies may increase the inherent money laundering risk. Depending on the
type of platform, sedices may facilitate anonymous transactions. On lending and
securities platforms, it is possible to raise larger amounts, making the inherent risk of
money laundering higher than for donation platforms. Howekiese crowdfunding
platforms would normally & regulated, thus complying with disclosure requirements,
and partner with payment or credit institutions in order to carry out payment transactions.

b) risk awareness

The infiltration of such platforms by criminal organisations should also be consatered
additional vulnerability factor. Some law enforcement agencies and financial intelligence
units tend to regard crowdfunding as a widespread way to launder money. Even when a
financial institution is involved, there is a lack of knowledge about the sspwfcfunds,

the scope of the funding and its purpose. When provided through unregulated entities,
crowdfunding services are outside the scope of any AML/CFT monitoring. Competent
authorities, including at EU level, are aware that money laundering rigtsbex some

of them consider this sector as low risk and are not considering including crowdfunding
platforms as obliged entities. It should, however, be stressed that where these platforms
are included in the list of obliged entities, financial intelige units will receive
suspicious transaction reports.

c) legal framework and checks

As far as the EU AML/CFT framework is concerned, it is not generally applicable to
crowdfunding platforms as such but is applicable to specific types of crowdfunding
sewvices depending on the business model. Hence, there is necatbsg framework
setting AML/CFT obligations for those services.

Specific types of crowdfunding services will in most cases be covered by AML/CFT
obligations, depending on the business mddgj. investmenbased and lendinased

crowdfunding). Some Member States have included crowdfunding platforms in their
legislation transposing Markets in Financial Instruments Directive Il and the Payment
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Services Directive Il. However, at this stag®t mll Member States are considering
including crowdfunding platforms as obliged entities.

Even when crowdfunding platforms are considered obliged entities, competent
authorities consider that checks and supervisory actions are weak, particularly as many
platforms are not established physically in the territory where they operate, which hinders
the efficiency of checks. Where credit and financial institutions are involved, the

intensity of obliged entitiesd ehelyé&ns may b
more limited information to monitor transactions and apply red flags.

Conclusions: the risk exposure is rather limited, although large sums may be
involved in some specific crowdfunding business models. The checks in place are
not harmonised kecause there is no crossutting framework dealing with this issue.
When regulated, these platforms are well aware of their risks and the level of
reporting is good. The checks in place are still sometimes weak, especially when
obliged entities rely on limted information to carry out checks. The new regulation
on European crowdfunding business providers will improve this framework. In this
context, the level of money laundering vulnerability is considered as moderately
significant (level 2).

Mitigating measures

For Member States / competent authorities:

 When applying Article 4 of the 5th AML Directive extendirtige scope of
obliged entities, Member States should consider the need to define unregulated
crowdfunding platforms as obliged entities subject to AML/CFT requirements.
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7. Currency exchange

Product
Conversion of funds

Sector
Currency exchange offices

Description of the risk scenario

Perpetrators are converting their funds into another currency to facilitate the conversion,
transfer or laundering of funds.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to currecicgnge shows that

this modus operandi is exploited by terrorist groups, especially by foreign terrorist
fighters. The EUR/USD conversion is particularly attractive for these groups. Bringing
currency into conflict zones is one of the main ways of finapn¢he movement of
foreign terrorist fighters. From a technical point of view, the conversion of funds does
not require specific planning, knowledge or expertise and is quite easy to access.
Although it does not consist in raising or transferring funds @& necessary step for
moving physically o6cleand currency (most o
consider that currency exchange is as attractive as collecting or transferring funds to
finance their activities.

Conclusions: terrorist groups shav some intent and capability to use currency
exchange to sustain/carry out their operations. This scenario does not require
specific planning or expertise and has already been used. In this context, the level of
terrorist financing threat related to currency exchange is considered as significant
(level 3).

Money laundering

The assessment of the money laundering threat related to currency exchange shows that
there are some cases where currency exchange offices have been infiltrated by criminal
organisationgo run their activities. This is particularly prevalent in offices operating in

airport and tourist areas. High volumes of money can be easily converted, making it easy
for these criminal organi sations tnaongaccess
currency exchange does not require specific planning or expertise for money laundering
purposes. However, the volume of suspicious transactions is currently difficult to assess.

Conclusions: although the volume of cases is difficult to assess bylanforcement

agencies, the indicators show that criminal organisations may use currency
exchange to launder proceeds of crime. This scenario does not require specific
planning or expertise and has already been used. In this context, the level of the
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money laundering threat related to currency exchange is considered as significant
(level 3).

Vulnerability
Terrorist financing

Vulnerability in currency exchange is linked to the transfer of funds. There are two
different ways to perform the transactions:

0 useof cash to exchange and transfer the funds to a specified bank or payment
account;

o use of the internet to perform the currency exchange and transfer the funds to
a bank account or payment account

a) risk exposure

The fact that most of the transactiomy e i n cash increases the
Moreover, potential transactions linked to terrorist financing usually involve small
amounts of cash that are more difficult to detect by currency exchange offices.

b) risk awareness

In some riskscenarios, money value transfer services (MVTS) providers are associated

with currency exchange offices or even operate from the same premises. In such cases,
alert systems and red flags applied by MVTS providers to detect terrorist financing

linked transations are applied to the previous currency exchange transaction. The
negative effect i's that currency exchange
financing checks. The currency exchange office itself is not in a position to trace the
whole transa@bn, detect potentially suspicious transactions and have a complete
business relationship with their customers.

Risk awareness in the sector is high, especially when currency exchange offices are close
to MVTS, but the level of suspicious transaction répgrremains low except in specific
cases such as USD conversion requested fromriggmonrEU countries (e.g. Syria).

c) legal framework and checks

Currency exchange offices are covered by the AML/CFT framework at EU level.
Supervisors consider thatextks relating to the effectiveness of suspicious transaction
reporting are in general poor or very poor, similar to checks related to customer
identification and verification. In that sense, new technological developments may
become an important mitigatinfprce for this sector with the increase of online
payments. Supervisory activities have been mostly limited tsitfinspections, with
some thematic inspections carried out in response to identified concrete risks. When
some jurisdictions apply thredds for occasional transactions, vulnerability is higher,
especially for terrorism financing risks, where low amounts are the norm.
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Conclusions: Controls in the sector are not very effective and rely on associated
sectors such as MVTS providers and bankslhresholds for occasional transactions
can significantly affect the monitoring systems and customer due diligenge
requirements, increasing terrorist financing vulnerability. In this context, the level
of terrorist financing vulnerability related to currency exchange is considered as
significant (level 3).

Money laundering

The assessment of the money laundering vulnerability related to currency exchange made
the following findings:

a) risk exposure

The fact that most transactions are in cash affects \abiigy; that effect is more
pronounced when the customer uses large denomination notes, which are not well
monitored. Other factors that increase the sectoral risk are the use of these services by
politically exposed persons or the currency exchangeesffleeing located in border
zones. The main risk factor is the infiltration of currency exchange offices or agencies by
criminal organisations. Inherent risk increases if firms have inadequate tools to detect
potentially bad currency exchange agents.

b) risk awareness

In some risk scenarios, MVTS providers are associated with currency exchange offices,

or even operate out of the same premises. In such cases, alert systems and red flags
applied by MVTS providers to detect money laundetinged transactios are applied

to the previous currency exchange transaction. The negative effect is that currency
exchange offices rely on MVTS prenwneger sdé m
laundering purposes, the level of reporting is uneven from one Membetd&aatether,

and does not necessarily consist in suspicious transaction reports (mostly currency
transaction reports).

Supervisorsod assessments of the inherent ri
ranging from very significant to less signifi¢amhe core current risks identified include:

the anonymity of transactions, proximity to border regions and itinerant communities
(migrants, crosborder workers, asylum seekers, tourism), and the prevalence of cash
transactions. Different competent auities have identified these as the source of

greatest concern.

c) legal framework and checks

Currency exchange offices are covered by the AML/CFT framework at EU level.
Supervisors do not consider the currency exchange sector asiskigim general;
according to this assessment, resources to supervise this sector are lower than other
sectors. Additionally, many competent authorities cited as ongoing risk factors poor
internal checks, a lack of awareness of the relevant regulatory context and poangeport
practices on suspicious activity, despite checks being implemented.
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Another factor that hinders proper checks in currency exchange offices is the threshold

that can be set out in different countries to apply customer due diligence obligations only

for occasional transactions; in any case, most Member States apply thresholds lower than
als5, 000.

Conclusion: awareness in the sector is rather uneven, and checks in place are not
efficient given the low level of reporting. Competent authorities do not consat that
the rules and supervision work effectively. In this context, the level of money
laundering vulnerability related to currency exchange is considered as significant
(level 3).

Mitigating measures

For Member States / competent authorities

1 Competent athorities should conduct a number of-@ite thematic inspections
focusing on risks posed by agents. The scope of these thematic inspections should
include checking that MVTS firms have a comprehensive agent oversight
function including efficient monitong systems, osite reviews and training.

1 Member States should eliminate thresholds for applying customer due diligence
to occasional transactions in currency exchange sector in order to improve
monitoring of suspicious transactions.
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8. E-money sector

Product
E-money

Sector
Credit and financial institutions

General description of the sector and related product/activity concerned

"El ectronic money?o i s MofhhieyedDiuradeli v hd 60
2009/110/EC) as electronically, including magradtic stored monetary value as
represented by a claim on the issuer which is issued on receipt of funds for the purpose of
making payment transactions and which is accepted by a natural or legal person other

than the electronic money issuer.

A key charaaristic of emoney is its prgaid nature. This means that an account, card

or a device needs to be credited with a monetary value in order for that value to constitute

e money. Emoney can for example be stored on cards, on mobile devices, and in online
accounts. Depending onthe wayyeoney i s st or ed, It can be ¢
basedo6 drasésdaér v@ney products regeire identification of the owner;

others allow owners to remain anonymous.

E-money typology

A first classification ofe-money products depends on the technology used to store the
monetary value: products can be hardwaased or softwarbased.

For hardwarebased products, the purchasing power resides in a physical device, such as
a chip card, with hardwaileased secuy features. Monetary values are typically
transferred by means of device readers that do not neetihneatetwork connectivity to

a remote server.

Softwarebased products have specialised software that functions on common devices
such as computers oalllets. To enable the transfer of monetary values, the device
typically needs to establish an online connection with a remote server that controls the
use of the purchasing power. Schemes mixing both hardware and sdjagakfeatures

also exist.

Other mtential distinctions betweenraoney products can include the manner in which e
money is created or issued. The key distinction relates to whetheney can be pre
paid by the user (payer) or by a third party on behalf of or in favour of the paydrye.g.
a company in the case of busings$usiness cards or by a merchant in multi merchant
loyalty schemes).

E-money products can be reloaded (to add more value after the initial issubngoofkes
by the issuer) or not.
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How emoney products are classidiélepends on whether the product is multifunctional

or is linked to a platform. Both types can be used online, but the latter only allows
purchases in a single platform and does not allow-feepeer transfers. In both cases, a
bank account is needed ftoading the anoney products. Another category includes
prepaid cards or vouchers with customer due diligence exemptions: these products can be
used online or offline and can be purchased by cash.

Not all monetary value that is stored electronically stida¢ considered asmoney in

the context of the EMD2. Limited network products such as gift cards and public
transport cards that can only be used with a certain retailer or a chain of defined retailers
are outside the scope of EMD2. Also, virtual currescsuch as Bitcoin are not
considered as-money as they are not issued on receipt of funds.

Description of the sector

Systematic examination of the market in terms of volume and value-nobney
transactions is more complex. Although the Europeanr@leBank (ECB) serves as a
central source of statistical data on the value and volumenainey transactions, there

are numerous data gaps. According to the ECB, this is mainly because only euro area
Member States are required to report statistical inddion, with remaining Member
States doing this voluntarily.

Although existing ECB statistics do not provide a full picture of the size of-therey
market, they provide some indications concerning the orders of magnitude related to the
market size, as @l as changes over time.

According to the ECB data on thenmeoney market, in 2014,-money payment
transactions for the 22 Member States that
corresponding to -enoney payment transactions withmoney issued by EU reent
payment service providers. This 073 billion
Amazon) and 13 billion in Italy. The number of transactions was 2.09 billion (including

1.5 billion in Luxembourg and some 300 million in Italy). These data@reamplete as

they do not include several nearo area markets and therefore underestimate the actual
size of the EU market. The aver ag-monéyr ansact
payments represented 3% of the total number of electronic payraesactions in the

euro area (EtL8). In the fiveyear period from 2012014, the number of-money

transactions in the EU increased 2 times, and their value 2.5 times.

On the basis of the ECB statistics, the prepaid instrument market in 2014 would have
represented 019.3 billion, out of which 13
cards which are essentially distributed by a public b&dgte Italiangand 3.2 billion to

the UK market, which is the second largest in size in the EU. The ECHBlistatio not

cover limited network markets, including the gift card market. However, these cards are
outside the scope of the AML/CTF legislation, at EU or national level, as their use is
restricted to limited networks of retailers, or petrol stations f{iet cards), and hence

such cards present low AML/CTF risks.

Relevant actors
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Electronic money can be issued by credit institutions, electronic money institutions and
post office giro institutions are entitled under national law to issue electronic nieney.
money can also be issued by the European Central Bank and national central banks when
not acting in their capacity as monetary authority or other public authorities. Member
States or their regional or local authorities when acting in their public capacitalso

issue electronic money.

The majority of emoney issuers are based in the UK and Belgium, as well as in CZ, DK,
LV and NL.

As regards the different business models, three types of actors are recognised in EMD2:

T the 1issuer: e ‘moniyt to/the wustoneeh (whietheg & dorsuimereor a
business) in exchange for a payment. It is also the entity that requires
authorisation to issue electronic money and is regulated by EMD2;

1 the distributor: entity other than the issuer that can distributedeem enoney
on behalf of the issuer (i.e. it-eells the enoney issued by the issuer, such as a
retail outlet selling prepaid cards);

1 the agent: entity that acts on behalf of th@@ney issuer, enabling issuer to carry
out payment services activitigexcept for issuing-enoney) in another Member
State without establishing a branch there.

In practice, this distinction appears to be used by the consuftexhey issuers primarily
in the context of crosborder provision of @noney services, with seledtéssuers using
6di stribution partnersd in*order to operate

Description of the risk scenario

Perpetrators use characteristics and featur
using truly anonymous products (i.e. without amysct omer 1 denti fi cati on’
by abusing noranonymous products (i.e. circumvention of verification measures using

fake or stolen identities, or using strawmen or nominees etc.). Nevertheless, the latter

option is costly and it is an easier optifor perpetrators to deal with intermediaries in

the delivery channel.

Perpetrators can load multiple cards under the anonymous prepaid card model. This
multiple reloading could lead to substantial values, which can then be carried out abroad
with limited traceability. Only when money stored in cards is used-horeey issuers

have the chance to trace or monitor transactions

%9 Opinion of the European Banking Authority on the nature of passport notifications regarding agents and
distributors under Directive (EU) 2015/2366 (PSD2), Directive 2009/110/EC (EMD2) and Directive (EU)
2015/849 (AMLD)https://eba.europa.eu/documents/10180/2622242/EBA+Opinion+.pdf
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Threat
Terrorist financing

E-money products present some advantages over cash when it comes to making online
payments, and the @sof these products does not require great expertise. Taking into
account the low amounts of money needed for terrorist attacks, it can sometimes be
easier to pay for some products or services (hotels, car rentals) usioigeg products

than by cash, evel perpetrators have to pass customer due diligence measures because
payments are above the thresholds. On the other hamdney products are more
traceable than cash.

When perpetrators send money to conflict zoresaey products can be safer to carry
out, but using them as a means of payment in those countries can be more complicated
than using cash.

Law enforcement agencies have gathered evidence {imaney loaded onto prepaid
cards has been used to finance terrorist activities, in particulatpdeneorists commit
attacks (e.g. hotel or car rentals). However, the threat from using prepaid cards or e
money products for this purpose is independent of the need to get through customer due
diligence measures to gain access-toaney products.

In summary, emoney products have some advantages for terrorist financers in
comparison with cash. While such products allow for more discrete payments than cash,
they bring with them disadvantages when usingomey products in conflict zones or
avoiding tracehility of the payments. The level of threat is independent of the thresholds
for applying customer due diligence if perpetrators are not included in sanction lists.

Conclusions: emoney, specifically in prepaid cards, is attractive for terrorist
groups because it is a simple way to finance their activities. Given the low amounts
of money used, it is a discrete way to make payments. However, cash is still a
preferred way to send money to conflict zones or to avoid traceability. Law
enforcement agencies havevidence that this modus operandi has been used, but
the threat is independent of the thresholds for apply customer due diligence. In this
context, the level of terrorist financing threat related to e money is considered as
significant (level 3).

Money laundering

The assessment of the money laundering threat is linked to sombasash products

that can be used by criminal organisations, includingEdrones, through distributors

of these products.-Eoney products have some advantages over cash wbemés to
moving that money outside the EU or to different Member States. Nevertheless, cash
remains a preferred option for these groups.

Financial intelligence units have detected multiples cases of misusenohey (tax
fraud, drug trafficking, prostitidn) through the purchase of multiple prepaid cards. Law
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enforcement agencies have found cases where the proceeds of drug trafficking were
laundered by prepaid cards. Prepaid cards may enable large amounts to be moved about
easily. However, since the uséfoontmen is costly when circumventing customer due
diligence thresholds and laundering large amounts of money, it easier to use agents
involved in the delivery channel ofraoney products.

Conclusions: Unlike in the case of terrorist financing, e moneys attractive for
criminal organisations due to the large amounts of money used, especially when
loaded onto prepaid cards or vouchers with customer due diligence exemptions,
which can be used online or offline and can be purchased by cash. However due to

the lower thresholds, some connection is needed withreoney i ssuernnsdé age
distributors in their delivery channels. Nevertheless, criminal organisations prefer
to use cash than anoney products. In light of this, the level of the money
laundering threat related to emoney is considered as significant (level 3).

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability related-nmrey made the
following findings:

a) risk exposure

The emoney sector is not homogenspuue the wide range of products in which the
level of terrorist financing and money laundering risks are completely different. Some e
money products that are not linked to a current account -feesgd productd offer
anonymity features similar to cabbBcause they are exempt from customer due diligence
measures. The terrorist financing inherent risk can be significant in these specific e
money products due the low amounts used in terrorist attacks and because they offer a
discrete way to make low paynterin comparison with cash. Nevertheless, perpetrators
still consider the use of cash as a preferred option due to the complete anonymity.

The terrorist financing inherent risk for noashbased emoney products can be
considered similar to that father banking products or credit cards. Despite the origins

of funds being known and traceability of payments being complete, perpetrators can use
these products as a means of payment even if they have to pass customer due diligence
measures. This is becm most of the time perpetrators are not under the scope of
sanctions regime.

In respect of TF,enoney products offer a more secure way of moving money to conflict
zones for terrorist financing, but the use of such products as a means of payment in these
areas can be more difficult.

Inherent risk depends mainly on the structure of the product, but ewene&y products
noncashbased can present a significant risk if the funds are legitimate, perpetrators are

40 E-money products loaded by cash not by a bank account or a credit card.
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not on the sanction lists and the amounts oh@yoneeded are low. It is remarkable that
financial sanctions target individuals or groups that are already known to pose a threat,
whereas risk often emanates from individuals who are not caught by the sanctions
regime. In that sense, the terrorist finiagcinherent risk is independent of the thresholds

or the customer due diligence measures applied.

b) risk awareness

Sector awareness can be considered high, especially after some terrorist attacks where e
money products were used. However, there altessthe concerns among supervisors as

to whether emoney firms who sell products with an exemption from customer due
diligence are able to perform efficient monitoring and reporting of suspicious
transactions. On the other hand, the results of themafiedtiens to the sector has

shown a good level of checks and risk assessment in the firms inspected. Most
supervisors classify the sectorodés overall r

There is an increasing number of initiatives aimed atgingawith competent authorities
and law enforcement agencies; these can contribute to raising the risk awareness in the
sector and to improving efficiency.

c) legal framework and checks

E-money is covered by AML/CFT requirements at EU level. Under théAMhD, e-
money products will benefit from an exemption regime which means that customer due
diligence need not be applied when specific conditions are fulfilled. In addition,
thresholds are lower than in the 4th AMLD that mitigate the anonymity of certain
products. On the other hand, AML Directives requiren@ney issuers to carry out
sufficient monitoring of the transactions to apply customer due diligence exemptions.

Having effective checks in place in relation to terrorist financing can require a lot of
AML/CFT staff, which can affect the business model of smatiomey firms and reduce

the efficiency of their monitoring systems, even when they have proper software tools to
monitor transactions. In that sense, when it comes to terrorist financing ks, t
efficiency of checks is independent of the customer due diligence measures applied and
depends more on the quality of the databases checked to detect transactions and
customer s l inked with terrorist financing.
autlorities and law enforcement agencies is crucial to improve efficiency and mitigate

such risks.

Conclusions: The lower thresholds set out in the 5th AMLD will reduce the
anonymity of the riskiest products and therefore the vulnerability of the sector
Risk awareness has improved, as has been confirmed by some supervisors, but there
are still some concerns about the efficiency of their systems to monitor and repdrt
suspicious transactions linked with terrorist financing activities. In this context, the
levd of terrorist financing vulnerability related to e money is considered as
significant (level 3).

Money laundering
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The assessment of the money laundering vulnerability relateadnoney shows made
the following findings:

a) risk exposure

Among the wi@& range of enoney products, the products most exposed to money
laundering risks are the ones that can be purchased for cash. The use of these products
individually for money laundering purposes is costly because of the lower thresholds and

the cost of hing frontmen to circumvent the thresholds for applying customer due
diligence. However, when some intermediaries act in the delivery channel of the e

money product (distributors, agents), this can be the weakest part of the AML prevention
systemiffrmsae unable to perform efficient monit

Perpetrators or facilitators can have an external agreement with these agents or
distributors to purchase large amounts of prepaid cards and move those funds across
Member States anon-EU countries, or even to sell such amounts of prepaid cards at a
discount to third parties. If-money firms do not have robust checks over their

di stributords network and detect potenti al
to avoid apfying customer due diligence measures properly and to introduce fake
documents into the system, in a similar way as occurs with rogue agents of money
remittance firms. As a consequence, the risk inherent in distribution models is
determined primarily by # extent to which Zmoney is distributed by persons other

than the  money issuer.

The money laundering inherent risk is considerably lower for the remainmgney
products linked to a bank account or a payment account.

b) risk awareness

The sector wrsts in the use of technology for its checks overomey products and asses
the money laundering risk posed by its products, everpgick cards or casbased

vouchers, as 06l ess significanto6-moneyhasnoder at
acces to the product at every moment and has resources to deactivate cards in case of
suspicious transactions. Most supervisors h

as OoOmoderately significanto or O0si i f i cant
sector and supervisors stems mainly from divergent views of the extent to which e
money issuersé6 AML/CFT checks are effective
State where many licences have been issued, the supervisory authority has recently
conduced a thematic inspection in the sector and has found a good level of checks and

risk assessment in the firms inspected.

c) legal framework and checks

E-money is covered by AML/CFT requirementsEddl level. Under the 5th AMLD,-e
money products benefit from an exemption regime which means that customer due
diligence requirements need not be applied when specific conditions are fulfilled. In
addition, thresholds are lower than in the 4th AMLD thatigate the anonymity of
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certain products. On the other hand, AML Directives requiteaey issuers to carry out
sufficient monitoring of the transactions to apply customer due diligence exemptions.

Supervisors identified weaknesses in particular in tiec@feness of monitoring, the

identification of suspicious transactions, and internal checks and oversight. However, the

sector relies heavily on transaction monitoring as a risk mitigation tool, which includes
effective di stri butowevérsit isn wdrtiv motihg thatvimges i g ht .
di stributords network oversiaght may require
and that increase vulnerability in smallr®ney firms.

Conclusions: emoney cashbased products are more vulnerable than other hak
accountbased emoney products because of the higher level of anonymity. The level
of money laundering awareness in the sector is high, but there are still some doulbts
among supervisors about monitoring systems, specifically in connection with large
dist ri butor déds net w-dasddemoaey groducts.tirhthisccansekt, the
level of money laundering vulnerability related to emoney is considered as

moderately significant/significant (level 2/3).

Mitigating measures

For Member States / competentlaarities:

A transposition of the 5th AMLD provisions related tmeney;
A thematic orsite inspections focusing on the risk posed by distributors.
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9. Transfers of funds

Product
Transfers of funds

Sector
Credit and financial institutiond money valueransfer services

General description of the sector and related product/activity concerned

Money value transfer or money remittanceis defined under the second Payment
Services Directive (PSD2) as a payment service where funds are received from a payer,
without any payment accounts being created in the name of the payer or the payee, for
the sole purpose of transferring a corresponding amount to a payee or to another payment
service provider acting on behalf of the payee, and/or where such funds aredeneiv
behalf of and made available to the payee.

A key example of money remittance is the remittances service offered by large agency

net work providers (money valwue transfer sy
cash to a paymentnt®aenake it availabfe rtootheipayeertiiraigha g e
another agent.

Statistics

Money remittance is a payment service that can be provided by payment service
providers including credit institutions,-reoney institutions, and authorised payment
institutions.. Momy remittance is the payment service for which authorised payment
institutions are most commonly authorised for.

According to general ECB statistics, in 2017 the total amount of remittances sent from

EU Member States amount gude dbes notlirldde thd WK, | i on,
Luxembourg, Poland, Slovakia, Denmark, Cyprus and Finland. This figure only shows a
slight increase compared to 2016 (0240 bil!l

The market landscape shows that different types of MVTS providers are operating. This
is reflected in the Payment Services Direct
6aut horised MVTSO.

Description of the risk scenario

Terrorist financing

Perpetators use money and value transfer services provided by financial institutions to
place and/or transfer funds that are in cash or in anonymousey (noraccourtbased
transactions). They use MVTS services to transfer rapidly amounts across jurisdictions
usually favouring a series of low value transactions to avoid raising red flags.
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Money laundering

Perpetrators may use MVTS services to carry out a number of illicit operations.
These are listed below.

- Transfer of funds from legitimate and illegitimateistomers. Rogue agents
usually perform transactions using fake IDs and fake invoices.

- Proceeds of crime are laundered through settlement systems irEAJnmyuntry
(using passporting). MVTS providers channel funds through highly complex
payment chains ith a high number of intermediaries and jurisdictions involved
in the funds circuit, hindering the traceability of illicit funds. MVTS providers
operating along the payment chain often establish formal and/or informal
settlement systems (frequently alongithw tradebased money laundering
techniques), also hampering traceability of illicit funds.

- Large sums of cash are broken down into smaller amounts that are below the
thresholds for which stricter customer identification is required.

- Proceeds of crime apgaced in the financial system through a regulated MVTS
offering payment accounts or similar products. Perpetrators may also use such
regulated MVTS providers to channel their funds.

- Funds are placed and/or transferred through money remittance serviétssoR
money laundering / terrorist financing activity may be particularly high when
funds to be transferred are received in cash or in anonymoosiey

Threat
Terrorist financing

The assessment of the terrorist financing threat related to moneytraalgers services
shows that terrorist groups recurrently use this method. Law enforcement agencies and
financial intelligence units have gathered strong evidence that these services are used to
collect and transfer funds used to support the financingraodrist activities within the

EU and in particular to transfer funds by/for foreign terrorist fighters travelling to/from
conflict zones.

MVTS providers are, depending on their organisation, easy to access and terrorists do not
require specific experes or techniques to abuse this service for finance terrorist
activities. Terrorists might be more attracted to large MVTS providers due to their global
network of agents, while smaller MVTS providers might not be so attractive since they
usually operate ina limited number of countries. The specific features of MVTS
providers (see vulnerabilities part) mean that they are perceived as attractive and secure.

Conclusions: MVTS providers are frequently used to finance terrorist activities ang
do not require speific knowledge or planning. In light of this, the level of the
terrorist financing threat related to MVTS is considered as very significant (level 4)
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Money laundering

Organised crime groups recurrently use this method. Law enforcement agencies and
financial intelligence units have gathered strong evidence that these services are used to
collect and transfer funds used to support money laundering activities. MVTS providers
are, depending on their organisation, easy to access and do not require spasifiseex

or techniques to launder proceeds of crime. The specific features of MVTS providers
mean that they are perceived as attractive and secure. Usually perpetrators get in touch
with agents to launder the money of an organised crime group in exchange fo
percentage of the amount of money laundered. Agents linked with these perpetrators
usually perform fake transactions with fake customer IDs if they are aware of weak
customer due diligence checks by the MVTS firm. Otherwise, they can use real customer
forms to add new transactions.

Based on the principle of neexclusivity, agents can work for different companies at the
same time. This means that when they are connected with perpetrators, agents can easily
split transactions between firms in order torider large amounts; such activities are
difficult to detect for individual firms and competent authorities.

—~+

Conclusions: MVTS providers are frequently used to launder money and do na
require specific knowledge or planning. In light of this, the level ofmoney
laundering threat related to MVTS is considered as very significant (level 4).

Vulnerability
Terrorist financing
a) risk exposure

Reliance on cashased transactions and the recurring use of these services 4nskigh
areas lead to a high risk exposure. When money is used for terrorist attacks in the EU, a
higher inherent risk results from the sending of low amounts and from palyerare not
included on sanctions lists.

The sector is vulnerable to crddsorder abuse for terrorist financing purposes.
Investigations carried out by law enforcement agencies following recent terrorist attacks,
for example in Paris and the UK, have d¢onkd that terrorists used money remittance to
raise and move funds. In contrast to money launderers, individuals looking to finance
terrorism may not seek to hide their identity and may use legitimate funding sources,
often in small amounts. Additionallghe terrorist financing risk often emanates from
individuals who are not covered by the sanctions regime.

The significant risk of money laundering and terrorist financing in the MVTS sector has

|l ed banks -rtios ka chagmt pdodd ci e ancetservices il Gertaimo ney r
higher risk regions. This trend raises concerns, &vislkeing may ultimately lead to

money remittance services being driven underground (i.e. informal service providers

such as hawala services). Financial inclusion concerns at#® as money remittance

services play an important role for customers who have limited or no access to other
regulated financial services.
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b) risk awareness

According to the competent authorities, risk awareness in the sector is high (due to the
recentterrorist attacks), but the measures firms put in place to identify their customers
and verify their identities may carry less weight in the coudteteprist financing context

than effective ongoing monitoring of transactions. Law enforcement agendies thait

the bigger players are more often misused by terrorists than the smaller ones due to their
bigger agent networks in different countries.

The fight against terrorist financing continues to be hampered when firms do not have
access to relevant infmation, often held by law enforcement agencies, that would help

them identify terrorist financing risks before they materialise. Likewise, law enforcement
agencies6 efforts to disrupt terrorist act.i
are unabled obtain information about finance flows that only firms can provide.

The majority of supervisors consider the overall risk profile of the sector as significant or
very significant, and more than 50% of the firms in the sector are rated as a very
significant risk.

c) legal framework and checks

Registered and authorised MVTS providers are subject to AML/CFT requirements at EU
level. The effectiveness of checks in place is rated by supervisors mainly as poor. Firms
in the sector, especially large firms, relg their customer checks and alert systems to
mitigate risks.

The efficiency of current systems to detect suspicious transactions linked to terrorist
financing is not high, despite their being intensive in human resources. As with inherent
risk, terroristfinancing risk often emanates from individuals who are not covered by the
sanctions regime. As a result, closer cooperation is needed between firms and law
enforcement agencies so that they become more efficient at detecting customers linked to
terrorist ativities.

Conclusions: MVTS vulnerability to terrorist financing is high. This is because the
features of transactions linked to terrorist financing are not easily detectable
despite human and technical resources put in place by firms. The effectivenass
checks depends on the sources of information used to check transactions and
customers. Firms and law enforcement agencies need to improve exchange| of
information to enhance detection of suspicious transactions linked to terrorist
financing. In light of this, the level of terrorist financing vulnerability related to
MVTS is considered significant/very significant (level 3/4).

Money laundering

Money laundering vulnerability related to money value transfers services cannot be
assessed without considerifat most MVTS providers rely on agents. Therefore agents
constitute the main factor for risk exposure for MVTS providers.
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a) risk exposure

MVTS services are, in a number of cases, d@sted and allow for speedy transactions.
Due to their specific featas and in particular their reliance on agents, MVTS services
can be provided in highsk norEU countries and may be used by hrggk customers
meant to be subject to specific monitoring and checks. Therefore, the most prevalent
risks in the MVTS sectaare the casimtensive nature of the service, the high speed and
volume of transfers, (although individual transactions are usually low), and transfers to
high-risk jurisdictions.

Performing consistent customer due diligence can be problematic duenatubhe of the

customers, who usually make isolated transactions, and due to the risk that frontmen will

be used to perform transactions (despite this being a more expensive method to launder
money). However, inherent risk is higher when money remittamees fnas not robust
monitoring systems to check retail agent so
agent 6s networ ks.

The significant risk of money laundering and terrorist financing in the MVTS sector has

|l ed banks mai-mil yk olioggs Gawdpdspnioney ikraittance services in
certain higher risk regions. This trend raises concerns,Zasstég may ultimately lead

to money remittance services being driven underground (i.e. to informal service
providers such as hawala services). Rowal inclusion concerns also arise, as money
remittance services play an important role for customers who have limited or no access to
other regulated financial services.

b) risk awareness

Risk awareness can be considered high in the sector. Checks geearal effective
when focused on customer risk; however, when it comes to the money laundering risk
from rogue agents, checks are not so effective across the EU. In addition, in some
countries thresholds are in place for customer due diligence obtigdktiat make it more
difficult to conduct proper oversight of agents. In that sense, it is also noteworthy that the
sector is very competitive and there are low profit margins, therefore sometimes there is a
tradeoff between profitability and compliancégents linked with money laundering
activities are usually the most profitable ones. Hence, if firms are not able to detect a
clear connection with such activities, they prefer to keep the agent in their networks but
under surveillance (usually setting qtitative limits for their transactions), rather than
report the agent to the financial intelligence unit and thus break the commercial
relationship.

Supervisory awareness of such risks is high. In their risk assessments, some supervisors

have cited the fowing risks associated with agent networks: inadequate agent
governance, training and monitoring. I n con
awareness as poor or very poor.

Reporting of suspicious transactions to financial intelligence unitstialways effective
if firms report large amounts of isolated customer transactions instead of reporting agents
or groups of agents performing those transactions.
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c) legal framework and checks

Registered and authorised MVTS providers are subject to AML/CFT requirements at EU
level. Because of the reliance on agents, supervision of the sector is very challenging.
Firms rely on new technologies and software to conduct robust customer due diligence
and agent oversight, but because of the specific features of their customers, such
measures are not always efficient. MVTS providers need training to perform proper
customer due diligence but such training is not efficient when it comes to addressing the
risk posed by rogue agents.

Currently, crossborder cooperation is not working properly and supervisors are not able

to put in place appropriate checks and an appropriate sanctions regime. That being the

case, one of the aims of the 4th and 5th AMLDs isrilbance cooperation between AML
supervisors. In this |ight, setting up O0AML
operate in different jurisdictions can improve supervision across EU.

Conclusions: Inherent risk is high, but risk awareness in firng is growing.
Supervisors and firms are addressing the money laundering risk, focusing the
actions on areas of higher vulnerability such as oversight of agents. However, |to
reduce vulnerability some improvements are still needed, such as enhanced
supervisory cooperation, and more effective customer due diligence and oversight|of
agents. In this context, the level of money laundering vulnerability related to MVTS
is considered as significant (level 3).

=

Mitigating measures

For Member States / competentlaurities:

A Member States should eliminate thresholds to occasional transactions,
applying customer due diligence to all transactions, so that MVTS firms can
efficiently monitor and detect suspicious transactions and suspicious agents
linked to money launders.

A Set up and promote a system in which suspicious agents reported by MVTS
firms are recorded in a database to which all firms in the sector have access.
This would limit or eliminate the activity of suspicious agents.

A Competent authorities shouldonduct a number of esite thematic
inspections focusing on risks posed in agents. The scope of these thematic
inspections should include checking that MVTS firms have a comprehensive
agent oversight function including efficient monitoring systems;sitn
reviews and training.

For the European supervisory authorities:

A Encourage competent authorities to dedicate appropriate resources,
proportionate to the level of risks, to MVTS inspections, focusing on
oversight of agents.
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For the Commission:

Promote coperation between law enforcement agencies and financial institutions in
order to improve effectiveness of terrorist financing alert systems at supranational level.
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10. lllegal transfers of fundsd Hawala

Product
lllegal/informal transfer of funds through hawala

General description

Hawala is a system of money transmission which arranges the transfer and receipt of
funds or equivalent value. It is often reliant on ties within specific geographical regions
or ethnic communities. Tke movements of value may be settled through trade or cash
businesses engaged in remittance activities. They often operate in areas of expatriate
communities.Hawaladars (those that operate hawala) often run parallel businesses,
particularly currency exclmge, travel agencies or telephone shops, or even work as
agents of official money transfer providers. The term hawala is often used to describe a
number of different informal value transfer systems which have similar properties and
operate in similar wayslthough they are not strictly hawala. Such fund transfers are
considered as unregulated payment services under EU law, meaning that they are illegal
within the EU. Informal systems of value transfer, likawala can be used for
legitimate purposes, likeoney remittances, but also for criminal ones.

I n 2013, the Financi al Action Task Force (F
and other similar service providersé or OHO
subset of informal value transfeersices; forms other than hawala include hundi,

Chinese underground banking and black market peso exchange. Informal value transfer
systems are concerned with the movement of value without the need for money to be
physically or electronically moved.

Membes of diaspora and migrant communities use HOSSPs extensively to send
legitimate remittances to their country of origin. At the same time, the implementation of

stricter antimoney laundering regulations in mainstream financial institutions has also

made ifiormal value transfer systems, and HOSSPs increasingly attractive to organised
crime groups, who frequently use them to transfer illegitimate remittances, i.e. transfer
large amounts of criminal proceeds or to launder such criminal proceeds, providing
layering and remittance services within and outside the EU.

Hawala payments are informal funds transfers that are made without the involvement of
authorised financial institutions. In principle, the money does not physically move from
the payer to the payetstead, as is also often the case in money remittances, this is
done by offsetting balances between the hawaladar of the payer and the hawaladar of the
payee. To illustrate this method, a hawaladar from country A (HA) receives funds in one
currency from e payer and, in return, gives the payer a code for authentication
purposes. He then instructs his country B correspondent (HB) to deliver an equivalent
amount in the local currency to a designated beneficiary, who needs to disclose the code
to receive thdunds. After the remittance, HA has a liability to HB, and the settlement of
their positions is made by various means, either financial or goods and services.

Normally, all operators providing payment services as defined in Annex I, point 6 of the
second Payment Services Directive (PSD2) should be appropriately registered and
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regulated. Such providers should seek the status of authorised payment institutions.
Recent and significant law enforcement efforts have proved beyond doubt that the
unregulated andlandestine nature of HOSSP informal remittance systems has made
them the preferred choice of criminals in money laundering.

Although hawaladars must be registered and properly licensed under the Payment
Services Directive, these payment service providétsnochoose to carry out such
transfers irregularly, outside of the conventional banking system and without proper
licensing. This means that they circumvent their-amdney laundering obligations and
avoid mandatory supervision under the -amtiney laundring regulations. Often
authorities lack the means to detect these networks and properly enforce the application
of PSD2 and AML obligations to these providers.

Description of the risk scenario

Contrary to all other remittance systems, hawala is based r@twork of key players
(hawaladars) tied by trust due to specific geographical regions, families, tribes, ethnic
communities, nationalities, commercial activity, etc. Hawaladars settle transactions
between themselves over a long period of time by n#ésent using banking channels,
trade or cash. This means that contrary to all other remittance systems, funds are not
transferred for each and every transaction. Instead, each day they use a local cash pool
with money that was already in the system tg g beneficiary. After a set period
(usually after 23 months) only the net amount is settled. Hawaladars aggregate months
of funds received through individual remitters and then perform the settlement. It needs
to be stressed that legitimate and licehgalue transfer services also usually operate in
this way.

The hawala network also uses some unique techniques:

T bilateral settlement: O6éreverse hawal ad bet
T multilateral settl ement : Otri ankptweéear 0, 0q
several hawaladars in the same network;
1 value settlement through trade transactions, usually applying-tiess®l money
laundering techniques (shipment of the equivalent value through trade transactions
such as merchandise, paying a debt, or irvecsame value that they owe. Over
invoicing or undetinvoicing. Double invoicing. Black market peso exchange, etc.);
1 cash settlement via crebsrder cash couriers, banking and money service business
channels.

Specific hawala networks are created to sexclusively criminal needs; these place and
layer criminal money and pay the equivalent value on demand elsewhere in the world.
Such networks are known to use the techniques described above. In addition, to protect
themselves, hawala networks use th&feing techniques:

1 quick cash pickups;
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1 authentication via a token (a regular feature of criminal cash handovers is the use of
the unique serial number on a banknote to act as a means of identification and a
rudimentary receipt for the handover);

1 placemenvia cuckoo smurfing (a form of money laundering linked to alternative
remittance systems in which criminal funds are transferred through the accounts
of unwitting persons who are expecting genuine funds or payments from
overseas).

All these techniques anenique to the hawala system and are all known red flag
indicators of hawala activities for EU law enforcement agencies.

Such criminal hawala networks also follow a particular structure composed of:

1 controllers or money brokers these make the deal witliganised crime groups
for the collection of dirty cash and for delivery of its value to a chosen
destination;

1 coordinator® these are intermediaries working for the controller and managing
different collectors;

1 collectorsd these collect dirty cash frootiminals and dispose of it;

{ transmittersd these receive and dispatch the money obtained by the collector
(usually a money service business operator)

Threat
The scale ohawalain the EU is unknown.

Hawalais known to be associated with certain bussiessof certain ethnic communities
(India, Afghanistan, Pakistan, Iran, United Arab Emirates, Somalia and China) that are
common in the EU. Examples of the kinds of business involved are travel agencies, pawn
shops, mobile phone and SIM cards sales;ufp@f mobile cards, grocery stores,
import/export business, as well as various neighbourtymel businesses such as nail
salons, hairdressers, beauty salons, flower shops.

Europol is also aware of several ongoing mmoidiilion euro money laundering
investigdions focusing on crimindiawala

There are no direct money/value flows between sender and receiver that law enforcement
agencies can track or trace. This makes tracing the money/value flow in a hawala
network virtually impossible even if ledgers are edi@ they are usually encrypted, and
more and more often located on cloud servers located ircomperative jurisdictions.

This opacity makes it attractive for perpetrators.

LEAs have detected some overlap between official and informal value transtemsy
notably through ficuckoohawatadarsare ablg to.laun@em t he
large sums of cash for different proceeds of crime (drug trafficking, tax evasion, terrorist
financing, etc.). A collector/hawaladar receives commission ranging 26 to 10%.
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Vulnerability

Such illegal fund transfers are considered as unregulated payment services under EU law,
meaning that they are illegal within the EU. There is no specific vulnerability assessment
for illegal services in the context of the saipational risk assessment report.

Mitigating measures

For Member States / competent authorities:

A Set up joint money laundering intelligence task forces. Ensure cooperation
between the financial sector and government institutions on the exchange of
intelligence to prevent money laundering (which may also extend to hawala
services).

A Carry out supervisory actions to verify that obliged entities, especially money
remitters, have in place checks to detect hawaladars using registered agents as
window dresing to attract customers in order to offer them hawala.
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11. Payment services

Product
Payment services

Sector
Credit and financial sector

General description of the sector and related product/activity concerned
Payment services products

Payment servies are regulated by the revised Payment Services Directive (2015/2366)
(6PSD206) . They are Ilisted in Annex | of P
including:

- services enabling cash to be placed on or withdrawn from a payment account
(cash depositare addressed in a separate section of this report);

- money remittance (also covered in another section of this report);

- execution of payment transactions such as credit transfers or direct debits;
- execution of payment transactions through payroards or similar devices;

- issuing of payment instruments;

- acquiring of payment transactions.

A O6payment transactiond is defined as an ac
the payee, of placing, transferring or withdrawing funds, irrdsmeof any underlying
obligations between the payer and the payee.

PSD2 covers additional payment services, which have emerged during the past years in
the slipstream of the digitalisation of services. These services are referred to as payment
initiation services and account information services. When assessing the relevant money
laundering risk, only payment initiation services are relevant.

Payment initiation services allow consumers to pay for their purchases by a simple credit
transfer instead of aredit card payment (around 60% of the EU population does not
have a credit card). The payment initiation service provider can check if there are
sufficient funds on the consumer's account balance to make the payment. It informs the
merchant that the paymieorder has been successfully initiated. On that basis, the web
merchant may decide to ship the goods or render the service before the amount is booked
on his account. PSD2 covers these new payments, addressing potential issues over
confidentiality, liablity and the security of such transactions.
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PSD2 became applicable on 13 January 2018. As of 8 February 2019, 25 Member States
communicated full transposition of the Directive, two (Malta and Spain) partial
transposition and in Romania the Directive isyetttransposed.

PSD2 does not regulate all payments. Payments in cash or paper cheque payments are not
covered. Payments transactions by a provider of electronic communication networks,
under a certain value are also excluded from the scope of thei&rect

The large majority of payments is done electronically. The total number etasin
payments in the EU increased by 7.9% to 0
previous year, as follows:

1 payments with credit and debit cards accounted for 52% of all transactions;
9 credit transfers accounted for 24% and direct debits for 19%;
T the number of credi't transfers increased

The number of cards with a payment function in Bt¢ increased in 2017 by 2.0% to

812 million. With a total EU population of 513 million, this represented around 1.6
payment cards per EU inhabitant. The number of card transactions rose by 11.2% to 69.2
billion, with a t ot arfesponadtuan averbge valRie ofaraundi | | i o
44 per card transaction.

SEPA

The Single European Payments Area (SEPA) aims to harmonise and integrate payment
markets across Europe, with one set of euro payment instruments: credit transfers, direct
debits and @yment cards, common standards and practices, and a harmonised legal basis.
SEPA covers more than 520 million people in the 28 EU Member States and €XJnon
countries (Iceland, Liechtenstein, Monaco, Norway, San Marino and Switzerland).

Retail payment systems

Retail payment systems in the EU have payments that are made by the public, with a
relatively low value, a high volume and limited tiwoeticality. In 2017, 43 retail

payment systems existed in the EU as a whole. During that year, around 57 billion
transactions were processed by those systen
systems were located in the euro area, where they processed almost 42 billion
transactions in 2017 (i . e. 73% of the EU t
trillion (i.e. 72% of the EU total).

Large-value payment systems

Largevalue payment systems are designed primarily to process urgent ovaduge
interbank payments, but some of them also settle a large number of retail payments.

During 2017, 12 systemsdete d 842 mi |l |l i on payments with a
in the EU. The two main largealue payment systems in the euro area (TARGET2 and
EURO1/ STEP1) settled 143 million transactio

75% of the total value.
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Payment service providers

Banks are players in national and international payment systems. Some 122 billion
cashless payments were made by-nmmmetary financial institutions in 2016 at £3

level. More than half (60 billion) of those were card paymentslenabout a quarter
were credit transfers (31 billion) or direct debits (25 billion).

Within the EU, not only credit institutions are allowed to provide payment services.
These can also be provided byneney institutions, post giro institutions and regibor

local authorities where they do not act as public authorities. In addition, with the
adoption of the first Payment Services
institutions©o, was introduced. These <can
allowed to take deposits or issue e money. Under the second PSD, new categories of
payment service providers were introduced: payment initiation service providers and
account information service providers. They can provide exclusively the services of
payment initiation and account information respectively.

The introduction of payment institutions has increased competition in the payments
market since 2009.

The majority of payment service providers still consists of credit institutions.
As for the smaller players, Edvide (status 2012) there were:

1 568 authorised payment institutions;

1 2,203 small payment institutions (payment institutions that are only allowed to provide
payment service in the country where they have obtained a licence); and

1 71 emoney institutions.

The distribution of payment institutions (authorised payment institutions and small
payment institutions) is highly concentrated, in each case a few countries accounting for
the vast majority of such institutions in the EEA. The UK acte®dar 39.4% of all
authorised payment institutions in the EEA, and the UK together, with Spain (8.1%),
Italy (7.9%), Germany (6.5%), Netherlands (4.9%) and Sweden (4.3%), account for 71%
of all authorised payment institutions in the EEA. As for the sp®jiment institutions,
44.8% were registered in Poland, and 43.6% were registered in the UK. The UK also
accounted for 42.2% of all e money institutions in the EEA.

More general data on the number of financial institutions providing payment services in
the EU can be found in the ECB Payments statistics report 2017:
http://sdw.ecb.europa.eu/serviet/desis?node=1000001384
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Description of the risk scenario

Perpetrators are using the kang and financial system to channel their funds through
bank accounts, wire credit and debit transfers, (pepeer) mobile payments and
internetbased payment services.

Threat
Terrorist financing

The assessment of the terrorist financing threat retatgghyment services shows that
accourdbased transactions are used by terrorists to store and transfer funds and to pay for
the services or products needed to carry out their operations, in particular when processed
through the internet. According to r@seh on the financing of European jihadist terrorist
cells, the formal banking system is one of the six methods most commonly used by
terrorist groups. The majority of terrorist cells located in Europe have derived some
income from legal sources usuallyreceived through the formal banking systémand

use bank accounts and credit cards both for their everyday economic activities and for
attackrelated expenses. Due to the acceéhaged elements, terrorist groups' intent to
rely on this risk scenario is m®limited. However, their capability to use it is quite high.
Payment services allow crebsrder transactions that may rely on different mechanisms

of identification (depending on national legislation) that may lead terrorists to use a false
identity. THs means that law enforcement agencies cannot track the originator or
beneficiary of the transaction. The use of payment services requires specific skills but,
according to law enforcement agencies, these skills are commonly widespread within
terrorist graups and do not constitute an obstacle (mobile/internet payments are quite
easy). The amounts concerned appear to remain, nevertheless, quite limited.

Conclusions: terrorist groups use payment services to finance terrorist activities.
They rely on IT skills to circumvent identification requirements and do not need
specific knowledge to access this channel, which is rather attractive and secure.
Nevertheless, the amounts concerned remain quite limited. In this context, the leyel
of terrorist financing threat related to payment services is considered as significant
(level 3).

Money laundering

The assessment of the money laundering threat related to payment services is considered
as presenting similarities with deposits on account. This risk scenario coboénre

placing and withdrawing of funds (i.e. deposits on account and use of this account). It is
frequently used by criminals, but also by relatives/close associates, which extends the
scope of the intent and capability analy$i$he funds used in payent services are from
nortlegitimate origins. It requires some planning and knowledge of how banking systems
work.

“10n intent and capability see footnote 34.
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According to law enforcement agencies, payment services providers (PSPs) can be used
by money mules, or can be criminally controlled:

For example, a PSP has been investigated by several EU Member States. The PSP
registered in one EU Member State registered as-raorey issuer in another
jurisdiction and thus obtained a passporting licence. The PSP was approached by
a criminal structure claimg to conduct online trade. The PSP supplied the client
with point of sale terminals. The terminals were taken out of Europe and used in
bl ack peso mar ket exchange O&6swipe outd o
the investigations demonstrated thag #SP did not perform any monitoring of

the client, which would have resulted in identification of the risk because the
declared small online business led to the accumulation of several million euro in a
limited amount of time. Nor were the point of satentinals monitored, as they

were physically not present in the EU for when the order was placed. The same
PSP was also approached by another criminal structure in another EU Member
State. The criminal structure controlled front tourist businesses usezk&aash
deposits of cocaine proceeds. These businesses became clients of the PSP and
requested to be issued with bank cards (as the PSP is a Visa and Mastercard card
issuer). The cards were taken out of Europe and cash was withdrawn in
Colombia.

Conclusions: organised crime groups use this method rather frequently as it is
easily accessible, despite requiring some knowledge and planning capabilities| to
hide the origin of funds. However, when criminal structures take over payment
services providers, the moay laundering risk can be higher. In this context, the
level of the money laundering threat related to payment services is considered |as
significant (level 3).

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability edlad payment services has
some features in common with the assessment of terrorist financing vulnerability
concerning retail payment services.

a) risk exposure

The risk exposure is inherently high due to the characteristics of payment services, as
they involve very significant volumes of products and services. Although payments are
generally not anonymous (as they are linked to an identified account), they may interact
with very significant volumes of higher risk customers or countries, including-cross
border movements of funds. They also interact with new payment methods
(mobile/internet), which may increase the level of risk exposure because they imply a
non-faceto-face business relationship.

b) risk awareness
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The risk awareness is generally good lbseathe sector has put in place guidance to
detect the relevant red flags on terrorist financing. This is confirmed by a good level of
reporting, as the sector seems to have adequate tools to detect these risks. However,
customer due diligence and risk ioators are not always sufficient to detect a link to
terrorist activities due to the legitimate origin of the funds. Competent authorities are also
well aware of the vulnerabilities of the sector and are proactively engaged with it.

c) legal framework ard checks

Payment services are included in the AML/CFT legal framework at EU level. This
framework has been in place for many years and checks are considered overall to be
efficient. As far as the legal framework is concerned, it covers equally credit and
payment institutions. Similar to deposits on accounts, checks in place are generally
considered as efficient, however, sanctions screening is not a substitute for effective
counterterrorist financing checks. Financial sanctions target individuals or gtbaps

are already known to pose a threat, whereas terrorist financing risk often emanates from
individuals who are not caught by the sanctions regime. This is why baded
AML/CFT checks, and transaction monitoring in particular, are key to an effdigthte
against terrorist financing.

Usually, banks and payment institutions do not have access to relevant intelligence, often

held by law enforcement agencies, that would help them identify terrorist financing risks

before they materialise. Likewise, laavn f or cement agenci esd effor
activities and networks can be hampered when they are unable to obtain information

about finance flows that only firms can provide. There are now initiatives at the national

and supranational level desight test how law enforcement agencies can provide firms

with more specific and meaningful information on specific persons of interest, allowing

firms to focus their transaction monitoring on these persons.

Conclusions: The risk exposure may be considereguite high (significant level of
transactions). The sector shows a good level of awareness of the risk vulnerability
and is able to put in place the relevant red flags. The legal framework and checks
are the basis of a good level of reporting. However, rigkial risk is high due to the
reliance on the current counterterrorist financing checks based on sanction
screening. In this context, the level of terrorist financing vulnerability related to
payment services is considered as significant (level 3).

U

Moneylaundering

The assessment of the money laundering vulnerability related to payment services has
some common features with the assessment of money laundering vulnerability related to
retail services.

a) risk exposure

Risk exposure is inherently high dte the characteristics of payment services which
often involve very significant volumes of funds. Although payments are generally not
anonymous (as they are linked to an identified account), they may entail contact with
higher risk customers or countriesspecially where crodsorder movements of funds
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are involved. They also make use of new payment methods (mobile/internet), which may
increase the level of risk exposure because they imply, afaceno-face business
relationship.

b) risk awareness

Competent authorities have noted discrepancies between banking and payment
institutions, the latter being less aware of money laundering risks. Most competent
authorities viewed the overall risk profile of payment institutions as either significant or
very significant; this was especially the view of the authorities supervising the highest
numbers of payment institutions. The potential misuse of new technologies such as
mobile payments to facilitate peeioZ peer money transfers was commonly considered

as anemerging risk by competent authorities (see the section on virtual currencies).
There is currently insufficient monitoring both when a payment account is opened (entry
point) and when the transaction is processed.

c) legal framework and checks

Payment sevices are included in the AML/CFT legal framework at EU level. As far as

the legal framework is concerned, it covers equally bank and payment institutions. The
reliance on accousitased transactions implies that the legal framework applies
commonly to thébanking sector and to the payments institutions sector. This framework
has been in place for many years and checks are considered overall as efficient. Payment
institutions rely on bank controls to mitigate their inherent money laundering risk, but
some &ert systems in banks are not robust enough to detect suspicious cash transactions
transferred by payment institutions afterwards.

Conclusions: The sectorbés risk exposjure
those for the deposits on accounts. As far d@be legal framework is concerned, it
covers equally bank and payment institutions. However, the checks in place are less
efficient when dealing with payment institutions. In this context, the level of mone
laundering vulnerability related to payment senices is considered as significan
(level 3).

—_

Mitigating measures

For the Commission:

A clarify and set up a common framework for electronic identification and
customer due diligence;
A identify risks associated with Fifiech and set up standards to mitightese
risks;
A carry out a study mapping and analysingooarding bank practices across
the EU and assess any next steps
A promote cooperation between law enforcement agencies and financial
institutions in order to improve effectiveness of terrorist finagcalert
systems at supranational level.
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For Member States / competent authorities:

A

Member States should ensure that supervisors conduct a numbeisité on
thematic inspections focusing on risk assessments of payment institutions, and
ensure that their aft systems are effective.

In addition, competent authorities should provide further risk awareness and
risk indicators relating to terrorist financing.

Member States should eliminate thresholds for occasional transactions,
applying customer due diligea to all transactions so that payment
institutions efficiently monitor and detect suspicious transactions.
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12. Virtual currencies and other virtual assets

Product
Virtual currencies and other virtual assets

Sector
Virtual currencies and other virtualssets service providers

General description of the sector and related product/activity concerned

Definitions
For the first time, the Anti-Money Laundering Directive (AMLD5) introduced in EU
|l aw a definition of virtual currency (VC),

value that is neither issued by a central bank or a public authority, nor necessarily
attached to a ftacurrency, but is accepted by natural or legal persons as a means of
payment and can be transf e AMLDS speifiecsased o
obliged entities for AML/CFT purposes providers engaged in exchange services between
virtual currenges and fiat currencies and virtual currency custodian wallet providers. In
October 2018, FATF amended its standards extending Recommendation 15 (new
technol ogi es) to oOovirtual assetsd6 and Ovir
recommandation 15 geires the countries and jurisdictions to regulate virtual asset
service providers for AML/CFT purposes, to license or register them and to subject them

to effective systems for monitoring and ensuring compliance with the relevant measures
called for in tle FATF Recommendations.

Additionally, Vi r t ual assets (VAs) are now defined
representation of value that can be digitally traded or transferred, and can be used for
payment or investment purposes, and that does not enchigital representations of fiat
currencies, securities and other financial assets that are already covered elsewhere in the
FATF Recommendati ons?o.

The new FATF definition is broader than the

Furthermore, as a rdsof the changes, jurisdictions are recommended to have within the
scope of AML/CFT obligations any natural or legal person (not covered elsewhere under
the FATF Recommendations) who, as a business, conducts one or more of the following
activities or opeations for or on behalf of another natural or legal person:

1 exchange between virtual assets and fiat currencies;
1 exchange between one or more other forms of virtual assets;
9 transfer of virtual assets;

2 Recital (10) of the AMLD5 mads clear that virtual currencies should not be confused with (among
others): electronic money within the scope of EMD2 nor with funds within the scope of the PSD2:
https://eurlex.europa.eu/legaiontent/EN/TXT/PDF/?uri=CELEX:320181 0843&from=EN
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1 safekeeping or administration of virtual assetsnstruments enabling control
over virtual assets; and

T participation in and provision of finan
and/or sale of a virtual asset.

Stakeholders
Various stakeholders are involved in the VCs/VAs market, the main omeg be

- wallet providers: cryptocurrency users may hold VC/VA accounts on their own
devices or entrust a wallet provider to hold and administer them (innaahle)
and provide an overview of-ortplioeebased er 0 s t
service). Therare three types of wallet provider:

1 hardware wallet providers, which provide users with specific hardware
solutions to store their cryptographic keys privately;

1 software wallet providers, which provide users with software applications
that allow them taccess the network, send and receive cryptocurrencies,
and save their cryptographic keys locally; and

T custodi an wal | et provider s, whi ch t
cryptographic keys (including musignature wallets).

Unlike software wallet proders (which provide applications or programs that

run on us eirceniputdn, amadphe@ne, ¢ablet, étcand access public

information from a distributed ledger and access the network), custodial wallet
providers take cus tdprivate keyf This ibaalogaugto®d s pub
traditional bank providing a personal account.

Wal |l ets can be stored online (O6hot storz:
latter ensuring greater protection.

Only <custodian wal | etovide rserwcésdi@ safeguafdo e nt i t
private cryptographic keys on behalf of their customers, to hold, store and transfer
virtual currenciesd) are obliged entitie

Hardware and software wallet providers do not safeguard keys on behalf of their
customes, but provide them with the tools to safeguard their cryptocurrencies
themselves; this creates scope for possible ML/TF activities;

- exchange platforms(a person or entity engaged in the exchange of VC/VA for
fiat currency, fiat currency for VC/VA, funds or other brands of VC/VA): these
platforms (thebureaux de changef the VC/VA world) may accept a wide range
of payments, including cash, credit traersf credit cards and other VCs/VAs.
They include cashpoint machines.

Like traditional currency exchanges, large VC exchanges provide an overall
picture of changes in a VCO6s exchange p
offer services such as conversiservices for merchants who accept VC
payments, but are afraid of depreciation and want to convert them immediately
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into a (national) fiat money. AMLD5 covers only exchanges of VCs into fiat
currencies, not into other VCs/VAS;

user (a person or legal etyi who obtains a VC amount and uses it to purchase
real or virtual goods or services, or to send remittances in a personal capacity to
another person (for personal use), or who holds the VC for other purposes, such
as investment): typically, users obtai@Vh one of the following ways:

1 through an exchange (or, for most centralised VCs, directly from the
entity governing the scheme) using fiat currencies or another VC;

9 through specific activities, such as responding to a promotion, completing
anonlinesurgey and Ominingd6é (running specia
algorithms to validate transactions in the VC system); and/or

1 from the schemgoverning entity, the issuer or other users acting for
purposes other than their trade, business or profession;

miners: in decentralised VC schemes, miners solve complex algorithms to obtain
small VC amounts. Miners tend to operate anonymously, from anywhere in the
world, and validate VC transactions. When a group of miners controls more than
half the total computationalogver used to create VC units, it is in a position to
interfere with transactions, elgy rejecting transactions validated by other
miners. Miners group into pools (Antpool, F2Pool, BitFury, BTCC Pool,
BW.COM, etc.). Currently, most are located in Chinaj a

initial coin offerors: FATFO6s recently adopted definit
provider covers OOparticipation in and pr
i ssuerodos offer and/ or sal e of a virtual
organ sati ons who offer coins to cryptocurr
either against payment (etrough a crowdsale) or free of charge (agpart of
aspecificsigup programme, such as Stellar), n o
developnent or boost its initial popularity. A coin offeror can be the same person

as the coin inventor, or another individual or organisation.

AMLD5 has extended antho n e y | aundering obligations t
exchange services between virtual cuerenes and fi at currencies?o
and custodian wallet providers, but does not cover alr®Ated activities referred to in

the new FATF definition of VA service providers, in particular exchanges from VA to

VA and initial coin offerings (seLegal framework and checksbelow).

The VC/VA market in the EU

It is hard to compile official data on the VC market. The estimates below are based on
information from various websites that track exchange volumes and prices, or conduct
research. Estimatésom market players tend to be lower than the statistics found online.
Hence, the following statistics should reflect high, but balanced estimates:
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Total VC wallets worldwide %glr;fulllon (Q4 2015y i 7.4 million in Q4
VC wallets in the EU About 3million

\V/C users worldwid& 1-4 million

VC users in the EU About 500,000

VC miners worldwide 100,000°

VVC miners in the EU 10,000 (estimate)

VC software wallet providers worldwide > 500 (estimate)

VC custodians worldwide > 100(estimate)

VC custodiansn the EU > 20 (estimate)

Exchange platforms worldwide > 100

Exchange platforms in the EU > 28

Cashpoint machinesorldwide®® 571

Cashpoint machines in the EU > 100

Daily VC transactions > 125,000 (Bitcoin only for 2015)
Merchants acceptinigitcoins 110,000 (Q4 2015) 80,000 in Q4 2014
Market capitalisation of VCs a7 billion

Description of the risk scenario

Money laundering: VAs carry a significant ML/TF risk, due to the ease of transferring
VA to different countries as well as the absence of homogeneous controls and prevention
measures at the global level. Perpetrators use VC/VA systems to transfer value or
purchase goods anonymously (cash funding or 4perdy funding through virtual
exchanges).

Terrorist financing: VCs/VAs generally involve néaceto-face customer relationships

and may allow for anonymous funding or purchases (cash funding oiptrigfunding
through virtual exchanges in which the funding source is not properly identified). They
may also allow for anonymous transfers, if the sender and the recipient are not properly
identified.

Threat

VC/VA-related activity represents a growing monayridering/terrorist financing threat.
Financial intelligence units (FIUs) across the FATF global network have seen a rise in
the number of suspicious transaction reports that relate to VC/VAs; this is likely to
accelerate for EU FIUs after the deadlinetfansposing AMLD5"’

3 http://www.coindesk.com/stataf-bitcoin-blockchain2016/ see slide 8.

44 At least one traretion per month.

“5 http://bravenewcoin.com/news/taeclinein-bitcoinsfull -nodes/

4% http://coinatmradar.conftonsulted on 4 Febany 2016).

4" The Luxembourg FIU noted a 70% increase in suspicious transaction reports filed in relation to the use
of VAs between 2017 and 2018.
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Europol regards Bitcoin as the VC/VA of choice for the majority of criminals, but
anticipates a more pronounced shift towards anonyemtanced VAs, which offer
greater privacy, faster transaction times, lower transaction fees armafiEsvolatility.

The use of other coins with greater privacy will slowly remove the need for dedicated
mixing services. The two largest mixing services have already ceased operating (in
2017). Exchangers can now offer VC/VA to VC/VA transactions thdusslate the
transaction trail and decentralised mixers have also been used.

A particular set of challenges arises from VC/VA services provided by criminals or
non-compliant entities:

- operators use criminal money to set up a VC/VA company that deposiigalri
money or illegally obtained VCs/VAs in a cashpoint machine;

- individuals buy/ sell | arge volumes of VC
(no intermediation) without being registered as VC/VA service providers or
advertising their services; and

- Payment services providers offering crypto cards were initially offered only for
Bitcoin, but there has been a shift towards support of multiple VCs/VAs. They
often register in jurisdictions with o6fa

Law enforcement agenaealso face particular challenges in collecting information when
VC/VA exchanges take place in a country other than that in which the payer/payee is
located (which itself may be anywhere in the world).

Many countries are concerned about the abuse ofliodgia offerings (ICOs) and more
broadly about a lack of awareness among issuers of securities tokens as to their
AML/CFT obligations, particularly in jurisdictions that do not require businesses to
maintain a physical presence for registration and liogngurposes.

Terrorist financing

The assessment shows that terrorist groups may have an interest in using VCs/VAs to
finance terrorist activities. A limited, but growing number of cases related to VCs have
been reporte® The Egmont Group of FIUs has detected cases of terrorist groups using
VCs and groups are known to have given instructions on the internet (including via
Twitter) on how to use VCs/VAs.

Conclusions: Law enforcement agencies have information according to hich
terrorist groups may be using virtual currencies to finance terrorist activities.
Consequently, the terrorist financing threat related to virtual currencies is
considered significant (leveB).

Money laundering

The assessment of the money laundermgét related to VCs/VAs shows that organised
crime organisations may use them to access
only cybercriminals use VCS/VA$§ other organised crime groups such as drug

““Some cases of donation through crowdfunding request
Muslim gr oups 6, attempting to avoid clear terrorism f
cashpoint machines.
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traffickers use them to move and launder thecpeds of crime. VCs/VAs allow such
groups to access cash anonymously and hide the transaction trail. Criminals may acquire
private keys for avallets or withdraw cash from cashpoint machines.

Conclusions: An increasing number of investigations have coamed criminal

organi sations?o (not only cybercriminal sd)
assets. Consequently, the level of money laundering threat related to virtual
currencies is considered significant (level 3).

Vulnerability

Terrorist financing

In assessing the terrorist financing vulnerability related to VC/VA providers, we must
bear in mind that, while the EU has started to regulate VAs/VCs, the risks of their being
misused to finance terrorism are only just emerging.

a) risk exposure

When usec@nonymously, VCs make it possible to conduct transactions speedily without
having to disclose the identity of the &édown
the crosshorder element is the most obvious risk factor, as it allows for interacttbn wi

high-risk areas or highisk customers that cannot be identified. This may change once

the new FATF standards are implemented, as they will oblige VA service providers to
register in the place of legal creation or incorporation (legal persons) orjurittiction

in which the place of business is located (natural persons). Nevertheless, the use of
VCs/VAs is spreading fast and the number of transactions is expected to increase
significantly in the coming years.

b) risk awareness

This component of teorist financing vulnerability is difficult to assess in a
comprehensive mannerwh i | e Oproviders engaged in exche
currencies and fiat currenciesd and custodi
EU level, this is noflyet) the case for all VC/VA providers. Furthermore, competent
authorities and financial intelligence units have noted in their contacts with the sector that

the level of awareness of terrorist financing risk is still rather low, although the sector is

cdling for the adoption of an appropriate AML/CFT legal framework.

VAs are among the most important emerging risks in almost all sectors, due to:

a lack of knowledge and understanding, which prevents firms and competent
authorities from carrying out a geer impact assessment;

- gaps or ambiguities in the application o

- potential exposure of financial and credit institutions to increased risks of money
laundering and terrorist financing related to VCs/VAs where they act as
intermediaies or exchange platforms between VCs/VAs and fiat currencies (in
the absence of a proper risk assessment); and

- in the investment sector, online processing of transactions with only limited
customer identification and verification checks.
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The sector isi0t well organised yet and it is difficult to find adequate tools to provide it
with relevant information in order to increase the level of awareness.

c) legal framework and checks

AMLDS has introduced a first EU definition of VCs and extendetimoney laundering
obligations to Oproviders engaged in exchar
fiat currenciesd and custodian wall et prov
diligence, Member States must ensure that these new oblijeeseare registered. They

must also require competent authorities to ensure that only fit and proper persons hold
management functions in these entities or are their beneficial owners.

The latest changes to the FATF standards on VAs mean that the ARlkkfidition of
VC may be too narrow, as it does not cover other kinds of VA.

In addition, there might be gaps to be filled as regards various activities of VA service
providers that are not covered by the EU framework:

- custodian wallet providers that do not safeguard keys on behalf of their
customers, but merely provide them with tools to safeguard their cryptocurrencies
themselves, like hardware wallet providers and software wallet providers;

- exchanges from VCs or VAs other VCs or VAs; and

- Oparticipation in and provision of final
and/ or sale of a virtual asset 6, i n part
the same person as the coin inventor, or another individeaganisation.

Conclusions: The most significant factor of vulnerability for virtual currency and
virtual asset providers is the fact that they may not be fully regulated in the EU.
Once implemented, AMLD5 will improve the situation considerably by makimy
wallet providers and providers of exchange services between virtual currencies and
fiat currencies obliged entities, ensuring that they are registered and that only fit
and proper persons hold management functions or are beneficial owners. This
framework still has to be implemented and it will be necessary to consider
extending it to cover other virtual asset service providers, such as initial coin
offerors and the providers of exchange services between virtual currencies. The
inherent risk exposure is vey high due to the characteristics of virtual currencies
(internet-based, crossborder and anonymous). Finally, the sector is currently not
organised well enough to receive guidance or relevant information on AML/CFT
requirements. Consequently, the levelfaerrorist financing vulnerability related to
virtual currencies is considered significant/very significant (level 3/4).

Money laundering

The assessment of money laundering vulnerability related to VC providers starts with the
same caveat as for terrorfgtancing. They are partially regulated in the EU and there is
little evidence of VCs being misused for money laundering. However, this does not
prevent an assessment of potential vulnerabilities. Although few investigations lead to
prosecution, the risixists and can be analysed.
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a) risk exposure

As mentioned above, when used anonymously, VCs make it possible to conduct
transactions speedily and without having to
provided through the internet and the crbesder element is the most obvious risk

factor, as it enables interaction with higbk areas or highisk customers (darknet) that

cannot be identified. At the stage of the conversion, the use of cash also becomes a new
element of vulnerability. The newMLD5 rules will address this by extending the

AML/ CFT framewor k t o Oproviders engaged i
currencies and fiat currencieso. However,
which increases the risk exposure (in partigutashpoint machines make it possible to

withdraw or convert VCs).

b) risk awareness

This is emerging technology and the level of risk awareness in the sector is struggling to
keep up. The sector is in more and more need of a legal framework in whichr&Cs
subject to AML/CFT requirements. FIUs cannot detect and analyse risk on the basis of
the blockchain alone. They cannot establish what sums are storewaliets, nor
identify the origin/beneficiary of the funds.

c) legal framework and checks

AMLDS5 will add VC exchange platforms and custodian wallet providers to the list of
obliged entities and make them subject to customer due diligence and compulsory
registration. As with terrorist financing, improvements may be needed to ensure that all
VC/VA providers meet AML/CFT requirements.

At the beginning of 2019, in the light of the latest changes to the FATF recommendations

on VAs, the European Securities and Markets Authority and the European Banking
Authority published reports on the adequacy of theeturEU regulatory framework

with regard to initial coin offerings and cryp&ssets. They call for the scope of the

AMLD to be reviewed in light of the new definitions of VA and VASP (FATF 2018).

The new international standards require that the provididhese other VA service be

regulated further and that the current definition of VC be adapted to encompass the
broader real ities covered by t he term O6vi
transactions also remains a major risk factor that could be address

Conclusions: AMLD5 should significantly enhance the monitoring of risks linked tg
virtual asset service providers, but it has still to be implemented. The framework
could also be extended to virtual asset service providers not yet covered (éngi al
coin offerors and providers of exchange services between virtual currencies) and
aligned with the new FATF standards. The inherent risk exposure should continuge
to be regarded as very high, due to the characteristics of virtual currencie
(internet-baseal, crossborder and anonymous). Therefore, the level of terrorist
financing vulnerability related to virtual currencies is considered significant/very
significant (level 3/4).

-

[72)

Mitigating measures
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The Commission will assess suitable ways to complete its regulatory framework
so as to ensure that VC/VAs and all VC/VA service providers are properly
covered by antmoney laundering obligations.

Competent authorities should monitor developments in dnga closely and
assess whether changes to national legal and regulatory AML/CFT frameworks
are required.

In 2022, the Commission will issue a report on the implementation of AMLD5
and efforts by MSs to implement the FATF standards.

The Commission is cugntly assessing the financial services regulatory
framework to make sure that is is effectively applicable to VAs that are covered
by it as well as exploring whether legislative action is warranted for the VAs that
do not currently fall within the finanal services regulatory framework as these
present very much the same risks as pointed out in the advice published by EBA
and ESMA in January 2019.

The Commission will continue to advocate a coherent, coordinated international
regulatory framework aroun¥C/VAs, building on its efforts in the G20 and
international standard setting bodies. The Commission continues to be actively
involved in the FATF work and has also joined the latest FATF private sector
contact group that has been set up for the fellpwf the implementation of the

new standards on VC/VA.

In the context of the supranational risk assessment report, the Commission will
continue to monitor the risks posed by Hiech, crypteto-crypto currency
exchanges and the use of VCs/VAs for the purelvddighvalue goods.
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13. Business loans

Product
Credit loan

Sector
Credit and financial sector (including insurance companies)

Description of the risk scenario

Perpetrators repay business loans with criminal funds (sometimes using credit cards in
order to legitimise sources of funds). Loans give criminal funds an appearance of
legitimacy.

Threat
Terrorist financing

The assessment of the terrorist financingahrelated to business loans shows that there
have been few cases of terrorist organisations using them as a means of collecting funds.
Generally, the organisations do not qualify for such loans (level of salary too low, funds
originating from social ben#§). In some cases, sanctioned entities (listed organisations)
have tried to use business loans to finance terrorist activities through shell companies, but
this requires a high level of expertise and knowledge.

Conclusions: There is little evidence thatriminals have used/have the intention of
using this method. Therefore, the terrorist financing threat related to business loans
is considered as less significant (level 1).

Money laundering

The assessment of the money laundering threat related to busaessas found few
indications that criminals intend to exploit this risk scenario, which they perceive as
unattractive. Most fake loans are a feature of fraud schemes (e.g. two companies take out
a fake loan and use a bank to transfer funds); theyaineegessarily used to launder the
proceeds of crime. Some cases of loans between complicit companies as part of a large
scale money laundering system were investigated, but these did not really involve help
from the financial sector.

Conclusions: There § little evidence that criminals have used/have the intention of
using this method. Therefore, the money laundering threat related to business loans
is considered moderately significant (level 2).
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Vulnerability

Terrorist financing

The assessment of terist financing vulnerability related to business loans has been
considered in conjunction with money laundering schemes related to business loans.

Conclusions: The level of terrorist financing vulnerability is considered as less
significant (level1).

Money laundering

The assessment of money laundering vulnerability related to business loans made the
following findings:

a) risk exposure

The main risk posed by these products lies in their possible early redemption by firms,
sometimes in cash (with funds from increasing capital operations of unknown origin).

b) risk awareness

Financial institutions appear to be sufficiently aware of thle of fraud that may arise in
relation to business loans. They pay particular attention to the risk of forged
documentation or fake identity, as they also need to be sure that they can recover the
funds. Vulnerability is lower where cash redemption is awtepted. Some conflicts of
interest arise where ngrerforming loans are redeemed.

c) legal framework

Business loans are covered by the AML/CFT framework at EU level. At least in the
banking sector, the checks in place are considered to be consistetitevitblume of
transactions.

Conclusions: The level of money laundering vulnerability is considered moderately
significant (level 2).

Mitigating measures

For Member States / competent authorities:

A Thematic inspections of ndwank operators, focusing otne monitoring
systems to detect the early redemption of loans.
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14. Consumer credit and lowvalue loans

Product
Credit loan

Sector
Credit and financial sector

Description of the risk scenario

Terrorists/organised crime groups use (shortterm, low Maluee hi gh i nterest)
consumer credit or student loans. Loans are given for relatively low amounts, allowing
access to funds, the sources of which are untraceable as long as the money is not
transferred.

Terrorists/organised crime groups use drexirds to withdraw cash from cashpoint
machines, generating a negative account balance. They disappear with the funds, with no
intention of reimbursing the O6forced6 credi

This kind of loan can also be used to launder the proceeds of criminal acthetyodns
are used to buy high value goods (e.g. cars, jewellery) and then redeemed early.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to consumer credit and low value
loans shows that terrorist groups use thisthod to finance travel by foreign terrorist
fighters to high risk non EU countries. The most commonly used product is consumer
credit. The attraction of low value loans is that they do not necessarily require a high
level of expertise or planning. Howeyegreater expertise may be involved where the
national legislation requires specific documentation, which some terrorist groups are able
to forge.

Conclusions: Consumer credit and low value loans are attractive for terrorist
groups, who have used/are usg this method quite frequently. Certain jurisdictions
may place conditions on access to consumer credit or low value loans, but this dpes
not seem to constitute an obstacle for terrorist organisations. Therefore, the
terrorist financing threat related to low value loans is considered significant (level
3).

Money laundering

These products offer less money laundering potential than other financial products, but
criminal organisations use them to finance the purchase of high value goods and then
redeem théoans by cash.
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Conclusions: Consumer credit and low value loans are not as attractive for cfiminal
organisations as other financial products, but they can be used indirectly to launder the
proceeds of criminal activity. Transactions are usually low vabue,some crimina
groups have been able to split large amounts into several transactions. Therefpre, the
money laundering threat related to low value loans is considered moderately significant
(level 2).

Vulnerability

Terrorist financing

The assessment terrorist financing vulnerability related to consumer credit/\@iue
loans made the following findings:

a) risk exposure

While the products are quite common, they generally involve low amounts, do not attract
high risk customers or customers from higgk countries, and are subject to specific
checks by financial institutions. However, the amounts in question can facilitate terrorist
action, so the terrorist financing risk exposure is not negligible. The inherent risk can be
greater in relation to b&mg institutions that specialise in fast consumer loans or
telecommunications firms offering these products.

b) risk awareness

This assumed low risk exposure is outweighed by the fact that, because of the small
amounts, the sector is less aware of theotest financing risks. In addition, as with
business loans, there is more awareness of risks of fraud than of terrorist financing, so
terrorist financing red flags will not necessarily be triggered in the sector. The IT systems
in place are not necesdgriequipped to detect forged documents. Where financial
institutions are involved, the terrorist financing checks can be considered robust, but
recent market entrants, such as telecommunications companies, are not subject to
AML/CFT obligations, are lessware of the risks and have less effective monitoring
systems. Financial intelligence units have noted that suspicious transaction reports are
sometimes filed too late, thus virtually ruling out further investigation, as the trail of the
possible terroriswvill have already gone cold.

c) legal framework and checks

While consumer credit/lowalue loans are covered by the AML/CFT framework at EU
level, national legislations vary considerably as regards documentation requirements.
Some Member States require sifie documents, while others do not. Where a loan is
granted by a bank, the risks are not necessarily completely mitigated, as funds deposited
in a bank account may be withdrawn from an ATM with no checks. New risks can
emerge where loans are granted witim-faceto-face identification.
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As with other financial products, terrorist financing vulnerability is higher where
customers linked to terrorist groups do not appear on sanction lists and therefore do not
trigger alerts and red flags in the banking sectaw enforcement agencies and firms
should cooperate more closely to detect potential terrorist finandisig customers
before they perpetrate terrorist acts.

Conclusions: The volume of transactions and amounts at stake are usually low, but
that does not reduce the inherent terrorist financing risk. The ineffective alert
systems and checks (despite the IT resources in place) adds to the terrofist
financing vulnerability. Some new market entrants are less aware of terrorist
financing risks than the banking sector. The differences between national legislative
frameworks show that the capacity of competent authorities and financial
intelligence units to detect suspicious transactions is limited, especially where logns
are granted by nonfinancial entities. Therefore, the level of terrorist financing
vulnerability related to low-value loans is considered significant (level 3).

Money laundering

The assessment of money laundering vulnerability related to consumer credéficv
loans made the following findings:

a) risk exposure

Despite the low amounts, vulnerabilities can be high if firms in the sector do not have
proper monitoring systems to detect linked transactions or if customers can redeem loans
with cash. The lowavency thresholds to qualify for loans can affect the customer due
diligence requirements in the case of financial institutions. The risk is higher where loans
come from norfinancial institutions not subject to AML/CFT obligations.

Competent authoritielsave identified risks of fraud deriving from delivery channels that
often involve agents whom firms find it hard to monitor. Competent authorities are also
concerned about the risk of abuse of credit cards, risks related to money mules and mule
accounts, ad transfers of funds from cybercrime or online fraud.

b) risk awareness

As with terrorist financing, the assumed low risk exposure is outweighed by the fact that,
because of the small amounts, the sector is less aware of the money laundering risks.
Again, risk awareness seems more oriented towards risks of fraud than of money
laundering. Hence, money laundering red flags are not necessarily triggered in the sector,
especially in the event of early redemption. Where financial institutions are involved,
morey laundering checks can be considered robust, but recent market entrants, such as
telecommunications companies, are not subject to AML/CFT obligations, are less aware
and have less effective monitoring systems.
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c) legal framework and checks

While consunar credit/lowvalue loans are covered by the AML/CFT framework at EU
level, national legislations vary considerably as regards documentation requirements.
Some Member States require specific documents, while others do not. Where a loan is
granted by a bankthe risks are not necessarily completely mitigated, because funds
deposited in a bank account may be withdrawn from a cashpoint machine with no checks.
Some additional risk can emerge where newTénh companies are involved, because

of the nonfaceto-face customer relationships.

=

Conclusions: While the volume of transactions and amounts at stake limit the ris
exposure of the sector, vulnerability is higher where loans are granted by nel
banking institutions. The differences between national legislativelameworks show
that the capacity of competent authorities and financial intelligence units to detec
suspicious transactions is limited, especially where loans are granted by ngn
financial entities. Therefore, the level of money laundering vulnerabilityrelated to
low-value loans is considered moderately significant (leva).

—

—+

Mitigating measures

For the Commission:

1 Improve cooperation between obliged entities (mainly financial institutions) and
law enforcement agencies in order to improve the effeas®mf systems for
monitoring terrorist financing.

For Member States / competent authorities:

1 Thematic inspections in the sector, focusing on the assessment of monitoring
systems to detect the early redemption of loans.
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15. Mortgage credit and highvalue assetacked credits

Product
Mortgage credit

Sector
Credit and financial sector

Description of the risk scenario

Money laundering: Perpetrators disguise and invest the proceeds of crime by way of
realestate investment. The proceeds are used for deposits, repayments and early
redemption.

Terrorist financing: Perpetrators use (medium/letgym, lowinterest) highvalue
assetbacked credit/mortgage loans to fund plots. Loans are taken out for relhiiyely
amounts to access funds that are untraceable as long as the money is not transferred.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to mortgage credit shows that
terrorist groups find this method very difficui ise and to access. In only a few actual
cases have terrorist organisations used it to collect funds. It does not correspond to their
needs as it requires sophisticated knowledge and technical expertise in the production of
complex documentation. In adidin, the purpose of mortgage credit is to give a third
party access to funds, so it does not give terrorist organisations easy and speedy access to
funds unless they have built up a relationship of complicity with such a third party.

Conclusions: Mortgage credit requires a high level of knowledge and expertise to
understand the product and provide the relevant documentation (forge
documents). It is not attractive, as it involves the complicity of a third part
(beneficiary of the funds). Therefore, the érrorist financing threat related to
mortgage credit is considered as being of low significance (level 1).

Money laundering

The assessment of the money laundering threat related to mortgage credit shows that
organised crime organisations have frequeasigd this method. They are well equipped

to provide false documentation and the structure of the mortgage (withpérid
involvement) helps them to hide the real beneficiary of the funds. Mortgage credit
constitutes an easy way to enable criminals ta eeveral properties and to hide the true
scale of their assets. This method is still used for the integration phase (mostly for lower
amounts, as it does not require sophisticated operations). However, it is more often used
in combination with concealmenft the beneficial owner of real estate behind a complex
chain of ownership.
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Conclusions: In the money laundering context, mortgage credit is a vehicle favoured
by criminal organisations. It enables them to hide the volume of assets and the
beneficial owneship. It requires a moderate level of expertise. Consequently, the
money laundering threat level related to mortgage credit is considered significant
(level 3).

Vulnerability
Terrorist financing

The assessment of terrorist financing vulnerability eelab mortgage credit shows that

it is not vulnerable to terrorist financing riséis law enforcement agencies have detected
few cases (if any). The terrorist financing checks and risk awareness are similar to those
for retail banking.

Conclusions: Low significance (level 1)

Money laundering
The assessment of money laundering vulnerability related to mortgage credit shows that:
a) risk exposure

Inherent risk can be high, because of the link with theestate sector, which criminal
organisations prefeto use to launder the proceeds of their activity by means of
high-value transactions. Where credit institutions are involved, inherent risk can be
lower, but it is also exposed to higisk customers (e.g. politically exposed persons) and
can involve cros®order transfers of funds.

b) risk awareness

Awareness in credit institutions can be considered high and checks are robust. In
addition, other actors in this sector (engtaries) can help to mitigate inherent risk.
Nevertheless, banks can face conflmt$nterest where laxer checks will allow higlkk
customers to redeem large mortgages orpenforming loans.

Vulnerability is higher where reastate transactions and associated mortgages involve
transfers of funds from a bank account in a MembeteStath weaker artmoney
laundering checks for highsk customers. This weakness is linked to horizontal
vulnerabilities in supervision.

There is a good level of reporting, and financial intelligence units and law enforcement
agencies are well aware tiet vulnerabilities in the sector.

c) legal framework and checks

Mortgage credit is included in the AML/CFT framework at EU level. The checks are
considered quite effective where the mortgage credit is provided by credit institutions. In
addition, other paicipants in the process (such as notaries) mitigate the risks.
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Conclusions: Where provided by banks, mortgage credit products are as vulnerable
as deposits on accounts. The interaction with the realstate sector generally
increases vulnerability, howeve other participants in the transactions, as notaries
can reduce vulnerability. Therefore, the level of money laundering vulnerability
related to mortgage credit is considered moderately significant (level 2).

Mitigating measures

For Member States / cgatent authorities:

A Thematic inspections in the sector, focusing on the assessment of the
monitoring systems to detect the early redemption of loans, and on the
effectiveness of customer due diligence measures, especially whereidhtigh
Third Countriescustomers are involved.
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16. Life insurance

Product
Life insurance

Sector
Insurance sector

General description of the sector and related product/activity concerned

Life insurance companies offer a range of investment products, with or without
guarantees, and include life insurance benefit as a component. Based on the gross written
premiums, the most dominant lines of life insurance business in the EEA aliekeut

and indexlinked insurance, other life insurance, and with profits insurance.

According to the ECB statistical database, the total reported assets of insurance

corporations in the euro area in Q3 2018 w
billion was for i fe I nNsur angcle insuamc or at i o
corppr ati ons, 4579 billion for reinsurance ar
corporations).

EU |Iife premiums amounted to 0U876.2 billion

European Insurance and Occupational Pensions Authority.

In addition tothe AMLD, specific provisions aim to mitigate the risks involved in using

life insurance companies as an investment vehicle. Article 59 of Directive 2009/138/EC
(Solvency I1) (resp. Article 323 of Commission Delegated Regulation (EU) 2015/35)
requires amnassessment as to whether there are reasonable grounds to suspect that, in
connection with the proposed acquisition (resp. qualifying holding of the shareholder or
members having a qualifying holding in the special purpose vehicle), money laundering
or termorist financing is being / has been committed or attempted, or that the proposed
acquisition (resp. qualifying holding) could increase the risk thereof.

Description of the risk scenario

Perpetrators use fraud involving hiesurance products to fund theactivities. Life
policies can be redeemed early to generate lump sums, particularly where the proceeds
can be transferred.

Money laundering and terrorist financing risks in the insurance industry relate in
particular to life insurance and annuity produdtkese allow a customer to place funds
into the financial system and potentially disguise their criminal origin, or to finance
illegal activities. Relevant risk scenarios typically involve investment products in life
insurance (rather than death beneftiducts as such).

The risks may arise where:
1. an insurer* accepts a premium payment in cash (this is not a common
practice);
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2. an insurer refunds premiums, upon policy cancellation or surrender, to an
account other than the source of the original fundinghéaby a party other
than the policyholder);

3.an insurer does not carry out O6know yo
or establish the source of investments in particular;

4. an insurer sells transferable policies (these are uncommon);
5. investment transacins involve trusts, mandate holders, etc.;

6. an insurer sells tailemade products, where the investor dictates the
underlying investment or portfolio composition; and/or

7. an insurer sells a small investment policy initially and the investor makes
subsequent ar ge i nvest ment s without under gc
customer 6 due diligence.

In scenarios 2, 4 and 6 above, there is a direct and indirect terrorist financing risk.

There is a money laundering risk in all of the above scenarios. Perpetratorskuse ris
scenariod, 6 and 7 for placement, 2 and 4 for layering and 2, 4, 6 and 7 for integration.

* All of the above scenarios may involve an insurer, its agent or an intermediary. For the
sake of simplicity, we refer to O6insurer6.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to life insurance shows that
terrorist groups have limited interest in this method. It requires specific knowledge of the
product and its specific characteristics. Life insurance contracts aresigtagzessible

and applications require a lot of supporting documentation, which is likely to dissuade
terrorist groups. Foreign terrorist fighters may take out life insurance and ask for the

funds to be redeemed for the benefit of their family in theeettheir suicide or death

i n battl e. However, Me mber State | egislati
policies often does not allow this type of clause, so the risk is not so great.

Conclusions: Law enforcement agencies have limited evidence of life insuranc
being misused for terrorist financing purposes. The need for knowledge and
planning expertise make this method less attractive. Therefore, the terrorist
financing threat related to life insurance is considered moderately significant (level
2).

117



Money laundering

The assessment of the money laundering threat related to life insurance shows that
organised crime organisations can use this method, but complex arrangements are
requred to hide the proceeds of crime (bank account wrapped in an insurance policy,
multiple accounts in third countries loaded with cash and used as collateral for a credit
loan, sending money to the life insurance policy). Cases exist, but they are few and
sophisticated planning and knowledge are required to make life insurance a viable option.

Conclusions: Some cases of life insurance being abused for money laundering
purposes have been detected, but they are generally the result of sophisticated
schemes. Terefore, the money laundering threat related to life insurance is
considered moderately significant (level 2).

Vulnerability

Terrorist financing

The assessment of terrorist financing vulnerability related to life insurance shows that:

a) risk exposure

The misuse of life insurance mostly involves the anonymous placing of funds rather than

their withdrawal. However, the risk exposure seems limited, given the volume of
transactions concerned. Most competent authorities assess the overall level of inherent
terrorist financing risk as being of low or moderate significance. They consider the
sectordés exposure to the t & border transattion§ i nanc i
and activities to be insignificant.

b) risk awareness

The sector seems quit@aware of terrorist financing risks. Most suspicious transaction

reports are sent quite late in the process, because life insurers tend to wait for funds to be
withdrawn before considering whether it is suspicious. Insurers typically have access to

much less information about their customers than other sectorsb@ngs), which

reduces their ability to build comprehensive customer risk profiles. The lack of
transactions means that suspicious activity
b e h a vandterrorigt financing risk is determined at the start of the relationship.

c) legal framework and checks
Life insurance is included in the AML/CFT framework at EU level.

Competent authorities assess the quality of checks in this sector as largely geod or
good. Where they identified weaknesses, these related mainly to the quality of both the
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busines®g wide and individual risk assessments, and associated shortcomings in relation
to monitoring and the identification and reporting of suspicious transactio

Conclusions: Risk awareness in the sector is low, with the risk exposure being low
as well. There are very few cases due to the limited attractiveness of the produlct.
Therefore, the level of terrorist financing vulnerability related to life insurance B
considered as being of low/moderate significance (level).

Money laundering

The assessment of the money laundering vulnerability related to life insurance shows
that:

a) risk exposure

The misuse of life insurance mostly involves the anonynptasng of funds rather than

their withdrawal. However, the risk exposure seems rather limited, given the volume of
transactions concerned. Most competent authorities assess the overall level of inherent
money laundering risk as being of low or moderagmificance. They consider the
sectordés exposure to the modloxdertransactiahe ri ng r
and activities to be insignificant.

b) risk awareness

The sector is well aware of the money laundering risks. However, insurers typiady

access to much less information about their customers than other sectdosu{esy.

which reduces their ability to build up comprehensive customer risk profiles. This lack of
transactions means that suspicious activity is detected mainly on thesbaso f Gunusua
behaviourd and money | aundering risk is det

c) legal framework and checks

Services are mostly provided through bank accounts, which are generally covered by
effective checks. Competent authoritiesegssthe quality of checks in the sector as
largely good or very good. Where they identified weaknesses, these related mainly to the
quality of both the busine&svide and individual risk assessments, and associated
shortcomings in relation to monitoring atiee identification and reporting of suspicious
transactions.

As in other sectors, Fiiech and Re@ ech solutions are becoming more prevalent in the

sector. They are considered an emerging risk by several competent authorities concerned

about the lack ofawareness (and sometimes the absence) of AML/CTF regulatory
requirements applicable to Rdgch solutions and Hmech services. A related
emerging risk identified by c¢omp &based!t aut h.
insurance platforms and assocthtehallenges posed by accounts opened without the

physical presence of the customer.
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Conclusions: Life insurance is currently well framed and the sector seems qui
aware of money laundering risks. The checks in place are correctly implemente
Therefore, the level of money laundering vulnerability related to life insurance is
considered as being of low/moderate significance (level2). Where life insurance
products are used as investment products for wealth management or oth

investment services, the evant risk level should be considered.

Mitigating measures

No further proposal is made at this stage.
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17. Nonlife insurance

Product
Nonlife insurance

Sector
Insurance sector

General description of the sector and related product/activity concerned

Nonr-life insurance policies are generally shamtm in nature and serve to provide
protection against unexpected loss, such as damage to property. Based on the gross
written premiums, the most dominant lines of #ib® insurance business are those
linked to motor vehicle liability, fire and other damage to property, and medical
expenses.

According to the ECB statistical database, the total reported assets of insurance
corporations in the eur o area for Q3 2018
a1 . bilkoB was fornoal i f e i nsur ance blienrfoo Ider istiraneen s (U 3.
corporatbohbiom576r r e ibiflien Uar aomposite iasurdncet 2, 97 4
corporations).

Premiums in the largest ndni f e i nsurance market, mot or i
billion in 2017, according to data published by Insurance Europe, followed by those for

property insurance (0U101.5 ©billion), accid
l'iability insurance (040.1 billion); health

Specific provisions aim to mitigate the risks involved in holding shares of insurance
companies. Article 59 of Directive 2009/138/EC (Solvency I1l1) (resp. Article &23
Commission Delegated Regulation (EU) 2015/35) requires an assessment as to whether
there are reasonable grounds to suspect that, in connection with the proposed acquisition
(resp. qualifying holding of the shareholder or members having a qualifyidghgah

the special purpose vehicle), money laundering or terrorist financing is being / has been
committed or attempted, or that the proposed acquisition (resp. qualifying holding) could
increase the risk thereof.

Description of the risk scenario

Perpetréors commit fraud involving workplace, car insurance, etc. to fund their
activities.

Money laundering can occur in the context of, and as the motive behind, insurance fraud
involving nonlife insurance, e.gvhere this results in a claim to recover parttlod
invested illegitimate funds. Relevant risk scenarios typically feature-fregency
premiums and cancellations. The risks may arise or materialise where an insurer*:

1. accepts premium payments in cash, although this is not a common practice; or

121



2. refunds premiums, upon policy cancellation or surrender, to an account other
than the source of original funding (owned by a party other than the
policyholder).

Money launderers seek to use scenario 1 for placement and scenario 2 for
layering/integratia.

* In the above examples, the process may involve the insurer or its agent or an
i ntermediary. For the sake of simplicity,

Threat
Terrorist financing

Similarly, the terrorist financing risk relates to insurance fraud to acmsxes of
revenue for terrorist activities. Such schemes have been detected in workplace insurance
and car insurance, for instance. It is difficult to say that this method has no relevance and
some evidence of its use has been gathered following temtasks, but it does require

a degree of planning and large paper trails that make it relatively unattractive for terrorist
groups. However, for the sake of comparison, we can say that it presents the same level
of terrorist financing threat as that rield to life insurance.

Conclusions: Law enforcement agencies have limited evidence of nlife insurance
being misused for terrorist financing purposes. It requires knowledge and planning
expertise, which make it relatively unattractive. Therefore, the tegorist financing
threat related to nortlife insurance is considered moderately significant (level 2).

\L 4

Money laundering

The assessment of the money laundering threat related 4daen¢emg. car or workplace)
insurance shows that, unlike terrorist fingags money laundering abuses require
sophisticated schemes that render the risk scenario insufficiently secure or attractive.
Law enforcement agencies have no specific evidence efifeonsurance being used to
launder the proceeds of crime.

Conclusions Non-life insurance is not used for money laundering purposes, as |it
requires a degree of planning and expertise that make it relatively unattractive.
Therefore, the money laundering threat related to norlife insurance is considered
as being of low sigrficance / no relevance (level).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related tdifeo(e.g. car or
workplace) insurance shows that two cases may occur:

122

w



0] undeclared work in motor vehicle retaitdr insurance fraud: funds from the fraud
are sent by cash transfer; and

(i) cars are set on fire to obtain the insuranceqay

a) risk exposure

The risk exposure is limited, as huge sums of money are concerned and the funds cannot
be accessed without pri@entification.

b) risk awareness

In general, no#life insurance is more vulnerable than life insurance, because the sector is
not necessarily aware of the risks (customer due diligence is not implemented and there
is no recorekeeping) or specific terrst financing or money laundering red flags are not
always triggered. Insurance issuers tend to pay more attention at the moment of the pay
out, when the risk is perceived to be greater.

c) legal framework and checks

Nonr-life insurance is not covered kihe AML/CFT framework at EU level. Where
Member States have regulation in place, checks (in some cases involving self
declarations) seem to work satisfactorily.

Conclusions: In many Member States, legislation has led to checks being carried qut
and raisedawareness in the sector. However, there are still some weaknesses in|the
detection of suspicious transactions and reporting. Therefore, the level of terrorigt
financing vulnerability related to non-life insurance is considered moderately
significant (levd 2).

Money laundering

The assessment of money laundering vulnerability related telifeoite.g. car or
workplace) insurance shows that:

a) risk exposure

Most of the time, nottife insurance is misused for money laundering purposes in a
broader contextf fraud (fake investment, empty shell).

b) risk awareness

The implementation of customer due diligence is not widespread in the EU, but when
Member States have an antbney laundering framework in place for Aide insurance,
they note that obliged @&ties tend not to apply any customer due diligence at all.
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However, considering the number of cases concerned, there is no evidence that this
increases the ML risk.

c) legal framework and checks

There are no EU requirements to include -fitsninsurancein the scope of AML/CFT.
The nonlife insurance framework depends on national legislation.

Conclusions: Few cases have been detected of @ insurance being misused for
money laundering purposes. Generally, this is done as part of a broader fraud
schame. Therefore, the level of money laundering vulnerability related to notife
insurance is considered as being of low significance (level 1) / no relevance.

Mitigating measures

No further proposal is made at this stage.
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18. Safe custody services

Product
Safe custody services

Sector
Credit and financial sector and private security companies

Description of the risk scenario

Perpetrators rent multiple (commercial or banking) safe custody services to store large
amounts of currency, monetary instrurtgear highvalue assets pending their conversion

to currency, for placement into the banking system. Similarly, they may establish
multiple safe custody accounts to park large amounts of securities pending their sale and
conversion into currency, monetarystruments, outgoing funds transfers or a
combination of these, for placement into the banking system. Free zones may be used to
shelter illicit activities and the proceeds from them.

Threat
Terrorist financing

The terrorist financing threat related to safe custody services is not considered relevant.
Therefore, this is not part of the assessment.

Conclusions: Not relevant

Money laundering

The assessment of the money laundering threat related to safe custockssshows

that a particular characteristic of this risk scenario is that the assets are stored and not
necessarily converted. As a result, it may not be financially attractive. However, it does

make it possible to hide the proceeds of crime with noafigletection. According to law

enf orcement agenci es, these O6dormant 6 depos
make safe deposits and take assets out of the financial system.

Exact data are difficult to obtain, because safe custody services areisaldofor
relatives. This is an additional aspect of the money laundering threat, as the person who
has deposited funds will not necessarily be the one withdrawing them.

Also, market players other than banks provide such services (storage facilitieg), whi
extends the range of tools available to criminal organisations and raises the threat level.

Conclusions: Many Member States have noticed a rising trend in the use of this
method by criminal organisations to hide the proceeds of crime. Safe custody
senices are quite attractive, because they do not require specific expertise and are a
fairly secure tool to escape tax or antmoney laundering checks. Therefore, the
money laundering threat related to safe deposits is considered significant (level 3).
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Vulnerability
Terrorist financing

Terrorist financing vulnerability related to safe custody services is not considered
particularly relevant. Therefore, terrorist financing vulnerability is not part of the
assessment.

Conclusions: Not relevant.

Money laundering

In assessing the money laundering vulnerability related to safe deposits, a distinction
should be made between services provided by credit institutions and those provided by
nonbanking entities (storage facilities).

a) risk exposure

In both cass, the risk exposure is high, because large sums of cash may be at stake. This
level of risk exposure may be greater where ‘rigk customers are involved.

b) risk awareness

Basic aspects of customer due diligence apply to safe custody services pbyvaledit
institutions. Some competent authorities take a proactive approach in this sector, but
banks remain vulnerable with regard to the contents of safe deposit boxes. Generally,
they have no information on the funds placed in them. The private cossptrat
provide such services do not all comply with AML/CFT requirements and some accept
cash payment for the rental of safe deposit boxes. Another question is whether the risk of
terrorist financing arises at the time of the storage or only once the &wadnserted in

the real economy. From a law enforcement perspective, the more funds are stored, the
easier it is to maintain the anonymity of a transaction.

c) legal framework and checks

Safe custody services and free zone shelters are not includag;hasn the AML/CFT

legal framework at EU level. However, safe custody services provided by credit and
financial institutions are included in the framework applicable to those obliged entities.
Undertakings providing safe custody services as listed int pd in Annexl to
Directive2013/36/EU are specifically subject to AML/CFT rules. However, in practice,
financial institutions may not be in a position to meet their monitoring obligations and
assess the source of funds, since they are not aware odritents of the safe deposit
boxes. In addition, this does not cover commercial storage companies or other storage
facilities that may be used for similar services. In some countries, certain storage/safe
services in general are regulated and supervissdcis

126



Conclusions: Where provided by credit and financial institutions, safe custody
services are subject to customer due diligence requirements and checks. However, it
is not always possible to establish the exact source of funds and ongoing monitoring
may have a blind spot, since the financial institution is usually unaware of the
contents. In addition, safe deposits may be accessible to parties other than the initial
customer, which increases vulnerability. The market is fragmented, with the
emergence bprivate entities and other commercial storage/safe services. Thereforg,
the level of money laundering vulnerability is considered moderately
significant/significant (level 23).

Mitigating measures

For Member States / competent authorities:

A Thematic irspections in the sector, focusing on the effectiveness of customer
due diligence requirements of financial and +#fimancial institutions offering
safe custody services.
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NON-FINANCIAL PRODUCTS

1. Creation of legal entities and legahrrangements

Product/Service
Creation of legal entities and legal arrangements

Sector

Trust or company service providers (TCSPs), legal professionals, tax
advisors/accountants/auditors, providers of advice on capital structure and industrial
strategy, avice and services on mergers and acquisitions and business strategy advice
(6professional i ntermediari eso6)

General description of the sector and the related product/activity concerned

TCSPs, legal professionals, tax advisors/accountants and provideteicd an capital
structure and industrial strategy, advice and services on mergers and acquisitions and
business strategy advice provide a wide range of services to individuals and businesses
for commercial undertakings and wealth management.

The Fourth Ati-Money Laundering Directive f4AMLD) requires entities to identify

the beneficial owner when entering into a business relationship and to takasesk and
adequate measures to verify the identity of the beneficial owners as defined in
Article 3(6).

In addition to antimoney laundering legislation, the following EU company law
directives lay down general rules on setting up limited liability companies, especially
with regard to capital and disclosure requirements. European company law is partially
codfied in Directive 2017/1132/E%J relating to certain aspects of company law, and
Member States continue to operate separate company acts, which are amended from
time to time to comply with EU directives and regulations.

Directive 2017/1132/Eldovers:

1. The disclosure of company documents, the validity of obligations

entered into by a company, and nullity. It applies to all public and private limited

liability companies.

2. The formation of public limited liability companies and rules on
maintaining and altering their capital. It sets the minimum capital requirement

for EU public Iimited |iability companie
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3. Disclosure requirements fdoreign branches of companies. It covers
EU companies which set up branches in another EU country or companies from
non-EU countries setting up branches in the EU.

Additionally, Directive 2009/102/E® on company law on singlmember
private limited liability companies provides a framework for setting smgle-
member company (in which all shares are held by a singleareholder). It
covers private limited liability companies, but EU countries may decide to extend
it to public limited liability companies. It replaces Directive 89/667/EEC (the
12" Council Company Law Directive).

1 This Directive alsoprovides a frameworkfor setting up asinglemember
company (in which all shares are held by a single shareholder). It covers private
limited liability companies, but EU countries may decide to extend it to public
limited liability companies. It replaces Directive 89/667/EEC.

The rules on formation, capital and disclosure requirements are complemented by
accounting and financial reporting rules®*

Listed companies must also meet certeamsparency requirements>?

Description of the risk scenario

Perpetrators create complex ustiures involving many jurisdictions, in particular
offshore jurisdictions with secretive chains of ownership, normally through shell
companies? where the owner of another company or another legal structure is registered
elsewhere. Nominees are designaad will only appear to be in charge of the company
by hiding the link with the true beneficial owner. By involving offshore companies, the
perpetrators can stay anonymous, return the funds derived from criminal activity into the
legal economy, and commtiéx fraud, tax evasion and other activities that impair the
state budget or conceal the sources of the funds.

This involves creating 6opaque structures©o,
identity of the UBO(s) of entities and arrangementshiat structure is concealed, for

example, through the use of nominee directors for instance. In such cases, it is only the
nominee director who appears to be the beneficial owner of the company. These schemes
make use of offshore jurisdictions with weakLMNIF frameworks which attract

significant investments. The amount of global offshore wealth held in 2017 was around

%0 Directive 2009/102/EC of the European Parliament and of the Council®éfit@mber 2009 in the area
of company law on singlmember priate limited liability companies (Text with EEA relevancé)j L
258, 1.10.2009, R20-25.

*1 Company reporting:
https://ec.europa.eu/info/bngsseconomyeuro/companyeportingandauditing/companyeporting_en

%2 Securities markets:
https://ec.europa.eu/info/businessonomyeuro/bankinegandfinance/financialmarkets/securities

markets en

>3 An overview of shell companies in the European Union:
http://www.europarl.europa.eu/RegData/etudes/STUD/2018/627129/EPRS_STU(2018)627129 EN.pdf
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$8.2 trillion, 6% higher than in the previous year in US dollar téfrs.preliminary
estimate of offshore wealth held by EU residents$4.6 trillion in 2016>

General comment

For this risk scenario, the assessment covers legal entities such as companies, corporate
structures, foundations, associations,-fleotprofit organisations, charities and similar

structures. It also covers trustsdaother legal arrangements with a similar structure or

function (e.gfiducie, treuhand fideicomiscé ) . The ri sk assessment r
of the activity and not the structure as such. This approach does not deny the specific

nature of legalentities versus legal arrangements (the latter do not have a legal
personality and are basically a contractual relationship). However, as far as the nature of

the service is concerned (here the creation of the structure), these specific features do not

make any key difference: legal entities and legal arrangements can be used in the same

way for hiding the true beneficial owners. The type of structure perpetrators favour
depends on the | egal environment of a gi v
expertise and convenience. Organised crime groups can easily create all of these
structures and all of them could be vehicles for creating opaque and complex schemes

that make it more difficult to identify the real owner and the real origin of the funds.

Threat
Terrorist financing

Perpetrators intend to set up opaque structures that can circumvent any restrictive
measures in place. The assessment of the terrorist financing threat related to the creation
of legal entities and legal arrangements shows that terrorist organisationbavey
difficulty in creating such structures. This is because these terrorist organisations are
usually on the sanctions list. The more the terrorist organisation wants to hide its
beneficial ownership identity, the more sophisticated the process neexiskiodwledge

of both domestic and international regulatory and taxation rules are required to create
these structures which entail a high level of knowledge that can only be provided by
professional intermediaries. Nevertheless, law enforcement agenadiedinamcial
intelligence units have identified some simple methods that involve perpetrators using
bank accounts and professional intermediaries to help them set up structures quickly and
easily in order to gather cash to finance terrorist activities.eftwe, the ability to create

legal entities and legal arrangements is relevant for the terrorist financing threat, although
only a limited number of such cases have been reported by law enforcement.

Conclusions: Few cases of using these methods to finanegrorism have been
identified. This may be because the high level of technical expertise and knowledge
required dissuades terrorist organisations that would prefer simpler and mor

% Global Wealth 2018 report by The Boston Consulting Grduim://imagesrc.bcg.com/Images/BGG
Seizingthe-Analytics AdvantageJune2018R-3_tcm93194512.pdf
% Forthcoming study bECOPAand CASEO Est i mat i ng I nternational Tax Evac
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accessible solutions. Therefore, the level of terrorist financing threatlated to the
creation of legal structures is considered asioderately significant (level 2).

Money laundering

The assessment of the money laundering threat related to the creation of legal entities and
legal arrangements shows that this tool is almodusively used to hide and obscure the
beneficial ownership. From a costs perspective, setting up a legal entity or a legal
arrangement is rather straightforward and can be done online. Shell companies with a
generic declared activity and no operationsvemy common. Shell companies that have
already been in operation for a few years whose shares are transferred to new
shareholders are more expensive but also more sought after by criminals. Foundations are
also attractive as no control on funds is caroet by competent authorities. All such
entities lack real economic activities. Some costs or a higher level of expertise/planning
may be required if the criminal organisations rely on intermediaries to create more
complex structures, for instance involgimore than one jurisdiction to better hide the

true identities of the owners. Knowledge of domestic and international regulatory and
taxation rules are required to create these structures which entail a high level knowledge
that can be provided only bygiessional intermediaries. Complex chains of ownership
throughout different countries increase the opacity of the money laundering scheme.
However, on the creation of the structure itself, as long as the use of intermediaries is
sufficient to hide the beffieial ownership, it is an attractive and fairly secure method to
launder the proceeds of crime.

Financial intelligence units and law enforcement agencies consider that criminal
organisations use this method frequen®ye organised criminal group case several

types of professional enablers depending on the task. This has been a key feature in most
of the cases reported to Europol, where money laundering schemes are facilitated by
professionals from different industries, usually a lawyer and an atadu For example,
economic advisors are used to design a mechanism to integrate criminal cash into the
legal financial system, and lawyers find a legal justification for these activiigs.
accounts for the complexity of the laundering mechanismdaoepand the need for
expert knowledge to build them and avoid detection.

Conclusions: Although the creation of legal entities or legal arrangements cannot be
isolated from the business activity itself, this risk scenario is considered to be|a
lucrative tool to lauder the proceeds of crime. Therefore, the level of money
laundering threat related to the creation of legal structures is considered ds
significant/very significant (level 3/4).

Vulnerability

Terrorist financing

The assessment of the terrofistancing vulnerability related to the creation of legal
entities or legal arrangements shows the following characteristics:

a) risk exposure
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The risk exposure aspect is the fact that legal entities and legal arrangements may, in
certain circumstancesasily be created remotely and with no specific identification
requirement (through unsecured delivery channels). The process may be fully anonymous
and professional intermediaries may unwittingly be misused by terrorist groups located
in high-risk areago create a structure with no legitimate purpose. In other situations, the
nonfaceto-face creation of the structures may involve professional intermediaries who
are located outside the EU. In that case, the entry point to identify who the beneficial
ownge is remains the financial institution in charge of opening the bank account. Finally,
some intermediaries or third parties may provide dedicated services to hide the beneficial
ownership, impacting the whole profession which may be considered as comphet

setting up of these terrorist financing schemes.

b) risk awareness

In general, professional intermediaries seem to be aware of the risk of being misused by
illegitimate requests to create legal entities and legal arrangementsisKtikat these
structures could be used to hide the beneficial owner is well known. However, given that
in the terrorist financing context the creation of legal entities and legal arrangements may
still rely on legitimate money, red flags are not triggkrappropriately. Several
professional sectors may be involved in the creation of these structures and competent
authorities are not always able to deliver proper guidance to these professional sectors.

c) legal framework and controls

Accountants, auditet tax advisors and legal professionals (since 2001), TCSPs (since
2005) and providers of advice on capital structure and industrial strategy, advice and
services on mergers and acquisitions and business strategy advice (since 2005) are
subject to EU artimoney laundering requirements.

Based on the level of suspicious transaction reporting, competent authorities consider
that the checks in place are still insufficient and the elements gathered at the beginning of
the business relationships are not devetbpnough to detect and analyse the terrorist
financing risks related to the creation of legal entities or legal arrangements.

EU Member States have different regulatory and taxation regimes that may be exploited
by terrorist organisations. Enforcing threquirements on the identification of the
beneficial owner at the beginning of the business relationship remains an important
challenge for the entities concerned. Although it is difficult to link shell companies to
their owners, security experts and lawmfarcement officials all agree that shell
companies, or other legal entities like trusts, pose a threat to national security. They make
it nearly impossible to find the people who are actually financing terrorism and other
criminal activities, and can bdeal vehicles for financing terrorists.

On providers of advice on capital structure and industrial strategy, advice and services on
mergers and acquisitions and business strategy advice, there is no information about how

®6These U.S. compemsd e smdb dtee rdsr uggn dd etadr r or i st s o6, Me |
CNN Money, 9December 2015.
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they are supervised by the congrdtauthorities and whether or not they comply with
antrmoney laundering and terrorist financing requirements.

Conclusions: Although this is not necessarily the most frequent method used for
terrorist financing, the terrorist financing vulnerability rel ated to the creation of
legal structures is considered asignificant/very significant (level 3/4).

Money laundering

The assessment of the money laundering vulnerability related to the creation of legal
entities and legal arrangements shows that:

a) risk exposure

The main risk exposure aspect is the fact that legal entities and legal arrangements may,
in certain circumstances, easily be created remotely and with no specific identification
requirement (through unsecured delivery channels). The procedsemially anonymous

and professional intermediaries may unwittingly be misused by criminal organisations
located in higkrisk areas to create a structure with no legitimate purpose. In other
situations, the nofaceto-face creation of the structures mayvalve professional
intermediaries who are located outside the EU. In that case, the entry point to identify
who the beneficial owner is remains the financial institution in charge of opening the
bank account. Finally, some intermediaries or third pammes provide dedicated
services to hide the beneficial ownership, impacting the whole profession which may be
considered as complicit in the setting up of these money laundering schemes.

b) risk awareness

Both TCSPs and legal professions/tax advisors seenbe aware of the risk of
illegitimate requests to create legal entities and legal arrangements. The risk that these
structures could be used to hide the beneficial owner is well known. However, there are
still significant shortcomings in enforcement. $hs the case when several obliged
entities are involved in the creation of structures and where the application of customer
due diligence, including who the beneficial owner is, relies on the financial sector which
is not always well equipped to face sitions where the beneficial owner is voluntarily
hidden.

There are also significant shortcomings in entities' understanding of themamsly
laundering obligations or even knowledge of these obligations. This particularly applies
to the use of commalaw legal arrangements, like trusts, which are less transparent legal
structures that are unfamiliar to civil law countries and are not known in their national
law or used as investments/business vehicles. Even when guidance on how to apply anti
money laudering requirements to legal arrangements in these civil law jurisdicions

and the applicability of CDD®d is available, getting an orderly view of these legal
structures remains difficult. This is especially the case for common law legal agreements
madein non-EU countries.
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The risk awareness of providers of advice on capital structure and industrial strategy,
advice and services on mergers and acquisitions and business strategy advice is
impossible to assess as there is no information available on whether or not they apply the
AML/CFT requirements.

c) legal framework and controls

Legal framework:Accountants, aditors, tax advisors and legal professionals (since
2001), TCSPs (since 2005) and providers of advice on capital structure and industrial
strategy, advice and services on mergers and acquisitions and business strategy advice
(since 2005) are subject to Edtimoney laundering requirements.

The current EU legal framework requires: (i) the identification of the beneficial owner

before entering into a business relationship; and (ii) that Member States establish a
central register on the beneficial ownershop corporate and other legal entities

i ncorporated within each Member Statebs ter

Nevertheless EU Member States still have different regulatory and taxation regimes that
are exploited by criminal organisations. These organisations may take agvahtaore
lenient AML/CFT frameworks to identify beneficial owners of legal entities and
arrangements or of national regimes that do not provide for personal or corporate income
tax.

Controls Competent authorities and financial intelligence units hawéced the
involvement of offshore jurisdictions where the ability of law enforcement agencies to
conduct investigations depends on the existence of mutual legal assistance (MLA)
agreements with these jurisdictions. The consequence is that if there isLAo M
agreement, the process to identify the beneficial ownership is hampered.

IT tools have been put in place to allow corporate structures to be created quickly and
anonymously without the involvement of a public authority. In the case of legal
arrangemerst, some of them can be contracted in a very informal way which creates
additional obstacles for carrying out inspections.

On providers of advice on capital structure and industrial strategy, advice and services on
mergers and acquisitions and businesstefyy advice, there is no information on how
competent authorities supervise them and whether or not they comply with AML/CFT
requirements.

Conclusions: The money laundering risk exposure relating to the creation of lega
entities or legal arrangements igonsidered to be significant due to the still existing
level of anonymity and the characteristics of the customers and areas involved, |in
particular when basic or simplified IT tools are being used without the involvement
of a public authority. The risk awareness of professional intermediaries seems quite
satisfactory although the number of STRs remains very low.

The 2013 FATF rthe fewelof reporiing tey she ledalaséctords unlikely to be at the same
level as that of the financial institutions. There isignificant difference in the volume of transactions
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Even after Member States' transposition of EU AML Directives and the designation
of designated norfinancial businesses and professions sincd@L many Member
States still lack a robust AML/CFT framework in many Member States and the
rules do not seem to be correctly understood. The legal framework is not adapted [to
the risk (beneficial ownership is identified after the creation of the structureather
than before) and the necessary checks were introduced only recently with thé& 4
and 5" AML Directives. Therefore, the money laundering vulnerability related to
the creation of legal entities, legal arrangements and neprofit
organisations/charities is considered asignificant/very significant (level 3/4).

=

Mitigating measures

While there have been significant improvements in the adoption and implementation of
Financial Action Task Force (FATF) standards and Member States' endorsement of the
Organisation for Economic Cooperation and Development's work on transparency in
recent years, the need to further increase the overall transparency of the EU's economic
and financial environment is clear. We cannot prevent money laundering and terrorist
financing effectively unless the environment is hostile to criminals seeking shelter for
their finances through netmansparent structures. The integrity of the EU financial
system depends on the transparency of corporate and other legal entities, trusts and
similar legal arrangements. The overarching principles of EU action are to detect and
investigate money laundering and to prevent it from occurring. Increasing transparency
could be a powerful deterrent.

Since the preparation of the first SupranationakRAssessment (SNRA) report, the EU
has revised its AML/CTF legal framework to mitigate risks relating to money laundering
and terrorist financing. In 2015, the EU adopted a modernised regulatory framework
encompassing:

1 Directive (EU) 2015/84%n preventig the use of the financial system for money
laundering or terrorist financing (4th AMLDS.

1 Regulation (EU) 2015/846n information on the payer accompanying transfers
of funds® & makes fund transfers more transparent, thereby helping law
enforcement authiies to track down terrorists and criminals.

undertaken by legal professionals in comparison to financial institutions. Also, the level of involvement in

each transaction, which affects the basis on which a suspicion may arise and be assegsdifi;aatk/

di f f éccerdingly, the report identifies,onpage®a mor e r el e Voathetlegadsecthqgp ar i sono
as perhaps being with other DFNBBse s peci al ly those pr offomdivhichg profes
6reports by | e cgetl 100, randing BSomilessithan%sto 20% GThe report includes a

sampling of STRs for legal professionals and DNFBPs in 2010 and 2011 for a number of countries.

8 Directive (EU) 2015/849 of the European Parliament and of the Council bag02015 onthe

prevention of the use of the financial system for the purposes of money laundering or terrorist financing,
amending Regulation (EU) N&48/2012 of the European Parliament and of the Council, and repealing

Directive 2005/60/EC of the European Parliamamid of the Council and Commission Directive

2006/70/EC (Text with EEA relevanc&)] L 141, 5.6.2015, p.3-117.
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Both pieces of legislation take the FATC's 2012 recommendations into account and go
further on a number of issues to promote the highest possiblenandy laundering
standards and to counter terrorist finagc

1 Directive (EU) 2018/843, the 5th AMLD® (Amendments to the 4th AMLD).

Directive 2018/822/E\8* which requires intermediaries to submit information on
reportable crosborder tax arrangements to their national authofftismes into
effect as from 2020.

The 5th AMLD, which amends the 4th AMLD was published in the Official Journal of
the European Union on 1®ine 2018The Member States must transpose this Directive
by 10January 2020but certain changes need to be immated by 10arch 2020. The
interconnection of the registers on beneficial ownership is required B\addh 2021.

On the creation of legal entities and legal arrangements specifically, the amendments
introduced by this new legal framework:

1 improve transarency on the real owners of companies;
f improve transparency on the real owners of trusts;

1 establish the interconnection of the beneficial ownership registers at EU level,
and

1 improve cooperation and information sharing between-ranhey laundering
supervisors and between them and prudential supervisors and the European
Central Bank.

Within this improved framework, the main tasks for competent authoritiesésglfatory
bodies remain:

1 Member States should ensure that competent authoritiesfgelatory bodies
provide training sessions and guidance on risk factors with a focus eiacen

% Regulation (EU) 2015/847 of the European Parliament and of the Council M&R®015 on
information accompanying transfers of funds andeatipg Regulation (EC) N&781/2006 (Text with
EEA relevance)©J L 141, 5.6.2015, [1-18.

€ Directive (EU) 2018/843 of the European Parliament and of the Council bfag02018 amending
Directive (EU) 2015/849 on the prevention of the use offithencial system for the purposes of money
laundering or terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU (Text with EEA
relevance); OJ L 156, 19.6.201843-74.

®1 Council Directive (EU) 2018/822 of 28ay 2018 amending DirectiveD21/16/EU as regards mandatory
automatic exchange of information in the field of taxation in relation to reportable-bmyossr
arrangements; OJ L 139, 5.6.201814.3.

62 Administrative cooperation in (direct) taxation in the EU:
https://ec.europa.eu/taxation_customs/businessfiageratiorcontrol/administrative
cooperation/enhaed-administrativecooperatiorfield-directtaxation_en
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to-face business relationships, offshore professional intermediaries, customers or
jurisdictions and complex/shell structures.

Member States should ensure thaf-segulatory bodies/competent authorities
conduct thematic inspections on how beneficial owner identification requirements
are enforced.

Annual reports on the measures taken to verify these entities’ compliance with
their customer due diligence obligai®) including beneficial ownership
requirements, suspicious transaction reports and internal controls should be
provided by competent authorities/sedyulatory bodies to Member States.

Member States should ensure that providers of advice on capitetustrand

industrial strategy, advice and services on mergers and acquisitions and business
strategy advice comply with their obligations on beneficial ownership.
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2. Business activity of legal entities and legal arrangements

Product/Service
Business activity entities and legal arrangements

Sector

Trust or company service providers (TCSPs), legal professionals, tax
advisors/accountants/auditors, providers of advice on capital structure, industrial
strategy and related questisrand advice and services for mergers and purchasing
undertakings (6professional i ntermediari es?®o

General description of the sector and the related product/activity concerned

TCSPs, legal professionals, tax advisors/accountants and providers of adveggtah c
structure and industrial strategy, advice and services on mergers and acquisitions and
business strategy advice provide a wide range of services to individuals and businesses
for commercial undertakings and wealth management.

The 4th AMLD requires loliged entities to identify the beneficial owner when entering
into a business relationship and taking Hlislsed and adequate measures to verify the
identity of the beneficial owners as defined in Artig(é).

In addition to antmoney laundering legigian, the following EU company law
directives lay down general rules on setting up limited liability companies, especially on
capital and disclosure requirements. EU company law is partially codifiBarective
2017/1132/EWrelating to certain aspects cdbmpany law, and Member States continue

to operate separate company acts, which are amended from time to time to comply with
EU directives and regulations.

Directive 2017/1132/EWdovers:

1. The disclosure of company documents, the validity of obligations

entered into by a company, and nullity. It applies to all public and private limited

liability companies.

2. The formation of public limited liability companies and rules on
maintaining and altering their capital. It sets the minimum capital requirement

for EU public I'imited Iliability companie
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3. Disclosure requirements fdoreign branches of companies. It covers
EU companies which set up branches in another EU country or companies from
nonEU counties setting up branches in the EU.

Additionally, Directive 2009/102/EC (the 12th Company Law Directive)
provides a framework for setting upsanglemember company(in which all
shares are held by a single shareholder). It covers private limited Viabilit
companies, but EU countries may decide to extend it to public limited liability
companies. It replaces Directive 89/667/EEC.

The rules on formation, capital and disclosure requirements are complemented by
accounting and financial reporting rules®®

Listed companies must also meet certaansparency requirements>*

Description of the risk scenario

Front companies used for fraud via false invoiciRgrpetrators use front companies to
apply false invoices to imported items, with the overpayments siphaffied terrorist
causes.

Tradebased money launderingerpetrators use tratbased money laundering (TBML)

to justify the movement of criminal proceeds through banking channels (via letters of
credit, invoices, etc.) or through the use of global trammasti often using false
documents for the trade of goods and servicétscan potentially allow the rapid transfer

of large sums by justifying an alleged economic purpose. TBML schemes have also been
used by international terrorist groups with complex foganethod®’.

False loansCompanies set up fictitious loans with each other to create an information
trail to justify transfers of funds of illegal origin. Perpetrators use fictitious loans to
justify the movement of criminal proceeds through banking mblar® without any
economic backing.

In terms of legislation, the EU has adopted several accounting diréttres has set
audit requirements to ensure that companies

General comment

63 Company reporting:
https://ec.europa.eu/info/businessonomyeuro/compamnyeportng-andauditing/compamyeporting_en
84 Securities markets:
https://ec.europa.eu/info/businessonomyeuro/bankineandfinance/finacial markets/securities
markets _en
® TradeBased Money Launderiny by FATF:
http://www.fatEgafi.org/publications/methodsandtrends/documsimradebasedmoneylaundering.htmi
%" DEA and European Authorities Uncover Massive Hezb
DEA & 1February 2016: a case of the Lebanese group Hezbollah laundering significant proceeds from
drug trafficking in Europe apart of a trade based money laundering scheme known as the Black Market
Peso Exchange.
67 Company reporting overview:
https:/ec.europa.eu/info/businessonomyeuro/compamyeportingandauditing/company
reporting_en#overview
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For this risk scenario, the ssssment covers legal entities such as companies, corporate
structures, foundations, associations,-feotprofit organisations, charities and similar
structures. It also covers trusts or other legal arrangements with a structure or functions
similar to tusts (e.gfiducie treuhand fideicomiscé ) .

The risk assessment relates to the nature of the activity and not the structure as such. This
approach does not deny the specific nature of legal entities versus legal arrangements (the
latter do not have a lay) personality and are basically a contractual relationship).
However, as far as the nature of the service is concerned (here the creation of the
structure), these specific characteristics do not make any key difference: legal entities and
legal arrangemeés can be used the same way for hiding the true beneficial owners. The
type of structure perpetrators favour depends on the legal environment of a given
jurisdiction, the perpetratorsdé type of exp
can easily arate all of these structures and all of them could be vehicles for creating
opaque and complex schemes that make it more difficult to identify the real owner and
the real origin of the funds.

Threat
Terrorist financing

The assessment of the terrorist fiogug threat related to business activities of legal
entities or legal arrangements shows that terrorists groups do not particularly favour this
kind of method to finance terrorist activities. According to law enforcement authorities,
this risk scenario isot really attractive for terrorists groups as it requires the creation of

an opaque structure (illicit legal entity or legal arrangement) or infiltrating the ownership
of a legitimate legal entity or legal arrangement. It requires expertise and the tabilit

pl an. Due to the different steps to be tak
collected quickly from this method. However if perpetrators have the expertise, they can
use this method for money remittance instead of other classical tech(nuuesy value
transfer services, hawala, etc.). The method can be attractive if there is a need to transfer
large volume of funds for terrorist financing purposes. Therefore, terrorist groups may
have some intentions to use it.

Conclusions: From the evidence provided by law enforcement authorities and
financial intelligence units, the level of the terrorist financing threat related to
business activities of legal entities and legal arrangements is considered |as
moderately significant (level 2).

Money laundering

The assessment of the money laundering threat related to business activities of legal
entities or legal arrangements shows that the most widespread means used by organised
crime groups to launder the proceeds of crime @880 and false invoicing. These

il licit operations allow | egitimate funds t
using forged invoices; (ii) by reducing the base for tax calculation; (iii) by reducing

income tax by taking legitimate funds frorhet company; and (iv) by laundering

il egitimate proceeds by withdrawing cash
intermediaries. More and more trade operations are actually legal and involve the export

of goods and commodities at a market price, but m@stid in cash and exported before

being reexported between different countries. It mainly involves high value goods (cars,
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electronics goods, luxury goods), but it increasingly includes low value/large volume
goods such as agrofood goods.

In virtually all cases, organised crime groups use legal business structures to launder their
criminal proceeds. This is commonly known as business recycling.-itiasisive
businesses such as catering or retail provide a good cover for the source of otherwise
inexplicaldle quantities of cash. These businesses can be exploited in a variety of ways by
OCGs, but in most cases they are used as a legitimate source of income from customers
to facilitate the cemingling of illicit funds with legal proceeds. In these cases the
savices of a complicit bookkeeper or accountant are used in order to legitimise criminal
cash flows through false invoices, receipts and accounts. In some other cases, the
business does not have any legitimate activity, and therefore no legitimate sarashb. of
Fictitious accounts and transactions are therefore created in order to disguise criminal
proceeds as legitimate earnings of trade in goods and services. Financial statements can
also be falsified to account for the cash flows.

While the required epertise and planning capacity is not negligible, law enforcement
authorities and financial intelligence units consider that OCGs have used this method
frequently because it is generally quite accessible, has a low cost and is relatively easy to
exploit. Havever, this method also involves several sectors. For example, transfers of
money through companiesd structures are gen

Conclusions: While building a TBML scheme may require moderate levels af
technical expertiseand knowledge, financial intelligence units and law enforcement
agencies have identified many such cases that demonstrate that this method is quite
easy to access and to exploit. On this basis, the level of the money laundering threat
related to businessactivities of legal entities and legal arrangements and based ¢n
trade-based money laundering is considered ary significant (level 4).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to businessiesctfi
legal entities or legal arrangements shows that:

a) risk exposure

Significant sums can be gathered through business activities to finance terrorist
organisations and activities. This business activity is mostly cash based and could
involve crossborder transactions with higtisk third countries.

b) risk awareness

Both TCSPs and legal professions/tax advisors seem to be aware of the risk of being
misused to create legal entities and legal arrangements for illegitimate purposes linked to
money lawmdering and terrorist financing. The risk that these structures could be used to
hide the beneficial owner is well known. However, there are still significant
shortcomings in their understanding of their AML/CFT obligations, or even their
knowledge of themin particular, given that in the context of terrorist financing business
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activity can still rely on legitimate money, this does not necessarily trigger any red flags.
The checks in place are quite weak, so financial intelligence units can only detect and
analyse the terrorist financing risks related to business activity through legal entities or
legal arrangements in limited circumstances. Many professional sectors may be involved
in the creation of legal structures and competent authorities are nosaiayto deliver
proper guidance to these professional sectors.

c) legal framework and checks

Legal framework Accountants, auditors, tax advisors and legal professionals (since
2001), TCSPs (since 2005) and providers of advice on capital structuredastrial
strategy, advice and services on mergers and acquisitions and business strategy advice
(since 2005) are subject to EU amtoney laundering requirements. These EU
requirements impose that the beneficial owner of a legal structure or a legaéareang
including nonprofit organisations or foundations is identified before starting the business
relationship.

Checks:

Competent authorities consider that there are still not enough checks in place and that
elements gathered at the beginning of bussnelationships are not sufficient to detect
and analyse the terrorist financing risks related to the creation and activities of legal
entities and legal arrangements.

Regarding providers of advice on capital structure and industrial strategy, advice and
services on mergers and acquisitions and business strategy advice, there is no information
about their supervision by competent authorities and whether or not they comply with
AML/CFT requirements.

Conclusions: From the elements gathered and while this ethod is not necessarily
the most obvious vehicle for terrorist financing, the terrorist financing vulnerability
related to business activities of legal entities and legal arrangements is considered as

significant (level 3).

Money laundering

The assessmemf the money laundering vulnerability related to business activities of
legal entities and legal arrangements shows

a) risk exposure

False loans are used widely by organised crime groups. In certain cases, TBML may
imply large international trade tramdimns less easy to detect by banks. This difficult
detection can be increased by the recurring use of strawmen which may impact on the
level of vulnerabilities.

b) risk awareness

Both TCSPs and legal professions/tax advisors seem to be aware of tbé bikg
misused to create legal entities and legal arrangements for illegitimate purposes linked to
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money laundering and terrorist financing. The risk that these structures could be used to
hide the beneficial owner is well known. TCSPs are, in genesaleathat they are not
supposed to deal with third parties without having the correct compliance in place.
However, the transactions at stake are rather complex {moodsr in particular) which

make the investigation work of law enforcement agenciesshardhe illicit origin of the

funds is generally difficult to prove due to the number of people/bodies and geographical
areas involved and the channels used. Suspicious transactions are therefore quite difficult
to detect (TBML and false invoicing).

c) legal framework and checks

Legal framework:Accountants, auditors, tax advisors and legal professionals (since
2001), TCSPs (since 2005) and providers of advice on capital structure and industrial
strategy, advice and services on mergers and acquisitionsuantess strategy advice
(since 2005) are subject to EU amtoney laundering requirements. These EU
requirements impose that the beneficial owner of a legal structure or a legal arrangement,
including nonprofit organisations or foundations, is identfiecoefore starting the
business relationship.

Checks in several situations, competent authorities and financial intelligence units have
noticed the involvement of offshore jurisdictions where the ability of law enforcement
agencies to conduct investigat® depends on the existence of MLA agreements with
these jurisdictions. The consequence is that as long as there is no MLA agreement, the
process to identify the beneficial ownership is terminated.

For providers of advice on capital structure and indaisstrategy, advice and services

on mergers and acquisitions and business strategy advice, there is no information on their
supervision by competent authorities and whether or not they comply with AML/CFT
requirements.

Conclusion: The risk exposure of thesector is considered to be very significant du
to the lack of a robust money laundering framework in many norEU country
jurisdictions, especially the lack of rules on identifying beneficial owners. Thi
means that checks are nomxistent in opaque structires involving many
jurisdictions. In addition there is no information on whether the sector complies
with  AML/CFT requirements. On this basis, the level of money laundering
vulnerability related to business activities through a legal structure and basedno
TBML is considered assignificant/very significant (level 3/4).

4]

Uy

Mitigating measures

Under the improved legal framework introduced by theA#ILD and the amendments
provided by the B8 AMLD transparency requirements for beneficial ownership
information m legal entities and legal arrangements have been reinforced:

1 The specific factor determining which Member State is responsible for the

monitoring and registration of beneficial ownership information of trusts and
similar legal arrangements has been dkedlif
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1 Public access to beneficial ownership information allows greater scrutiny of
information by civil society, including by the press or civil society organisations,
and contributes to preserving trust in the integrity of business transactions and of
thefinancial system.

1 The strengthened public scrutiny helps prevent the misuse of legal entities and
legal arrangements, including tax avoidance.

1T Member Stateso6 centr al registers holding
interconnected through theutbpean Central Platform established by Directive
(EU) 2017/1132.

1 Directive 2018/822/EU comes into effect as from 2020 where intermediaries are
required to report to their national authorities automatic exchange of reportable
information on reportable cseborder tax arrangemerfts.

Within this improved framework, the main tasks for competent authoritiesésrlfatory
bodies remain:

1 Competent authorities/selégulatory bodies should provide training sessions and
guidance on risk factors with a focus monfaceto-face business relationships,
offshore professional intermediaries or customers or jurisdictions and
complex/shell structures.

1 Selfregulatory bodies/competent authorities should conduct thematic inspections
on how beneficial ownddentification requirements are implemented.

1 Annual reports on the measures taken to verify these entities' compliance with
their customer due diligence obligations, including beneficial ownership
requirements, suspicious transaction reports and intewwtrols, should be
provided by competent authorities/sedfyulatory bodies to Member States.

% Administrative cooperation in (direct) taxation in the EU:
https://ec.europa.eu/taxation_customs/businessfiaperatiorcontrol/administrative
cooperation/enhancembministrativecooperatiorfield-directtaxation _en
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3. Termination of legal entities and legal arrangements

Product
Termination of business activity of legal entities and legal arrangements

Sector

Trust or company service providers (TCSPs), legal professionals, tax
advisors/accountants/auditors, providers of advice on capital structure and industrial
strategy, advice and services on mergers and acquisitions and business strategy advice
(6profledsiteeranedi ari es6)

General description of the sector and the related product/activity concerned

TCSPs, legal professionals, tax advisors/accountants and providers of advice on capital
structure and industrial strategy, advice and services on merge@caniditions and
business strategy advice provide a wide range of services to individuals and businesses
for commercial undertakings and wealth management.

The 4th AMLD requires certain entities to identify the beneficial owner when entering
into a busines relationship and taking ridkased and adequate measures to verify the
identity of the beneficial owners as defined in Artig(é).

In addition to antimoney laundering legislation, the following EU company law
directives lay down general rules on swftup limited liability companies, especially
with regard to capital and disclosure requirements. European company law is partially
codified in Directive 2017/1132/E® relating to certain aspects of company law, and
Member States continue to operate safgacompany acts, which are amended from
time to time to comply with EU directives and regulations.

Directive 2017/1132/Eldovers:

% Directive (EU) 2017/1132 of the European Parliament and of the Councildoin&42017 relating to
certain aspects of company law (Text with EEA relevar@é).. 169, 30.6.2017, g6-127.
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1. The disclosure of company documents, the validity of obligations

entered into by a company, and nullity. It applies to atlliptand private limited

liability companies.

2. The formation of public limited liability companies and rules on
maintaining and altering their capital. It sets the minimum capital requirement

for EU public Iimited |iability companie
3. Disclosurerequirements forforeign branches of companies. It covers

EU companies which set up branches in another EU country or companies from

nonEU countries setting up branches in the EU.

Additionally, Directive 2009/102/EC° (the 12th Company Law Directive)
provides a framework for setting upsanglemember company(in which all
shares are held by a single shareholder). It covers private limited liability
companies, but EU countries may decide to extend it to public limabdity
companies. It replaces Directive 89/667/EEC.

The rules on formation, capital and disclosure requirements are complemented by
accounting and financial reporting rules’*

Listed companies must also meet certeamsparency requirements’?

Description of the risk scenario

Fraud using bankruptcy/judicial liquidation of a company: following the bankruptcy of a
company, the same company is bought by a former shareholder who creates a new
structure to pursue the same business activity but now withoutciaadifficulties.
Perpetrators cash out funds from the front company before the illegal activities are
detected or before assets are seized by competent authorities, masking the audit trail of
money laundered through the liquidated company.

General commen

For this risk scenario, the assessment covers legal entities such as companies, corporate
structures, foundations, associations,-fleotprofit organisations, charities and similar
structures. It also covers trusts or other legal arrangements withctuistror functions

similar to trusts (e.diducie treuhand fideicomiscé ) .

The risk assessment relates to the nature of the activity and not the structure as such. This
approach does not deny the specific nature of legal entities versus legal arraadtraen

latter do not have a legal personality and are basically a contractual relationship).
However, as far as the nature of the service is concerned (here the creation of the
structure), these specific features do not make any key difference: legjasearid legal

0 Directive 2009/102/EC of the European Parliament and of the @airi® September 2009 in the area
of company law on singlmember private limited liability companies (Text with EEA relevan€g);L
258, 1.10.2009, R20-25.
" Company reporting:
https://ec.europa.eu/info/businesssonomyeuro/compamyeportingandauditing/compamyreporting_en
2 Securities markets:
https://ec.europa.eu/info/businessonomyeuro/bankineandfinance/financiaimarkets/securities

markets _en
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arrangements can be used the same way for hiding the true beneficial owners. The type

of structure perpetrators favour depends on the legal environment of a given jurisdiction,

the perpetratorso type of emepgeoupscaseasimnd cor
create all of these structures and all of them could be vehicles for creating opaque and
complex schemes that make it more difficult to identify the real owner and the real origin

of the funds.

Threat
Terrorist financing

The assessment of the terrorist financing threat posed by the termination of business
activity has been considered together with money laundering schemes related to the
termination of business activity in order to hide the illegal origin of the fundsudn s
situations, the terrorist financing threat is not lessened with a separate assessment.

Conclusion: The assessment of the terrorist financing threat posed by the
termination of activities is considered aslightly/moderately significant (level 1/2).

Money laundering

The assessment of the money laundering threat posed by the termination of business
activity through legal structures shows that bankruptcy is part of a more global process
and some judicial administrators have reported cases where falseigtapkhas been

used to launder proceeds of crime. However, few cases have been identified by law
enforcement authorities. This tends to demonstrate that criminal organisations perceive
this method as unattractive or difficult to access as it requires $ogistical and
planning capabilities.

Conclusions: From the elements gathered during the assessment phase, the level of
the money laundering threat posed by the termination of business activity is
considered asslightly/moderately significant (level 1/2).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerabilities posed by the termination of
business activity has been considered together with money laundering schemes related to
termination of business activity in order tadéithe illegal origin of the funds. In such
situations, the terrorist financing threat is not lessened with a separate assessment.

Conclusions: In such situations, the level of vulnerability isnoderately significant

(level 2)

Money laundering
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The assessemt of the money laundering vulnerability posed by the termination of
business activity through legal structures shows that:

a) risk exposure

Situations where the termination of a business activity is at stake generally starts from a
fraud incident.

b) risk awareness

The detection of this method by law enforcement agencies and financial intelligence
units is easy given that it mostly starts from a fraud incident. This predicate offence
triggers the red flags for either the sector or the competenbréigh. In general,
bankruptcy is complex to realise and obliged entities (banks in particular) pay particular
attention to such scenarios, most of which are considered to be suspicious.

c) legal framework and controls

Accountants, auditors, tax advisard legal professionals (since 2001), TCSPs (since
2005) and providers of advice on capital structure and industrial strategy, advice and
services on mergers and acquisitions and business strategy advice (since 2005) are
subject to EU artimoney launderig requirements.

There is no specific provision that covers this situation in the Etnaoiey laundering
framework, apart from obliged entities being required to identify and report suspicions
obligations. But the number of suspicious transaction repectsved tends to show that

the checks in place are efficient and allow the detection of the suspicion situations.
Insolvency Directors managing an insolvency procedure are also an additional control
element.

For providers of advice on capital structamed industrial strategy, advice and services

on mergers and acquisitions and business strategy advice, there is no information on their
supervision by competent authorities and on whether they comply with AML/CFT
requirements.

Conclusions: While bankruptcy is an issue for some Member States, the detection [of
such cases and the level awareness of the sector and other obliged entities, leads to
the assessment that the level of vulnerability isioderately significant (level 2).

Mitigating measures

The currentEU legal framework has reinforced the transparency requirements for
beneficial ownership information on legal entities and legal arrangements. It has also
specified and clarified the role of certain parties as obliged entities.
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Within this improved framwork, the main tasks for competent authorities/ssdfulatory
bodies remain:

A/ if the termination is related to the creation of another legal entity or legal
arrangements

For competent authorities/saetqulatory bodies:

1 Member States should ensuteat competent authorities/sedgulatory bodies
provide training sessions and guidance on risk factors with a focus efacen
to-face business relationships, offshore professional intermediaries or customers
or jurisdictions, and complex/shell structar

1 Member States should ensure that-seffulatory bodies/competent authorities
conduct thematic inspections on how beneficial owner identification requirements
are implemented.

1 Annual reports on the measures taken to verify compliance by these obliged
entities with their customer due diligence obligations, including beneficial
ownership requirements, suspicious transaction reports and internal controls
should be provided by competent authorities/ssifulatory bodies to Member
States.

1 Member Statesh®uld put in place some mechanisms to ensure that the creation
of structures should be carried out under the supervision of a professional
(obliged entity), who should have to develop their due diligence.

1 Member States should put in place mechanisms sorenthat the information
held in the central beneficial ownership register is verified regularly.

1 Member States should ensure that providers of advice on capital structure and
industrial strategy, advice and services on mergers and acquisitions aresgusin
strategy advice comply with their obligations on beneficial ownership.

B/ if the termination is related to the purchase of another legal entity or legal
arrangements

For competent authorities/sekqulatory bodies:

1 Competent authorities/selégulaory bodies should provide training sessions and
guidance on risk factors with a focus on ffaneto-face business relationships,
offshore professional intermediaries or customers or jurisdictions, and
complex/shell structures.

1 Selfregulatory bodies/copetent authorities should conduct thematic inspections
on how beneficial owner identification requirements are implemented.
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1 Annual reports on the measures taken to verify compliance by these obliged
entities with their customer due diligence obligations;luding beneficial
ownership requirements, suspicious transaction reports and internal controls.

1 Member States should put in place mechanisms to ensure that the information
held in the central beneficial ownership register is verified regularly.

MemberStates should ensure that providers of advice on capital structure and industrial
strategy, advice and services on mergers and acquisitions and business strategy advice
are properly regulated and supervised at national level and comply with their obkgati

on beneficial ownership.

4. High value goodg artefacts and antiquities

Product
High value goods artefacts and antiquities

Sector
High value dealers

Description of the risk scenario

Terrorist financing 0 Perpetrators earn revenue from the sdléooted artefacts and
antiquities. The trafficking in cultural goods is among the biggest criminal trade
categories, estimated at possibly the third or fourth largest category. However there are
hardly any instruments for measuring the legal trade odatey on the magnitude of the

illicit commerce (the specific feature of this illicit trade being that the legal and the illicit
trade are sometimes interwoven).

There are hardly any data or instruments for measuring illicit commerce. Nevertheless,
accordimg to Interpol, the black market in works of art is becoming as lucrative as those
for drugs, weapons and counterfeit goods.

The information dossier that UNESCO produced for the 40th anniversary of the 1970
Convention states that, together with the drugsaamaments trades, the black market in
antiquities and culture constitutes one of the most firmly rooted illicit trades in the
world".

The value of the illegal antiquities traffic is also hard to aséesg to its invisible and
seamless charactérlt is estimated that only 380% of antique dealings take place

3 UNESCO. The Fight against the lllicit &fficking of Cultural Objects: the 1970 Convention: Past and

Future. 15 and 1Blarch 2011 http://unesdoc.unesco.org/images/0019/001916/191606E.pdf

“Alesia Koush OdFilghtal agamitnxtui thesdé Traffic in the E
Bruges, College of Europe 2011; Hardy o611 licit traff
of the artdé. MReh2@l6.r ch study, 30
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through auction houses where the pieces are published in cataldghesrest occurs
through private (thus often unmonitored, and not recorded) transaCtions.

According to studies, the total finaial value of the illegal antiquities and art trade is
larger than any other area of international crime except for arms trafficking and
narcotic$® and has been estimated at@Billion per year?

Links between the antiquities trade and drug, wildlifel amms trafficking, money
laundering and tax evasion and the financing of war machines and terror organisations
have been widely reported, which puts antiquities trafficking on the level of serious
transnational organised crime.

Money laundering 8 Perpetrtors convert proceeds of criminal activities into antiques
and art goods to store or moweese assets more easily.

Threat
Terrorist financing

The assessment of the terrorist financing threat posed by the trafficking of looted
artefacts and antiques showsat law enforcement agencies have identified cases of
trafficking of looted antiquities within the EU. Several investigations have been
conducted by Member Statesd | aw enforcement
goods taken out of conflict zorf8sia involvement of far east countries was used to hide

more easily the provenance of goods. The share of the illegal market should, of course,

be considered but is by definition difficult to detect. From the national studies conducted

so far, it appeardiit the main threat comes from looting such products in third countries,

notably in conflict zones such as Syria, and the terrorist organisations that control the
territory then 1 mposing taxes on these act
artefacs, Islamic State is earning money from selling digging permits and charging

t r ans ictHowewre terdorists may also sell the products themselves to obtain
revenues, as shown by primary evidence collected by th&dr®l as acknowledged by

the UnitedNations Security Councif

> Duncan Chappell & Kenneth Pglk Unr avel | ing the Cordatad¢: Just How
Traffic in Cultural Obj ects?06, i n CiéteénfterAd anManacor de
Antiquitiesd6 Worl d. Il egal Trafficking in Cultural

Pet er Wat s orhe InsiGecstody, &dndodndHouse, 1997, cited in Chauncey D. Steele.

" Alesia Koush, op. cit., pt.

BLisa J. Borodki n, The Economics of AntColgnbiati es | oo
Law ReviewNo02, 1995, p377-418.

bid., p. 377.Estimation by the author.

80 https://blogs.state.gov/stories/2018/06/20/en/tackilliwit -trafficking-antiquitiesandtits-tiesterrorist

financing

8Cal i phate in Decline: An Estimate of |Islamic Statebd
82 https://www.justice.gov/usadc/pr/unitedstatesfiles-complaintseekingforfeiture-antiquities
associatedslamicstate

8 UNSC Resolution 2347(2017) recognises (like R 2199, adopted under the binding Chapter VII) that the

Islamic State and groups associated t h Al Qaeda are oO0generating incom
indirectly in the looting and smiggtrnongtméntcuef fuomt
strengthen their operational capability to organise
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The majority of the objects stolen by terrorists in some conflict areas are small/medium
size items which come from illegal excavations, making it even harder for the law
enforcement agencies to establish the provenance andve hrat a certificate is fake,
especially for small items.

Since the products might be sold in the EU by intermediaries, there is an indirect though
concrete risk of financing terrorism.

From the intent and capability point of view, this risk scenegresents a financially
viable option considering that looting of artefacts may generate a substantial amount of
revenue. However, it is not an easy method. It requires (in the source countries): access
to the illegal/dark economy (the items being theterofaundered and mixed with legal
circuits in the destination countries); technical expertise; and knowledge of the art
market, which is not in all terrorist groups' capability. Furthermore, transporting such
products is not secure or discrete enougha@myerting them into case requires time to
plan, which is not consistent with terrorist groups' needs to access cash quickly.

The international dimension of this threat cannot be excluded from the threat analysis.
Law enforcement authorities and the UN @agported evidence that artefact looting and
trafficking occurs in conflict zones. Such activities produce financial revenues that can be
used by returning foreign terrorist fighters to commit terrorist acts in the EU territory.
There is also evidence @ome radicalised people in the EU having been found in
possession of unprovenanced artefacts.

—

Conclusion: At this stage, there is limited evidence that the trafficking of lootec
artefacts and antiques would be specifically used to finance terrorisictivities in the
EU. However, it is an attractive source of revenue for organisations controllin
territory in conflict zones that intend to finance terrorist activities in the EU.
Nevertheless, the level of knowledge, expertise and planning capabilitie=quired
reduces the level of threat. The level of terrorist financing threat related to the
trafficking of artefacts and antiques is therefore considered asmoderately
significant (though increased due to the situation in the Middle East and North
Africa, and t he f act t hat the di sappé&awhiehnce of
had institutionalised the lootingd does not stop the continuation of some lowcale
looting) (level 2).

L]
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Money laundering

The assessment of the money laundering threat posedebyratiicking of looted

artefacts and antiques shows that this risk scenario may be interesting to organised crime
groups, as these 6productsd can be converte
evade tax. Law enforcement agencies considerthimkind of traffic occurs mostly in

freeport zones and that this makes it more difficult to measure the extent of the
phenomenon. There is evidence that organised crime groups use this method (for which
expertise and knowledge is needed to sell the gabddbe best price). The illegal

economy also plays a role in this risk scenario but is, by definition, difficult to assess.

Some criminal networks have attempted to pass off counterfeit goods as stolen pillaged
antiquities and have provided fraudulenty@oance of the items.

Conclusions: This risk scenario may be an attractive tool for organised crim
groups to convert the proceeds of crime in clean cash. However, it requires high
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level of expertise and is not a secure activity for them. The level of mon
laundering threat related to the trafficking of artefacts and antiques is therefor
considered agnoderately significant (level 2).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability posed by the traffickingted loo
artefacts and antiques shows that this risk is currently only an emerging but that it may
increase in the short term. Looted goods may be repatriated to the EU in the current
climate. For example, some small stolen artefacts/coins may be sold by home g
radicalised people returning to the EU in quantities that are possibly too small to be
detected or even prosecuted.

a) risk exposure

Investigations show that antiquities are offered to EU collectors from variou&Won
countries, generally throughternet auction sites or specialised online stores. Terrorist
organisations may use concealment measures, suckaasli€ss spoofing, which makes

it difficult to identify and determine the actual location of the seller. Exploitation of
social media is alsadentified as more and more frequent tool so as to cut out the
middleman and sell artefacts directly to buyers.

Preference is given to cash transactions (sometimes for high amounts) but online
transactions are also widespread with no possibility for thangial institution to
identify to real owner/buyer of the antiquities. There is no specific monitoring of the
transactions.

b) risk awareness

According to law enforcement agencies, cultural artefacts either do not arrive on EU
territory or remain undetted. This tends to demonstrate that competent authorities and
financial intelligence units visibility in this matter is very low. Obliged entities do not
carry out any record keeping (e.g. on the origin of artefacts or to whom they are sold) and
there isno reporting. Customs authorities have difficulties detecting the illicit origin of
cultural artefacts.

c) legal framework and controls

AML framework under the EU's current amtioney laundering framework, individuals

trading in goods are subject to ned@t EU requirements when they receive payments in

cash of an amount of 010,000 or mor e. Thi s
and does not consider risks of other types of payment transactions.

The current EU antinoney laundering framework (th& AMLD as amended by the"s
AMLD) now targets individuals that trade in works of art and considers them as obliged
entities when they trade or act as intermediaries in the trade of works of art. This includes
people involved in storing, trading or acting as intermediaries in ttle thworks of art

when carried out by free ports.

153



Ad hoc EU trade prohibitionghe EU has adopted ad hoc measures for the import of
cultural goods into its customs territory from Syria and Iraq. Council Regulation (EC)
No 1210/2003 of duly 2003 conceing certain specific restrictions on economic and
financial relations with Iraq and Council Regulation (EU) 3632012 concerning
restrictive measures in view of the situation in Syria, prohibit trade in cultural goods with
these countries where there aeasonable grounds to suspect that the goods have been
removed without the consent of their legitimate owner or have been removed in breach of
national or international law. However, competent authorities still have difficulties in
tracking any good origating in these countries and applying these regulations may
sometimes be challenging because of the nature of the products (e.g. an object that is not
illicit as such, but whose real provenance is difficult to establish). Interestingly, in the
Member Stags that have managed to seize cultural goods originating from Iraq or Syria,
this action is part of the daily work of the very same institutions that control the general
import of cultural goods and implementing the relevant rules does not impose any
addiional burden on them.

In any case, while there are some EU rules, they are limited to specific regions and do not
cover all cases of imports of cultural goods. This results in checks that are insufficient for
addressing the risks.

Conclusions: Although there is little evidence that such methods are used in the E
it appears that the risk exposure is only emerging at present but may increase d
to the geopolitical context. The legal framework does not allow for an efficier
monitoring of such transactiors due to the fact that obliged entities seem not to he
aware of this terrorist financing vulnerability (no reporting, no record keeping).
The level of terrorist financing vulnerability related to the purchase of artefacts and
antiques is therefore considezd assignificant/very significant (level 3/4).

—
H('D"

Money laundering

The assessment of the money laundering vulnerability posed by the trafficking of looted
artefacts and antiques shows that:

a) risk exposure

Given its sensitive nature, the artefacts andgaes market tends to favour informal
channels where there is no specific security or monitoring of the transactions. It involves
payments in cash (sometimes high amounts) where the identification of the buyer is
almost impossible.

b) risk awareness

The ®ctor seems more aware about the money laundering risk than the terrorist financing
ones. In several Member States, high value dealers receive relevant training and
guidance. However, there is a very low level of suspicious transaction reporting which
raises questions on the understanding of the list.

c) legal framework and controls
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Individuals trading in goods are subject to EU -amdiney laundering requirements when

t hey recei ve payment s i n cash o fmonéyl 0, 00O
laundering famework also now considers people trading in works of art as obliged
entities. In addition, in many Member States, regulations aiming at limiting cash
payments have been put in place. However, as with terrorist financing, the current checks

are insufficiemto address the risks that looted goods may present.

In addition, the G7 members consider that artefacts trafficking represents a high risk and
that further work must be done in this area.

Conclusions: Despite the fact that the risk awareness is highdghan that for
terrorist financing, the assessment's other elements have common features. These
include a low level of reporting and no evidence that cash payment limitations have
limited the risks. The level of money laundering vulnerability posed by th@urchase
of artefacts and antiques is therefore considered asgnificant/very significant (level
3/4).

Mitigating measures

1) For the Commission

1 On 13July 2017 the European Commission tabled a proposal for a regulation on
the import of cultural goodsto set out conditions and procedures for the entry of
cultural goods into the EU's customs territory. The Commission is also carrying
out a study on Ol mproving knowledge abol
EU, and the new technologies availalde tc o mBPat it 6.

1 The Commission also adopted a prop8dal swiftly reinforce the EU framework
on preventing the financing of terrorism by increasing the transparency of cash
payments. This will be done by introducing a restriction on cash payments or by
any other appropriate means. By restricting the possibilities to use cash, the
proposal would help disrupt the financing of terrorism, as the need to use non
anonymous means of payment would either deter the activity or help it be
detected and investigated raoeasily. Any such proposal would also aim to
harmonise restrictions across the EU to create a level playing field for businesses
and remove distortions of competition in the internal market. It would also help
with the fight against money laundering, fexud and organised crime.

1 Member States should notify the measures taken by dealers in goods to comply
with their AML/CFT obligations. This would enable the Commission to further
assess the risks posed by service providers accepting cash payments. The
Commission will also assess the benefits of making additional sectors subject to
AML/CFT rules.

8 Regulation (EU) 2019/880 of the European Parliament and of the Council of 17 April 2019 on the

introduction and the import of cultural goods; PE/82/2018/REV/1; OJ L 151, 7.6.20194p. 1

8 The publication of this study was initially planned for 2018201

8 Regulation (EU) 2018/1672 of the European Parliament and of the Council of 23 October 2018 on
controls on cash entering or leaving the Union and repealing Regulation (EC) No 1889/2005, OJ L 284,
12.11.2018, p. 2.
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1 The issue of the burden of the proof and private sales should be tackled.

2) For Member States:

1 Member States should duly consider the risks posed by cash maymeheir
national risk assessments and define appropriate mitigating measures. Member
States should consider making those sectors particularly exposed to money
laundering and terrorist financing risks subject to the AML/CFT preventative
regime based otie results of their national risk assessment.

1 Member States should encourage more cooperation between law enforcement and
archaeol ogists, who are their 6eyes and

1 Member States should provide training for law enforcement officersofossand
police) and ensure cooperation and the exchange of information between customs,
border guards and other authorities.

1 Promote authorisation requirements either in the country of export and/or in the
EU, or selfdeclaration requirements, i.e. deel@on by the EU importer that the
good has exited the country of export in accordance with its laws and regulations.

1 Awarenesgaising campaign and promotion of measures to the art market and
museums, such as robust due diligence, computerised inventalyiiggtions
and the EU's formal recognition of existing codes of ethics or conduct for
museums and the art market.

1 Consider becoming party to the UNIDROIT and NICOSIA Council of Europe
convention® or adopting some of the measures set out in those chons.

1 Oblige companies involved in art dealing and storing antiques (known as
6freeportsod) to declare alll suspicious
companies dealing in and storing art and antigues who become involved in the
trafficking of suchgoods to effective, proportionate and dissuasive penalties,
including criminal penalties where necessary.

3) For obliged entities

1 Promote the use of written contracts to get a very detailed invoice with a clear
description of the goods (e.g. valgpeoduct description and high quality picture),
which would also allow the real beneficiary of the transaction to be identified.

1 Encourage ending the practice of private transactions in cash to anonymous
buyers.

1 Promote the idea of a robust traceabilitytegsfor both online and physical trade
consistent with the whole antioney laundering philosophy.
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5. High value asset$ Precious metals and precious stones

Product
High value assetgjold and diamonds

Sector
High value dealers

General description of the sector and the related product/activity concerned

In the EU, the diamond market is mostly limited to one countryBelgium, with

Belgian diamond dealers having the predominant share of the EU's diamond market.

1,700 companies are officially registered as diamond traders with the Federal Public
Service ofEconomy. Belgium's total imports and exports amounte$4® billion in

2015 al one. The worl dbébs | argest mi ning comp
large proportion of their goods directly to Belgian companies. Belgium has four diamond

bourses tht are members of the World Federation of Diamond Bourses. According to the

2015 data published by Antwerp's diamond offi&4% of all rough diamonds and 50%

of all polished diamonds on the planet come from Antwerp.

Specialised financial institutions prioke liquidity to the diamond trade. Diamotréding
companies need this kind of financing to purchase large quantities of rough diamonds
and to finance the manufacturing of these goods into polished diamonds.

Description of the risk scenario

Proceeds of ame (e.g. drug trafficking) are either moved to another country to buy gold
and jewellery which is then sold in another country using false invoices and certificates,
or are used directly to buy gold in the national territory and sold to a precious metals

87 Antwerp World Diamond Centrétps://www.awdc.be/
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broker who then sells it to other businesses. Proceeds of the sale may then be wired to a
third party to finance new criminal operations. Criminals favour precious metals such as
gold and stones such as diamonds as they are inexpensive to store andieasyto

cash.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to the purchase of gold and
diamonds shows that terrorists exploit this method as it is easily accessible and a
financially viable option. It requires modge level of planning and expertise. Gold is
commonly used in war zones and is very attractive for terrorists groups.

=

Conclusions: The level of terrorist financing threat related to the purchase of gol
and diamonds is considered asioderately significant significant (level 2-3).

Money laundering

The assessment of the money laundering threat related to the purchase of gold and
diamonds shows that perpetrators have developed large money laundering schemes using
this method. According to the FATF's analyglss is a higkrisk scenario, as gold and
diamonds are easy to move across borders (hidden in a car for instance). International
trade in gold has also been seen as a technique to launder criminal proceeds. The case in
question involved the declared inrpettion of gold from the UAE to an EU Member
State, the resale of the gold to a second EU Member State and exportation from there
back to the UAE. The carousel nature of the activity and the low quality fake gold
transported in this case gives grounds étieve that the commodity trading was only
conducted to justify criminal money transfers. This method is closely connected to the
assessment of couriers with gold/diamonds (see specific section).

Conclusions: The level of money laundering threat related tthe purchase of gold
and diamonds is considered agery significant (level 4).

Vulnerability

Terrorist financing

The level of terrorist financing vulnerabilities related to the purchase of gold and
diamonds shows that:

a) risk exposure

Some privatesector representatives mention that the use of cash in the diamond trade has
decreased thanks to the limits imposed by some nationainanty laundering laws (in

some countries, payments in cash are limited to 10% of the total amount of the

transactonwi t h a maxi mum of u3, 000) . However
available on the trade in gold where cash payments are still recurrently used with no
possibility of identifying the parties involved in the transactions.

b) risk awareness
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It is very lov as far as terrorist financing risks are concerned. There is no specific

framework in place to limit the transport and purchase of gold and diamonds. Due to the
crossborder nature of such movements, it is difficult or even impossible to carry out

checks.

For trade in diamonds, some national organisations of diamond dealers have developed
an organisational framework for providing guidance, training courses and assistance with
suspicious transaction reports, as well as help with risk analysis. Thesesatigasimay

al so provide 6know your customersd6 database

about politically exposed persons and/or lists of frigk third countries. Some diamond
traders ensure that identification and verification processesareed out before a
transaction involving payment via bank transfer.

Nevertheless, these practices are rather limited and not sufficiently widespread to
consider that the sector is well aware of the risks.

For trade in gold, no specific feedback wasereed from the private sector as it was
impossible to identify a point of contact to discuss-amney laundering.

c) legal framework and controls

Individuals trading in goods are subject to EU -amtiney laundering requirements when
they receive paymesit i n cash of 410, Oraobey @undermg r e .
requirements are limited to payments in cash and do not take the risks posed by
transactions using other means of payment into consideration.

For trade in diamonds, one of the largest groups ohalms in Europe is subject to
AML/CFT rules. Therefore, most EU diamond dealers are subject to registration
requirements (following fit and proper cheaks in particular from a beneficial owner
point of view) and to inspections from their responsible aittes that are competent to
check both compliance with antioney laundering obligations and cash payments.

The EU has 'Kimberley' authoritfésn six countries that check imported and exported
shipments ofrough diamondsespecially for the presence af Kimberley certificate
(Belgium, the UK, Germany, Czechia, Romania and Portugal). This means rough
diamonds cannot be imported to or exported from the EU without a Kimberley certificate
and without passing through one of the six dedicated Kimberly Pr@€¢B3sauthorities.

These six KP authorities are appointed by the European Commission and operate under
their supervision. Therefore, the transport of rough diamonds is always subject to checks
when entering or exiting the EU. Since trading in rough diamowihout a KP

TF

certificate is tantamount to o6illegal trade

money laundering.

8 The Kimberley Process (KP) is a commitment to remove conflict diamonds from the global supply
chain. Today, participants actively prevent 99.8% of the worldwide trade. Since the KP was put in place i
2003, the identifiable trade in conflict diamonds has declined from 15% to less than 1%.
https://www.kimberleyprocess.com/en/europeaion-0.
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The EU framework is rather different fpolished diamondssince they can be imported
anywhere in the EU. For Member States wkoe a very strict import and export control
system for diamonds that are imported from countries outside the EU or exported outside
the EU, it is possible to circumvent this control mechanism by importing/exporting via a
different EU country.

However, @tional laws are not currently harmonised either for diamonds or gold and this
creates a risk of there being discrepancies in the obligations imposed (such as the
registration) and the checks applied.

For gold, the lack of harmonised framework is alsobfmmatic for checks and
enforcement.

The number of suspicious transaction reports is rather low for this category of obliged
entities. Transactions are often faodace, which poses a specific challenge for
protecting employees.

Conclusions: From the elements above, the level of terrorist financing vulnerability
related to the purchase of gold and diamonds is considered gignificant (level 3).

Money laundering

The level of money laundering vulnerability related to the purcbigeld and diamonds
shows that

a) risk exposure

Some private sector representatives mention that the use of cash in the diamond trade has
decreased thanks to limits imposed by some nationalnmaniey laundering laws (in

some cases, payments in cashlanged to 10% of the total amount of the transaction,

with a maxi mum of 03, 000). However, there i
trade in gold where cash payments are still recurrently used with no possibility of
identifying the parties involwkin the transactions.

b) risk awareness

It is very low as far as money laundering risks are concerned. There is no specific
framework in place to limit the transport and purchase of gold and diamonds. Due to the
crossborder nature of such movementsecks are difficult or even impossible to
implement.

For trade in diamonds, some national organisations of diamond dealers have developed

an organisational framework for providing guidance, training courses and assistance with
suspicious transaction repsras well as help with risk analysis. These organisations may

al so provide 6know your customersd database
about PEPs and/or lists of higisk third countries. Some diamond traders ensure that
identification andverification processes are carried out before a transaction involving
payment via bank transfer.
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Nevertheless, these practices are rather limited and not sufficiently widespread to
consider that the sector is well aware of the risks. The diamond andsegilats are
mostly made up of small companies (often-peeson companies) where the person in
charge has no legal background and may find it difficult to put thenaniey laundering
legislation in practice and apply customer due diligence procedures.

For trade in gold, no specific feedback was received from the private sector as it was
impossible to identify a point of contact to discuss-ardney laundering.

c) legal framework and controls

Individuals trading in goods are subject to EU -amtiney hundering requirements when

t hey recei ve payment s i n c a-midney datindedngy 0, 0 0 O
requirements are limited to payments in cash and do not take the risks posed by
transactions using other means of payment into consideration.

For trade in diamonds, one of the largest groups of diamonds in Europe is subject to
AML/CFT rules. Therefore, some EU diamond dealers are subject to registration
requirements (following fit and proper cheaks in particular from a beneficial owner
point of view)and to inspections from their responsible authorities that are competent to
check both the compliance with antioney laundering obligations and cash payments.

The EU has Kimberley authorities in six countries that check imported and exported
shipments b rough diamondsespecially for the presence of a Kimberley certificate
(Belgium, the UK, Germany, Czechia, Romania and Portugal). This means rough
diamonds cannot be imported to or exported from the EU without a Kimberley certificate

and without passinghrough one of the six dedicated KP authorities. These six KP
authorities are appointed by the Commission and operate under their supervision.
Therefore, the transport of rough diamonds is always subject to checks when entering or
exiting the EU. Since tdang in rough diamonds without a KP certificate is tantamount to
0illegal tradedé, the KP is a strong prevent

The EU framework is rather different fpolished diamondssince they can be imported
anywhere in the EU. For Member States who have a very strict import and export control
system for diamonds that are imported from countries outside the EU or exported outside
the EU, it is possible to circumvent this controlamanism by importing/exporting via a
different EU country.

However, national laws are not currently harmonised either for diamonds or gold and this
creates a risk of there being discrepancies in the obligations imposed (such as the
registration) and thehecks applied.

For gold, the lack of harmonised framework is also problematic for checks and
enforcement.

The number of suspicious transaction reports is rather low for this category of obliged

entities. Transactions are often faodace, which poses a&pecific challenge for
protecting employees.
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Conclusions: Although regulations in place in some Member States have increased
the level of risk awareness, the sector is still not organised well enough to allow the
implementation of efficient monitoring and guidance. The level of money
laundering vulnerability related to the purchase of gold and diamonds is therefore
considered assignificant (level 3).

137

Mitigating measures

1) For Member States:

1 Member States should duly consider the risks posed by cashepts/in their
national risk assessments and define appropriate mitigating measures. Member
States should consider making those sectors particularly exposed to money
laundering and terrorist financing risks subject to the AML/CFT preventative
regime basedn the results of their national risk assessment.

1 Member States should ensure that competent authorities conduct sufficient
unannounced spot checks at diamond companies and gold traders' premises to
identify possible loopholes in compliance with custom#ue diligence
requirements and involve diamond experts to check the flow of goods.

2) For obliged entities:

1 Training on customer due diligence, in particular for small businesses.
This role can filled by a sector federation or a diamond bourse in tleeofas
diamond traders. The training may be about basic AML/CFT requirements such
as how to identify clients, how to perform a risk analysis, what are ultimate
beneficial owners, what is a financial intelligence unit and how do you notify one,
etc.

1 Promoting the use of written contracts to get a very detailed invoice with a clear
description of the goods (e.g. value, weight, quality).

3) For the Commission:

1 Under the new Cash Control Regulation, the definition of cash has been extended
to cover notonly banknotes but also other instruments or highly liquid
commodities, such as cheques, traveller

1 Additional studies could be carried out to deepen the analysis on those economic
sectors/ situations that are more exgubtd AML/CFT risks.

Further typology work could be carried out to identify economic sectors particularly
vulnerable to money laundering and terrorist financing risks before defining tailor made
mitigating measures. This analysis could also map Membé&rsSfaactices since many

of them have decided to subject certain additional professions to the AML/CFT regime
due their risk analysis.
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6. High value asset$ other than precious metals and stones

Product
High value assets other than preciost metals and stones

Sector
High value dealers

Description of the risk scenario

Perpetrators use high value goods as an easy way to integrate funds into the legal
economy, converting criminal cash into another class of asset which retains its value and
may even hold opportunities for capital growth. Certain products such as barslso
jewellery, watches, luxury boats are particularly attractive as both lifestyle goods and
economic assets.

Threat

Terrorist financing

The assessment of the terrorist finagcthreat related to the purchase of other kinds of
high value goods (other than gold, diamonds, artefacts and antiques) has not been
considered as relevant from a terrorist financing perspective. Therefore, the terrorist
financing threat is not part diis assessment.

\ Conclusions: not relevant \

Money laundering

The assessment of the money laundering threat related to the purchase of other kinds of
high value goods (other than gold, diamonds, artefacts and antiques) shows that criminal
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organisations haveecurrently used this method, which is easy to access and does not
require specific expertise (it includes trafficking in jewellery, cars, boats and watches).

Criminal cash is often converted into goods that are in high demand in foreign markets.
Cars andther vehicles are one of the most commonly bought and exported commodity.
Key markets are North Africa and the Middle East. Machinery is exported to Iraq and
Kuwait; luxury watches, gold and jewellery are exported to the Middle East and North
Africa; andfood is exported to Africa.

In some EU jurisdictions the lack of cash payment restrictions makes them more
attractive for castbased TBML. In other jurisdiction® even in countries with
restrictions and reporting obligatiods the levels of reporting argery low. Traders in

high value goods are among those with the least reporting requirements. In some cases,
criminal clients bring business worth millions to the trader, which is another disincentive
for reporting.

Chinese organised crime groups have Heand to exploit luxury items (haute couture)

and popular European higitatus brands on the Chinese market. lllegal cash is supplied
to Chinese nationals who use it to buy luxury goods. These luxury goods are
predominantly sold online in China and the qggeds are used to make settlements in
China. Chinese organised crime groups' illegal activities in Europe are the main source of
criminal proceeds used to buy these items. These illegal activities include tax and duty
fraud of Chinese cargo, counterfeitimf goods, drug trafficking, labour and sexual
exploitation.

According to the law enforcement authorities’ findings, until 2096 Chinese
nationals residing in the EU were used as money mules. They opened bank accounts,
made cash deposits and transdrthe money to China. Another method was to use the
incoming Chinese tourists to transfer cash upon their return to China. Over time and
thanks to interventions by law enforcement agencies, Chinese criminal groups switched
to other techniques such as gsishoppers to purchase luxury goods. After being
purchased in Europe, these goods are taken to @Hieee they are sold for a profit and

the generated proceeds are transfeimernally in China between the buyers of the
goods and the criminatructures This method is a way for the criminals to conduct the

full moneylaundering cycle, to the point where they can fremsly the proceeds in China

to pay for new consignments of Chinesego, for example. When imported to Europe,
these consignments will hendervalued and sold without documents. The genecaisu

will once again be laundered and taken from Europe to Cbieating a criminal cycle

that circumvents bothlaenf or cement and tax authoritieso

Conclusions: The level of money landering threat related to the purchase of other
kinds of high value goods is considered agry significant (level 4).

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability related to the purchase of other
kinds of high value goodgother than gold, diamonds, artefacts and antiques) has not
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been considered as relevant from a terrorist financing perspective. The terrorist financing
vulnerability is therefore not part of this assessment.

Conclusions: Not relevant. |

Money laundering

The assessment of the money laundering vulnerability related to the purchase of other
kinds of high value good®ther than gold, diamonds, artefacts and antiques) shows that
this risk scenario shares the same vulnerabilities as thatthir purchase of
gold/diamonds.

a) risk exposure

It is difficult to pinpoint the different kinds of goods that may be used to launder money.
However, trade on high value goods other than gold and diamonds may rely heavily on
cash transactions, with lowMel of security and monitoring in the delivery channels. It
may imply crossborder transactions that are difficult to monitor.

b) risk awareness

It is very low as far as money laundering risks are concerned. The sector is realty wide
and there is no grticular organisational framework that may allow the provision of
guidance or training. Customer due diligence measures are not applied and the level of
suspicious transaction reporting demonstrates that the understanding of the risk is really
low.

c) legal framework and controls:

Individuals trading in goods are subject to EU -amtiney laundering requirements when

they receive payments in cash for ulo, 000
general and does not specify which categories of trgdeds fall under the scope of the

AMLD. In addition, these arinoney laundering requirements are limited to payments in

cash and do not consider the risks of transactions using other means of payment.
Nevertheless, some Member States have put in plabepegyment restrictions.

However, there are no harmonised national laws in place to address the risks of high
value goods trading. It seems that the level of record keeping is very low and that there is
an absence of checks.

Conclusions: Although the regulations in place in some Member States have
increased awareness of the risks, the sector is still not adequately organised| to
implement efficient monitoring and provide guidance. The level of money
laundering vulnerability related to the purchase of oher kinds of high value goods
is therefore considered asignificant (level 3).
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Mitigating measures

1) For the Commission

The Commission has looked at the potential impact of cash payment restrictions and has
published a report on the subj&tThe reportconcludes that the Commission should not
consider any legislative initiative on this matter at this stage. Restrictions on cash
payments are a sensitive issue for people in the EU, many of whom view the possibility
to pay in cash as a fundamental freedamiich should not be disproportionally
restricted.

1 Member States should notify the measures that dealers in goods covered by the
AMLD apply to comply with their AML/CFT obligations. On this basis, the
Commission could further assess the risks posed byidensvof services that
accept cash payments. The Commission will also assess the benefits of subjecting
additional sectors to AML/CFT rules.

2) For Member States:

Member States should duly consider the risks posed by cash payments in their national
risk assessments and define appropriate mitigating measures. Member States should
consider making sectors particularly exposed to money laundering and terrorist financing
risks subject to the AML/CFT preventative regime based on the results of their national
risk assessment.

8 Report from the Commission to the EurapeParliament and the Council on restrictions on payments in
cashd COM(2018) 483 final:

https://ec.europa.eu/info/sitedbiffiles/economyfinance/com 2018 483 f1 report from_commission_en_
v4 _pl 981536.pdf

166


https://ec.europa.eu/info/sites/info/files/economyfinance/com_2018_483_f1_report_from_commission_en_v4_p1_981536.pdf
https://ec.europa.eu/info/sites/info/files/economyfinance/com_2018_483_f1_report_from_commission_en_v4_p1_981536.pdf

7. Couriers in precious metals and stones

Product
Gold and other precious metals

Sector
/

Description of the risk scenario

This involves the croskorder movement of gold and other precioonstals as well as
precious stones. Perpetrators who have made cash from their illegal activities seek to
convert it into gold and other precious metals or stones so that they can either repatriate
funds or move these goods to locations where they carobeaasily placed in the legal
economy.

Couriers may use air, sea or rail transport to cross an international border, via for
example:

- containerised or other forms of cargo, concealed in mail or post pajceib
perpetrators wish to move very large amts of gold and other precious metal, often
their only option is to conceal it in cargo that can be containerised or otherwise
transported across borders; or
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- sophisticated concealments of gold within goods sent by regular mail or post parcel
services.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to gold and other precious metals
reveals few indicators that terrorist groups use or have the intention to use this channel to
finance terrorist activities.

Gold or diamod couriers are not the most attractive and secure option for terrorist
groupsd although these assets are frequently exploited in war zones since they are easy
to trade. Some instances of foreign terrorist fighters who have changed their belongings
into gdd have been detected/reported but the situation is not recurrent and requires, in
any case, planning and knowledge.

Conclusions: Gold and precious metals couriers are not a preferred method for
terrorist groups who tend to favour the use of cash. The level of terrorist financing
threat is therefore considered asomewhat significant to significant (2).

Money laundering

The assessment of the money laundering threat related to gold and other precious metals
couriers shows that organised crime groups have used this method to launder the
proceeds of crime. Unlike terrorist organisations, organised crime groups consider it to
be an attractive way to launder the proceeds of crime. It requires more planning than
moving cash, but does not need major expertise as long as it concerica@alshe

assets (i.e. preference for gold compared to other precious ethmonds compade

to other stones). Operations are inexpensive. Perpetrators therefore have the required
capacity and intention to use this method. Law enforcement agencies report that other
types of precious metals have been used (silver, platinum) but these are nentfreq
because they are less easily tradable and have higher exchange costs than gold/diamonds.

Investigations conducted in the EU show that one of the most relevantetaisil
techniques is transforming cash to gold or jewellery. Some EU countriesdikeaitd
Belgium have active gold markets. Alongside the legal market, information indicates that
the gold is stolen and melted. After criminal cash is exchanged for gold it is exported to
the Middle East and North Africa where there is a high market déman

-

Conclusions: The level of money laundering threat related to gold and othe
precious metals couriers is considered asgnificant (level 3).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to goldthedprecious
metals couriers shows that

a) risk exposure
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The assessment of the terrorist financing vulnerability shows that the risk exposure is
intrinsically linked to the cashased activity (anonymity, speediness). The risk exposure
is therefore partularly significant for this method.

b) risk awareness

The sector shows a limited awareness of the risks and the checks in place are particularly
weak.

c) legal framework and controls

Until the new Cash Control Regulation enters into force there arehecks on the
correctness of the mandatory declaration of transportation of precious metals/stones at
the EU's external borders. These assets are not easy to detect. Checks in the destination
countries outside the EU do not help to lessen the risks (comversgold/diamond into

cash in destination country without customer due diligence).

Conclusions: Gold and other precious metals couriers are not properly monitored
because of the limited awareness of the sector. The checks are weak and the relignce
on cash increases the vulnerability. There are no checks in place for the movement
of precious metals/stones declarations at the EU's external borders. The level|of
terrorist financing vulnerability related to gold and other precious metals couriers
is therefore considered ayery significant (level 4).

Money laundering

The assessment of the money laundering threat related to gold and other precious metals
couriers shows that:

a) risk exposure

The risk exposure is intrinsically linked to the cdsed activity (anonymity,
speediness). The risk exposure is therefore particularly significant for this method.

b) risk awareness

The sector shows limited awareness of the risks and the checks in place are particularly
weak. Law enforcement agencies have alsticed that criminal organisations take
advantage of the vagueness of the EU framework, in particular for disclosure of cash
payments.

c) Legal framework and checks

There are no checks in place through the mandatory declaration of transportation of
precous metals/stones at the EU's external borders (i.e. this is not covered by the Cash
Control Regulation). Such assets are not easy to detect. Checks in the destination
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countries outside the EU do not help to lessen the risks (conversion of gold/diamonds
into cash in destination country without customer due diligence).

Conclusions: Gold and other precious metals couriers are not properly monitored
because of the limited awareness of the sector. The checks in place are weak and the
reliance on cash increaseshe vulnerability. There are no checks in place for
declaring movement of precious metals/stones at the EU's external borders. The
level of money laundering vulnerability related to gold and other precious metal
couriers is therefore considered agery sgnificant (level 4).

[72)

Mitigating measures

As recommended by the SNRA 2017 the Commission has adopted a new Cash Control
Regulation to further mitigate the risks described.

8. Investment real estate

Product
Purchase and sales of real estate

Sector
Real estate sector, independent legal professionals, notaries, credit institutions

Description of the risk scenario

Money laundering through real estate is a growing, worldwide problem, estimated to
have reached $1.6 trillion a year. Although the exaalesof illegal activity in the sector

is difficult to estimate, in 2017 individuals or companies with a high money laundering
risk have been thought to own more than £4.2 billion of property in London’altme
France, the Financial Intelligence Unit TRAIMI has identified the real estate sector as a

% Faulty towers: Understanding the impact of overseas corruption on the London property market,
Transparency International UK, March 2017:
https://www.transparency.org.uk/publications/fattiyversunderstandinghe-impactof-overseas
corruptiorron-the-london-propertymarket/#.W9L ¥-LpuaUk
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primary channel for money laundering in the country. Out of a total of 62,000 suspicious
reports sent to TRACFIN in 2016, only 84 came from real estate agents, despite nearly
one million transactions takinggue that yedt.

Perpetrators may invest, as A@sidents, in a country (through visa systems) and
develop ML/TF networks.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to investment in real estate has
been consideredogether with the real estate investmeziated money laundering

schemes to hide the illegal origin of the funds. The terrorist financing threat therefore
does not need a separate assessment.

Conclusion: The terrorist financing threat related to investmen in real estate is
considered asery significant (level 4).

Money laundering

The assessment of the money laundering threat related to investment in real estate has
highlighted the recurrent use of real estate sector by organised crime groups to launder
the proceeds of crime. The real estate sector is mostly used in combination with other

sectors, such as TCSPs or legal advice, but presents some threat exposure in itself.
Reliance on real estate does not require specific expertise or knowledge, and may be
rather financially attractive depending on the services provided.

Conclusions: Based on the strong evidence gathered by law enforcement agencies
that real estate is frequently used in money laundering schemes and because their
services may be combined withthose provided by other nonfinancial professionals,
the level of terrorist financing threat related to real estate is considered agery

significant (level 4).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to investment in real estate
has been considered together with real estate investelatéd money laundering
schemes to hide the illegal origin of the funds. The terrorist financing threafdre

does not need a separate assessment.

Conclusion: The assessment of the terrorist financing vulnerability related to
investment in real estate is considered agry significant (level 4).

Money laundering

Le Monde, 6Bl anchiment doé Ardentpr eluevse algee nd smpil man
29 December 2017:

http://www.lemonde.fr/societe/article/2017/12/29/blanchingtatgentlesagentsmmobiliersen

premiereligne 5237 3224.html
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The assessment of the money launderingenalbility related to investment in real estate
shows that:

a) risk exposure

Although it is decreasing in practice, cash can still be used to finance real estate
transactions in some Member States. This increases the risk of anonymous transactions.
Real etate agents are usually involved in a business relationship with other
professionals, making it difficult to monitor the business relationship effectively (sectors
rely on each other to carry out checksind therefore increasing the risk exposure. Real
estate activities may be based on financial flows coming from outside the EU and high
risk customers, such as politically exposed persons.

b) risk awareness

The level of awareness is uneven in the sector, and particularly depends on the size of the
organsation/company concerned. Bigger structures may be more aware of the risk of
being misused and consider that they have a role to play in monitoring their customers.
Some of them are developing information and training tools, as well as risk assessments.
Members of the sector are well aware about their legal obligations, such as cases where
enhanced due diligence is required.

For small entities, apart from legal professionals that are part of an umbrella organisation,
the level of awareness is drasticallykr because: (i) they are not necessarily integrated

in a centralised organisational framework that provides guidance and training; (ii) they
deal with a lower volume of sales and therefore may have difficulties in understanding
and applying a complex antioney laundering framework (this is the case in particular
for single entrepreneurs); and /or (iii) they tend to rely on other sectors to conduct the
customer due diligence.

The same information may not be available at all stages of the transactiostdoce if

the identity of the buyer changes for practical or commercial reasons and this change is
not known at the beginning of the business relationship. The level of awareness of small
entities depends on how much training is available.

Inany case, tn Oscatteringd of the obliged ent.i
implementation of checks and the understanding of the customer due diligence to be
applied. The supervision of the sector is also incomplete and based on weak information
trails (no writen contracts, solicitors used only to stamp a document, etc.).

c) legal framework and checks in place

92 Nevertheless, ultimate responsibility lies with the respective professional, i.e. the professionals are not
allowed to rely on each other (see Recital 35 and Ar@islef the 4th AMLD). In contrast, having more
people performing their customer due dilige obligations may increase the chance of detecting anti
money laundering activities.
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Real estate agents are subject to EU-matney laundering requirements. Following the
modifications introduced by thé"SAMLD, information on real estte ownership by any
natural or legal person will be made centrally available for public authorities. This does
not require the creation of a central real estate register. Alternatively, electronic data
retrieval systems can be used.

However, when severabliged entities are involved in real estate transactions it makes it
difficult for competent authorities to identify the role played by a real estate agent and to
identify red flags. The legal practices and procedures for these real estate transactions
differ between countries. In some countries, the estate agent can prepare the preliminary
legal documentation (although a legal professional may be required to finalise the
transaction), while in other countries a solicitor prepares the legal documentation
including the contract.

Suspicious transaction reporting is uneven, and is only satisfactory when done by obliged
entities other than real estate agents (some real estate agents seem to consider that as they
are not involved in the transfer of funds they arot in charge of the suspicious
transaction reports). As a consequence, investigative authorities may conduct their own
analysis but not on the basis of the real estate information. Private sector representatives
consider it a major challenge to identifye beneficial ownership as it is currently not
mandatory to register such information. This is particularly the case when the seller and
buyer transact in O0trust©o.

Practices in the sector differ with efforts being made by representative professional
assaiations to promote awareness and good practice examples for their m&mnbers.

Conclusions: The real estate sector is not organised well enough to sufficiently raise
risk awareness. The involvement of different kinds of obliged entities in a real estate
transactions/ business relationships tends to dissuade the sector from conducting|its
own customer due diligence. Suspicious transaction reporting is not satisfactory.
The checks are difficult to carry out and there is not always a sound information
trail. The level of money laundering vulnerability related to the real estate sector [s
therefore considered asignificant/very significant (level 3/4).

Mitigating measures

1) for competent authorities:

1 Member States should ensure that competent authorities#gelatory bodies
supervising the real estate sector produce an annual report on supervisory
measures that have been put in place to ensure that the sector accurately applies
its AML/CFT obligations. Selfregulatory bodies should report annually on the
number of suspicious transaction reports filed to the financial intelligence units.

% As an example of good selégulatory practices, the representative organisation in Belgium has
developed an online tool to gather information and transmit it tonstauthorities. This tool is currently
being rolled out in all other EU countries and national authorities may provide support to facilitate
compliance.
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1 Onsite inspectionscommensurate to the population of the real estate
representatives inrythe Member Stateods te

2) for Member States:

1 Member States should provide guidance on risk factors arising from real estate
transactions and specific training to face situations where several professionals
are involved in the real estate transaction (e.g. estate ageatplefgessional,
financial institution).

3) Multilevel governance and local governmemproving knowledgesxchange and
cooperation:

European cities are particularly faced with the negative societal impact of money
laundering in real estate. This wagthlighted during the public hearing of the 'Tax3
Committee' of the European Parliament ofrebruary 2019. In 2018, the city of
Amsterdam hosted a thretkay conf erence entitled OFIying
illegal money flows, where 14 European citgsred their experiences. One conclusion

was that it would be useful to see how different levels of governance involved in the fight
against money laundering in real estate (local, national and Europearfurtdasr

cooperate, share expertise and expeesr@nd produce solutiorfsy instance in the field

of further improving informatiorexchange within the EU and implementing
trainings/guidance for the sector (and obliged parties).

9. Services provided by accountants, auditors, advisors, and tax adors

Product
Services provided by accountants, auditors, tax advisors

Sector
External accountants, auditors, tax advisors

General description of the sector and the related product/activity concerned

Accountants, auditors and advisors work in divergpacities and sectors: in small and
large accountancy firms, SMESs, big companies, governmentspnofih organisations,
education, etc.
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When looking specifically at anihoney laundering, the profession is bound by national
AML/CFT legislation and the gghication of FATF recommendations. The profession's
other checks and mitigation practices include:

1 screening procedures of BOs as part of the KYC/CDD process;

1 use of new technologies such as data analytics, data and process mining, artificial
intelligence, reattime transaction screening, block chain and smart contracts,
which can help to combat fraud and money laundering risks.

Their diverse professional activities can be grouped as follows:

1 Accountants help organisationprepare their financial and ndmancial data to
measure performance, including the social impédheir economic activities. In
doing so, they help organisations manage and control risks, and provide checks and
balances on good governance, ethics and sustainability. They also regs@t th
measurements to the outside world so stakeholders can base their decisions on the
organi sationds performance. I n some 1insta
(see advisors below).

T Auditors® certify information by giving an independent expepinion to improve
an organisationés information or its cont
provide a legally mandated check of the financial accounts of large and rmedium
sized companies and form an opinion on them. In some instance, theyoeate pr
additional services (see advisors below).

1 Advisors: Ma ny organi sations rely on the accol
example on finance, tax, corporate social responsibility, human resources, data
protection and cyber security.

Tax advisors carty out a range of activities. The main tax advice activities can be
grouped as follows:

1 Tax compliance: preparation of tax returns, social security and payroll,
compliance with various statutory reporting, registration or publication
requirements;

1 Advisory. advice on specific tarelated questions that do not occur on a regular
basis (e.g. inheritance, mergers or gpif$, insolvencies, setting up of a
company, purchase of immovable property), tax investigation, tax planning / tax
optimisation;

1 Tax litigaton and appeals, advice on these proceedings, representation in criminal
tax cases.

Tax advisors' main activities differ from country to country, depending on whether the
tax profession is organised in a similar way to accountancy or to law.

% For further information on EU auditing laWttps://ec.europa.eu/info/daw-topic/evauditinglaw_en
On Auditing of companies’ financial statementsttps://ec.europa.eu/info/businessonomy
euro/compamyreportingandauditing/auditingcompaniedinanciatstatements_en
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x In seven out ©22 countries (BE, ES, GR, IE, PT, RO and SK), tax advisors may
not represent their clients before tax (or, where applicable, administrative) courts
as this can only be done by lawyers. In Ireland and Spain, however, tax advisors
may represent clients lwe tribunals in an appeals procedure.

x In eight countries (FI, IT, LV, LU, NL, PL, CH and UK), tax advisors may
represent their clients before the court in the case of fiscal matters but not in
criminal tax matters (in Luxembourg, this refers to repregem by accountants
before the court of first instance).

xIn six countries (AT, CZ, DE, HR, RU and UA), tax advisors may also represent
their clients in criminal tax matters (although that does not take place in practice
in CZ and HR).

x In eight countries (AT, DE, FI, LV, NL, PL, RU and UA), tax advisors may
represent their clients before the Supreme Court in tax matters although in Austria
and Finland this applies only to the Supreme Administrative Court. In France, tax
advisors are lawngrs.

Whether or not tax advisor is a separate profession in a country, few tax advisors practice
exclusively in tax. As tax is often related to other areas, it is common that tax advisors
provide services in these fields as well (accounting, pension, [dogslegal, advice on
company law, audit or arbitration).

At EU level, apart from the Treaty on the Functioning of the EU, a number of EU
directives have an impact on the tax profession:

- the Professional Qualifications (PQ) Directive 2005/36/EC;

- the Services Directive (2006/123/EC);

- Directives covering temporary services (1977/249/EEC) and establishment (1998/5/EC)
of lawyers;

- Directive 2005/60/EC,;

- Directive 2011/83/EU comes into play where tax advisors have consumer clients; and

- Directive 20@/31/EC applies to crodsorder tax advisory services.

The amended Audit Directive (2014/56/EU) and the Audit Regulation (537/2014/EU)
which became applicable on 17 June 2016 and introduces stricter requirements on the
statutory audits of publimterestentities, such as listed companies, credit institutions,
and insurance undertakings. This is to reduce risks of excessive familiarity between
statutory auditors and their clients, encourage professional scepticism, and limit conflicts
of interest. The Redation sets out requirement for the provision of 1aanlit services.

In addition, it imposes an obligation for the external auditors to report to supervisors a
material breach of rules or material threat or doubt concerning the continuous functioning
of the audited entity.

Description of the risk scenario

Perpetrators may use or require the services of accountants, auditors or tax advisors,
albeit with a moderate level of involvement of the professionals themselves, with the aim
to:

- misuse client accounts
- purchase real estate;
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- create trusts and companies/ manage trusts and companies;

- undertake certain litigation, set up and manage charities;

- arrange over or undénvoicing or false declarations for import/export goods;
- provide assurance; and/or

- provide assistance with tax compliance.

Experts in these fields may be involved in money laundering schemes by helping create
"opaque structuresodo defined as business str
of entities and arrangements in th&ttucture is concealed through the use of, for

example, nominee directors. The creation of such structures, often set up in multiple
jurisdictions including offshore centres, is complicated and requires professional
regulatory and tax services.

Threat

Terrorist financing

The assessment of the terrorist threat related to services provided by accountants,
auditors, advisors, and tax advisors has been considered together with money laundering
schemes related to services provided by these professionals tivdidlegal origin of

the funds (see below). The terrorist financing threat therefore does not need a separate
assessment.

Conclusion: The assessment of the terrorist financing threat related to services
provided by advisors and tax advisors is considered as very significant (level 4).
The assessment of the terrorist financing threat related to certain additional
services provided by accountants and auditors is considered as significant (level 3).

Money laundering

The assessment of the money laundering threat related to services provided by
accountants, auditors, advisors, and tax advisors has some features in common with legal
advice from legal professionals.

As for all other legal activitiesrisk of infiltration o r ownership by organised crime
groups is a money laundering threat for accountants, auditors, advisors, and tax advisors.
These professionals may be unwittingly involved in the money laundering but may also
be complicit or wilfully negligent in conductingeir customer due diligence obligations.

Law enforcement agencies have evidence that organised crime groups frequently use tax
advisors advice and involve this sector in their money laundering schemes. Tax advisors'
services are considered useful forisgtiup money laundering schemes because they are
needed for certain types of activities and/or because access to specialised tax expertise
and skills may help with the laundering of the proceeds of crime. Access to tax advisors'
legal services is quite easand does not require specific competences or expertise.
Criminal organisations rely on these professionals' skills to set up money laundering
scheme, so that they do not have to develop these competences themselves. There is also
evidence that some crimals seek to copt and knowingly involve tax advisors in their
money laundering schemes.
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Professionals can be involved in the laundering process to various degrees. They can be
consulted for advice on how to circumvent specific legal frameworks and havwoid
triggering red flags put in place by banking institutions. Or they can take a more
proactive approach by directly assisting or orchestrating the laundering pro@ess.
however, perpetrators seek to involve tax advisors because the serviceéféheyre
essential to a specific transaction and they add respectability to that transaction.

Experts in these areas are among the professionals most used by organised crime groups
to launder criminal proceeds due to the types of services that theyaadepto their

clients. They can set up corporate structures, design accounting systems, provide book
keeping services, prepare documentation (financial statements or references, fraudulent
income and expenses), act as insolvency practitioners, and pga@eal accounting

advice. Through these services, some accountants can help organised crime groups
obscure their identity and the origin of the money that they handle.

Most of these services are used for legitimate purposes. However, they can alsbasuppor
large range of money laundering schemes. These include fraudulent trading, false
invoices, preparation of false declarations of earning, fraudulent bankruptcy, tax evasion
and other types of abuse of financial records.

Conclusions: Services provided byadvisors and tax advisors, auditors andg
accountants are frequently used in money laundering schemes and are seen|by
organised crime groups as a way to compensate for their lack of expertise. The level
of money laundering threat related to services providé by advisors and tax
advisors is therefore considered asery significant (level 4). The level of money
laundering threat related to certain services provided by accountants and auditors
is considered as significant (level 3).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to services provided by

accountants, auditors and tax advisors has been considered together with money
laundering schemes related to services provided by these professionals to hiegathe

origin of the funds. The terrorist financing threat therefore does not need a separate
assessment.

Conclusions: Similar to money laundering, the assessment of the terrorist financing
vulnerability related to services provided by accountants, audites, advisors, and
tax advisors is considered as significant (level 3).

Money laundering

The assessment of the money laundering vulnerability related to services provided by
accountants, auditors, advisors, and tax advisors shows that:

a) risk exposure
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Tax advisors could quite often become involved in the management of complex
transactions involving tarelated advice. These transactions may expose the sector to
high-risk customers (such as politically exposed persons) or to complex legal entities or
legal arrangements where the identification of the beneficial owner is particularly

challenging. This sector is also highly able to manage tax matters related to these
complex legal entities and legal arrangements as that is their core business.

b) risk awareness

Accountants, auditors and tax advisors are required to adhere to strict ethical or
professional rules, and they consider this to be a sufficient protection against money
laundering and terrorist financing occurring in or through their sector. Howtvsr
sector may also be infiltrated by organised crime groups and some sectoral supervisory
bodies are still not adequately equipped to detect this kind of abuse (i.e. proper test
requirements are lacking in some jurisdictions).

This sector benefits from strong organisational framework at EU level. For instance, the
European Federation for Accountants and Auditors for SMEs (EFAA), an umbrella
organisation for nati onal accountants and
throughout Europe representiager 320,000 accountants, auditors and tax advisors. The
Confédération Fiscale Européenne encompasses 26 national organisations from 21
European States, representing more than 200,000 tax advisors. Accountancy Europe is
another example. It unites 51 preségonal organisations from 36 countries that represent

close to one million professional accountants, auditors, and advisors.

The role of these organisations is to ensure the exchange of information about national
laws relevant to their sector and to canate compliance with EU legislation. They also
ensure that the professionals are aware of changes in EU legislation that affect their anti
money laundering obligations, for example.

For auditors the Audit Regulation has also created the CEAOB: CommitiEegopean
Audit Oversight bodies. The CEAOB is a framework foropration between national
audit oversight bodies at EU level. Its role is to strengthemigld audit oversight:

Strong organisation does not necessarily guarantee high gqualdgeration with
competent authorities in all field$. Furthermore, some competent authorities and
financial intelligence units consider that accountants, auditors and tax advisors are still
not adequately aware of the risks posed by opaque structureth@ndethods for
obscuring the beneficial ownership. However, a two way flow of information is needed
to improve the situation and the sharing of typologies and information by law
enforcement agencies would enable a better assessment of risks.

% https://ec.europa.eu/info/businessonomyeuro/bankineandfinance/financiareformsandtheir-

progress/requlatorprocesdinancialservices/expeftiroupscomitologyandother
committees/committeeuropearauditingoversightbodies en

% Art 12(2) of the Audit Regulation imposes an obligation for the external auditors to report to supervisors
a material breach of rules or matétiareat or doubt concerning the continuous functioning of the audited
entity.
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c) legal framework and controls

Accountants, auditor¥, advisors, and tax advisors have been subject to the EU anti
money laundering requirements since 2001. They must apply customer due diligence
where they participate, whether by acting on behalf of and for thent éh any financial

or real estate transaction, or by assisting in the planning or carrying out of transactions
for their client concerning the (i) buying and selling of real property or business entities;
(i) managing of client money, securities or @tlassets; (iii) opening or management of
bank, savings or securities accounts; (iv) organisation of contributions necessary for the
creation, operation or management of companies; and (v) creation, operation or
management of trusts, companies, foundationsimilar structures.

Tax advisors, advisors, accountants, and auditors are quite a complex and diverse
professional sector. Generally speaking, the sector is characterised Wgriorgusiness
relationships that increase professionals’ ability to aletenusual transactions or
behaviour. Nevertheless, when specific advice is sought on irregular etin@ne
transactions, the professional may carry out their task without having a full understanding

of their cust omer 6s f i naatrog tharllevesaof susp&ious o n . Tt
transaction reporting, which is still quite low but better than lawyers. The sector
sometimes justifies this low level of suspicious transaction reporting by the fact that, in

this field, the professional in charge does pratcess or initiate a financial transaction on
their customerdés behal f. Red flags are not
patterns of behaviour. Some of the work of accountants and tax advisors may include an
element of investigation and audg that may constitute useful intelligence for possible
suspicious transaction repoffs.

Given that opaque structures can be created in many jurisdictions, including in offshore
centres, professionals can take advantage of tax and regulatory differ@sedistieir
services.

Conclusions: Accountants, auditors, advisors, and tax advisors are well organised.
However, there are weaknesses in the way they carry out checks and manage risks.
The level of money laundering vulnerability related to services fromaccountants,
auditors, advisors and tax advisors is therefore considered agnificant (level 3).

Mitigating measures

1) for the Commission:

Directive (EU) 2015/849 as amended by Directive (EU) 2018/843 has clarified its scope
when covering external ditors, accountants and tax advisors, extending it cover any
other person that provides material aid, assistance or advice on tax matters as their
principal business or professional activity.

" The supervision of auditors of public interest entities is not in the hands of professionadfskfory
bodies.
% See previous note.
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As regards beneficial ownership, corporate entities and trastregquired to hold
information on who their beneficial owner is. Also, beneficial owners are now required to
provide corporate entities with the information they need. Corporate entities and trusts
have to give this information to their accountants.

Effective, proportionate and dissuasive measures or sanctions are applied in cases of non
compliance with these rules.

Directive 2018/822/EU comes into effect as from 2020 when intermediaries are required
to submit information on reportable crdssrder &x arrangementsto their national
authorities.

Within this framework the Commission should carry on conducting:

- transposition checks on the implementation of transparency requirements for beneficial
ownership information (registratiod Member Stateshould notify technical elements

of their national AML/CFT regime ensuring transparency requirements for beneficial
ownership information; and

- transposition checks on the implementation of identification requirements for beneficial
ownership information(definition of the beneficial ownerd Member States should
notify technical elements of their AML/CFT regime related to beneficial owner
definition.

2) for competent authorities:

1 Member States should ensure that competent authorities#geltitory bdies
(where responsible for supervision), supervising external auditors, external
accountants and tax advisors provide information on the supervisory measures
they have put in place to ensure that the sector accurately apply its AML/CFT
obligations. When eceiving suspicious transaction reports, supervisors must
report annually on the number of reports filed to the financial intelligence units.

1 Onssite inspections commensurate to the population of external auditors, external
accountants and tax advisorsreps ent ati ves in the Member

3) for Member States:

1 Member States should provide guidance on risk factors arising from transactions
involving external accountants and tax advisors.

%https://ec.europa.eu/taxation customs/businessfiageratiorcontrol/administrative
cooperation/enhancembministraive-cooperatiorfield-directtaxation _en
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Encourage a better understanding among externatoasidexternal accountants and tax
advisors on how to interpret and apply the legal privilege. Member States should issue
guidance on implementing the legal privile§e how to split between legal services
subject to the very essence of legal privilege athér legal services not subject to legal

privilege when provided to the same client.

10. Legal services from notaries and other independent legal
professionals

Product
Legal service from legal professionals
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Sector
Independent leggirofessionals, lawyers, notaries

Description of the risk scenario

Perpetrators may employ or require the services of a legal professional (such as a lawyer,
notary or other independent legal professiofialas regards:

- misuse of client accounts;

- purchase of real state;

- creation of trusts and companies/ management of trusts and companies; or

- undertaking certain litigation.

They may be involved in money laundering schemes by helping create ‘opaque
structureso6 def i ne dereattse rebludertity efsthe ovner@S)uot t ur e s
entities and arrangements in that structure is concealed through the use of, for example,
nominee directors. The creation of such structures, often set up in multiple jurisdictions

including offshore centres, is cpficated and requires both regulatory and tax services
of professionals.

Threat
Terrorist financing

The assessment of the terrorist financing threat related to legal services provided by legal
professionals has been considered together with money laundssiremes related
services provided by these professionals to hide the illegal origin of the funds. The
terrorist financing threat therefore does not need a separate assessment.

Conclusion: The assessment of the terrorist financing threat related to sends
provided by legal professionals is therefore considered agry significant (level 4).

Money laundering

The assessment of the money laundering threat related to legal services provided by legal
professionals has some features in common with legal ssrpiovided by accountants,
auditors and tax advisors.

- as for all other legal activities, risk of infiltration or ownership by organised criminal
groups is a money laundering threat for accountants, auditors and tax advisors. These
professionals may benwittingly involved in the money laundering but may also be
complicit or negligent in conducting their customer due diligence obligations.

- Law enforcement agencies report that organised crime groups frequently use legal
services provided by legal profémsals and involve this sector in their money laundering
schemes. Legal professionals' services are considered useful for setting up money
laundering schemes as they are needed for certain types of activities and/or because
access to specialised legal amatarial skills and services may help with the laundering

of the proceeds of crime. Lawyers are particularly prone to being misused by criminals
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because engaging a lawyer adds respectability and an appearance of legitimacy to an
activity even when the seoe provided can help criminals launder money.

Legal professionals can support money laundering either by using the tools already at
their disposal (e.g. client accounts) or by helping their clients create and manage
accounts, trusts and companies to cahaad/or legitimise the source of their funds.

There are many ways in which client accounts can be used to launder money, the most
common of which are:

1 performing financial transactions on behalf of a client, including offshore banking;

1 accepting large &h deposits in the client's account followed by cash withdrawals or
the issuance of cheques;

purchasing real estate, companies or land on behalf of a client; and

in some cases, using the personal account of the legal professionals themselves to
receive andransfer funds.

il
il

Lawyers can help create and manage shell and legitimate companies by providing
contracts and creating corporate accounts. Offshore companies and trusts are particularly
attractive to organised crime groups due teirt strict banking and legal and
administrative secrecy regulations and practices and the anonymity that they provide. In
addition to the legal advice and paperwork that they provide, legal professionals can also
take an active role in managing a company its assets. They can for instance represent
their client in the purchase and sale of a company and are responsible for disposing of the
financial assets by ordering money transfers, buying other companies or investing in real
estate. Similarly, lawyersan hold a position within the company (e.g. owner, director,
and administrator), further distancing their client from the criminal assets.

In most EU countries, lawyers provide the complete documentation for the foundation
and registration of companidasansfer of ownership titles, opening of accounts in banks,
invoices and international trading documents. The nature of this documentation is
challenging for investigations due to the technicality and secrecy that it entails.

Criminal organisations do naionsider access to legal professionals to be particularly

compl ex. For t hem, relying on | egal profess

develop these competences themselves. To launder money, some organised crime groups
have infiltrated law firrs, posed as phony solicitors or stolen the identity of lawyers.

Conclusions: According to information provided by law enforcement agencies, legal
professionals are frequently used in money laundering schemes. Using the services
of legal professionals helpsrganised criminal organisations to avoid developing
their own knowledge and expertise, and
activities. The level of money laundering threat related to legal professionals
(lawyers, notaries and other independent ledgrofessionals) is therefore considered
asvery significant (level 4).

Vulnerability

Terrorist financing
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The assessment of the terrorist financing vulnerability related to legal service provided
by legal professionals has been considered together witleymiamindering schemes
related to services from these professionals to hide the illegal origin of the funds. The
terrorist financing threat therefore does not need a separate assessment.

Conclusion: The assessment of the terrorist financing threat relatedot services
provided by legal professionals is therefore considered agnificant (level 3).

Money laundering

The assessment of the money laundering vulnerability related to legal advice provided by
legal professionals shows that:

a) risk exposure

The risk exposure results from the nature of some services/activities provided by legal
professionals (which require amtioney laundering compliance).

The risk exposure of this sector is affected by the fact that it could be quite often be
involved in the maagement of complex legal situations. In particular, the fact that legal
services do not necessarily involve the handling of proper financial transactions means
that legal professionals have to trigger other kinds of red flags that are more difficult to
def ne (e.g. a customerd6s behaviour).

b) risk awareness

The sector is not homogeneously organised (scope of legal professionals varies from one
Member State to anothér t hi s shoul dnot be a risk in i
organisations play an importandle in providing information on how to apply anti

money laundering/combating the financing of terrorism (AML/CFT) requirements, in
providing guidance and facilitating the exchange of information. In particular, they help
define a list of red flags thatpep | e wor king in the sector <can
or identity, concealment techniques (use of intermediaries, avoidance of personal
contact), size of funds (disproportionate amount of private funding), etc. The profession
already seems to be awaof some risks such a customer giving instructions about
transactions from a distance or with no legitimate reason or when there are humerous
changes in legal advisor in a short time frame or the use of multiple legal advisors with

no good reason.

In geneal, the level of suspicious transaction reporting is very low when dealing with
legal professionals (although suspicious transaction reports from legal professionals
cannot be compared to legal reports from financial institutions, for example).

However,in some countries, sefegulatory bodies are regulated by the State and are
independent, acting efficiently as intermediaries between the financial authorities and the
professionals involved. They organise, examine and evaluate the facts, making it easier
for the financial authorities to distinguish between money laundering and normal cases.

c) legal framework and controls
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Notaries, lawyers and other independent legal professionals have been subject te EU anti
money laundering requirements since 2001.yThmist apply customer due diligence
where they participate, whether by acting on behalf of and for their client in any financial
or real estate transaction, or by assisting in the planning or carrying out of transactions
for their client concerning the:)(buying and selling of real estate or business entities;
(i) managing of client money, securities or other assets; (iii) opening or management of
bank, savings or securities accounts; (iv) organisation of contributions necessary for the
creation, operabn or management of companies; (v) creation, operation or management
of trusts, companies, foundations, or similar structures.

Legal professionals are organised and regulated in different ways depending on the
Member States concerned. Legal services ae @ten carried out fage-face, which is

a specific challenge for employee protection. There are also differences between the
various professions involved, since notaries, being professionals, also participate in the
public duty, and have, in some Meml8tates, the status of public office holders.

In any case, the protection of the anonymity of the legal professional reporting the
suspicion should be totally guaranteed. In some Member States there is a risk that the
name of the notary at the origin dfet declaration could appear on the suspicious
transaction report, in particular if it is followed by court proceedings. To avoid this, rules
should be developed to prevent any disclosure of the origin of the suspicious transaction
report.

The legal professnal privilege (professional secrecy$ a recognised principle at EU

level which reflects a delicate balance in light of the European Court of Justice ECJ case
law on the right to a fair trial ({305/05), itself reflecting the principles of the European
Court of Human Rights as well as of the Charter (such as article 47). There are cases
where these professionals sometimes conduct activities that are covered by the legal
privilege (i.e. ascertaining the legal position of their client or defending orsespiieg

their client in judicial proceedings) and at the same time activities that are not covered by
the legal privilege, such as providing legal advice in the context of the creation, operation
or management of companies. The remit of confidentialiyall@rofessional privilege

and professional secrecy varies from one country to another, and the practical basis on
which this protection can be overridden should be clarified.

Conclusions: The sector's awareness of the risks still appears to be limited. dpde
the legal framework in place, supervision of the sector does not always ensure a
proper monitoring of the possible money laundering abuses. The level of money
laundering vulnerability related to legal advice provided by legal professionals is
therefore considered asignificant (level 3).

Mitigating measures

1) for the Commission:
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1 In the context of Directive (EU) 2015/849 as amended by Directive (EU)
2018/843:

v Transposition checks on the implementation of transparency requirements for
beneficialownership information (registration): Member States should notify
technical elements of their national AML/CFT regime ensuring transparency
requirements for beneficial ownership information.

v Transposition checks on the implementation of identificationirements for
beneficial ownership information (definition of the beneficial owner):
Member States should notify technical elements of their AML/CFT regime
related to beneficial owner definition.

v To better disseminate the EU antoney laundering legaldmework ando
help ensure the effective and consistent application of EU ke,
Commission should support training activities for the legal profession
(lawyers and notaries).

v To organise stakeholder consultations/discussions to help inform the
Commisson of the transposition of money laundering and terrorist financing
directives across the EU and to raise awareness of and exchange best practices
on different aspect-moneyflaunderiggadémpliancea f e s si o

9 Directive 2018/822/EU comestb effect as from 2020 where intermediaries are
required to submit information on reportable crbesder tax arrangement$to
their national authorities.

2) for competent authorities:

1 Member States should ensure that competent authorities#gelatoy bodies
supervising independent legal professionals, lawyers and notaries produce an
annual report on supervisory measures put in place to ensure that the sector
accurately applies its AML/CFT obligations. When receiving suspicious
transaction reportsef-regulatory bodies should report annually on the number
of reports filed to the financial intelligence units.

1 Onsite inspectionscommensurate to the population of independent legal
professional s, |l awyer s, not aterriery. represe

3) for Member States:

1 Member States should provide guidance on risk factors arising from transactions
involving independent legal professionals, lawyers, notaries.

100 https://ec.europa.eu/taxation custdmsiness/tascooperatiorcontrol/administrative
cooperation/enhancemtiministrativecooperatiorfield-directtaxation_en
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https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-cooperation/enhanced-administrative-cooperation-field-direct-taxation_en

Selfregulatory bodies should make an effort to increase the numbéheafatic
inspections and reporting. They should also organise training courses to develop a better
understanding of the risks and AML/CFT compliance obligations.
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GAMBLING SECTOR PRODU CTS

1. General description of the gambling secto

General description of the sector and related product/activity concerned

Under the current EU AML framework (the 4th AMLD), gambling services are defined
as services which involve wagering a stake with monetary value in games of chance,
including thosewith an element of skill such as lotteries, casino games, poker games and
betting transactions that are provided at a physical location, or by any means at a
distance, by electronic means or any other technology for facilitating communication,
and at thendividual request of a recipient of services.

The term égamblingdéd thus refers to a range
For this risk assessment, the gambling sector has been split intbased (offline) and

online gambling, with thdandbased sector divided further into sections on betting,

bingo, casinos, gaming machines, lotteries and poker. A further division into different
online gambling products was not considered necessary, as the relevant risks, threats and
vulnerabilities apear to be primarily linked to the nature of online transactions rather

than to specific forms of online gambling.

All providers of gambling services are obliged entities under the 4th AMLD. Member
States have an obligation to regulate and supervise tberterforism financing and
money laundering purposes and give their competent authorities enhanced supervisory
powers to monitor them and to ensure that the persons who effectively direct the business
of such entities and the beneficial owners of suchiestare fit and proper.

Providers of gambling services must apply customer due diligence measures upon the
collection of winnings, the wagering of a stake, or both, when carrying out transactions
amounting to EUR 2 000 or more, whether the transactiaraiiged out in a single
operation or in several operations which appear to be linked. While Member States are
allowed to exempt certain gambling services from some or all of the requirements laid
down in the 4th AMLD following an appropriate risk assesdiiis is not the case for
casinos. The use of an exemption by a Member State should be considered only in
strictly limited and justified circumstances, and where the risks of money laundering or
terrorist financing are low, and such exemptions shoulddtiéied to the Commission.

The 4th AMLD had to be transposed into national law by 26 June 2017, therefore the
effects of the changes introduced by the Directive concerning the gambling sector are
difficult to assess at this early stage.

There is no sectespecific EU legislation on gambling. Member States are free to set the
objectives of their policy and to set the level of protection required for consumers and to
prevent criminality, including money laundering. However, the provisions of the EU
Treatiesapply. The Court of Justice of the European Union has provided general
guidance on the interpretation of the fundamental internal market freedoms in the area of
gambling, taking into account its specific nature. While Member States may restrict or
limit the crossborder supply of gambling services in order to protect the public, they are
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required to demonstrate that the measures in question are suitable and necessary and that
they are being pursued in a consistent and systematic manner.

The gambling sectan the EU is thus highly diverse, ranging from monopolistic regimes
(run by a stateontrolled public operator or by a private operator on the basis of an
exclusive right) to licensing systems, or a mix of both. In response to the societal,
technological ad regulatory challenges and developments, a significant number of
Member States have reviewed or are in the process of reviewing their gambling
legislation. These reviews take into account new forms of gambling services, which have
led to an increase inaghbling services offered by operators authorised in an EU Member
State as well as cros®rder offers not authorised under national rules in the recipient
Member State.

The gambling sector is characterised by fast economic growth and technological
developrnent. For example, online gambling revenues in the EU were estimated at around
EUR16.5 billion in 2015, and expected to rise to around EUR25 billion by 2020. The
revenue of the offline/lanbdased gambling market is equally expected to increase from
around BJR77.5 billion in 2015 to around EUR& billion in 2020.

Through noH egi sl ati ve actions, as set out i n t
comprehensive European framework for online
Commission has encouraged Membeat&t to provide a high level of protection for
consumers, especially in light of evidence of risks associated with gambling that include

the development of addictive disorders and other negative personal and social
consequences. In particular, in a Recomdagion on principles for the protection of

consumers and players of online gambling services and for the prevention of minors from
gambling online (2014/478/EU), the Commission sets out practices aimed at limiting

social harm, some of which may be relewvéor antrmoney laundering purposes, for

example, registration and verification processes.

In addition, effective supervision is needed to appropriately meet public interest
objectives. Member States should designate competent authorities and lay dawn cle
guidance for operators, including on amwney laundering. The Commission also
supports cooperation between the national regulatory authorities within the framework of
the Administrative Cooperation Arrangement concerning online gambling services
(sigred by most European Economic Area Member States in 2015).

Controlling the growing numbers of ®alled unauthorised gambling offers and
channelling these into the authorised, regulated gambling sector comprise some of the
largest and most challenging tadks regulators. Across the EU, it is estimated that
millions of consumers are gambling on unauthorised online gambling sites. Therefore,
awareness needs to be raised about the inherent risks of unregulated gambling websites,
such as fraud, that are ouwsiény form of control at EU level. The extent of such
unauthorised, usually online, gambling varies considerably among Member States
depending largely on how well the authorised market functions.

The control of the unauthorised market, and its associgatksl 1s outside the scope of

this report, based on the assumption that it is not possible to directly launder money
through an illegal activity (winnings would remain illegal). However, regulators and
obliged entities should be aware of online technigubgh may make it possible to
disguise the true identity of users and sources of money while creating the appearance of
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legitimate transactions and thus allowing the money to be used in future transactions in
legal markets.
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2. Betting

Product
Betting (landbased/offline)

Sector
Gambling sector

General description of the sector and related product/activity concerned

Offline, or landbased, betting services (including horse and dog racing, event betting)
offered in dedicated authorised tlets, by authorised retailers (who receive a
commission on each bet but also offer other services) or in areas where sport events take
place (often horse or dog race tracks). The amount of the prize can either depend on the

total amount of the prpaid sbékes (i.e.thesoal | ed o6t ot gariimsitactoor sy st
6pool bett i ngwinhing®ratio that is agheed batweankiree bookmaker and
the player (i.eparialacoteor o6ddckedbettingd). A Member St

number of opetars (including a single monopoly provider) or a frestricted number
of operators, as long as they meet certain criteria. Minimum and/or maximum numbers of
retail outlets per licenced provider can also be laid down.

Description of the risk scenario

Threebasic scenarios have been identified:
(1) a perpetrator places a bet and cashes in the winnings (conversion);

(2) a perpetrator deposits cash into their betting account and withdraws it after a period of
time without actually staking it (concealment);

(3) a perpetrator places money in a betting account in one location and an accomplice
withdraws the funds in another (concealment, disguise and transfer).

A perpetrator can increase their odds of winning by placing bets on a series of events
which will give nore favourable accumulated odds or reduce the risk of losing by
hedging bets (i.e. betting on both possible outcomes of the same event).

A perpetrator can also remove any uncertainty altogether by approaching a winner and
purchasing the winning betting sli

Threat

Terrorist financing

The assessment of the terrorist financing threat related to betting activities has not been
considered as relevant. In that context, the terrorist financing threat is not part of the
assessment.

Conclusions: not relevant \
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Moneylaundering

The assessment of the money laundering threat related to betting activities highlights the
following:

- as is the case for all other gambling activities, one of the threats posed by money
laundering to betting activities ihe risk of infiltration or ownership by organised
crime groups.

The level of this threat may vary depending on the type of organisation that hosts the
betting. In the case of national sport betting monopolies, the risk of infiltrating the
ownership of the betting opsor itself is close to inexistent. However, it is possible that
individual retailers, which the betting operators rely on to sell their betting services to
end customers, could be infiltrated.

The infiltration by organised crime organisations in betaegvities requires moderate
levels of planning or technical expertise, and relies mostly on mechanisms that allows for
the identity of the beneficial owner to remain concealed, such as the registration of assets
under the name of third parties (frontmen).

- another recurring threat imatch-fixing. Investigations have shown that criminal
groups use betting to profit from fixing sport competitions in the EU. Sports agents and
intermediaries corrupt or intimidate players and/or referees to guarantee tieddde
outcome in a match, while other agents place huge amounts of money in online and
offline bets outside the EU. In such cases, méichg requires contacts (and money
transfers) between gamblers, players, team officials, and/or referees. A refatgdsth
betting on fictitious matches, or events, although this is rather linked to online betting.

- the purchasing ofvinning tickets to ensure winnings may represent another criminal
groupébés intent to | aunder money.

Conclusion Law enforcement authorities have identified several methods or
channels that may be used by organised crime groups when addressing betting
activities. Beyond the horizontal threat which is the risk of infiltration and
ownership, the other significant aspect is matcfiixing. Organised crime groups
require moderate levels of planning, knowledge and expertise to use these methqgds,
given that they are perceived as a rather attractive, secure and financially viable
option.

In that context, the level of the threat posed by money launderg to betting
activities is considered asignificant (level 3).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to betting activities has not
been considered as relevant. In that context, the terfioasicing threat is not part of the
assessment.

Conclusions:not relevant \
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The assessment of the money laundering vulnerability related to betting activities
highlights the following:

a) risk exposure

Betting activities are characterised by significantumes of speedy and anonymous
transactions, frequently cash based. While the use of cash has been decreasing due to
alternative betting methods, it still represents more than 50% of turnover in some
countries. Many bettors use cash essentially for denfiality or reputational reasons.

According to industry experts, possible red flags include:

1 bets accepted with large stakes at extremely short odds which are likely to
guarantee a return;

1 customers regularly requesting copies of winning betseoeipts of winning
tickets;

1 customers paying in cash and regularly requesting winnings to be paid via cheque
or by debit card,;

1 customers regularly requesting receipts when collecting machine winnings.

b) risk awareness:

- according to the financial integence units the betting sector is not sufficiently aware
of the risks as shown by the low number of suspicious transaction reports, as well as their
poor quality.

- vulnerability to money laundering risks is significantly increased by the reliance on
distribution networks (kiosks, retailers, points of sale) which have not necessarily
submitted to AML/CFT requirements. The identification of the customer is under the
responsibility of individual retailers working for the betting operator who may not alway

be able to detect suspicious transactions (e.g. cumulative bets, division of high bets or
unusual bets), depending on the type of relationship that operators and retailers have. The
number of suspicious transaction reports is uneven and part of theisesttth not well

aware about the risks and/or what types of transactions to report (no consistent reporting
obligations).

- according to representatives of the betting sector, financial intelligence units and other
competent authorities have the wrgoegyceptions and lack understanding about the risk
factors inherent to betting. It seems that financial intelligence units have already
expectations on the type of suspicions a gambling operator should report (financial
intelligence units expect suspicioaases of matcfixing while the operator tends to
report irregular amounts in the transaction). Betting operators are suffering from a lack of
feedback from financial intelligence units about the suspicious transaction reports.

In addition, betting operats are developing customer due diligence requirements that
could mitigate the risks of money laundering; some betting operators are imposing
systematic identification of winners (over a certain amount), focusing on the beneficial
owner for instance. Theyoald also offer different methods for paying out winnings to
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limit the use of cas™h oand cdepmlscey ofppelray eorr s sc

customers.

c) legal framework and checks

Betting activities are covered by the EU AML framework sitice 4" AMLD.

However , based on the Directiveos mi ni mum

be discrepancies from one Member State to another in terms of regulation, supervision of
the sector and enforcement of AML/CFT rules.

Certain Member Stasehave in place legislation covering the money laundering aspects
of betting, and/or specific requirements in licensing agreements. In these cases,
regulations in place tend to be strict when it comes to granting an authorisation (fit and
proper AML checkof key personnel) and to carrying out ongoing reporting obligations.
These reporting obligations must be met whenever there are any concerns in relation to
the customer, such as knowing whether the staking and loss levels are a cause for
concern relatingpgp.  AML/ CFT or whether the customer
with their lifestyle. This implies that an effective internal reporting process is required
and both management and staff need to have a good knowledge of AML. In this respect,
some nationdegislation requires the betting sector to conduct a sectoral risk assessment
showing that suitable checks and procedures are in place.

However, competent authorities are still concerned about how to enforce checks, in
particular monitoring bets to detemoney laundering risks in real time and to possibly
suspend bets in case of suspicion. Given the nature of betting activities (including high
volume or sometimes lastinute betting), it appears that putting in place an accurate
customer due diligencegime is a challenge that needs to be addressed. The reliance on
retailers presents an additional level of uncertainty in terms of customer due diligence,
considering that some points of sale are not exclusively dedicated to betting and are not
able to opeate such checks (for example, bars, restaurants, supermarketshiopskor

gas stations).

Conclusion:

Betting activities do not represent a homogeneous business model. Regarding fthe
assessment of vulnerability, while it is undeniable that nationallyjsome betting
operators are well aware about their money laundering/terrorist financing risks and
their corresponding obligations, it is still uncertain whether they are able to put in
place accurate and comprehensive checks due to the characteristics oftting

activities (significant volumes of speedy and anonymous transactions, often using
cash). Current legislation or rules as regards licence conditions could be improved
to better ensure sufficient checks, although the vulnerability assessment shows that

YMAiEPlayers cardso are devices used by gambling s
e

played by the player§hegaisc and | osses appear under the form
The "points" can then be redeemed for cash or merchandise.

195

F

g e



betting operators are more aware of risks as they have started developing some
mitigating measures (such as systematic checks above a threshold or alternative
payment tools to limit the use of cash).

The apparent lack of understanding by competent authdties and financial
intelligence units on the functioning of the betting activities is another obstacle to
good AML/CFT risk assessment and guidance. The mitigation of AML/CFT risks is
also weakened by the low level of feedback from financial intelligencmits.

In that context, the level of money laundering vulnerabilities related to betting
activities is considered asignificant (level 3).

Mitigating measures

1) For competent authorities:

1 Member States should improve cooperatibetween relevantauthorities
(financial intelligence units, law enforcement agencies, police, sectorial
regulatory bodies such as gambling regulators) so they can better understand the
risk factors inherent to betting activities and provide efficient guidance.

1 Member State should ensure regular cooperatimgtween relevant authorities
and betting operatarsvhich should focus on:

o strengthening the detection of suspicious transactions and increasing the
number and the quality of the suspicious transaction reports;

0 organisimg training sessions for staff and compliance officers, focusing
particularly on risks of infiltration or ownership by organised crime
groups, and regularly reviewing r
products/business model;

0 ensuring supervisory auttites provide clearer guidance on AML/CFT
risks, on customer due diligence and on requirements for reporting
suspicious transactions and on how to identify the most relevant indicators
to detect money laundering risks;

o0 ensuring that financial intelligencanits provide feedback to betting
operators about the quality of the suspicious transaction report and ways
to improve reporting, and about how information provided in the report is
used, preferably within a set period of time;

o developing standardised tpfate(s) at EU level for suspicious transaction
or suspicious activity reports taking into account specific characteristics of
the gambling sector.

2) For the sector:

1 Member States should ensure that betting operators organise regular training
sessions fostaff, compliance officers and retailers, focusing particularly on risks
of infiltration or ownership by organised crime groups and regularly review risk
assessments of their products/business model.
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1 Europol signed a Memorandum of Understanding with @&lebal Lottery
Monitoring System (GLMS) to share information and to regularly consult over
sport competition manipulations and related organised crime investigations.

T Europol and EU Member States work <c¢l ose
detection systerthat monitors more than 30,000 UEFA and European domestic
matches each year.

T Member States should ensure that betting operators promote i) players®cards
the use of electronic identification schemes in order to facilitate customer
identification and tdimit the use of cash, and ii) the use of reale monitoring
systems to identify suspicious transactions at point of sales.

1 Member States should ensure that betting operators designate an AML officer at
the premises, if not done already.

1 Member Stateshould ensure that betting operators promote systematie risk
based customer due diligence of the winners, and promote a lower threshold of
winnings subject to customer due diliger
Article 11 d) of Directive (EU) 2015/8).

3) For the Commission:

The Commission could provide guidance on Artitl€d) concerning the implementation
of customer due diligence in case of dédsever

2 3Pl ayers cardso are devices used by g
played by theplayersThe gai ns and | osses appear un
The "points" can then be redeemed for cash or merchandise.
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3. Bingo

Product
Bingo (land-based/offline)

Sector
Gambling sector

General description of the sector and related product/activity concerned

Offline or landbased, bingo is a game of chance, in which the player uses a scorecard,

that can be electronic, bearing numbers. Bingddaged by marking or covering numbers

identical to numbers drawn by chance, whether manually or electronically. It is won by

the player who first marks or covers the OI
on one horizontal row on one scorecarddrevn, or when the player is first to complete

the O6housed or O6bingodé when all the numbers

Prizes may be given in kind (vouchers), paid immediately at the gambling venue, or
given as cash prizes. They can also consist of hoigs@ébms, novelty items or food. In
some Member States, limited money prizes are nevertheless possible and in other
Member States nothing prevents providers of bingo services from offering purely cash
prizes. Bingo is primarily a locally based, SMEven activity which rarely transcends
national borders. While in most Member States bingo is considered a game of chance, in
many others it is considered a form of lottery.

Description of the risk scenario

A perpetrator purchases camstraditionally with cak d on which a random series of
numbers are printed. Players mark off numbers on their cards which are randomly drawn
by a caller (employed by the gambling operator), the winner being the first person to
mark off all their numbers. A winning card could fmgchased for a higher amount, like

a lottery ticket or betting slip.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to bingo has not been considered
as relevant. In that context, the terrorist financing threat isarbopthe assessment.

Conclusions: not relevant

Money laundering
The assessment of the money laundering threat related to bingo shows that:
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- as is the case for all other gambling activities, one of the threats posed by money
laundering to bingo activities ithe risk of infiltration or ownership by organised

crime groups. The level of threat related to the risk of infiltration may vary depend

on the type of operator organising the bingo activities. In bingo, it appears that
infiltration occurs when street criminals run bars where bingo draws are not monitored
and may be used for money laundering purposes (making the funds licit despitg comi
from an illegitimate origin).

- except the risk of infiltration, this risk scenario is rarely used by criminals to launder
proceeds of crime as it is financially not very attractive as amounts at stake are quite
small and outcome insecure (drawings blase chance).

Conclusions:

Beyond the horizontal threat of infiltration and ownership, bingo is not considereg
by law enforcement agencies and other competent authorities as an attractiyve
option for laundering proceeds of crime. The chance component of e makes it
rather unattractive and highly insecure. There are few indicators that criminals
have the capabilities and intent to use it, and in any case, it would likely be for very
low amounts of winnings.

In that context, the level of the threat posed bymoney laundering to bingo is
considered to be ofow significance(level 1).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to bingo has not been
considered as relevant. In that context, the terrdinsincing threat is not part of the
assessment.

Conclusions: not relevant \

Money laundering

The assessment of the money laundering vulnerability related to bingo highlights:

a) risk exposure

Thescaleof bingobés activities is rather | imited
transactions. When played offline, the activity is mostly based on cash. It relies on
relatively low stakes and winnings, with prices often being merchandise instead of cash
money. It involves a very low level of higisk customers and/or higisk areas.

b) risk awareness

Considering the absence of cases where bingo has been used to launder proceeds of
crime, this component is difficult to assess. Equally, it has not besssilgbe to determine
if the lack of money laundering cases is due to the high level of awareness of money
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laundering risks or rather to the low level of intent of criminal organisations to use this
scenario.

c) legal framework and checks

Bingo activitiesare covered by the EU AML framework since tHeAMLD. However,

based on t he Directiveds mi ni mum har moni s
discrepancies from one Member State to another in terms of regulation, supervision of

the sector and enforcentesf AML/CFT rules.

Bingo does not exist in all Member States, but where it does, it should be subject to AML
regulation. At national level, bingo operators may either be covered under the regulation
dealing with casinos or they may benefit from a specdgulation (e.g. a football club
owning its own bingo house). Representatives of the bingo sector have mentioned that
thresholds are put in place for systematic identification, which has been confirmed by
competent authorities which tend to confirm tlefficient checks are in place. Once
again, the relatively low levels of amounts at stake and/or winnings are a factor in the
overall vulnerability assessment.

Conclusion: The characteristics of bingo makes it to a low degree vulnerable to
money laundering risks. It is largely based on chance, with fairly low stakes and
winnings (often in kind). Although mainly cash based, this activity does not involve
particularly high amounts of stakes. In countries with bingo activities, it should be
subject to AML/CFT rules with efficient checks in place. The risk awareness
component was not possible to assess properly due to the lack of reported cases. In
that context, the level of vulnerability related to money laundering is considered tp
be oflow significance(level 1).

Mitigating measures

Member States should ensure that bingo operators organise regular training sessions for
staff and compliance officers, focusing particularly on risks of infiltration or ownership

by organised crime groups and risk assessmerteofproducts/business model, which
should be reviewed regularly. In view of this Member States should also continue
monitoring bingo activities to identify possibly future risks.

200



4. Casinos

Product
Casino (landbased/offline)

Sector
Gamblingsector

General description of the sector and related product/activity concerned

In several countries (Belgium, Czechia, France, Luxembourg, Portugal and Slovakia), a
casino (offline/physical establishment) is defined as a place where games of chance are
organised (whether automatic or not) and where other cultural and social activities
(theatre, restaurants) take place. In other countries (Austria, Denmark, Estonia, Finland,
Germany, Latvia, Malta, the Netherlands and Sweden), the casino does not ngcessaril
provide other social or cultural activities, whereas some Member States (Denmark,
Finland, Ireland and the United Kingdom) have not directly defined the concept of casino
gaming.

Casinos may be state or privately owned and in some Member States, anfjfea s
operator is licensed (Finland, Austria, the Netherlands and Sweden).

Casinos have been covered by EU AML legislation for more than 10 years, and while
Member States are allowed to exempt certain gambling services from some or all of the
requirementsaid down in the & AMLD following an appropriate risk assessment, this is
not the case for casinos.

Description of the risk scenario

A perpetrator purchases chips at the casino at a dedicated point of sale (for cash or
anonymous prpaid cards) and theships can be used in a wide variety of games (with
clearly defined rules). Casino staff (croupiers) interact with players in many well
regulated games such as Baccarat roulette and Blackjack. If winning, the player receive
chips at the table, which themvye to be converted back to cash at a dedicated point of
sale (thus legitimising illicit funds).

A perpetrator could use 6émulesd or collabor
cash. The perpetrator will receive the chips in the casino anamgyetthem for cash,
pretending that they won these chips in the games offered at the casino.

A perpetrator could also take advantage of the fact that certain casino games provide for
a high return on stakes (depending on whether bets are high risk orsigwTiwo

players may also cooperate and place bets on a roulette table on red and black at the same
time with only a 3% chance of losing their accumulated stakes.

A perpetrator may also transfer funds from one casino to another (if legally allowed),
giving another player access to chips. In such cases, casinos are used like financial
institutions with funds being transferred from one account to another.
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Threat
Terrorist financing

The assessment of the terrorist financing (terrorist financing) thretgdetacasinos has
not been considered as particularly relevant. In that context, the terrorist financing threat
is not part of the assessment.

\ Conclusions: not relevant \

Money laundering

The assessment of the threat posed by money laundering to casinos highlights, as is the
case for all other gambling activitieshe risk of infiltration or ownership by
organised crime groups Law enforcement agencies have indicated that casinos in
particdar would be exposed to infiltration threats. However, casinos which are run by
State monopolies or public companies appear to be less exposed to infiltration threats,
due to regulations in place imposing, for example, transparency on beneficial ownership.
This element may have an impact on the intent and capability of organised crime groups
to infiltrate casinos. Also, stakeholders have pointed out that national licensing systems
guarantee that the ownership (and any changes in ownership) takes pladengdcor
national laws and regulations. Under these laws national regulatory authorities carry out
strong fit and proper checks as well as checks concerning the origin of the funds
involved. They also vet operators, key staff and fmagtking employees. Staholders

also point out that casinos typically have stringent systems in place to prevent fraud and
safeguard against all criminal activity. Still, law enforcement agencies overall consider
casinos to be the most exploited channel to launder money thgaungbling activities,
although casino activities have been covered by earlier EU AML legislation.

Conclusions:

Casinos are considered to be exposed to infiltration threats, although for casinps
owned by the State or public companies, this level of risk Ilswer. Nevertheless, law
enforcement agencies still consider casinos the most exploited channel to launder
money through gambling activities. Hence, the risk of casinos being exploited to
money laundering appears high, and the level of the threat posed byoney
laundering to casinos is considered as vesignificant (level 4).

Vulnerability

Terrorist financing

The assessment of the terrorist financing vulnerability related to casinos has not been
considered as relevant. In this context, the terrorist ¢imgnvulnerability is not part of
the assessment.

Conclusions: not relevant \
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Money laundering

The assessment of money laundering vulnerability shows that the market varies from one
Member State to another.

a) risk exposure

Although the sector hadeveloped alternative means of payment, in practice, the use of
cash is important and this sector may, in certain circumstances, be exposedriskhigh
customers (politically exposed individuals or those coming from -tigih third
countries). In addition casinos are characterised by a high volume of financial
transactions due to the high number of gambling activities it entails.

b) risk awareness

The inclusion of casinos in the list of obliged entities earlier on in the EU AML
legislation has helped theector to become more aware of risks. The legal framework
already in place for casinos has, for example, created incentives to train staff and to
improve checks. Casino staff is regularly informed of, and trained to identify, patterns
and behaviours cordgred to represent money laundering threats. These training sessions
include, for instance, measures and instructions on handling of cash. Maryatedl
casinos have developed inspections and check systems by external and independent
testing institutes Wich reduce the vulnerability to money laundering and criminal
activities. Furthermore, the vast majority of ldmased casinos have a CCTV system in
place that oversees the areas where transactions are being carried out. Some customer
due diligence procegtes are automatically carried out as part of the identification
process: all visitors before entering the casino, identification of visitors before purchase
of chips/tickets and identification after a certain monetary threshold has been reached,
which isin most cases EUR 2,000, as provided for by th&ILD, but could be lower.

Some casinos may decide not to identify the customer above a certain threshold when the
individual has been identified through other means (i.e. at the entry into the casino or
when purchasing chips). Enhanced customer due diligence may apply -ibefiped

high risk criteria, such as specific sums of money, transactions or structuring of
operations.

According to some competent authorities and financial intelligence units, some
weaknesses still remain as regards the scope of the customer due diligence measures
(which do not seem to be well understood by the sector) and their implementation which
is not considered as satisfactory by the supervisors in all cases: e.g. whenocht#aks

cards are carried out, but the reckegping requirements are not fulfilled or of bad
quality; due diligence carried out on a customer when he enters the casino but not when
he purchases chips. However, although the level of suspicious transaegimts is

uneven depending on the Member State concerned, the low number of these reports is
justified as the sector is deemed to be strongly regulated and in general well controlled.
The requirement to get senior approval for any {rigk transactionssi considered as
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limiting the risk of infiltration. Regarding suspicious transaction reports, stakeholders
have highlighted the lack of feedback from financial intelligence units. They also stress

that the quality of the reporting would improve if finanamatelligence units provided

guidance and feedback, preferably within a set period of time. The lack of feedback from
financial intelligence units on the reports submitted causes difficulties for casinos in

individual cases (where it is unclear whetherdsirshould be paid out to a player who

may in turn take action against the casinos) and prevents improvements to AML practices

in general.

c) legal framework and checks

The inclusion of casinos in the list of obliged entities in tHeAMLD, as well asin

earlier EU AML legislation, has undoubtedly played a role in the quality of the checks in
place. It appears that, overall, casinos manage to address the need to put in place several

layers of checks, knowing that most of the time several gaming agivitay be played
in a casino.

From competent authoritiesd point of
vulnerability for casinos, i.e. infiltration. Owners (shareholders),-hagiking employees

and key staff are systematically vetted @asioo operators which grant rather efficient

i ew,

safeguards against risks of infiltration. Despite an overall good picture, law enforcement
agencies are still identifying some weaknesses, which suggests that the current legal
framework is not correctly appliedhe number of money laundering cases investigated

by law enforcement agencies seems to show that there is still room for improvement.

Conclusions:

Although the risk exposure remains quite high (significant number of financial
transactions; cash based)the inclusion of casinos in the AML framework for more
than 10 years has raised the |l evel of
laundering. Checks are more efficient and the staff are better trained. However,
some weaknesses remain as regardsnplementing AML/CFT requirements,
particularly customer due diligence requirements. The extent of the reporting
remains rather uneven from one Member State to another which may be due to the
good level of supervision. In that context, the level of moneyaundering
vulnerability related to casinos is considered amoderately significant (level 2)

Mitigating measures

1) For competent authorities:

1 Member States should improve cooperatibetween relevant authorities

awar e

(financial intelligence units, law enforcement agencies, police, sectoral regulatory
bodies such as gambling regulators) so they can better understand the risk factors

inherent to casinos and provide efficient guidance.

1 Member States should ensure reguiaoperationbetween relevant authorities

and casingswhich should focus on:
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o strengthening the detection of suspicious transactions and increasing the
number and the quality of the suspicious transaction reports;

0 organising training sessions for staffdanompliance officers, focusing
particularly on risks of infiltration or ownership by organised crime
groups, and regularly reviewing risk assessments of betting operators
products/business models;

0 ensuring supervisory authorities provide clearer guidamc&ML/CFT
risks, on customer due diligence and on requirements for reporting
suspicious transactions and on how to identify the most relevant indicators
to detect money laundering risks.

0 ensuring that financial intelligence units provide feedback to aasihout
the quality of the suspicious transaction report, and ways to improve
reporting, and about how information provided in the report is used,
preferably within a set period of time;

o developing standardised template(s) at EU level for suspiciousttaons
or suspicious activity reports, taking into account specific characteristics
of the gambling sector;

o recommending the neissuing of winning ticket certificates in casinos.

1 Member States should require competent authorities to provide a report on
whether casinos apply the AML/CFT regime effectively, concerning in particular
the effectiveness of the checks undertaken through CCTV and the effectiveness of
the thresholebased customer due diligence.

2) For the sector:

1 Member States should ensure thasinos organise regular training sessions for
staff and compliance officers, focusing particularly on risks of infiltration or
ownership by organised crime groups, and regularly review risk assessments of
their products/business model.

1 Member States shall ensur e that casi nod®orpseomot e
electronic identification schemes in order to facilitate customer identification and
to limit the use of cash and ii) the use of +@le monitoring systems to identify
suspicious transactions.

1 Membe States should ensure that casinos designate an AML officer at the
premises, if not done already.

1 Member States should ensure that casino operators promote systemdiasedk
customer due diligence of the winners, and promote a lower threshold of
winnngs subject to customer due diligence
Article 11 d) of Directive (EU) 2015/849).

3) For the Commission:

“HPlayers cardso are devices used by gambling servi

played by the player& he gai ns and | osses appear under the form
The "points" can then be redeemed for cash or merchandise.
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The Commission could provide guidance on Artitl€d) concerning the implementation
of customer due diligencetnrh e case of O0several operations

5. Gaming machines (outside casinos)

Product
Gaming machines (lanbased/offline and outside casinos)

Sector
Gambling sector

General description of the sector and related product/activitconcerned

Gaming machines (offline) based orramdom number generatare normally divided

into several subcategories, depending on the maximum stake, maximum winnings or the

type of pemises the gaming machine can be placed in. A further distinction is made

bet ween traditional sl ot machines (6fruit m
connected to a central terminal and offer a wider range of games.

The market for gaming neciines outside casinos in the EU varies from one Member
State to another (or region as authorisations may be granted and supervision assured at
this level). In certain Member States, gaming machines are prohibited outside casinos,
while others only permitnachines with low stakes and low winnings.

In certain Member States, gaming machines can be found in a wide range of premises
such as betting shops, arcades, bars and cafes. These terminals accept cash and provide a
receipt, presenting evidence for the m@&uof money. Where gaming machines are
permitted, they may be subject to strict regulation as regards a fixed stake and limitations

as regards gaming options. However, the player may be able to interact more freely (e.g.
fixed odds betting terminals (FOBY, in the form of electronimulette where the player

can select a number of options and vary the stakes).

Description of the risk scenario

A perpetrator deposits illicit funds (cash) into gamingchines or uses it to purchase
tokens for the machines. Certain gaming machines also allow only a small part of the
(deposited) amount to be staked, then the perpetrator can request et phythe
remaining funds into a bank account or in cash witheeeipt (thereby providing
opportunities for legitimising a larger sum than actually gambled).

A perpetrator uses electromguletteto launder money by placing even bets on both red
and blackas wellas a smaller stake on O; the vast majority of the stake will never be lost
as this is a 50/50 stake and there will be receipts confirming the winhituysover,
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ATi cket | nTITO) vouckerd™ frorm mathings in casinos, arcades or betting
shops ca be used for money laundering and cashed in at a later date or by third parties.

A perpetrator can do all this repeatedly and/or in multiple venues to minimise suspicion
or bypass limits on stakes or playtime.

Threat

Terrorist financing

The assessment tfe terrorist financing threat related to gaming machines has not been
considered as relevant. In that context, the terrorist financing threat is not part of the
assessment.

Conclusions: not relevant \

Money laundering

The assessment of the threat posed by money laundering to gaming machines highlights,
as for all other gambling activitiethe risk of infiltration or ownership by organised

crime groups. However, according to investigations by law enforcement agenties, i
seems that cases are quite rare or are not reported. It may not be considered as a very
viable or attractive financial option as the chance of winning large amounts is relatively
low (outcome based on chance, often with low stakes and low winningslgtitin the

case of some machines there are ways to increase chances of winning or even avoid
playing, and merely pay in and recover immediately the funds.

Conclusions: Gaming machines do not appear as an attractive option for money
laundering due to the nherent chance element, low amounts of stakes and winnings
combined with the time and effort required to launder any significant amounts of

money. However, certain types of gaming machines allow for deposits of higher
stakes and/or provide higher winnings;or they allow the perpetrator to stake only a
small part of the amount requesting a payout of the remaining funds (into a bank
account or in cash with a receipt). In this context, although the level of threat posed
by money laundering may vary between dferent types of gaming machines
(low/high stakes and/or winnings) it is generally considered asnoderately

significant (level 2).

Vulnerability

Terrorist financing

i Tidkmet ticket out (TITO)O machi nes shprofpapersvthd i n cas
a barcode indicating the amount of money represented. These can in turn be redeemed for cash at an
automated kiosk.
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The assessment of the terrorist financing vulnerability related to gaming machines has
not been considered as relevant. In this context, the terrorist financing vulnerability is not
part of the assessment.

\ Conclusions: not relevant \

Money laundering

The assessment of the money laundering vulnerability related to gaming machines
highlights:

a) risk exposure

Gaming machines (larldased) rely mostly on cash. Transaction amounts vary, tend to be
rather low but certain machines offer the possibility of also staking higher amounts.

b) risk awareness

For gaming machines outside casinos, the risk ewesss is different from one Member

State to another and it seems that independent gaming machines operators are less aware
of their AML/CFT obligations, as they are less organised than when operators-n land
based casinos.

Competent authorities have, inditibn, noticed the emerging risk linked to video lottery
terminals which trigger a growing number of suspicious transaction reports (because in
general, the winnings are-neserted into the dark economy).

c) legal framework and checks in place

Gaming mahines are covered by the EU AML framework since tfeAMLD).
However, based on the Directiveds minimum F
be discrepancies from one Member State to another in terms of regulation, supervision

and enforcement of MIL/CFT rules. Some Member States have decided to regulate this

sector when it operates separately from casinos. According to competent authorities and
financial intelligence units, the level of checks is insufficient and the level of sanctions

not dissuasie enough (e.g. a bookmaker in Member State X received a fine of more than
$100,000 for failing to prevent a drug dea
outlets). However, gaming machines operators are currently developing some mitigating
measuressuch as prohibiting pagut of winnings in cash when they exceed certain

amounts.

Conclusions:

For gaming machines outside casinos, it appears that the checks in place are not
efficient and that the level of suspicious transaction reporting is quite low,l@ough
mitigating measures in order to limit the payout in cash tend to limit the risk of
money laundering. Even if the amounts of stakes and winnings are often relatively
low, gaming machines allow for speedy and anonymous (as well as repeatgd)
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transactions, often cash based. Transactions can also be carried out in multiple
venues to minimise suspicions or bypass limits on stakes or playtime. In that
context, the level of vulnerability to money laundering for gaming machines i
considered agnoderately ggnificant (level 2).

Mitigating measures

1) For competent authorities

1 Member States should improve cooperatibetween relevant authorities
(financial intelligence units, law enforcement agencies, police, sectoral regulatory
bodies such as gamblinggidators) so they can better understand the risk factors
inherent to gaming machines and provide efficient guidance.

1 Member States should ensure regular cooperdigiwmeen relevant authorities
and gaming machine operators, which shdodiis on:

0]

0]

strengthening the detection of suspicious transactions and increasing the
number and the quality of the suspicious transaction reports;

organising training sessions for staff, compliance officers and retailers,
focusing particularly on risks of infiltratio or ownership by organised
crime groups, and regularly reviewing risk assessments;

Ensuring supervisory authorities provide clearer guidance on AML/CFT
risks, on customer due diligence and on requirements for reporting
suspicious transactions and on hawdentify the most relevant indicators

to detect money laundering risks;

ensuring supervisory authorities provide clearer guidance on emerging
risks linked to video lottery terminals;

ensuring that financial intelligence units provide feedback to gaming
machine operators about the quality of the suspicious transaction report
and ways to improve the reporting, and about how the information
provided in the report is used, preferably within a set period of time;
developing standardised template(s) at EUllésesuspicious transaction

or suspicious activity reports, taking into account specific characteristics
of the gambling sector.

2) For the sector

1 Member States should ensure that operators of gaming machines organise regular

training sessions for statffompliance officers and retailers, focusing particularly
on risks of infiltration or ownership by organised crime groups, and regularly
review risk assessments of their products/business model.

1 Member States should ensure that operators of gaming maghoe®te i)
players' card§® or the use of electronic identification schemes in order to
facilitate customer identification and to limit the use of cash, angabtime
monitoring systems to identify suspicious transactions at point of sale.;

105 ~
n

Pl ayers cardso are devices used by gambling servi

played by the pieerssThe gai ns and | osses appear under the form
The "points" can then be redeemed for cash or merchandise.
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1 Member Stags should ensure that gaming machines operators designate an AML
officer at the premises, if not done already.
Member States should ensure that betting operators promote systematic risk
based customer due diligence of the winners, and promoting a lowshadka of
winnings subject to customer due diliger
Article 11 d) of Directive (EU) 2015/849).

3) For the Commission

The Commission could provide guidance on Artitl€d) concerning the implementation

ofcustomerdued i | i gence in case of O0sever al oper ati
6. Lotteries

Lotteries

Sector

Gambling sector

General description of the sector and related product/activity concerned

Lotteries cover a wide range of numeic gameswhere a winner is selected by chance

Lotteries range from natiordl lotteries which havebeen granted an exclusive licence to

operate |l ottery games i nowred avkpriate oper@drsat ed s t
both profit and noprofit, who operate on behatf the state), to small charity lotteries that

generate revenues for both the public benefit or forprofit organisations (e.g. charities,

civil society, sport, culture, heritage, social welfare). The definition of a lolteryr the

requirements to dhin a licencé& varies from one Member State to another.

National lottery tickets are normally sold through agents for cash or through card
transactions, or directly to the player online. Small amounts are played in most cases.
Winners carbe selected instantly (e.g. &cratch- cardsd or on the basis of weekly draws

(often highly promoted and televised). Winnings are either paid out by the agents when

thewi nning ticket I's presented (smal/l amount s
account (large amounts and jackpots). The returns on stakes are normally lower than for

other gambling products as the purpose is to raise fiandke publicgood (40-50 % of

the fundscolleded are nomally returned as prizesd but there are examples where the

rate of return is higher. The chance of winning a jackpot is very low (e.g. the probability

is in the range of one in 140 million for Euro Millions ranjatkpot).

Description of the risk scenario

The relatively low return to players makes direct purchase of lottery tickets a costly and
unattractive form of money laundering. Purchasing lottery tickets directly to win a prize
is therefore not considered #&dly risk scenario. On the contrary, the method of
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purchasing a winning tickél a perpetrator purchases a lottery ticket from the winner
(possibly through collusion with the sales agent) and cashes the prize with aded®ipt
a more viable scenario regted by law enforcement agencies.

Threat

Terrorist financing

The assessment of the terrorist financing (threat related to lotteries has not been
considered as relevant. In that context, the terrorist financing threat is not part of the
assessment.

Conclusions: not relevant \

Money laundering
The assessment of the threat posed by money laundering to lotteries shows that:

- as it is the case for all other gambling activitidegre is a risk of infiltration or
ownership by organised crime groupsin case o Stateowned lotteries, the risk seems
minimal, but increases at retaievel.

- for other kinds of threats, according to law enforcement agencies, criminals have only
vague intentions of using lotteries to launder proceeds of crime. Few cases have been
identified by law enforcement agencies where, for example, winning tickets have been
found together with cash or drugs in seizures. However, if and when used, this scenario
may allow | arge sums of cash to be collect
tickets in a recent investigation). However, some planning capabilities and technical
expertise are needed which in general requires the complicity of the lottery operator and
the reliance on frontmen. Thi s cenario.lAldo, | i mi t
lotteries offer less opportunities in terms of money laundering due to lower frequency of
draws, low average stakes and winnings (instant tickets and numerical games and low
pay-out ratio). In general, lotteries as such would not be spaliyfi@attractive for
laundering proceeds of crime due to the relatively low return rate (most of the time only
50% of the ticket sales are used for prizes).

Conclusions: There have been reported cases of lotteries being used to launder
proceeds of crimesHowever, it requires planning and expertise that may limit the
intent and capability of organised crime organisations to use it. The specific methad
of purchasing winning tickets appears though to be a more viable and reported
scenario. In this context, he level of the threat posed by money laundering t
lotteries is considered agnoderately significant(level 2).

O

Vulnerability

Terrorist financing
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The assessment of the terrorist financing vulnerability related to lotteries has not been
considered as relant. In that context, the terrorist financing threat is not part of the
assessment.

Conclusions: not relevant

Money laundering
The assessment of the money laundering vulnerability related to lotteries highlights:

a) risk exposure

In assessing the levef risk exposure, it is also taken into consideration that in many
Member States lotteries are run by a State monopoly. Payments of higher winnings are
subject to rigorous checks and most lottery operators limit the prizes that can be paid out
by retailers Major prices are cashed at lottery headquarters and/or banks (under
contractual agreement between the operator and the chosen bank) following strict
verification procedures on both the validit
However, winnngs under a certain threshold (i.e. small amounts), which vary between
Member States, are paid directly by sales agents/authorised distributors. Furthermore, the
anonymity of the player is in many Member States guaranteed which makes it more
difficult for criminals to identify the holder of the winning ticket, in order for it to be
purchased for criminal purposes, unless they are actively helped by accomplices.

b) risk awareness

While the misuse of lottery games via the purchase of winning tickets is emedids a

major concern for financial intelligence units and law enforcement agencies (including
quite often collusion with sales agents), the general level of awareness is rather difficult
to assess. Although identification of players falls under direntrol of retailers, who
operate under the authorisation of the operator, with specific sanctions on them, it has
been mentioned that the lottery operators are active in the control on the authorised
retailers and coordinate retateaining programmes iIAML awareness/detection.

c) legal framework and checks

Lotteries are covered by the EU AML framework since theAWILD. However, based

on the Directivef6s minimum har moni sation pr
from one Member State to anethin terms of regulation, supervision of the sector and
enforcement of AML/CFT rules.

However, at national level, supervision by competent authorities works well and is
generally undertaken by public authorities. For example, it has been pointed oubshat

gambling authorities have already introduced recommended procedures and checks to
deter criminals from using the lottery facilities for money laundering. Additionally,

lottery operators have established internal checks and heightened vigilanceein thes
matters. For example, most Member states already have a procedure in place to verify a
jackpot winnerés identity where the prize e
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Conclusions: Based on the vulnerability assessment, it appears that lotteries as such

are not a viable risk scenario but that the risks are more related to (the purchasin
of) winning tickets. National frameworks in place have introduced measures t
check the identities of winners, in particular those with high winnings. Still, the
(purchasing of) winning tickets risk scenario remains a major point of concern. On
this basis, the level of vulnerability to money laundering for lotteries is considere
asmoderately significant (level 2).

o ©

o

Mitigating measures

1) For competent authorities:

1 Member States should improve cooperatibetween relevant authorities

(financial intelligence units, law enforcement agencies, police, sectoral regulatory
bodies such as gambling regulators) so they can better understand the risk factors
inherent to lottery activitieand to provide efficient guidance.

Member States shoulkehsure a regular cooperatibetween relevant authorities

and lotteries operatgravhich should focus on:

o0 strengthening the implementation of consumer due diligence requirements
and the detection of suspicious transactions especially in the context of
winning tickets, as well as increasing the number and the quality of
suspicious transaction reports;

0 organising training sessions for staff, compliance officers and retailers,
focusing particularly on risks of infiltration or ownership by organised
crime groug, and regularly reviewing risk assessments of their
products/business model;

0 ensuring supervisory authorities provide clearer guidance on AML/CFT
risks, on customer due diligence and on requirements for reporting
suspicious transactions and on how to fidgthe most relevant indicators
to detect money laundering risks;

o0 ensuring that financial intelligence units provide feedback to lottery
operators about the quality of the suspicious transaction report and ways
to improve the reporting, and about how thiarmation provided in the
report is used, preferably within a set period of time;

o0 developing standardised template(s) at EU level for suspicious transaction
and suspicious activity reports, taking into account specific characteristics
of the gambling s&or.

2) For the sector:

1 Member States should ensure that lottery operators regularly organise training

sessions for staff, compliance officers and retailers, which focus particularly on
risks of infiltration or ownership by organised crime groups, agdlagely review

risk assessments of their products/business model. Training would also include
items related to appropriate red flags on repetitive winnings.

213



1 Member States should ensure that lotteries promote i) the use of systems for
systematically identfi ng wi nner s, s u'®hor aestronipl ayer s
identification schemes, in order to facilitate customer identification, and ii) the
use of accounbased fund transfers for payments of large amounts.

1 Member States should encourage lotteries to designate an AML officer at the
premises, if not done already.

1 Member States should ensure that betting operators promote systematic risk
based customer due diligence of the winners, and promoting a lowerolkdresh
winnings subject to customer due diliger
Article 11 d) of Directive (EU) 2015/849).

3) For the Commission:

The Commission could provide guidance on Artitl€d) concerning the implementation
of customerdue tlii gence i n case of O0several operatio

7. Poker

Product
Poker (landbased/offline)

Sector
Gambling sector

General description of the sector and related product/activity concerned

General description of the sector (size) asfthtistics and related product/activity
concerned

Pokeris acard gamehat involvesbettingprocedures and where the winner of each hand
(round) i s determined according to the c¢omk
which remain hidden until the end of the hand, and the bets.

Poker is organised by private operators or stateed gambling service providers in
licensed premises (shicas casinos), private clubs or online (depending on national
legislation). It is either organised as a tournament, where a poker player enters by paying
a fixed buyin at the start and is given a certain number of poker chips (the winner of the
tournaments usually the person who wins every poker chip in the tournament) or as a
table game where the player can buy more poker chips as the game continues. Unlike
many other gambling products, participants play against each other and not against the
organiserof the activity. The organiser will receive a fixed amount of the turnover (a
rake) or winnings.

3Pl ayers cardso are devices used by gambling servi

played by the playersSt he gai ns and | osses appear under the form
The "points" can then be redeemed for cash or merchandise.
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Poker may also be played in private clulterles de jeyx which exist in some
jurisdictions but are banned in others, and tournaments can be organisee cagsios.

Description of the risk scenario

A perpetrator purchases chips at the casino (or at the relevant licenced premises) at a
dedicated point of sale (for cash or anonymouspgaid cards) and these chips may be
transferred to another player throudhliberate losses (folding on a winning hand to
ensure that the accomplice receive the chips). Chips are converted into cash or
transferred in another way to the customer.

A perpetrator (organised crime organisations) may also seek to infiltrate the
organsational structure of the licenced premises where poker games or tournaments are
organised (e.g. casinos or private clubs) or directly or indirectly apply for a licence to
organise a poker tournament, which may be open or be invitation only.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to poker has not been considered
as relevant. In that context, the terrorist financing threat is not part of the assessment.

Conclusions: not relevant

Money laundering
The assessent of the threat posed by money laundering to poker shows that

- as for all other gambling activitiehere is a risk of infiltration or ownership by
organised crime groups.

- this channel is perceived as rather attractive although it requires mobiselte of
planning (complicity) or technical expertise (gaming strategy itself) to make use of illicit
tournaments or to deliberately lose so that an accomplice can win.

Conclusions: In addition to the risk that a company holding a licence to organisge
poker games or tournaments in physical premises could be infiltrated (which is a
horizontal threat that is also valid for other gambling service providers) in some
Member States it is possible to organise individual tournaments, which could result
in criminal organisations legally organising poker games/tournaments. The petr-
peer gambling nature of poker (the possibility for deliberate losses/ ensuring
another player gets the winnings) makes poker attractive for money laundering,
although it requires some epertise and planning. In that context, the level of the
threat posed by money laundering to poker is considered aggnificant (level 3).

Vulnerability
Terrorist financing

The assessment of the terrorist financing vulnerability related to poker hdseemwt
considered as relevant. In that context, the terrorist financing threat is not part of the
assessment.
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Conclusions: not relevant \

Money laundering
The assessment of the money laundering vulnerability related to poker highlights

a) risk exposure

Mo s t of the ti me, poker games are organise
club are prohibited and considered as illicit activities in most Member States. However,

even when played within casinos, poker is vulnerable to money laundering\agves
casshhased transactions and players pkaying ag
peer el ementdé (involving deliberate | osses
Poker games allow significant volumes of speedy and anonymous transaotibas

carried out between players (chips are frequently bought for cash).

b) risk awareness

The level of awareness is difficult to assess at this stage, as most of the time poker games
are organised within casinos. Carrying out a dedicated analys@allisngiing.

c) legal framework and checks

Poker activities (outside casinos) are covered by the EU AML framework sincB the 4
AMLD. However, based on the Directiveos mi
could still be discrepancies between MemBtate in terms of regulation, supervision of

the sector and enforcement of AML/CFT rules.

Pl ayers play against ot her pl doste®whomdd t he
Unauthorised private poker clubs have also emerged, which are well organised and
compete with the legal sector. Financial intelligence units believe that these clubs have

only a low capacity for detecting suspicious transactions, especially because the sector

itself is not well aware of the risks and/or not sufficiently regulated/sugszhat national

level.

Conclusions:
Consideringppebe épement 6, the appare|nt l acl
proper supervision and that the sector itself is not well aware of the risks and/a
well-equipped to tackle money laundering abuses, the Jel of vulnerability to
money laundering for poker is considered asignificant (level 3).

-

Mitigating measures

1) For competent authorities:

1 Member States should improve cooperatibetween relevant authorities
(financial intelligence units, law enforcente agencies, police, sectorial
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regulatory bodies such as gambling regulators) so they can better understand the
risk factors inherent to pokand provide efficient guidance.

1 Member States should ensure a regular cooperbgbmeen relevant authorities
and poker operatorsvhich should focus on:

o strengthening customer due diligence requirements and the detection of
suspicious transactions, and increasing the number and the quality of the
suspicious transaction reports;

0 organising training sessions fetaff and compliance officers, focusing
particularly on risks of infiltration or ownership by organised crime
groups, and regularly reviewing risk assessments of their
products/business model;

0 Ensuring supervisory authorities provide clearer guidance oh/BNT
risks, on customer due diligence and on requirements for reporting
suspicious transactions and on how to identify the most relevant indicators
to detect money laundering risks;

o ensuring that financial intelligence units provide feedback to poker
opeiators about the quality of the suspicious transaction report, and ways
to improve reporting, and about how information provided in the report is
used, preferably within a set period of time;

o developing standardised template(s) at EU level for suspiciansatction
and suspicious activity reports taking into account specific characteristics
of the gambling sector.

2) For the sector:

1 Member States should ensure that poker operators organise regular training
sessions for staff and compliance officers, foocgsparticularly on risks of
infiltration or ownership by organised crime groups, and regularly review risk
assessments of their products/business model.

1T Member States should ensure that poker o
electronic identificatn schemes in order to facilitate customer identification;

1 Member States should ensure that poker operators designate an AML officer at
the premises, if not done already;

1 Member States should ensure thegtting operators promote systematic Fsk
basedcustomer due diligence of the winners, and promoting a lower threshold of
winnings subject to customer due diliger
Article 11 d) of Directive (EU) 2015/849).

3) For the Commission:

The Commission could provide guidamon Articlel1(d) concerning the implementation
of customer due diligence in case of dédsever
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8. Online gambling

Product
Online gambling

Sector
Gambling sector

General description ofthe sector and related product/activity concerned

For this purpose of this report, online gambling means any service which involves
wagering a stake with monetary value in games of chance, including those with an
element of skill, such as lotteries, casg@mes, poker games and betting transactions
that are provided by any means at a distance, by electronic means or any other
technology that facilitates communication, and at the individual request of a recipient of
services.

All gambling products are avaible online. These include i) games where the customer
wagers a stake against the gambling service provider at fixed odds (e.g. lotteries, sports
betting, roulette, etc.) and ii) gambling activities where customers can play against each
other and where thservice provider takes a small commission for facilitating the
activity, usually a percentage of net winnings for each customer on each event (e.g. poker
and betting exchanges where customers can both place and accept bets).

However, a further divisionnto different online gambling products has not been
considered necessary for this report, as the relevant risks, threats and vulnerabilities
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appear to be primarily linked to the nature of online transactions rather than to specific
forms of online gamblig.

Description of the risk scenario

Online gambling could involve any product in the gambling sector or a combination of
these. In addition to some of the risks identified for each sector offline, there may be
additional risks associated with the lack atéto-face contact due to use of the internet.

At the same time, electronic gambling offers a significant mitigating feaurthe
possibility to track all transactions.

A perpetrator uses gambling sites to deposit illicit funds and to request trautpaly
winnings or unplayed balance.

Legitimate online gambling accounts are credited with dirty funds (cashing in) followed
by gambling on only small amount of funds, transferring the remaining funds to a
different player (or to a different online gamblingevator). The remaining funds are
cashed out as if they were legitimate gambling earnings.

Crime organisati on s'beting dinectlyeagainst eaetrothér using mu r f s
dirty funds. One of the 6smur f sner,who wil recei
then cash out the funds as if they were legitimate gambling earnings.

Crime organisations may purchase online casino accounts containing funds already
uploaded by nowriminal players at a higher price than the real one.

Crime organisationsnay also invent and bet on fictitious (Reristing) matches or
events to ensure winnings.

Threat

Terrorist financing

The assessment of the terrorist financing threat related to online gambling has not been
considered as relevant to this first supranatioisk assessment report. Therefore, this
threat is not part of the assessment.

Conclusions: not relevant

Money laundering
The assessment of the money laundering threat related to online gambling shows that:
- as for all other gambling activitiethere is a risk of infiltration or ownership by

organised crime groups.Law enforcement agencies have several examples of such
cases.

197 A smurfis an experienced player who uses a new account to play "anonymous" on a game server
deceive other players into thinking he's new to gambling. The goal is to create new accounts by starting
from scratch, so as to confront players of lower level.
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- in addition, organised crime groups may easily access to such a channel in which it is
cheap and practical for them to set it activities. Online gambling represents an
attractive tool to launder proceeds of crime. It could allow criminal money to be easily
converted into legitimate gambling earnings. It involves a huge volume of transactions
and financial flows. Europol indated that recent cases showed that some criminal
networks used the legal online betting and gambling circuit of companies located in some
Member States for money laundering.

Online gambling in virtual assets provides a great opportunity for cybercrinaimeighis
technique was used in recent ransomware attacks. Among the known types of activities
are the following:

- Online gambling accounts are credited with dirty funds (cashing in) followed by
the gambling ofa small amount of funds, transferring the remaining amount to a
different player (or to a different gambling operator). The remaining funds are
cashed out as legitimate gambling earnings.

- The use of O6smurfsé bettingfuds Oreoft | y aga
the O0smurfsodéo receives all the funds as a
out as legitimate gambling earnings.

- The purchase of online casino accounts containing funds already uploaded by
noncriminal players at a higher price thdetreal one.

- The operator is used as a cash intensive business to mix dirty money from
criminal activities with clean money from legitimate customers.

- Criminals fix gambling odds and outcomes
on the preselected losing ut c o me s, to the bemeostit of t
matche§).

- Criminalsuseiti rd parties operating as O6smurf s
accounts to gamble and lose dirty money over the internet. All gambled funds are
accounted for as profits of the online casino and due taxes are paid.

Additionally, different types of betsxist in the online environment that are not available
offline. There is a specific risk for sure bets in online betting, where a player uses several
accounts to place bets on every possible outcome and thereby reduces the risks of loss. In
the case of dime poker, there is also a specific risk for collusion.

- risks associated with the lack of fameface contact although the anonymity can be
minimised by proper checks and verification measures, as well as traceability and
tracking of electronic transaons depending on the level of supervision by relevant
authorities.

Conclusions: Law enforcement agencies consider online gambling to be a potentiglly
attractive tool to launder money which requires a moderate level of expertise and
represents a viable opion. Also, online gambling appears to offer a lowcost
opportunity to launder money. In that context, the level of the threat posed by
money laundering to online gambling is considered asgnificant (level 3).

Vulnerability

Terrorist financing
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