
COMMISSION IMPLEMENTING REGULATION (EU) 2025/1570 

of 29 July 2025 

laying down rules for the application of Regulation (EU) No 910/2014 of the European Parliament 
and of the Council as regards notification of information on certified qualified electronic signature 

creation devices and certified qualified electronic seal creation devices 

THE EUROPEAN COMMISSION,

Having regard to the Treaty on the Functioning of the European Union,

Having regard to Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market and repealing 
Directive 1999/93/EC (1), and in particular Article 31(3) and Article 39(3) thereof,

Whereas:

(1) To establish a transparent and reliable source of information on qualified electronic signature creation devices and on 
qualified electronic seal creation devices that have been certified, or that are no longer certified, by certification 
bodies referred to in Article 30(1) of Regulation (EU) No 910/2014, Member States are to notify the relevant 
information to the Commission, using a secure electronic channel made available by the Commission.

(2) To ensure an adequate time for the Commission to adjust the existing channel for the notifications of information as 
regards the certification status of qualified electronic signature creation devices and qualified electronic seal creation 
devices, this Regulation should apply from 3 months as of its entry into force.

(3) Regulation (EU) 2016/679 of the European Parliament and of the Council (2) and, where relevant, 
Directive 2002/58/EC of the European Parliament and of the Council (3) apply to the personal data processing 
activities under this Regulation.

(4) The European Data Protection Supervisor was consulted in accordance with Article 42(1) of Regulation 
(EU) 2018/1725 of the European Parliament and of the Council (4), and delivered its opinion on 6 June 2025.

(5) The measures provided for in this Regulation are in accordance with the opinion of the committee established by 
Article 48 of Regulation (EU) No 910/2014,
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(1) OJ L 257, 28.8.2014, p. 73, ELI: http://data.europa.eu/eli/reg/2014/910/oj.
(2) Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 

regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data 
Protection Regulation) (OJ L 119, 4.5.2016, p. 1, ELI: http://data.europa.eu/eli/reg/2016/679/oj).

(3) Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data and 
the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications) (OJ L 201, 
31.7.2002, p. 37, ELI: http://data.europa.eu/eli/dir/2002/58/oj).

(4) Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons 
with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of 
such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39, ELI: http://data. 
europa.eu/eli/reg/2018/1725/oj).
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HAS ADOPTED THIS REGULATION:

Article 1

1. The notification referred to in Article 31(1) of Regulation (EU) No 910/2014 shall contain at least the information set 
out in the Annex to this Regulation and shall be made in electronic form through a secure electronic channel made available 
by the Commission.

2. Where there are any changes to the submitted information after the initial submission, including changes to the 
certification status of qualified electronic signature creation devices and qualified electronic seal creation devices, Member 
States shall submit the updated information with the relevant accompanying documents through the channel referred to in 
paragraph 1.

Article 2

This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of the 
European Union.

This Regulation shall apply from 19 December 2025.

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Brussels, 29 July 2025.

For the Commission
The President

Ursula VON DER LEYEN
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ANNEX 

Information to be notified by Member States in accordance with Article 31(1) 

1. The identification of the qualified electronic signature creation device or qualified we electronic seal creation device, 
as covered by the certification or certification cancellation notification and specified through the following elements:

(a) product name;

(b) reference to the configured software component, including the relevant version;

(c) reference to the configured hardware component, including the relevant version;

(d) version;

2. The identity of the body that applied for certification;

3. The description of the qualified electronic signature creation device or qualified electronic seal creation device, 
including

(a) whether it is a qualified electronic signature creation device or/and a qualified electronic seal creation device;

(b) which of the following categories the device belongs to:

— devices where the electronic signature creation data or electronic seal creation data is held in an entirely 
(but not necessarily exclusively) user-managed environment;

— devices where a qualified trust service provider manages the electronic signature creation data or 
electronic seal creation data on behalf of a signatory or of a creator of a seal;

4. The certificate of conformity of the device with the requirements of Annex II to Regulation (EU) No 910/2014;

5. A reference to the certification report issued in accordance with Article 30 of Regulation (EU) No 910/2014 that shall 
not change at least for the validity period of the certificate of conformity;

6. The identity of the issuer of the certification report, including appropriate reference to its qualification as a 
certification body designated by a Member State in accordance with Article 30(1) of Regulation (EU) No 910/2014 
and as compliant for the certification of those devices in accordance with Article 30(3) of that Regulation;

7. A uniform resource locator (‘URL’) of a location from where the certification report is publicly available free of 
charge;

8. The effective starting date of certification;

9. The certification status;

10. The expiry date of certification;

11. Whether certification is planned not to be continued after the current certification for the current configuration of 
the qualified electronic signature creation devices or qualified electronic seal creation devices;

12. Contact details of the designated body;
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13. Whether the certification method is in accordance with Article 30(3), first subparagraph, point (a) or point (b) of 
Regulation (EU) No 910/2014, and as applicable, the reference and URL to the alternative procedures that have been 
notified to the Commission pursuant to Article 30(3), first subparagraph, point (b), of that Regulation;

14. All related certification reports established in accordance with the implementing acts adopted pursuant to 
Article 30(3), second subparagraph of Regulation (EU) No 910/2014 including:

(a) a reference to each certification report;

(b) the identification of the issuer of each certification report;

(c) a URL to a location from where each certification report is publicly available free of charge;

(d) the issuance date of each certification report;

(e) where publicly available, a version of the corresponding security target document describing the device, or any 
component thereof, being targeted by the certification evaluation covered by the certification report.
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