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Evpomaiko 6y£o10 opdong Yo TV KUBEPVOUGPAAELD TOV VOGOKOUEI®MV KUl TOV TAPO OV
VYEWOVOPIKN G TEPTIOaAYNG
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1. Ewayoy

To mepipdrrov acpdielag e EE petafdiietor paydaia, pe KAMUAK®OOT ToV LEPOIK®OV eMBEcEDY Kot
TOV KVPepvoeMBEGEMY TOV ATOCKOTOVV GTNV OTOGTAOEPOTOINGN TNG KOWMOVING LG, EMOUDKOVTAG TOV
dyaopd kat tn didomaoct, oAAG kot k€PN amd 1o KuPepvosykinua. g ek Tovtov, 1 Evponn mpénet va
EVIOYVGEL EMELYOVTOC TNV ETOUATNTA KOL TV AVOEKTIKOTNTA TNG EVOVTL AVTHG TNG VENS TTPAYLLOTIKOTNTOG,
oe OAOVG TOVG TOWEIG KOl GOUQ®VO WE TNV TPOCEYYION GE EMMESO KGLVOAOL TNG KOWMVING) Kot
«GLVOAOL NG OMUOCLAG OL0IKNONG», CUUPOVO HE TNV EKKANGT oL SloTuddnke oty €kbeon Tov
€101K00 cupPovAov Tov Tpoédpov ¢ Evpomnaikng Emitponrg, Sauli Niinisto.

To ac@oAn Kot avBeKTIKG GLGTANATO VYEIOVOUIKNG TepiBoAyng amoteAobv axpoywviaio AiBo tov
Kowovikov povtédov g EE. Qot660, 100 vocsokopeion Kot To. GUGTALOTO VYELOVOUIKNG TTepiBaAyng
avTILETOMILOVV EVIEIVOUEVEG ATEILES, KOl EWOIKOTEPA A0 GLUUOPIEG AV TPIGUIKOD TOV TO GTOXEVOVV Yo
OKOVOUIKO OQEAOC, AOY® NG VYNNG a&ilag mov &yovv o dedopéva acBevdv, GuUTEPIAAUPOVOUEV®V
TOV NAEKTPOVIKOV UnTtpawv vyeiog. O topéag g vyelag éxel mpdrypatt Kataotel 0 KAAG0G Tov d€xeTaL
T1g Teplocdtepeg embécelg oty EE xotd v tedevtaia tetpoetio, petalld ALV Kotd T SidpKela tng
mavonuiog g COVID-19, 6tav ot vrodopég vyeiag Ppébnkayv OA0 Kot TEPIGGOTEPO GTO GTOYOGTPO
KuPepvoemiBécewv. Ot kuPepvoemBEcelg Kotd VOGOKOUEIMV Kol TapOY®V VYEWOVOMIKNG mtepiBaiymng
TPoKaAovV dueon (nuia 6tovg avBpmmovs, KabdS KaBVOTEPOLV TIC WTPIKEG SLOOIKAGIES, TPOKAAOVY
TPOPANUOTO GTA TUNHATO ETEYOVI®V TEPIOTATIK®OV Kol Bo umopodoav, e aKpaieg TEPIMTMOOELS, Vo
00N YNGOLV G€ AMMAELN AVOPOTIVOV (ODV.

To dwokOBevpa elvar axopo peyordtepo, ded0UEVOL OTL 0 TOUEng PPIoKETOL GE GTAOO WYNOLOKOV
petacynuoticpov (otikng onuacioc. H ymoelokn vyele kot m ypron kot emovoypnoiomoinon
dedopévev vyelag Umopohv vo, SNIOVPYNCOVY EVVOTKEG GLUVONKES Yoo LovTéAa TepiBaiyng KaAdTEpa
TPOCUPLOCUEVO GTIG OVAYKES KO TIG TPOTIUNGELS TOV ATOU®MV Kot TV acOevov, mpoiapupdvovtag tnv
ekdNAmon vocov 1 Kabiotdvtag dvvat v Eykaipn Oepaneio. H evooudtoon ynooxov epyoieiov
Kot AVGEMV OTIG KAMVIKEG d1adkacies, KaBdS Kot 1 Xp1oT Kot ETOVOYPNGLOTOINCT dE00UEVMV VYElNg
UTTOPOLV VO, TPOPOSOTNCOVV KOAVTEPES KAVIKES OMOPAGELS, VO GUUBAAOVLY GTNV CLTOUOTOTOINGT TG
vyeiog, Kabmg kot 6TV ToLTEPN Kot KaAvTepn tepiBoiym tov acBevav. Ta ynerokd epyaieio, n xprion
O0OUEVOV KOl TO WITPOTEYVOAOYIKE TPOIOVTA —T0 OTOio. GLUYVE GLVOEOVTOL UE TO OL0OIKTLO Kot
tpopodotovvtar pe texvnt) vonuoovvn (TN)— é€xovv emiong xobopiotikn onuoacioc ywow v
OVTILETAOTION TPOKANCEWV, OTTMG 1 EAAEYN ETAYYEALATUDY TOL TOUEN TNG LYEIOC.

Tawtdypova, Ta yneakd epyaieio dSievpivouy eniong tovg ThovoHs GTOYOVS TOV KLPEPVOEYKANLOTUDV.
EmumAéov, opiopévol kpoatwkoi @opeic 0ev 010TALOVV VO GTOXEVGOVV EYKOTUGTAGELS VYELOVOUIKNG
nepiBodymg, 6mwg poptupel o cuveylldpevog embetikog Tolepog g Pooiag katd ™ Ovkpaviac. ‘Etot,
0 topéog petatpénetar oe mbavd otdyo KvPepvoenifécewv 6to TAAIGIO PG vpOTEPTG LVPPLOKNG
exotpateiog. Ot kuPepvoemiBéoelg dev Bétovv ndvo oe kivovvo v acedieln TV acBevav, aArd
dwPpmdvovy emiong TV eUmMIGTOGHVI TOV KOWOD GTIS LTOOOUEG VYELNG KOl GUVETAYOVTOL GYLOVTIKO
K0610¢ anokatdotaong. [lépav e mpootaciog amd kKvPepvoemBécelg, ot avOekTIKEG Kot ACPOAEIS



YMOKES LITOJOLES vt ETiONC TOPALiTNTES Y10l T OTHPIEN TNG VAOTOINGTG KOl TG TANPOVS avVATTUENG
TOV EVPOTOIKOV YDPOL dedopévav yio v vyeial (EHDS).

Q¢ ek To0TOV, £ivan Kapog va avaPaduiotel kot va gvioyvbel n Kufepvoac@dieia Kot 1 avOeKTIKOTNTA
TOV VOGOKOUEIDV KOl TOV TapOY®V VYEWOVOUIKTG Ttepifaiyng g Evponng, énwg tovice 1 Tpdedpog K.
pov viep Aduev oTic ToMTikéG Katevdvveelc yio v Emrpom 2024-20292. To mapdv oyédio Spéong
OVTOTOKPIVETOL GTOV EMEIYOVTO. YOPOKTNPO TNG KOTAGTOONG KOl OTIS HOVOOIKEG OMENEC OV
avtipetonilet o topéag. Aev LEAPYEL KATMOWL OMAN «pHOoylkn»y AODON Yoo TG TPOKANGES TNG
KLPBEPVOAGPALEIDG GTOV TOUEN TNG VYEOVOMIKNG TtepiBaiymc. AviiBétwc, 1o oyédto dpdomng amartel
EVIGYLUEVT] TPOANYT|, ETOLLOTNTO KO L0 TTLO GUVTOVIGEVT] TPOGEYYIOT TG AAANAEYYUNG, AEI0TOLOVTOG
TOPAAANAL TNV EUTEPOYVAOGIN TOV EVPOTATKOV KAGOOL KuBepvoac@dretac. £2G ek TOVTOV, TO GYEOL0
dpdiong avtikarontpilel v tpocéyyion g EE yio v acedieia, n omoia Ba avoantuyBel mepartépm ko
Bo emonpomomBel otV eMKEIPEVN] EVPOTOAIKY GTPUTNYIKY YO TNV ECMOTEPIKY OCOHAELD, LE TOV
KaBoplopd oG OAOKANPOUEVNG avTIOPAONG YO TNV AVIIHETOMION OA®V TOV OTELOV KOTd NG
ECMTEPIKNG ACPIAELOG KOL TNV E6TIOGT TNV KAVOTNTO TPOPAEYNG TOV ATELDV, TPOANYNG TV (NUdV
Kol TPOCTAGIaG TV avOpdOT®V, e avAAnyn dpdoemv o O Ta eninedo PAGEL TG TPOGEYYIONG YidL TO
GUVOAO TNG KOWMVING.

O topéag g vyelog mepAapPdvel €upyd aplBpd QOPE®V KOl TOPAYOVI®V, GTOVS OTOIOVS
GLYKATAAEYOVTOL VOGOKOUELD, KAVIKEG, oikol guynplag, KEVIPO AmOKATAGTAONG Kot SAPOPOL TAPOYOol
vyelovopkng mepifoiyme, pali pe Tov approKenTIKod, ToV 1Tptkd KAGSO0 Kat Tov KAASo Proteyvoloyiag,
TOVG KOTOOKEVAGTEG LOTPOTEYVOAOYIKAOV TPOTOVIMV KOl To €peLVNTIKG Wpdpota vyeiag. To mapodv
oY£010 OpPAONG EMKEVIPAOVETOL KUPIOS GTNV KLPEPVOUGPAAELD TOV VOGOKOUEI®V KOl TV TOpOY®OV
VYEWOVOIKNG TtepiBaAyng, ot 0moiot voouvtol ®¢ KAe uoIKd 1 VOpKo Tpdcmmo 1 GAAOG PopEaG OV
Tapéxel VOO VYEIOVOUIKY] TEpiBolym 610 £30poc kpdtovg pélovc®. To vosokopeio kot ot Thpoyot
VYEOVOIKNG TtepiBalyng aAAnAeEaptdvTon amd GAAOVG Popeig VYELNG Kot apopoVV AUECH TOVG TOAITEG.
Tavtdypova, To PLETPA Yo TNV EVIoYLON TNG KLPEPVOUGPAAELNG TMV VOGOKOUEIDOV KOl TOV TapdY®V
vyelovopkng mepiBoiymg Bo mpéner emiong va avipetonilovy Tovg Kvdhvovg mov ennpedlovv v
gupUTEPT AAVGION EPOSIAGLOV KOl TO OIKOGVUGTILLO, Ol OTTOI01 TPOKVTTOVY Y10, TAPASELY IO OO POPEIS
OV  YPNOIUOTOOVV  JEOOUEVO. VYElOG Yoo €pguva Kot pnyoviky panon 1M mov  mapdyovv
OTPOTEYVOLOYIKA TTPOTOVTAL, KOl EWDIKOTEPA YNPLOKE 10TPOTEYXVOAOYIKE TPOIOVTO TOV GLVOEOVTOL LUE TO
O1diKTLO 1 BALEC GLOKEVES (XOLAOTKTVLO TOV TPAYUATMVY).

Evo 1 dtucpdiion tov cuotnudtov vyeiog amotekel mpotiotog e0vikr appodidtta, 1 vyeio amotedet
emiong xpioywo topéo ©t0 TAGIGLO TNG 0OMNYylOG OYETIKA pHe HETPO Y VYNAO Kowd emimedo

L https://www.consilium.europa.eu/el/press/press-releases/2024/03/15/european-health-data-space-council-and-parliament-
strike-provisional-deal/.

2 https://commission.europa.eu/document/e6cd4328-673c-4e7a-8683-63ffb2cf648_el.

3 ApBpo 3 croryeio &) ng odnyiog 2011/24/EE tov Evponaikod KotvoBovliov kat tov Zvpfoviiov mepi epappoync tov
Sk pdTov TV acfevdv 610 TAAIG1O TG S10CLVOPLUKNIG VYEIOVOUIKNG TEpifaAyg, https://eur-lex.europa.eu/legal-
content/EL/TXT/?uri=celex:320111.0024.
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KuBepvoacpdietag e ohdkAnpn v EE (NIS2)*. Ot kvBepvoeykinuoriec kot GAAOL TopdyovTeg
AmEIMDV OPOGTNPLOTOOVVTAL GE OlGLVOPLUKO EMIMEDO, EVD Ol TPOKANGEIS TOV OVTILETOMILOVV Ol
OPYOVIGLOT VYEIOVOLUKNG TEPIBaAYMC GTOV TOpEN TNG KLPEPVOUGPALELOG ETVOL ETIONC TAPOUOLEG GE OAOL
ta kpdtn péEAN. H ovvepyacio oe gupomaikd emimedo eivor MOAOTIUN Yoo TV OVTOAAOYN KOl TNV
avafaduion tov PéEATiotov tpakTik®v o eninedo EE katl og Bviko eninedo. Q¢ ek tovTov, T0 6YEd10
Ophong TPoTeivEL TOV GLVTOVIOUO Kol T ANYN pétpwv o€ eninedo EE, evd moapdAinia KaAel Ta kKpdtn
UEAN va avoldfouv Opacn TPOKEYEVOL VoL KAVOLV T d1apopd OGOV apopd TNV VYEIOVOLUKN TTepiBaiym
KOl TO EVPVTEPO OIKOGVGTN LA VYELOC.

To ox£010 OpdioNG EMKEVIPMOVETOL TPOTICTOC GTNV OVATTLEN TOV IKOVOTNTOV TOV TOUEN Yo TNV
APOIYN TEPIOTATIKAOV KLPepVOacPAAELag, KaBmG 1 TpOANYN gival Tavta KoAvTEPN omd TN Bepameio.
Agbtepov, 10 oy€d0 Opdong TEPLYPAPEL AETTOUEPMG OPAGELS Yo TN PeAtion TG avtaAloyng
TANPOPOPLOV GTOV TOUEN TNG KVPEPVOUCPAAELNG KOL TNG IKAVOTNTOG AVIYVEVGNS KVPEPVOUTEIADYV,
kabioTOvTog duvatn v TayvTepn avtidpacn. Tpitov, TpofAémel pétpa yio TV KaAOTEPT OVTIOpacT
0€ TEPIOTATIKA Kol TNV avakapyn and ovtd. Téhoc, 10 oyédio dpdong mpoPAénel tpdmovg Yo TV
OTOTPOT TOPAYOVI®MV KUBEPVOOUTEILDOV GO TNV TPUYUATOTOINOT EMOECEDV KATE TV GLOTNUATOV
vyeiag otv Evponn.

To oyéd10 dpdong Ba viomombel 6e cuvepyacia pe Tovg TAPOYOVS VYELOVOMKNG TEPIBaAYTG Kot TO
€VPVTEPO OKOGVOTNHO VYEIOG, TO KPATN UEAN Kot TV kKowdtnta kuPepvoacepdielns. H cuvepyatikn
TpocEyyion £xel KaBopioTIKn oNUAcia Yo TOV TEPAULTEP® TPOSOI0PIod Kat T PeAtioon Tov dpdoemv
LE TOV HEYAADTEPO OVTIKTLTO, MGTE OAOL Ol KPIGIUOL TAPOYOL VYEWOVOHIKNG TtepiBaiyng otnv Evpdnn
Vo LopovV va, EnPEANB00V amd avtés. C2G ek TOVTOV, 1) TOPOVGA aVOKOivwon Ba cuvodevTtel amd v
évapén ohokAnpopévng dtafodrevong te Ta evatapepopeva HéEpN, ™ Propnyavia Kot ta kpdtn péAN. H
oebvng ovvepyacio elvar onuavtiky ywoo TV KOPEPVOUCEAAED AOY® TOVL JSLCLVOPLOKOD KoL
OLOGLVOESEUEVOD YOPAKTIPO TOV KUPEPVOATEILDY. ZVYKPIGUUES OMEIAEG KOTA TNG KLPEPVOUCPAAELNG
TOPOVCIALOVTOL EMIONG OTIG YMPES TNG SEVPVVONG KOL OTIS YEITOVIKEG YDPEG KO GE AALEC CTPATNYIKES
yopeg etaipovg e EE. Avto pumopet va Bécel tehkd g kivouvo TV ac@IAELn TOV KPIGIL®OY VTOSO UMV
otV EE. Q¢ ek toUt0UL, O ivor onpavtikd va aviikotontpilovton o S1ddypate Tov avtAnonkoy amd
Vv vAomoinon tov oyediov dpdong kot otn cvvepyosio g EE t6c0 pe t1g xdpeg g devpuvong 660
KOl e AALEC YDPES ETAUPOVGS, VIO TO TPICLO TOV EMTEOWV OMEIANG 6T, OToia ekTifevTan avtioTotyo.

2. IIpoxinon yw v KOPEPVOUGPAAELD TOV VOGOKOREIMV KUl TV TUPOYMV VYELOVOUIKIS
nepifaiyng

KovBepvoomeiléc yia tov touéo tnc vygiog

Ot xvBepvoemiBécelc avédvovtal og TaykOcuo eninedo ko eviog e EE, dtapoppdvovtog éva ohoéva
Kol mo ovvheto Kot Svvoapkd tomio amelddv. O e€eligelc otov topéa g TN mapéyovv oTovg

4 0ényia (EE) 2022/2555 tov Evponaikov Kowvopoviiov kat Tov Zvpufoviiov, tng 14ng Askeuppiov 2022, oyetikd pe
HETPO Y10 LYNAO KOO emimedo KuPepvoacpaielog o€ oAdkAnpn v Evoon (odnyia NIS 2), https://eur-
lex.europa.eu/eli/dir/2022/2555.
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EYKANUOTIES KO TOVG KOKOPOLAOVE TaPAYOVTES 1oYLPE Epyaieia Yo TNV avénor ¢ akpifelag Kot Tov
OVTIKTOTOL TV OPOCTNPOTHT®OV TOVG, EVO, TOLTOXPOVO, OVOSIULOPPMVOLV TIG OLVOATOTNTEG
KOBEPVOAUVVOG ETTPETOVTAG OVTOUATOTOMUEVT OPACT) KATH TV EMOEGEMV GE TPAYLATIKO YPOVO.

To Avtpiopikd eEokorovbel va amotedel kpicun Tpodxinon yo v kuPepvoacpdreia oty EE kot og
TayKOG O EMMESO, 6OV GOUE®VA pE pio £KOEON TO TaYKOGHLIO ETNG10 KOGTOC ekTipdtan 6Tt O viepPel
10 250 $16. EUR ém¢ 10 2031°. Otoy emtifevton sykAinpotiec ATpiopikod, Sev KpOTTOypopovV Hovo To.
dgdopéva TV Bopdtov yuoo AVTpa, oAAd Stappéovv OAO Kot TO ovyva gvaicOnteg TANPOQOpiES
TPOKEWEVOD VO 0CKNGOVV €MAEOV Tieorn. Mo dAAN onpoavtiky TpoKAnon eivarl ot eumdbeieg Tov
AOYIOUIKOD Kol TOV VAoUKoD: cvppove pe tov Opyaviopd g Evpomaikng Eveong yw v
KvBepvoaspdieta (ENISA)®, n vysiovoukr mepifadyn sivat o topéog mov SHAmOE Ta TEPIGGOTEPQ
TEPIOTATIKY, ACPUAELNS GE GYEON e TETOlEG eVTAOeteg’. AAAEC AVEAVOLEVES ATEEC TEPIAOUBEVOVY TIG
Kkataveunpuéveg embéoelc dpvnong vanpeciag (DDoS), ot omoies oyediblovtat e GKOTO VO KATAKAVGOLV
€va GTOYELVUEVO GUOTNUO Pe VEPPOAIKT pon) KuKAOPOpiaG, KOOGTOVTAG TO UN TPOGRAGILO GTOVG
VOLLLOVG YPIOTECS.

O topéag g vyelog avTipetomilel TapdUoleg TAGES OGOV aPopa TIG ATEIAES Yo TNV KuBepvoacpdAela,
pe €viovn Eueaoct ot emBEcels ATPIoko. Zopeova pe tov ENISA, 1o AWTPIopikd aviimposhneve
10 54 % TOV TEPIOTATIKOV KLVPEPVOAGPALELNG TTOVL AVOADON KAV GTOV TOpEN TNG VYEIOG KOt TNV TEPiodo
2021-2023. To 83 % tov embécemv glye owovouko kivtpo, AOYm TG VYNNG a&lag Twv dE00UEVMV
vyglovopknig mepiBoiymg, evéd to 10 % tov embécenv ixe 18e0hoyikd kivytpo®. Opoing, o ékbeon g
Emutpomg tov 2024 dwomictodnke 61t 10 71 % tov embécenv pe emmtmcel oty mepifoiyn tov
aclevav, 0nmg 1 kabvotepnuévn Bepameio, n Sidyvoon Kot 1 TEPLOPIGUEVN TPOGROCT) GE VINPEGIES
EKTOKTNG avaykmc, frav embéoelg Atpiopkon®. Ot emBécsic AWTpIoHIKoD PTopodv va Statapdéovy
WTEPA TNV TOPOYN VINPECIOV VYEWOVOUIKNG epiBaiymg, Bétovtoc oe KivOuvo TNV aCQAAELD TOV
acevaov. EmmAéov, ov embBécelg Avtpiopikod cvvovalovror moArés @opés pe mapoPldcels twov

5 Cybersecurity Ventures (1 Iovviov 2024): Global Ransomware Damage Costs Predicted To Exceed $265 Billion By 2031
(Or maykoopueg npuég amd Atpiopko npoPiénetal va Eemepdoovy to 265 61e. USD péypt to 2031). Awatibetot otn
devBvvon https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-
2031/.

¢ Kavoviouog (EE) 2019/881 tov Evpmndikod Kowvooviiov ko tov Zvpfoviiov, g 17ng Ampiriov 2019, oystikd pe tov
ENISA («Opyaviopéds g Evponaiknig Evoong yuo v KuBepvoaopdieion) kot pe tnyv miotomoinon mg
KLPEPVOACPAAELNG OTOV TOUEN TNG TEXVOLOYIOG TANPOPOPLOV KoLl ETKOWVMVIGDV (TPA&n yio TV KuPepvoacpdieia),
https://eur-lex.europa.eu/eli/reg/2019/881/oj/ell.

7 ENISA Threat Landscape: Health Sector (Torio aneihdv yio tov topéa g vyeiag) (Todiog 2023).

8 ENISA Threat Landscape 2024 (Tomio aneikév yio 1o 2024).

9 ENISA Threat Landscape: Health Sector (Tomio ameiddv yio. Tov topéo Tne vyeiac) (IovAtog 2023). Tty kbeom avoidOnkay
01 TTAPOYOL LYEIOVOUIKNG TTEPIBaAYNG, KaBDG Kot GALOL TOTTOL OPYOVIGUMV, LETAED GAAWDV 01 0pYOVICLOT TTOL dle&lyouy Epguva
GTOV TOMEN TNG LYELNG, 01 OVTHTNTEG TTOV TOPACKELALOVV OPIGLEVH TPOTOVTA TOV oYeTICOVTOL LE TNV VYELD, O1 VYEIOVOUIKEG
apyéG, Ol OpyavIoHol ac@Along vyelag, kafmdG Kol ol eyKaTaoTacel; Bepomeing e0mMTEPIKNG SLOOVAG KAl Ol TAPOYOL
KOWQOVIK®V vanpectdv. Atatifetotl ot dievBuvon https://www.enisa.europa.eu/publications/health-threat-landscape.

10 Eypwnaikr Emrpont: Kowo Kévipo Epsuvdv, Reina, V. kot Griesinger, C., Cyber security in the health and medicine
sector — A study on available evidence of patient health consequences resulting from cyber incidents in healthcare settings
(KvBepvoacpdieia 6tov TOpE TNG LYELNG KO TNG W0TPIKNAG — MeAETN oYETIKG e T SL0BECIO GTOLYEID Y10 TIG EMTTMOCEIS
oTNV VYEID TOV 000EVOV TOV TPOKHTTOLV OO KLPEPVOTEPIOTATIKA G TEPPAALOVTA VYEIOVOUIKNG TEPIBaAYTS), YInpeoia
Exdo6oewv e EE, 2024, https://data.europa.eu/doi/10.2760/693487.
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dedopévav Tov acdevavil, To omoio cuyvéa mephappivovy svaicOnta dedopéva mov oyetiloval pe TV

vyela ko wapapralovv 10 BepeMmddec dkaimua TV avOpoOTOV oIV TPOCTUGIN TOV OEOOUEVOV
TPOCOTIKOV YOPAKTNPO.

Towtdypova, pe v av&ovopevn YneloToino | g VYEOVOKNG TtepiBalyng dievphveton 1 EmPaveLn
éxBeonc oe mbavég embécelg. Xopemva pe v €kbeon yo v katdotaon g Pnoelokng Askoetiog
2024, 10 79 % twv moltdv g EE, katd péco 6po, £xel S1001KTLOKT TPOGPOCT 6T OKEID NAEKTPOVIKE
unTpda vyeiag oV TpoToPaOua TEpiBuAyM 2. Ta nhekTpoviKd UNTpdO VYEIOG, T GLGTARATA KAVIKGY
TANPOPOPLAOV, TO, GLGTILOTA POTG EPYACIOV T®V VOGoKouEi®mV, ta cuotipota TII yia tov xepiopd g
EMOTPOPNG OOMOVOV Yo, OEPATEVTIKEG OyWYEG, TO GULOTHUOTO LOTPIKNAG OMEWKOVIONG Kol TO
TPOTEYVOAOYIKA  TTPOTOVIOL 7OV  YPNOLUOTOOVVTOL Yo  SlOYVOOTIKOVS OKOTovE 1 Yyl TnV
mopoakoAovONnon achevodv amoteAobV OA0 TOPASEIYUOTO YNPOKOV EPYOAEI®V TOL UTOPOLV V.
SdpapaTicovy CNUAVTIKO POAO GTNV EVIGYLON TNG OMOSOTIKOTNTAG KOl TV ETOOGEMV TOV TOUEN TNG
vyetog, oAAG cvvioTobv emiong mBavoLg 6TOYOVG KuPepvoemifeong. ZuyKeKPIUEVES dPACTNPLOTNTES
VYEOVOIKNG TEPIBOAYMG, 0TS 1 evTaTiKn Bepameio KoL 1) AKTIVOAOYIKT ATEIKOVIOT], 1] WTPLKOT TOUELG
Ommg M oykoAoyio Kot 1) kapdloroyia, Tov eaptdvTol o€ PEYEAo Pabid amd cuGKEVEG TOV AgtTOVPYOHV
ynowakd, dtpéyovv iaitepo kivovvo kvPepvoemiBécewv. Emmiéov, ta mpofAnuata oty alvcion
€POOIGHOV  Umopel v 0dNYNGOVY OTNV TPOUNOE CLUCKELVMOV UE OVETOPKY KLPEPVOUCPAAELX,
EMOEWVMOVOVTOS TOVS VPIGTAUEVOLS YEVIKOVS KIVOVVOUG.

INo mapdoetypa, katd ™ didpkela g mavonuiog g COVID-19, pa enibeon pe Avtpiopkd mapérvce
HEYAAQ TUNUATO TOV 1PAOVOIIKOD GUGTHOTOC VYEIOVOUIKNG TEPIOOAYNG, LLE OMOTEAEGLLO TNV OKLPOON
TOLAAYLGTOV OPIoUEVAV LTINPESLOV 6€ 31 amd ta 54 vocokopeio 0EE®V TEPIGTATIKMOV TO TPMI TNG NUEPA
OV GNUEIOONKE TO TeptoTaTikd S, O vINPEsisg VYEioG YPEUGTKE VO ETAVELDOLY GTN YPHOT EVIVTIOV
apyeiov, pe amotéleopa va emPpadvviei n amoteleopatikdOtnto TV epyaciov. H enibBeon mponAfe amd
LAVO O NAEKTPOVIKOD «YaPELOTOCH O TEPIEi)E KakoBovio cuvnupévols. To mepiototikd KaTédelée Tic
mBovotnTeg KuPepvoembBécemv mov eEomAdVOVTOL GE O14POpa GUCTHUATO KoL, KOTE GUVEREWN, TN
onupacio ¢ mpootaciag OAOKANPNS TS empdvelng EkBeong oe mBavES emBECELS VOGS OPYOVIGHOD
vyglovokng mepiBoiyng. Ymoypdppice exiong tn onpoacio g dStac@dAiong vootpomiog BepeAiddovg
KuPepvoiiyletvig Kot KuBepvoaspdielog o€ GAOVG TOLG OPYOVIGLOVG.

Erniredo wpiuotntoc twv voookousiov kol TmwV Topo0ymV VYEIOVOUIKNGC TeplBoiwne otov touso. e
Kvfepvoacpaleiac

To tomio g vysovoukng tepiBoiync oty EE mapovcidlel peydreg dapopés, Kabnhg ta vosokopeio
Kot GALOL TAPOYO1 VYELOVOIKNG TEPIBaAYN G TOIKIAAOVY CNUAVTIKA OGOV apopd TNV 1310KTNGla, T1 doun
Kot 70 pEYeBog HETOED TOV KPATOV LEADV. X€ OPIGUEVES TEPITTAOGELS, 1 OLKVPEPYION TNG VYELOVOULKNG

11 Toppmvo pe 1o tomio amethdv tov ENISA Yo tov topéa g vyeiog, 610 43 % ToV TEPIGTATIKOV AVTPIGUIKOD TOV
avaiodnkay emPefarddnie mapafioon 1 kKhom dedopévay.

12'ExBeon yio v katdotacn e Pnowaxic Askoetioc 2024.

B Iphovdkn apyn vampeciov vyeiag (Health Service Executive) (2021): «Conti cyber attack on the HSE: Independent Post
Incident Review».

14 Iphovdikn apyn vanpeciov vyeiag (Health Service Executive): «Cyber-attack and HSE response». Alatifeton otn
devbuvon https://www?2.hse.ie/services/cyber-attack/what-happened/.



https://ec.europa.eu/newsroom/dae/redirection/document/106687
https://www2.hse.ie/services/cyber-attack/what-happened/

nepiBaiymc umopel va Paciletal o€ GLYKEVIPMOTIKY TPOGEYYIoN 6€ £0VIKO emimedo, evd o€ AAAEG o€
TEPLPEPELNKO KO TOTIKO EMMEDO" Ol TAPOYOL VYEIOVOUKNG TepiBaiyng umopel va elvarl dnmuodciag M
W01OTIKNG 0okt oioc. EmumAéov, dapopéc pumopel va vadpyovv emiong eviog g idwug ydpag, Yo
TOPAdELYHO OTAYV VOIOTAVIOL CNUOVTIKEG KOIWVMOVIKOOIKOVOUIKEG Kol €00PIKES OPOPEG HeTAlh TV
TEPLPEPELDY, UE OMOTELECUO VO OLUUOPPMVETOL Lo cVVOETN €kova. AVTO TO TOADTAOKO TOTIO
VYELOVOUIKNG TTepiBaAyn G pmopel va SoKIUAoTEL amd ONUAVTIKEG KPIGELS GTOV TOREN TNG VYELNG, AOY®
HETAOOTIKOV VooV, 0mtmg 1 movonuio tg COVID-19, aAld kot GAA®V KIvOLVOV Yo TV vyeio, Tov
oyetifovtat, yio mapdoetypa, pe tnv KMPoTikn aAloyn. Télog, mapatnpeitol onpavtikny LeTaAnToTnTa
KOl KOTOKEPUATIOUOG OTO EMIMESO YNPLOTOINGTG Kot LIOBETNONG TNG TEYVOLOYING OO TOVG TAPOHYOVGS
vyeovopukng mepiBoiymc. ‘Eva mapddetypo avtig g molvmiokdtntag ivar 6t n un dwbecipodtnto
VANPEGLOV TOV TPOKAAEITOL OO TEPIOTATIKO KVPEPVOUTPAAELNG HTopel vo, 00N yNnoel o coPapn {nuia
kot BAAPN oe acBeveic axdpo Kol oe PKPNG KAMUOKOG €YKOTOGTACEL LYEIOVOUIKNG TePiBaAiyg,
CUUTEPIAQUPAVOUEVOV TOV KAVIKOV 1 TOV 10TPIKOYV LANPECIOV EKTOKTNG OVAYKNG TOV TOPEXOLV
Baocwm vinpecia e GYeTIKA Lkpd aplOd xpnoTov.

2oppava pe v ékbeon tov ENISA tov 2024 oyetikd pe tnv Kotdotaon e KuPEPVOUCPIAELNG GTNV
"Evoon®, 1o eninedo opyomtac Tov topéo ¢ vyeiog e EE otov topéo g kuPepvoacodietag ivol
LETPLO KOt TOPATPOVVTOL LEYOAES O10POPES GTO EMUMEDO MPLULATNTOG GTOV TOUEN TNG KUPEPVOUTPUAELNG
petald tov eopémv vystovopkng mepiBaiyng oe oAdkAnpn v Evponn. EXieiyeig mapatmpodvion o
Bacwkovg topelc, OTmg o1 emapkelg avOpdTIVOL TOPOL, Ol YVMDGELS TMV OPYAVIGUADV GYETIKA UE TIG
aAVGIdEC €POOOGHOD TV TEYVOAOYIOV T®V TANPoYopidv kot tev emkowvoviov (TIIE) mov
YPNOLOTOOVV KO 1 EYKATAGTACT] CUYXPOVMV XUPOKINPIGTIKOV oc@areiog ota mpoiovia. O topéog
avtipetonilel dvokoreg pe Pacwkd pétpa KuPepvoiylevig kot Oepelmon HETPO OCPAAELNS, OTMG
KOTOOEIKVVETOL OO TO YEYOVOG OTL 0XEOOV OAOL Ol OPYUVIGHOL VYEING TOV GLUUETEYOV GTNV £pELVA
avTILETOTILOVY TPOKANGELS OGOV APOPA T OLEVEPYELN EKTIUNGE®V KIVOHVOL Yot TV KLPEPVOUGPHAELD,

gV 6YedV o1 1601 dev £xovv dievepynost moté avdivon Kivdvvoue,

Mo dAAN onpavTiKy] TPOKANOT Yo TV KUPEPVOACPILELD TV VOGOKOUEI®V gival TO onpeio Topng g
teyvoloyiag twv minpopopidv (TII) ko tng emyeipnowokng texvoroyiog (ET), 6mov minpovvral
SLPOPETIKESG TPOTEPALOTNTEG UCPAAELNS OGOV OPOPA TNV EUMIGTEVTIKOTNTA, T OLOEGOTNTO KOl TNV
aglomortio, Ko 6mov N mapaPiocn otov Evav Topéa pumopel va ennpedost Tov dAlov. Xtnv ékbeon tov
ENISA tov 2024 oyetikd pe v xotdotacn s kKuPepvoaspdieiog oty ‘Evoon toviletonr mtepartépm
OTL 0 TOHENG TNG VYELNG OV OmOdIdEL EMAPKDS OGOV APOPA TV £YYONGCN TNG ACPUAELNG TOV TPOTOVT®V
kot Tov dwdikacwdy TIE mov ypnowonotel, Adym ¢ peYOANG TOKIAIG POPEMY, CLUGKELMOV Kol
TPOIOVIMV vYEiOC.

H mowilopopoio avtr|, € GUVOLOGUO LE TO S1APOPO EMITEDN EVLAGONTOTOINGNC TOV TPOSMOTIKOD Ko
NG O101KNOMG TOV VOCOKOUEI®V OGOV apopd TNV KLPEPVOUGPHAELD, ONIOVPYEL Lo 6OVOETN TPOKANGN
Yl TN O106PAMGOT TNG KLBEPVOUGPALELNS TV GLGTNUAT®V LYEIOVOKNG TepiBaiymg. [a mapdoetyua,
ooueova pe o Evpofapduetpo tov 2024 yia tic kuPepvodeSiotnteg, Lovo 10 25 % Tov ETUPEIDY TOL

15 ENISA: Ex0eon tov 2024 oyeticd pe tv Kotdotaot g kuPepvoaspdietac otnv Evoon (Zentéupprog 2024). Awtidetar
ot d1evbuvon https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024.

16 ENISA Threat Landscape: Health Sector (Tomio ameidédv Y Tov topéo g vysiag) (Iodiog 2023). Awrifetar ot
StevBuvon https://www.enisa.europa.eu/publications/health-threat-landscape.
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GUUUETELYOY OTNV €PELVA GTOV TOUEN TNG LYEIOG, TNG EKTOUOEVONG KOl TNG KOWMVIKNG TPOVOL0G Elye
TOPACYEL KATAPTION 1| ELAGONTOTOINGN GYETIKA e TNV KLPEPVOUGPAAELD KUTE TOVE TPOTYOVLEVOVG
12 unvect’. Amoateitar Spaon yio THV TPOGONGT HL0G VOOTPOTiOG sVocHNTOmoinoNS 66OV apopd TV
KuPepvoacirelo LeTAED TOV ETAYYEALATIOV TPMTNG YPOUUNG TOL Topén NG vyeioc. [a mapddetyua,
01 EVOALUYEC TPOGMOTIKOV, 1] YPNOT KOWVOYPNOTOV oTAOU®OV Epyaciog, N aveETapKNG dlayeipton eEAEyyov
™G TOVTOTNTAG KOL 1) YPNOTN OQPOIPOVUEVOV HEGHOV OMOTEAOVV TPOGOETEC TNYEC €LVTOOELDY OV
emNPeaLovY TNV KVPEPVOUGPALELD. TOV TAPOYMY VYEIOVOUIKNG TepiBolyngte.

e moAlég mepurtwaoelg, N TI ko  ET avatifevrot, TovAdyiotov ev pépet, o e£mteptkong Qopeic. Xto
EvpwPapopetpo tov 2024 Somiotddnke 6TL TO TOGOOTO TV ETOPELDY TOL AVODETOVY GE EEMTEPIKOVS
POPELG TOLAYIOTOV OPIGUEVEC TTVYEG TG KLPEPVOUTPAAELNG Elval VYNAOTEPO GTOV TOUEN TNG LYEING,
NG eKTaidELONG KO TG KOWVOVIKNG TPOVOLNG, LE TO 57 Y% TV ETOPELDY TOL GUUUETELYAY GTNV EpELVA
vo. 1o mparte®. Opoing, mapatnpsitol £viovn T6om HETAPOOTG GE VINPEGIES VITOAOYISTIKOD VEPOUC, M
omoio opeiAetal oTNV OVAYKN Y10 KAUOKOOUEVT] amoBnkevon Kot olayeipion Se00UEV@V, OTKOVOLKTY|
Amod0TIKOTNTA, PEATIOUEVN Guvepyacio kol oTNPEN Yo Tponyuéveg texvoroyieg, onwg n TN Kot to
O1dikTVLO TV WTPIKOV Tpaypdtov. To 2022 to 58 % eV opyovicUdV LYElag YPNCILOTOI0VGE YNOLOKT
mAotpoppa vyeiag Bucilopevn 6To VIOAOYISTIKO VEPOCY. QG6T6G0, TapdTL 1 eV AOY® HeTdBacT pumope
Vo EMPEPEL ONUOVTIKY PEATIOON NG OMOTELEGUATIKOTNTOG, EVEXEL EMIONG KIVOVVOLS OV OTOLTOVV
TEKUNPUOUEVES OTOPAGELG CYETIKA LLE TIC ONUOCLEG GLUPAGELS KOt TNV OGQAAT TOPALETPOTOINGT).

[Taveo amd Olec avtég TG TPOKANGES €ivor To (RTMUO TNG OVATTLENG KOVOTHTOV KOl TNG
ypnuatoddomone. H ypnuoatoddtnon v v kuPfepvoaceiiels. otov Topéd NG vyelag eivan
TEPOPISHEVY Kat EaKOLOVOEL Vol amotedel TaykoGio TpokANon o oddxkAnpn v EEZ. EmmAov, ot
gV AOY® YPMNUOATOOOTIKEG TTPOKANGELS TPOKVTTOLV GTO TAIG1LO TNG Ynpavong tov mAnbucuov, n oroia
OVOLLEVETOL VOL OT)LLLOVPYNOEL EKTETOUEVEG OMNIOGLOVOUIKES TECELG 6TO GuoTHaTa vYeiag TG Evpdnng
TIG EMOUEVES OEKOETIEC.

H ocvveyildpevn ypnion amopyoatopéveov epyoreiov Kol Top@YNUEVOV GUCTNUATOV, Ol TEPLOPIGUEVOL
TOPOL Yo TNV TPOANYT 1 TNV OVTIOPOOT) GE MEPIGTATIKA KOl TO KEVE TNV @PLUOTNTO GTOV TOUEN TNG
KuPepvoacedrelag opeilovtar cuyvd oe eAlelyelg xpnpatoddtnons. Ta vocsokopeia aviipetonilovy
ocuveyn TPOKANoN ™G €E100PPOTNONG GUYXPOVOV, OCPUAMY KOl YNOLOKOV LTOOOUDV HE GAAEG
avaykoieg emevovoels yia m Peitioon g mepiBoiyng tov achevov, OTmg N TpOSANYN ITpOV Kol
GAAOV ETOYYEALATLOV TOV TOUEN TNG VYELOS, 1] EPAPUOYTN VEDV S0y VOCTIKMOV Kot 0Epamentikdv pebddmv

YExtoxto  EvpoPopdpetpo 547 vy 1ic  kvPepvode€idmnrec (Mdwog  2024).  Awrmifetor ot Sievbvvon
https://europa.eu/eurobarometer/surveys/detail/3176.

18Panacea — People-centric cybersecurity in healthcare (2021): White Paper — Lessons learnt from PANACEA on the cyber-
protection of hospitals and care centres.

19 “Extoxto EvpoPopduetpo 547 v 1 kvPepvodefidomreg  (Mdnog  2024).  Awrifetor ot Sievbuvon
https://europa.eu/eurobarometer/surveys/detail/3176.

20 ENISA: NIS Investments Report 2022 (Exfeon yia T1¢ enevdioeig 6ty ac@dAeia SIKTOmV Kot Tinpogoptdv 2022)
(Noéupprog 2022). Aatifetar ot dtevbuvon https://www.enisa.europa.eu/publications/nis-investments-2022.

2L H opydvmon Kat 1 Tapoyy) DVYEIOVOLLIKOY DINPEGLOY Kal 10Tplkng mepifaiyng amotelel e0vikn appodidotta cOupOva He
70 GpBpo 168 g ZuvONKng Yo ™ Acttovpyio tng Evpomnaixng Evmong, Kot n ypnratoddtnon tov GuoTNUAT®Y VYELOVOLIKNG
mepiBaiyng motkiAlel peta&l TV KPATOV HEADV.
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KO 1] ATOKTNON GVOoKELDY. TOpeova e Tov ENISA??, o Topéag e vysiog Katatdosstal otg oty 7n
0éon amd Tovg 12 topeic mov peleTOnKaV OGOV APOPE TO TOGOGTO TMV OATAVAVY Y10 TV AGPAAELN TOV
TANPOQOPLOV emi TV cuvolK®V damavov TII, pe 1o 8,3 % va eivor n d1dpeon T oTov Topé NG
vyetog.

3. Evponaiké Kévrpo Ymootipitng g Kvpepvooo@aierog Yo T0 VOGOKONELD KOl TOVG
TAPOYOVS VYELOVOIIKI G TTEPTOaIYNG

To mhaicio xvPepvoacedrelng e EE mpoceépel gupd edaopo epyaieiov ta omoio Oo mpémer va
aglomomBovv vy ) PeAtioon ™G acEAIAENG KOl TNG aVOEKTIKOTNTOS TOV VOCOKOUEI®MV KOl T®V
TapOY®V VYEOVOUIKNG TepiBodyme. o v avtipetdnion Tov ToAAPIOU®Y TPOKANGE®Y 7OV
gmonuoivovtol avatépm, ivor avaykaio va avamtuoyfel o evomomuév, GTpaTnyIKy TPOGEYYIoT| GE
eninedo EE, n omoia B0 cuykevtpdveL Tovg TOPOLS, TNV EUTEPOYVAOGIN KOl TO EPYAAELD TOL ATOUTOVVTOL
Y10 TNV OMOTEAECUOTIKY] OVTILETMOMION TOV KVPepvoanelhav. H olokAnpopévn emokodmnon, kabmg Kot
0 KOAVTEPOG GYEOACUOG KOl GLVTOVICUOG lval amapaitnTa otoreio Yo v ot)pign TV TopoOYOV
vyelovopkng mepiBaiyng oe oAdkANpn v EE xotd v evioyvon g auovég tovs. ['a va emrevydet
avtd, o0 ENISA givat o mAéov katdAANAOg opEag Yia va. SNULOVPYNGEL, EVTOS TOL OPYOAVIGLOV TOV, £Val
€101k0 Evpomaiké Kévrpo Ymootipiing g Kupepvoasodreros Yo to vocokopeio Kol Tovg
Tap6y0vg VYEWOVOPTKNG TEPIBUIYN G 6TO MAAiG10 TNG EVTOATC TOL? Y1 TN SlocPAAIoN Kol T GTHPIEN
TV vrodopmv {oTikng onpaciog g EE.

To Kévtpo YmoompiEng 0o mpémel vo Kotapticel oTodlwKE £vav 0LOKANPOUEVO KATAAOYO
VANPESLOV OV 00 KOADTTEL TIS OVAYKES TMV VOGOKOUEI®V KOl TOV TUPOYOV VYELOVOUIKNG
nepifaiyng, otov omoio Oa TEPIYPAPETOL TO PAGHLA TOV SIOOEGLMOY VINPECIOV ETOUOTNTOS, TPOANYNG,
aviyvevong Kol avtidpaons. L& GLVEPYOSIO UE TIG APYES TOV KPAT®V HEADV Kot pe Plon Tig eumelpieg
TOV VOGOKOUEI®V KOl TOV TapOY®V VYEOVOUIKNG TepiBaiyng, to Kévipo YrnoompiEng Ba mpénel va
avamtEEL Eva EIMKO TPOG TOV YP1OTN KOl EDKOAN TPOGRAGIo amobeti|plo OAmV ToV dSfécIumv HEcwv
6€ EVPOTAIKS, OVIKO Kol TeEPLPEPELKO eminedo. Katd ™ dieaymyn| Tov dpacstnplottev Tov, Bo mpénet
Vo O100QOAILEL TOV KATAAANAO GUVTOVIGUO HE TO KPATN HEAN Kot vo otnpilel TV 1Epapymno”n Tov
TPOTEPOLOTNTAOV KOl TV VAOTOINGT dpAoe®V, OTMG OMOLTEITOL GE TPAYLATIKO XPOVO.

Q¢ onuovtikd dopkd otoryeio yio TNV avamtuén Tov KataAdyov vanpesumv tov Kévrpov Yroompigng,
n Emtpony Ba mpoteivel t dpopoidynon mrotikev Epywv ce oAdkAnpn v EE yuo v avdmtuén
BEATIOTOV TPAKTIK®V Y1 TV KLPEPVODYLEVI KOL TNV EKTIUNGCT KIVOUVAOV Y10, TNV ACQAAELD, KOODG Kot
YL TNV OVTILETOTIOY TNG OVAYKNG GLVEXOLG TOPAKOAOVONGNS TG KLPEPVOUGPAAELNS, GLAAOYNG
TANPOQOPLOV YloL OTENES KOl OVTIIOPOUONG O TEPICTATIKA HE TN YPNON TPONYUEVOV AVCEMV
KuPepvoacedrelag. Ta amoteAEGHATA QVTOV TOV TAOTIKOV £pY®V, Ta omoia Ba ypnratodotTBovy amd

22 ENISA: NIS Investments Report 2022 (ExOson yuo t1g £nevduoeig oty ac@dreio SIktoov kot mAnpopopiav 2022)
(NoéuPprog 2022). Awatibetan otn dtevBvvon https://www.enisa.europa.eu/publications/nis-investments-2022.

23 Y10 mapodv £yypao, o 6pog «Kévipo YrootpiEn» ypnotponoteital adiakpitmc.

24 Kavoviopog (EE) 2019/881 tov Evponoaikod KowvoBoviiov kat tov ZvpBoviiov, g 17mg Anpihiov 2019, oyeticd pe tov
ENISA («Opyaviopudc g Evponaikng Evoong yio v KvBepvoaos@dieion) Kot e TNV TGTOTOINGT TNG
KUPBEPVOACPALELNG GTOV TOUEN TNG TEXVOAOYING TANPOPOPLOV KOl ETIKOIVAOVIDV KOL Y10, TNV KOTAPYNON TOV KAVOVIGHOD
(EE) ap10. 526/2013 (npdén yio v xuPepvoacpdiren) (EE L 151 g 7.6.2019, o. 15).
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T0 TPOYpappa «Pnoerokr Evpomm» mov ektedeitarl omd to Evponaikd Kévipo Appodidotrag yio Oéuata
KvBepvoaocpareing (ECCC), 0Ha 1popodotioovv meportépm opdcelg o€ eminedo EE,
ocvumepthappovouévav Tov epyaciav Tov Kévipov Yrootpiéne.

Mpoéinyn wepLoTaTIKOY KOPEPVOATPaALELOG

* KoBodiiynon oyetikd pe Tig TAEOV KpIoIUEG TPAKTIKEG
KvBepvoacpiietog

* Epyaleio KavovieTIkng yoptoypaenong

* IThaicto Yo TG a&loAOYHGEL TOV EMMTESOV OPIUOTNTAG GTOV TOMEN
™G KuPepvoacparetag

« Eticia a&loAdynon tov emmédon opidTTag 6ToV TOpEN TG
KuBepvoacpiietag yio TV vysio

* AlEVKOAVVGT) TOV TPOYPULLITOG KOVTOVIDV KUBEPVOUGPALELNG

* Kotevbovtpieg ypappés v tig dnpdoieg cupfaoelg

* Evponaiko §iktoo vrevdivov ao@ileing TAnpopopidv yior Ty vyeio

* Awdiktoakég evotnTeg Kou pabipate Kataptiong

* TIpo®Bnon evotitev Kot LobnpaTeY KVPEPVOUCHAAELNS Y10 TOVG
emayyelpotieg Tov Topéa TG vyeiag

Tayeio avridpacn kKol avaxopyn

* Yrnpeoio toygiog avtidpaong 610 mhaico mg Evponraikég ikavoTnreg aviyvevong
epedpeiag g EE otov Topéa g kuBepvoacpiietag KVPepvoamelhdv KaTd ToV Topén TG

« Eyyepidia yio tv avTipetdmon KuPepvonepioTaTiKOY U‘ysiqg

* Aevkodrvven g dieaymyng eBVIKOV acknoemv
KUBEPVOUGHANELOS * Evponaikdg Katdhoyog yvootdv eKPETUAEDCIH®Y

* ZUVSPOUNTIKA VINPESTN AVEKTNOTIC AVTPIGHIKOD gvmodeidv qu 1arpotsxvqkoylkd TpoidvTaL )
* Eviomopog koo 6Tekexdv ATpIopikod Kot eméktaon + Zovdpopuuk vImpesia Eykapns Tpoetdoroinong
10V omobeTnpiov epyodeiov amokpuTToYpaPNONG * YT‘QGTﬁPliT] 0V gvpomnaikoy ISAC ctov Topéa g
* Odnyieg yia v omoguyn g KotafoAng AVTpOV pe ™ vyetog
2pNon epyaleiov amokpLTTOYpapnoNg

Zyua 1: 18éeg yia tov katdroyo vanpeciov tov Kévipov Ymoot)piéng twv vocokopeiov Kot tov
TAPOY®V VYELOVOLKNG TTepiBaiyng

3.1. IIpoinyn mepioTatik@dy KOPEPVOACOILELAS

AnAéc evépyeiec mov ailalovy tic mbavotntec

Baowd pétpa kvPepvoacpdrelag, OTMC 1 OCOAAIST] TNG EMIKOPOTOINGNG TOV CLOTNUATOV, N
Olayeiplon €QEOPIKOV OVTIYPAP®V KOl 1] EPAPLOYN TOALTAPUYOVTIKNG EXAANOELONG TG TOVTOTNTOG



pmopodv, cOUE®VA Pe pio EKTIUNGT), VO TPOGTATEVGOVV TOVS OPYAVIGUOUS omtd £mG Kot To 98 % tmv
emBécev?®. TToAG 0md T MO OmOTEAEGUATIKG HETPOL KLPEpVODYIEVAG Kat Storxeipiong Kivdhvav sivon
OYETIKA amAd vo v1oBetnBobV Kal, KAt GULVERELD, OMOTEAODV €QIKTO O0TOYO Y TN PeAtioon tng
KuPepvoacdretag. g ek TovTOV, £vag omd Tovg Pacikovg poiovg Tov Kévipov YroompiEng Oa tpémet
va givar  avadrtuoén oca@ovs, otoyevpéviig Kafoonynong mov 0o emonpaivel Tig TAEOV KPioHES
nPoKTIKES Kufepvoac@drerng kot 0o Ponda tovg mapodyovg vyswovopkig mepiboiyng otnv
gpappoyn tovs. H vrootpiEn avt) npénel va enektabel mépav TV peydAmV VOCOKOUEI®Y MGTE vV
neplhapPdvel e£0TOUIKEVUEVES GUUPBOVALG Y10 LIKPOTEPEG OVTOTNTES, OMMOC TOMIKA 10TPEID. YEVIKMDV
0TPAOV KOl EOTKEVUEVES KMVIKEC, Ol 0TTOiEG GLUYVA deV SLBETOVLV TOLG TOPOVG Y1oL TN GVGTACT EOIKMV
ouadwv kvPepvoacpiietoc, aALd Tapapévouy eEicov evdiwteg oe embéoelg. Emmiéov, sivan avaykaio
vo ANQOel VTOYN 1 TEPIPEPEIOKT ONUOGIO CLYKEKPIUEVOV QPOPEMV VYEIOVOUIKNG TtepiBoiymc yio ™
dloo@aiion g mepiBaAYNg 0oOEVMV, Y100 TAPAJEIY LN GE OPALOKATOIKNUEVES TTEPLOYEC. Ta epguvnTIKA
WpdHoTo 6TOV TOpEN TNG VYeiog mov yepilovior peydho Oyko €voicONTOV SES0UEVOV TPOCHOTIKOD
yopokmpa Bo pmopodoav emiong vo enweeAnbovv amd T ANyn kabodnynong ywo Pacikd pétpo
KLPBEPVOUGPALELNG LE GKOTO TNV VIGYLON TNG AVOEKTIKOTNTAS TOVC.

O1 opyaviopol vygiovopkng tepifoiyne vTOKEVTOL ETIONG GE GEPE VTOYPEDGEDY TOL GYETILOVTOL [LE
™V KLPBEPVOUGPUAELD Ko amoppiovv amd T vopodesia g EE?. TTapdtt ot vmoyxpedoelc autég £xovv
otk onuacio yuo ) dtec@Aailon vYNANG Kowng Paong yo v KuPEPVOACOIAELD KoL TNV 0GOAAELN
TOV 0e00UEVAV, gfvol oNUaVTIKO VO OGPOAMGTEL OTL 1| TAONYNOT GTO KOVOVICTIKO TOTiO Ogv elvar
adtKatoAdyNTa SvoKoAN kat erayOng. H évtovn eoticon 61 cuppdpemaon dev Ba Tpémet va TPOGKPOVEL
oToV 6THYO0 TG TPOoMON GG oG 1I6YVPNG vooTpomiog kKuPepvoacpdietoc. Eva epyaieio kavovioTikig
XOPTOYPAPN OGNS pnE €0KOAN TpéoPfacn pmopei vo copPfdarel oty ELoLOTOTOINGT TG OLOIKNTIKNG
eMPAPUVVONG YO TIS OVTOTITES TOV VTOKEVTAL 6€ TOAAOTAG pOpIGTIKG péca. [TapdAinia pe v
avamtuén kotevbouvplov Ypoppadv Kot epyareiov, To Kévipo YroompiEng Oa tpénel va cuvepyaotel
oteva pe v Emtpomn kot ta kpdtn HEAN Yo TNV ovATTTLEN Ko T 0140061 £VOG TETOL0VL £pYAAEIOL TO
GLVTOUOTEPO dVVOTHV. Q¢ £k TovTOV, TO KéVvTpo Ymootpiéng Oa dadpapaticet onpavtikd poro 6to vo
KOTOOTOOV Ol KOVOVEG KLPEPVOUSPAAEINS OAOT MG TPOS TNV KOTavOnomn Kol TNV €QAPUOYY|, Yo

%5 ExOeom tng Microsoft yio tnv ymeoxn dpova 2022. Aatifeton ot Sievduvon https://www.microsoft.com/en-
us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2022.

% Onwg 1 0dnyio NIS2, o kavovioudg (EE) 2024/2847 tov Evpondikod KowvoBovriov kot tov Zupfoviiov, g 23ng
OxtoPpiov 2024, oyetikd pe opllOVTIEG AMALTHOES KUPBEPVOUCPAAELNG Y10 TPOTOVTA LLE YNPLOKEA oTOotKElD (KOVOVIGHOG Yo
v KuPepvoavbektikdtnra), https://eur-lex.europa.cu/eli/reg/2024/2847/0j/ell, o kavoviopog (EE) 2017/745 tov
Evpomnaikod KotwvoBoviiov kot tov Zuppoviiov, g Sng Anptiiov 2017, yia o tatpoteyvoloyikd tpoiova, https://eur-
lex.europa.eu/eli/reg/2017/745/0j/ell (KovoVIGUOG Y10, TOL LTPOTEYVOLOYIKE TPOidVTX), 0 Kavoviopds (EE) 2017/746 tov
Evponaikod Kowofoviiov kot tov Zvppoviiov, g Sng Anpidiov 2017, yio Ta in Vitro d1oryveOoTIKE 10.TPOTEXVOAOYIKE
TPOTOVTA (KOVOVIGHOG Yo Ta in Vitro S1oyvewoTikd 10TpoTe)voLoYIKd TpoidvTa), https://eur-
lex.europa.eu/eli/reg/2017/746/0j/ell, o kavovioudg (EE) 2016/679 tov Evponaikod KotvofovAiiov kot tov ZvpfovAiov, g
27ng Ampthiov 2016, yio TNV TPOCTAGIN TOV PUGIKAOV TPOCHTMOV £VAVTL TNG ENEEEPYAGTNG TOV SESOUEVOV TPOCHOTIKOD
YOPOKTPO KOt Yo TNV gAeB0epN KK OQOpia TV dedopévav avtdv (I"evikog Kavoviopds yio v [Ipootacio Aedopévav),
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32016R0679, o kavovicuog (EE) 2024/1689 tov Evponaikon
KowoBoviiov kot tov ZvpfovAiov, g 131 lovviov 2024, yio tn 600N EVAPLOVIGUEVOV KAVOVOV GYETIKA LE TNV
TeVNTN vonpoaouvn, https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32024R 1689, | Tpotaom KOVOVIGHOD
tov Evponaikod KowvoBoviiov kot tov Zopfoviiov GyeTiKd e TOV E0POTAIKO YDPO ded0UEVOV Yo TNV VYEia,
[COM(2022) 197 final], https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=celex:52022PC0197. Ot dtompoy Latedoelg
0AOKANPOONKAY pE TOMTIKY CLUHE®Via TNV GvolEn Tov 2024 Kat, LETE TV 0PLOTIKOTOINGY] TOV, OVOUEVETAL 1] SNUOGIEVOT|
tov otnv Enionun Eenuepida v dvoién tov 2025.
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TOPASEY AL [E TV TOPOYH OINYIOV EQUPUOYAC? Kal, OTOV OTAITEITOL PE TNV TPOOONON CYETIKOV
TPOTUTLMV.

To emikeipevo EVPOTATKA TOPTOPOALA YNPLOKNG TAVTOTNTAS ATOTELOVV £VoL OKOA EPYAAELD Yol TN
OlELKOAVVOT TG AANG EQOPUOYNG 0pOdV TpakTik®V KuPepvoiyievhg. H peimon g e&dpmmong ond
UNYOVICHOVG Un 1o(LPNG TOVTOTOINoNG, OTmMG ot kwdwol mpoésPacng, elvar amopaitntn yuo Tov
UETPLOGHO TV Kvduvav pn eéovotodotnuévng npocPaocng oe dedopéva vyeiog. H otpoen mpog Tig
acPalelg AVoelg ouvdeong mov Pacilovtal oe afdmotn Tavtonoinon &xetl kabopiotikn onpacia. To
ToOPTOPOA yMe1akng tavtodtntog ™ EE mpoceépet pia evappoviopévn mpocéyyion og eninedo EE 6cov
aQOpPd TNV MAEKTPOVIKY| TOVTOTOINGT YO TOVS EMOYYEAUOTIEG TOV TOMEN TNG VYEING, TAPEYOVTOG
a&lomotn Kot eviaio Aomn and to 1€hog Tov 2026. Olo ol ETLYPOUUKG GUGTHILATO TANPOPOPNONG Yo
TNV VYEl MOV OTOLTOLVIOL Yo TNV EQOPUOYN OvoTNPNG emoAnbevong tavtdétntag ypnotn Ha
VIOYPEOVVTOL VOL OOSEXOVTAL TO TOPTOPOAL Y10, GKOTOVC TOMTOTOINGNG ot To TéA0G Tov 202728,

Erowotnta kot oroysouévy vrootnpiln

Ov dokipég eropdrag, mov mepthapPdvouy dpdoelg Ommg ot dokiég dieiodvuong, amoTeAoHV
akpoyoviaio AlBo g amotedespotikng KuPepvoaspdietac, kot 1 Emtponny éxer om dwbéoel otov
ENISA ypnuatoddton yio mhoTikés TpoToBovMes ETOOTNTOG, Ot TIC OTOIEG TPOEKLYE OTL O TOUENS
™G VYelog GLYKOTOAEYETOL GTOVG TOUElG pe TN peyoAdtepn QA Tnom Yoo OOKIWES Kol TEPOLTEPM
alloAOYNCELS LE OKOMO TOV EVIOMIGUO KEVOV OGOV a@opd TNV oPOTTA GTOV TOUEN TNG
KuPepvoacedrelag. Metd v Evapén 1oxvOS ™G TPAENS Yo TV AAANAEYYON GTOV KVPEpvoympo, ot
npoomdfeieg avtég Ba enektafovv onuavikd, pe 1o ECCC va avaloppdvel nyetkd poéoro. o v
OVTILETAOTION VTG TNG avdykng, N Emrtponn Ba npoteivel, o dtafovievon pe v opdda cuvepyasiog
Y10 TV AGQAAEIN SIKTOOV Kot TANPoeoptdv (opdda cuvepyasiag NIS), to EU-CyCLONe?® kat tov
ENISA, va mpocdlopiotel 1 vyela ¢ topéag yww tov omoio pmopel va mopacyebel ompién ywo
GUVTOVIGUEVES OOKLUEG ETONOTN TS GTO TANIGLO TNG TPAENG Yo TNV OAANAEY YUY GTOV KLPEPVOYDPO.
EmunAéov, 1o Kévipo Ymoot)piEng Oa mpémel va avantdlel éva mTPocapprocpuévo TAaiclo Yo Tig
0El0A0YNGES TOV EMTEOOV OPLUOTNTOS OTOV TOREN TNG KUPEPVOUGSPAAEINS EOKA Y0, TNV
vyerovopkn wwepiBaiyn. Ot ev Ady®m aE0A0YNCELS TOV EMMEOOV ®PWOTNTAS Oa TOpPEYOVY OTIC
ovIOTNTEG OEIOTOMGULES TANPOPOPIE OYETIKA pe TIG €vmABel€c Tovg, evd TopdAAnAa Bo TOvg
EMTPETOVYV VO ATOOEIKVDOVY TNV ETOUOTNTA TOVG GTOV TOUEN TG KLPEpVvoacpdielag o acBeveig kot
EVOLAPEPOLEVO LEPT], OIKOOOUDVTOS EUTIGTOGVV] GTIC VINPEGIEG TOVG. XE CLYKEVTIPMOTIKO €MinedO, TO
Kévtpo YnoompiEéng Oa mpémet va dievepyel eTiola a&loAdynoen e OPLRoTNTeS 6TOV TOREd TG
KuBepvoas@drelag Yo v vyeia, 1 onoio Oa mapéyel cagn eTOKOTNON TG KVPEPVOUTPAAELNG TOV
Topéa TG LYElNG T000 € £BViKd 000 Kol G€ EVOGLOKO EMITEDO.

2 H gxmdvnon korevdovinplov ypappdy yio mmy epunveia tov Fevikod Kovoviopov yia v Ilpootacio Asdopévav
(TKIIA) eunintet otnv appodidtra tov Evpondaikov Xvpfoviiov [pootaciog Aedopévov (EZITA). H ekndvnon
katevbvvTprev Ypoppmv omd tov ENISA 0o pénet va 6€Beton mnpmg ta tpovoe tov EXITA.

28 Apbpo 5ot mapdypogor 1 £mg 2 Tov kavoviopot (EE) apd. 910/2014.

2 Evuponaikd Siktuo opyavicpdv Slachvieong Yo TI¢ KpIGELS 6TOV KUPEPVOXDPO.

11



O topéag ¢ vyeiog Poaociletor oe peydho Pobud oe eEOTEPIKOVS AVAIOYOVS VLINPECLOV
KuBepvoacedielac®, k4Tt OV AVASEIKVOEL TV OVAYKN Y0 GTOYELUEVY] OTAPIEN TPOKEWEVOL VO,
evioyvBobv ot apvviikés ypouuéc. Me Bdaon 1ig emtuynuéveg mPpOTOPOLAIEG, OTMOC TO KOLTOVIO
kovotopiog ™c EE, Ta kpatn péin 0a mpéner va e€eTdoovy aToysvpéva péTpa, OTMS TA KOVTOVIOL
KUBEPVOOUCPALELOS VIO TTOAD PIKPE, PIKPA KOl PEGHIO. VOGOKOUEID KOl TAPONOVS VYELOVOUIKNG
nepifaiyng. To ev Adym kovmovia Ba mapéyovy YPNUOTOOO0TIKY] GLVOPOUN Yo TN Béomion €dtkdV
pétpov kuPepvoacedietns. H epdpynon g yopnynong kovmovidv Bo mpémet va Paciletoar ota
TopIoUATO TOV SOKIUDV ETOLOTNTOS KOL TOV 0EIOAOYNGEDY TOV ETUTEIOV OPUOTNTOG.

H tomwn yvodon kot 1o Tomikd mAaiclo £xouv Kaipla onuacio Yo TNV omoTEAEGUOTIKY AVATTUEN TOV
KOVTTOVIOV 1 GAL®DV TPOYPAULATOV GTAPIENG, Sc@aAilovTag T cuvaeetla Kot ThV TpocBacipdtnta. Ta
tapeio ¢ EE, 60noc 1o Evponaikd Taueio Tlepipepetakng Avamtoéne, pactnplomolovviot 1on ot
oTPEN TPOTOROLAIOV Yol TNV KLPEPVOUCEAAELD KO TNV YNnOlokn VYyelo Kot, ©¢ €k Tovtov, Oa
UTOPOVGAV VO XPNCELGOLV G UEGO  OAVOTTUENG  OTOYELVUEVOV  GLGTNUATOV  KOLTOVIDV
KuPepvoacdrelag Yo tovg TapodYovg vyelovoukng mepiBoiyne. o v mpodOnon avtig g
npoondbsioc, to Kévipo Ymoompitng Bo ocvvepyaotel pe ta kpdtn HEAN Kot TG 0pyég TOV
TEPLPEPELOKADY TPOYPAUUATOV HE OTOXO TN OTHPEN TNG OVATTUENG TOV €V AOY® TEPLPEPELKDV
cLOTNUATOV KOLTTOVIMY, HE Bdon To ddypata Tov avIAnOnKoy amd veroTdueva eBvikd Epya, KOOGS
Kot oo SpAGELS TOV YPNUATOS0TOVVTAL GTO TANIGLO TOV TPoypapatog «' Pnetaky Evpommy, dote va
OLICOUMOTEL 1] TPOKTIKY KO OTOTEAEGLOTIKY] EQAPLOYT.

Emumiéov, and to 2014 10 mpoypdupota «Opilov» ddpapdticay Koboplotikd poro o1
YPNLATOSOTNON HOG GELPAS EPEVVNTIKDV TPOTOPOVAMV LLE EXTKEVTPO TNV EVIGYLOT TG AVOEKTIKOTNTOGC
TOV WPLUATOV VYEWOVORIKNG TtepiBaiymg, OTmg Ta VosoKoueia, Evavtl TV KuBEpVOUTEIL®Y, KOl TOV
HETPLOCUO TOV KWWOOV®OV TOV GLVOLOVIOL HE TNV KoTdypnomn oavadvopeveov texvoroyiov. Ta
AMOTEAECLLATO. TTOV TTPOEKLYOV TEPAAUPAVOLY o cepd eEedikevpévav epyaieiov, mhAuciov Kot
CLOTNUATOV, OTMG EpYaAEin EKTIUNONG KIVOUVOV, TAATOOPLES OVTOAAAYTG OEGOUEVOV Y10, TN SLLPVAAEY
™G WIOTIKNG (NS, KPLUTTOYPAPIKEG AVGELS, TPOYPALLOTO KOTAPTIONG Y10, TV £VOcONTOTOiNGN 6TOV
TOpEN TG KLPEPVOUGPAAELNG KOl GUGTILOTO OVIYVEVLGTNG OMEIMDY GE TPOYUATIKO ¥povo. Edikotepa, ot
MGELG QVTEG EMKVPOONKOV [LE QVGTPA KPLTHPLOL LEGH TUAOTIKMV EPAPLOYADV GE TPUYUOTIKEG GLVONKESG
o€ mePPAALOVTA VYEIOVOUKTG TTEPIBAAYTG, O1UGPAAILOVTOS TV OMOTEAEGLLOTIKOTITO KOL TV TPOKTIKY|
EPOPLOYTN TOVS OGOV APOPA TNV TPOSTAGIH ad KLPEPVOUTEINEG.

Araopdlion Twv 0lvaidwy £9odiaciod oTov Touée. THS DYELOVOUIKHC TEpiBalync

Boowkn mpokAnom yio 1oug opyovicovsg VYELOVOUIKTG TeEpiBaiymg cuvicTd 1 dtayeiplon TOADTAOK®V
aAvcidwv gpodtacpod TIIE, ot onoieg mepthapPdvouy pa celpd Tpoidviwy, Onw To GLVOESEUEVA
0TPOTEYVOAOYIKE TPOTOVTA, TO GUGTILLATO NAEKTPOVIKMV UNTPDOOV VYEING KO TO VAMGKO ypageiov. Ta
VOGOKOUEID KO 01 TépOYol VYELOVOUIKTG TTEpiBaAiyng yperalovtal a&ldmoTo Kol AGQUAT) GLGTHUOTO Kol
vimpeoiec TTIE v tig dpaoctnptomtég toue. 'l vo cuPPAAEL GTNV AVTILETOMTION TOV TPOKANGE®V

30 Bi. éx0gom tov ENISA yia t1¢ emevdnoelc oty ao@drela Siktomv kot mAnpogopildv tov 2023 (Noéupprog 2023), otnv
omoia tovileton 1 onpacio g eEMTEPIKNG oTNPIENS Y10 TOV EAEYYO KOl T CUUUOPPMOT] GTOV TOHEN TG
KuBepvoacpdrelag. AwtiBeton otn dievbuvon https:/www.enisa.europa.eu/publications/nis-investments-2023.
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KLPePVOOGPALELNG GTOV TOMED TNG vyeiog, M opdda ovvepyasiog NIS Oa mpémer va dievepyrnoet
GUVTOVIGUEVY] EKTIUN G KIVOUVOL Y10 TNV 0.6QAAELN, OELOAOYMOVTAS TOGO TOVS TEYVIKOVS 060 Kot
TOVG GTPUTNYIKOVS KIVOUVOUG OV 6YETIloVTaL PE TIS GAVGIOES EPOOLOGHOV LU TPOTEYVOLOYIKMDV
TPOIOVTOV KAl TTpoTeivovTag péTpa petpracpod’’. Katd mepintmon, n opdda cvvepyasiog NIS O
TPEMEL VoL GLVEPYAOTEL PE TO ZuvTovioTikd Opyavo latpoteyvoroyikdv [Ipoidvimv.

H npdén yio v xuPepvoaviexticotnta givor £va vEo, OAOKANPp®uEVO TAAIG10 ToL KaBopilel amatthoelg
KLPBEPVOAGPALELNG Y10 TOV TTPOYPAUUATIOUO, TOV GYESOGUO, TNV AVATTLEY, KAOMG Kl TOV YEPIGUO, TIG
Oopbldoelg Kot TNV avapopd EVTOOELOY TOL OTOTEAOVV OVTIKEILEVO €VEPYOD EKUETAAAELONG OGOV
0Popé GYESOV OAaL TO TPOIOVTA VAIGHIKOD Kot AOYIGHIKOV, 68 Kabe 6Tad0 ¢ alvcidac aéiac®?. Ta
0TPOTEYVOLOYIKA TPOidVTO AmOTEAOVV £I00C TPOIOVTOG TOV YPNGIUOTOLEITOL GE EVAV A0 TOVG TAEOV
evaicOntovg Topeic TG Kowvoviag poc. Ot amatnoels KuPepvoac@iielog yio ta v Adym mpoidvta
AmoppPEOLY OO TOV TPOVTAPYOVTA KAVOVIGLO Y10l TO ITPOTEXVOAOYIKA TPOTOVTO KOl TOV KAVOVIGHLO Y10
TOL in Vitro S1oyvooTid 10TpoTervoloyikd mpoidvtas. Lo mhaicto TG vid eEEMEN a10AOYMONG TV gV
AOy® Kavoviopdv e£eTalovTat ot SuVATOTNTEG LEYUADTEPTG GUVEKTIKOTNTOS KOl GUVEPYELDMV UETAED TMV
eV Ayo mlociov, TPOKEWEVOL VO TOPEYETOL  EYYLUNUEVN  OTAOVGTELGT Kol  TPONYUEVT
KuPepvoacireta.

EmumAiéov, to mopiopato tng ektipnong kwdvvov Oo mpémel vo Tap€Youv GTOVG OPYOVIGUOVS
vyelovokng mepiBaiyng ompiEn Kotd TV EnOVEEETAOT TOV TPAKTIKOV KLPEPVOUGPAAEING GTNV
aAvGida €POOAGHOD TOvg, Omw¢ omouteitar Pdost g odnyiag NIS2, ko Bo pmopodoov va
TPOPOSOTHGOVY TNV KUTAPTION VEOV KATELOLVTIPLOY YPARPAY Y10 TIS dnpooieg copPacsic®®. O ev
AOY® KatevBouvtnpieg Ypappés, tig onoieg Oa katapticer o ENISA péow tov Kévipov YmoompiEng, fa
TPEMEL VOL OVTIKATOTTPILOVV TIC TPOSPUTEG TAGELS, OTMG 1 VEPOTOINGoTM NG amofnNKeLONG OEOOUEVAV
acBevov, coumepthapfoavopévng e avaykng ac@aAoDs HETAROONS TOV NAEKTPOVIKMOV OEOOUEVOV
vyeiog o mepPdAlovia vToAOYIGTIKOD VEPOLGS. EmimAéov, o1 véeg KatevBuvtnpieg ypappés Ba mpémet va
TPOCPEPOVY GTOVG OPYAVIGLOVG TPOKTIKA EPYOAEIN MGTE VA TOPAKOAOVOOVV TIG HAVGIOESG EPOJAGLLOV
TOVG, CLUTEPIAAUPAVOLEVOV TV TOPOYOV SEPLOUEVOV VINPECIAOV AGPAAELNS, TV eKOEGEDV
BePaimong 1 TV eKTIUAGE®V KIVOLVOL amd TPITOG.

Oocov apopd T0 VTOALOYIGTIKO VEPOG, ATULTEITOL TEPUITEP® OPACT] Y10 TNV AVIIUETOMTIGT] TOV LOVOIIKAOV
TPOKANGE®V NG Otayeipiong evaicOntwv dedopuévav vyelovoutkng tepiBaiyng, copmeptlapupovopévay
TOV QENUEVOV KIVOHVOV Y10, TNV AGQAAELD, TNV WOIOTIKOTNTO Kol T Agttovpyia. [ v evioyvon twv
Sl PaAMcE®V, 01 EUTEPOYVMOLOVEG GLUVIGTOVV VO EVEOUOTOOEL GTIG LN PEGIEG VTOAOYIGTIKOD VEPOLG M

3L Zougova pe to dpbpo 22 g odnyiag NIS2.

32 3e npdTo 6Tad10, 0d ™V 11 Avyovstov 2025 gupeieg katnyopieg padioeEon oo, oV dev euminTovY 610 TESIO
EQOPLOYNAG TOL KOVOVIGUOD Y10 TO W0TPOTEXVOAOYIKA TPOTOVTA Kol TOV KOVOVIGLOV Y10, TO. in Vitro S1ayveooTikd,
LOTPOTEYVOAOYIKG TPOTOVTA, Oa TPEMEL VO GUULLOPPOVOVTAL UE TIG PACIKEG OMOLTCELG TNG 00N YOG Yo TOV POSIOEEOTAGHO
ot omoieg oyetilovtat pe TV KuPepvoacedieio Katd Tn S100€01| TOVG 6TV eviaia ayopd. e devtepo GTddio, and Tig 11
Aexepppiov 2027 Ba 1e0el o€ gpoppoyn n mpdén yo v KuPepvoavOekTiKdTnTa.

33 Tov Aexéufpio Tov 2019 n opéda cuvepyaciog Yo Ta 10TPoTEVOLOYIKE TPoidvTa eEEdmaE &yypago Kabodrymong
GYETIKGL [LE TNV KVPEPVOUGPAAELD TOV LOATPOTEYVOLOYIKMV TPOIOVIWYV, TPOKEEVOV VO OTNPIEEL TOVG KATACKEVAGTEG GTNV
EKTANPOOT] TOV OTUTNCEMY TOV TapopTpHaTog I Tmv dvo kovovioudv: https://ec.europa.cu/docsroom/documents/41863.

3 Me Béaon tig katevBuvthpieg ypoppéc Tov ENISA tov 2020 yia Tic Snpdciec cupPAcElS 6Tov Topéa TG KUBEPVOUGPAAELNC
oto voookopeia (Pefpovdplog 2020). AwatiBetan ot devBvvon https://www.enisa.europa.eu/publications/good-practices-
for-the-security-of-healthcare-services.
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«aocpaielo €€ oplopHOv Kol €K oyedooovy. H mpocéyyion avtn divel mpotepandTTa OTIC ACPAAELS
VTTOOOES, TNV TPOOPATIKY dlaryElpion NG EVTAOELNG Kot GTOV GUVIVACUO KUBEPYNTIKOV Kol IOIOTIKMOV
AvGe®V vToAOY1oTIKOD VEQOLC. H cuveync mapakorlohOnomn kot ot £101kEG ava Tpounbevt fefardoelc,
OT®MG Ol TMIGTOMOINCELS TMV TOPOY®V AGPAAELNG KOl O1 EAEYXOL CUUUOPPMOONG He eBvikd kol o1e6vN
TpHTLTTO, EYOLV ETIONC Kaiplo oNUAGTa Yl TN OLLCPAALST] QVGTIPDV TPAUKTIKMOV AGOAAELNG.

Ocov apopd vanpecieg 6mwg 1 vrodoun wg vanpecia (IaaS), n TAateodpua og vinpesio (PaaS) kot to
Aoylopikd g vanpecio (SaaS), 1 epoproyn TG ACPAIAENG Etvar cuyva evBOVN Tov TTeAdtr. Qotdoo,
moALol opyoviopol vyslovoukng mepiBoiyng dev doBETOLV TOLG TOPOLE MGTE VO OVTATOKPIOOLV
avefdptta oTIG OmOTNOELS avTéC. [ TV OVIHETOTION aVTOV TOV TPOPANUATOS, Ol TTAPOYOL
VANPESLOV VAOAOYIOTIKOV VEQPOVS Oa mpémer va evBappuivovtor va gpappolovv Paocikd pétpa
00QALELOS MG TVTOTOUREVO YOPOKTNPLOTIKG. T pétpa avtd Oa PLeEI®VOLY TOV KIvOuvo EGQAAIEVTS
TapopeTponoinong, Ba dwutnpoldv ™ cuvenn mpoctacio 6e OAd Ta TEPPAAAOVTA TOL TEAOVV LTTO TN
dwyeipron tov teratdv Kot Ba Tapéyovv peyaldTepn d1ac@iaiion 6tovg xpnotes. H Béomion wog Bdong
acpdrelag €€ optopod Ba elye Mg 6TOYO VL EEIGOPPOTNGEL TNV IGYLPT TPOGTAGIN [LE TNV TPAKTIKOTNTOL,
dwoceailovtag tn ypnotkodTTo Yoo Eva €vplh PAGHO OpPYOVIGU®V Vyelovoptkng mepiBoiyne. H
TPOCTAOELD AV TT) GUVETAYETAL T GTEVY] GLVEPYUGIO LETAED TOV TAPOYMV VIOAOYIGTIKOD VEPOVG KO TOV
topéa g vyetog, alomoldvtag PEATIOTEG TPAKTIKES TOV KAGOOL Yl TN ONOVPYIO OTOTEAEGLOTIKMV
Kot KMUOKOOUEVOV AVCEMV.

Koazaption kou avartoln deliotitwy

H dmoapén epyaticod dvvopkod pe mepilntnreg 0eE10TNTEG Eval GNUOVTIKY Yo TN HOKPOTPOBesun
Biooyn avamtuén kot avtoyovietikotnta oty Evponn, kobd¢ kot yu TG vanpecie vwning
To10TNTOG, CLUTEPIAAUPOVOLEVOV TOV VIINPECIOV VYEWOVOUIKNG TepiBaiyns. H éAdenym edikevpévav
EMOYYEALATIOV GTOV TOUEN TNG KLPEPVOUCPAAELNG ATOTEAEL GNUOVTIK TPOKANGT GE OAOKANPN TNV
Evponn, pe to kevo va extipdror otovg 299 000 emayyelpotieg yioo TV KOADYN TOV OVOYKOV TOV
gpyatcod Suvaptkod oty EE*. Topeanva pe to EvpoBapdpetpo tov 2024 yia Tic kuPepvodedmrec?,
10 81 % 1OV eToupeldV Bewpovdv OTL 01 SVOKOAIEG GTNV TPOGANYN TPOCOMIKOD GTOV TOUEN TNG
KuPBepvoacedrelng amoteAovv Pacwkd kivovvo mboavov kvPepvoemiBécemy. XTOVG TOUEIS NG
exmaidevone, g vyelag Kot NG KOWMVIKNG epyacioc, to 66 % twv polmv oTOV TOMER NG
KuPBepvoacirelog KoAOTTETOL and VTOAAAOVS oV petotifevion amd BE0Elg €KTOC TOL TOUEN TNG
KuPepvoacedrelag, kKdtt mov Tovilel TV enelyovso avaykn Yo ETOVESiKEVOT Kot avafaduon tov
de&lotTov.

Mo v avtipetdnion avtg g Tpoxinong, to Kévipo Ymoompiing Oa mpénetl va cuvepyaotel pe v
kowonpa&io evporaikng ynelakng vrodouns (EDIC) ya tig peAloviikég 6e510TNTES KUPEPVOUCPUAELOG
omw¢ mpoPAémeton otV avakoivwon g Emutpomnc oyetikd pe v Axaonuio AeSlotntov

35 The 2024 cybersecurity landscape: insights from the ISC2 cybersecurity workforce study | Digital Skills and Jobs
Platform (To tomio ¢ kvBepvoacpdietac 2024: otorysio amd ) pehétn e ISC2 yio 1o gpyatikd duvaukd GTov Touéa,
¢ kKuPepvoacpdreiog | ITAatedpuo ynolokodv de€lotntmv Kat 0Ecemv epyociag).

3%6’Extakto EvpwBapductpo 547 yia t1¢ kuPepvode&iotnrec.
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KuBepvoacopdrewac®’. To épyo Oo mpémel vo S1evkoMOVEL TG OVTOAAAYEC TANPOPOPIOV UETAED
EMOAYYEALATIOV KUBEPVOUGPAAELNG TOL TOUEN TNG VYELOS, OTTMG 01 LTEHOVVOL AGPAAELNG TANPOPOPLOV
(CISO). Mo mBavn opdon eivor 1 dnuovpyio evog gvpmmaikod diktvov CISO otov topéa g
vyelog, apyNg YEVOUEVNIG amd Lo OpAd0 EUTELPOYVOUOVOV YLOL TNV OVTOAAOYN KOl TNV OVATTLEN
BEATIOTOV TPOKTIKOV, OTPATNYIKOV OloTNPNoNG TOAEVI®OV Kol ADGE®V Yo TNV TPOGEAKLON
EMAYYEALATIOV KVPepvoacpaielag otov Touéa tng vyeiog. EmmAéov, oto miaicio g Axoadnuiog
Ag&lomtov KoBepvoaocedietog, Bo mpénel va avomtuyfodv mdpol yio TV €VIGYLON TOL EPYATIKOD
duvapkoh 6Tov Topén TG KUPEPVOUGPALELNG Yo TOV TOEN TNG VYElog pe T otnpign Tov KAASoL Kot
NG OKOOMUOIKIG KOWVOTNTOGC. XTO0 TANICI0 0vTo, TO evOlapepOUEVO HEPT TOL KAGOoL Ba mpémetl va
evBappivoviar va deopevtovy 0Tt Ba opifovv TV evioyvuon NG KATAPTIONG GTOV TOUEN TNG
KuPepvoacedrelags.

To avBpomvo cpdipa eEokolovbel vo amoterel KHpLO Tapdyovia 6 TEPIGTATIKA KUPEPVOUTPAAELNS
OTOV TOMED TNG VYEWOVOUIKNG meplBoiymg, KATL TOL VLROYPOUCEL TNV  EMTOKTIKY OVAYKN
0AOKANPOUEVIG KATAPTIONG KoL EVOGONTOTOINGNG TOV TPOCOTIKOV GTOV TOUEN TNS KVPEPVOUTPAAELOG.
AgdopEVNC TNG GLYVNG XPNONG YNPLIKDV EPYUAEIDV OO TOLG EMAYYEALOTIES TOL TOEN TG VYELNG, Etvan
Cotung onpociog va elvor €QOdAGUEVOL Pe YVOGELS Yoo TIG 00ParEG TPakTkéS. Ot GTOYELUEVES
exoTpoteieg Katdptiong kol evoucOnromoinong umwopohv vo HEWGOLV GNUAVTIKE Tovg Kivovvous. ['a
TNV QVTILETOTIOT, avToL Tov TpoPAnuatog, to Kévipo YmoompiEng Ba mpéner va cvvepyaotel pe
emayyeAaTiES Kot TOPAYOVS VYEWOVOUIKNG TeEPiBaiyng, KaBdS Kot pe TOuG TapdYoLg EKTOIOELONG Kot
KATapTIons, Tov KAGoo, tv kowonpasio evpomraikng ynoewokng vrodouns (EDIC) ya tig de&10tnteg
KLPBEPVOAGPALELNG KO LLE TIC APYEG TV KPOUTMV LEADV Y10, TI) SNUIOVPYIC Kot TN 14000 EKTETUUEVMV,
€0KOL TTPOSPACINMV SLUOIKTVAKAOV EVOTITOV KOl HoONRATOV KATAPTIONG.

H evoopdtowon evotntov ynelokng tkavotntog Kot KuBEpVoacOILELNG GTO EKTOLOEVTIKE TPOYPALLUATO
&xel Kaipla onuocio yo tn dnpovpyia woyvpns Péong KuPepvoac@Aielos 6Tov TOUEN TG VYELOVOUIKNG
nepiBoaiymng. O evomreg avtég Ba mpémel va avTueTOmilovy €101KA Topeakd CnTiuoto, Ommg 1
npoctacio. TV dedopévov TV acBevdv kol ot gumdfelec 6Gov aQopd TNV AGQAAEL TMOV
0TPOTEYVOLOYIK®V TTPoiovTwv. Katd tnv avintuén avtdv tev tdpov Oa npénet va Aapupdvovtor vroyn
mponyovueves dpdoelg, Omwg to £pyo BeWell mov ypnuoatodoteitor 6to mTAAIGI0 TOV TPOYPAULOTOS
Erasmus+3 xot 1o épyo PANACEA mov ypnuatodoteiton 610 mAaiclo Tov mpoypdppatog «Opilomv
2020»%,

37 Avaxotvmon g Emtpomg mpog to Evponaikd KowvoBodiro kot to Zupfodito: KéAvyn e EAAEyNG ToAEVTOVY GTOV
TOUEN TNG KVPEPVOAGPALELNG Y0 TNV EVIGYVOT] TNG OVIAYOVIGTIKOTNTAS, TNG ovamTuéng kot ¢ avBektikdotntog e EE («H
Axadnpia Ag&ottov KuBepvoasedieiagy) [COM(2023) 207 final].

38 BeWell — Blueprint alliance for a future health workforce strategy on digital and green skills (Epyo BeWell — Zy£810
GTPOTIYIKNG Y10 GO IO OXETIKG [E Lo LEAAOVTIKT CTPOTIYIKN Y10 TO EPYOTIKO SLVOLIKO GTOV TOUEN TG LYEiog OGOV
aPopd TIG YNOLOKEG Kot Tpactveg 0510t teg). Atatifetal otn dievBvuvon https://bewell-project.eu/.

% PANACEA — Protection and privAcy of hospital and health iNfrastructures with smArt Cyber sEcurity and cyber threat
toolkit for data and people (Epyo PANACEA — IIpoctacio Kot 101w TIKOTNTO TOV VOGOKOUELNK®OY VITOSOUMY KOl TOV
vodopmV vyeiag pe EEumvn epyaielofnkn yio TV KuPepvoacedieia Kot TiG KVPEPVOATEIAEG Yo To SEG0UEVO KO TOVG
avOpdmovg). AatiBeton ot devbuvon https://cordis.europa.eu/project/id/826293.
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3.2. Evpwnaikés 1kavoTnTtes aviyvevons KofEPVOaTEILDY KATA TOV TOUEA THS VYEIAS

H oamoteleopatiky] aviyvevorn wkvPepvoameildv eivor amopoitntn yw v Toyeio. oVTHETOTION
TEPIOTATIK®V. O1 TAPAYOVTES ATEILDY LTOPOVV VO AEI0TOM GOV TEXVIKES 01 0T01Eg KAB1GTOVY SVOKOAN
TNV aviyvevon 16POAMV, e OTOTEAEGLO VO ETLTVYYAVOUV TOPATETOUEVES TEPLOGOVE LT EMTPETOUEVNC
npdcPacne oe éva cvotnua’’. Q¢ ek ToHToL, N PEATIMON TOV TKAVOTHTOV AViYVELONG OMEIAMDY UTOpPEL
va cupuPdiel oty avoyaition tov KuPepvoembécemv katd v mopeia Tovg. o mapddetypa, oty
enifeon pe ATPIGUIKO KATO TOV QIVAAVOIKOD TOPOYOV YuX00epaTEVLTIKMY VINPECIHOV Vastaamo, Katd
T dudpketa ™G omoiag o dpdotng ekPiale aocbeveilg TV omoiwv To eUmMGTELTIKA apyeia lyav KAomEL, M
apyikn 16PoM onuetdOnke to 2018, oAAd Eytve avTIATTH 0 TOV TaPOYX0 HOALG To 20204,

['a ™ Bektimon ¢ aviyvevong amelA®v Kol TG avtiAnyng ¢ kotdotaons oe oAoKANpN Vv EE givan
OLGLOCTIKNG ONuaciog vo  ovioAldocovpe mAnpogopieg kot vo  ovvepyolopoote pe Tpdmo
anoTELeGHOTIKO. Ol OUAdEG AVTIUETOTIONG TEPIOTATIKOV ao@aielag o€ vroloyotés (CSIRT)
dwdpapatiCouv kaBoploTikd poOLO GTN ANYN OVOPOPDV TEPICTOTIKMOV, AP’ OAYOV TEPICTUTIKMOV Kot
TOOVOV anEN®V, TapEYOoVTAG KaB0OYNON GYETIKA LE TO LETPO LETPLAGLOV o€ e0VIKO emtinedo. 26TOGO,
To KPatn péAn gvlappivovrar Oeppa va kowvomorovv eniong oto Kévrpo YrnootipiEng tov ENISA
oreg TG avaQOPES KLPEPVOTEPIGTATIKAOV 7OV Aoufdvouv amé vocokopeio Ko TAPOYOVG
VYEWOVOMIKNG TEPiBaiyne, doTe vo KaTaotel ovvat) 1 avtidnyn ¢ kataotaons otnv EE.
[davikd, ot xowvomomoels avtég Oa mpémel va mwpénel vo, vroPdAlovion pali pe évav ovclaoTiKd
YOPOKTNPIGUO TOV SOPOPOV CYETIKDV JAGTACEDV EVOC TEPIGTATIKOV, GUUTEPIAOUPAVOUEVOV TMV
YVOoTOV Babfitepmv VTOOEIDV KOl TOV EMMTOGEMY GTIC VANPEGIEG VYEIOVOUIKNG TtepiBaiyng, KaO®OC
Kot TV ovemBdunTov cuppdviov og acbeveic. EmumAéov, o1 KOTAGKEVAOTES WOTPOTEYVOLOYIKAOV Kot in
VItro S10yVOOTIK®OV 10TPOTEXVOAOYIK®V TPOIOVIWMV EVOAPPOVOVTOL VA OVOPEPOLY OIKELOOEADC, LECH TNG
eviaiog mAateopuog avaeopds mov Bo dnovpyndet kor Ba tedel vd ™ dwyeipion tov ENISA ot0
TAiG10 TNG TPAENG Yol TNV KuPepvoavOekTikdTNTa, TIG EVTADELEG TOV AMOTEAOVY OVTIKEILEVO EVEPYOD
EKUETAAAELONG 1] cOPOPA KUPEPVOTEPIGTATIKG OV EYOVV OVTIKTUTO GTNV OCPAAED TOV &V AOY®
OTPOTEYVOLOYIK®DY TPOTOVTOV, KOOMG Kol OLVNTIKG OAAEG gumABElEg, TEPIGTATIKA, Tap’ OAlyov
TEPIGTATIKA 1] KLPEPVOUTEILEG OV EVOEYETAL VO EMNPEACOVY TO TPOPIA KIVOUVOL T®V €V AOY®
OTPOTEYVOLOYIKMDV TPOTOVIMV.

Otav or mAnpogopieg mov mepi€yovrol oTlG ovoapopés oev eivan mAéov evaicOnteg, to Kévipo
Ymoompiéng Bo pmopodce va ONOVPYNGEL VOV KOTAAOYO EVPOTUIKMOV YVOGT®OV EKUETOALEVCIU®V
evmafeiwv (KEV) vno v oryida tov ENIS 7o to wtpoteyvoloyikd mpoidvto, To GLGTNUATO
NAEKTPOVIKOV PINTPO®V VYELOG Kot Toug mopdyovg eEomAopov TIIE kot Aoyiopikod otov topén g
vyeiag. o v aVTIHETOTION GNUOVTIKOV TPOKANGE®MY OGOV aPOpA TV avixvevon anslhadv, 1o Kévipo
Ymoompiéng Oa mpémel vo Oeomicel pua cvuvOPOuUNTIKY] VANPECIo £YKOIPIS TPOELOOTOINONS OE
eminedo EE ywo tov Topéa g vyeiog, 1 omoia 0o mapEyel TPOELOOTONOCELS GE GYEOOV TPAYNATIKO
xpovo. H vimpeoio avty Ba Poacileton oe emeepyaospuéva dedopéva ond tig CSIRT, tovg @opeig
VYEWOVOIKNG TTepiBaAYNG Kot TOVG KOTAGKEVAGTESG, TIG MANpoopieg avolktng mnyng (OSINT) ko
dALOVG oyeTKOVC TaPAYOVTEG, OTMC Ol KuPepvokOuPol, o KEVIPA KOWOYPNGIOG Kol OVOALONG

40 ENISA Health Threat Landscape 2023 (Tomnio anethédv xotd g vyeiag yio to 2023).
4 Amépaon 1150/161/2021 tov dviavdod Atapesorapnt Ipoctociog Aedopévamv.
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minpoeopidv (ISAC) kat o1 apyég emPoing tov vopov. H evioyvuévn cvvepyasio peta&d tovo ENISA
kot Tov Opyaviopov ¢ Evponaikhg Evoong yia ) Zvvepyacio otov Topéa g Empoing tov Nopov
(Evpomor) —y1a mapddetypo 660V apopd Toug TPOTOLVS OPAcnS 6T0 KLPEPVOEYKAN L KOTE TOV TOUEN
™G vyelag— Ba cuUPAAEl TEPUITEP® GTNV AVTIANYT TS KOTAGTOONC.

To ISAC Aertovpyodv ®¢ KEVIPIKOL TOPOL Yo T GLAAOYN TANPOPOPLDY GYETIKA LE KLPEPVOUTEIAES,
TPOAYOVTaG TNV AUPIOPOUN OVTOALNYT TANPOPOPIOV HETAED TOL dNUOGIOL KoL TOV 1O1MTIKOD TOUEN KO
TpowbdvTag TNV okodounon gumiotoovvie. To Kévipo Yrmootpiéne Oa mpémet va gvieivel mn otpién
oV VpOTaikoV ISAC Yo TV vyeia pe epyoleio, avToAlayr] TANPOEOPLOV KOl TOUENKES EKOEGELS Y10
™V ovTiAny”n g KoTdotaons, kabmg kot va mpombncetl po aldmiotn KowvoTnTo Yo TOKTIKY Kot
otpatnyikn cvvepyosio. Ta kpdtn pwéAn Oa tpénel va evBappvvouv v avantuén eBvikav ISAC yo v
vysio®?. Ta ISAC 0o mpénet emiong va evOappHVOVTAL VO PEPVOVY GE ETOPT) TOVG TAPHYOVC VYEIOVOUIKNG
epiBOAYNG LE TOVG KATAGKEVUGTES TPOKELLEVOL VO SIAUOPPOVETAL KOV KATAVONGT TOV ATEADV Y10,
v KuPepvoacedieta, petalh GAL®V otV 0AVGida £QOSLOGHOD, KOl VO SIEVKOADVOVY TOV S1AAOYO
OYETIKA LE TOV OGQUAN oyedoopd TPoidviwv to omoio. AAUPAVOLV TPAYHOTIKA LIOYN TNV OmTTh
KATAOTOGT TG OVATTUENC.

3.3. Toycia avriopaony Kal avaxouyn

Agdopévne g vyming evawcOnoiog tev ogdopévav vyelog TV acBevdv Kot TOV  OuVNTIKA
KATOGTPOPIKMV EMMTAOCEDV TOV KVPEPVOEMDECEMV GTIC VINPEGIESG VYEOVOUIKNG TEPIBaAy™MG, 1 ToyEln
KOl OTOTEAEGUOTIKY OVTIOPOOT O MEPIOTATIKA KLPepvoacpdretag eivar {oTikng onuaciag yo v
gyyomon mg aceaielns Tov achevov. Otav éva vocokopeio 1) €vog mipoyog VYEOVOUKTG TepiBoiyng
ovTipEToTICEL pa KuPepvoemifeon, To TPpMTO onpeio emanc sivor 1 appddio eBviky CSIRT*. H CSIRT
elvar vedOovvn yoo TV Tapoyn €yKoupng LVLOGTAPIENG, WaViKd €vtog 24 wpdv, Yoo T dwoxeipion
ONUAVTIKOV TEPLOTATIKAOV. Q6TOG0, £dv éva meplototikd vrepPaivel v wkavomta g CSIRT, Oa
npénel va dwtifeton ompiEn and v EE yw 1 dc@diion g toyelog Kot omoTELECUATIKNG
avtidpaong.

H epedpeio g EE otov topéa g xuPepvoacpdrelag, n omoia cuotddnke oto mAaicto g mpdéng yio
™V OAANAEYYDT GTOV KLPEPVOYDPO, TOPEXEL VIINPECIEG AVTILETOMIONG TEPICTUATIKAOV OO 0ELOTIGTOVG
TOPOYOLG OAXEPILOUEVOV DTINPEGUDY OGPAAELNS DOTE VOL GLVOPALEL GE CIUOVTIKA 1] LEYAANG KAILOKOG
TEPLOTOTIKA KLPEPVOUTPAAELOG Kol TpooTdOeleg apykng avakapyns. H epedpeia avtn €xel oxedaotel
v va cupmAnpavet Tig tpoonddeieg Twv CSIRT tov kpatodv peddv, mapéyovtdg Tovg T duvoTdTNnT
va {ntodv mpdcbetn otpiEn 6€ TEPIMTMOGEIS TOL APOPOVV KPiotovg Topeic, 0mmg N vyeia. [ v
evioyvon tov gv Ady®m cvotiuatog, 1 Emrponi kow o ENISA 0o npéner va owwcparicovv 6t 1

42 I Tapédetypa,  Dviavdio dtadétel edvikd ISAC yia Tov TOPED TS KOWVOVIKNAG TPOVOLG KL TNG VYELOVOLIKTG
nepifaiyng. Bi. EOvico Kévrpo KuBepvoaosodhreiag tng Owviavdiog: «ISAC information sharing groups» (Opdédeg
avtodloyng TAnpogopidv ISAC), dwubéoipo otn dievBuvon https://www.kyberturvallisuuskeskus.fi/en/our-
services/situation-awareness-and-network-management/isac-information-sharing-groups.

4 To apBpo 23 mapdypagog 1 Tng odnyiog NIS2 opilet 0Tt o1 Puoticdg Kol GNUAVTIKES OVIOTNTEG TPETEL VO KOLVOTOLOVY
onpavtikd neptotatikd otn oxetikn CSIRT 1, kKatd mepintmon, otV appodio apyn.
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epedpeia meprioppfdver po vnpecio Tayeiog avriopaons €0KE Yoo Tov Topén TG Vysiac.
SOUTANPOUATIKG e GAAX DPIOTAUEVA TAAICLO, 1) VIINPEGTO VT B0 ATOCTEALEL EUTELPOYVMIOVES Y10
™ OlElpIoN ONUOVTIKOV 1| UEYAANC KMUOKOG TEPIOTATIKOV KLPEPVOUCPAAENG GTOV TOUEN TNG
VYEWOVOIKNG TepiBaiyng ywpic kabvotépnon, 0tav 1 eBvikn otpién dev enapkel.

INao ™ Bektioon g avtidpaong kot g avakapyngs, o Kévipo Ymoompiéng, o€ cuvepyacio pe v
ouada cvvepyaciog NIS, 1o diktvo CSIRT ko, katd nepintmon, v Evponod, Oa npénet va katapticst
EYYEWPIOT Y10 TNV CVTIUETOTICY KUPEPVOTEPIGTUTIKAOV TPOGUPUOGUEVE, OTNV VYELOVOULKI)
aepiBaiyn. Ta ev Aoy eyyepidwa Ba mapéyovv kaboonynon toco ot CSIRT 660 kot GTOLG
OPYOVICHOVUG  VYEWOVOUIKNAG — MEPIBOAYNG Yo TNV OVIUETOMION  GLUYKEKPLUEVOV — OTEIADV
KUPEPVOUGPALELNG, CUUTEPIAUUPOVOUEVOL TOV AVTPIGHIKOV. AgdoUEVNC TG ONUOciog Tov £Yel M
amoteleopatiky] ovvepyooio petaéd tov CSIRT kot tov apydv emPoAng tov vopov 7y v
QVTILETMOMICT KO TN SEPEVVIOT TEPICTATIKMOV KLVPEPVOUGPAAELNG TOVIKOD YOPOKTHPA, TO £YYELPIOL
Oa mpémet, HETAED GAL®V TTLY®V, Vo TAPEXOLY GOEN KABOOYNON GYETIKA PE TNV avaQopd TETOL®V
TEPIGTATIKMOV OTIG apyéS emPBoing tov vopov. EmmAiéov, 1o Kévipo YmoompiEng Oa pumopovoe va
devkorvvel TNV gupeia defaymyn eOViKOV ackioemv Kofepvoacpdirelac, pe faon Tig gpmerpieg
a6 aoknoels 6mmg 1 doknon «Cyber Europe» 2022 tov ENISA, 1o ™ dokipun Tov gyyeiprdicov
K01 TNV EVIGYLO TOV TPAOTOKOLA®V AVTIPHETAOTIONG TEPLOTUTIKAV.

Mo v texunpioon TV TOMTIKOV Kot TV 0EOAOYNON TG OMOTEAECUATIKOTNTAS TOV UETPMOV TOL
Aoppévovtal Katd TV ETBEGE®V AVTPICUIKOV, EIVOL OTTOPAITNTN 1) GVAAOYN TEPUITEP® dEOOUEVDV. [0l
TOV OKOTO aVTOV, Ta Kpatn UEAN Ba tpémetl va {ntodv amd TIg OVIOTNTEG TOL LITOKELVTOL 6TV 00Nyl
NIS2, cvumeptroppovopévov TV OpYOVIGL®OV VYEWOVOMKNG TepiBaiyme, vo avaeépovyv TuxoOV
TANPOUES ATpoV oL £xouv kataPAndel kot TAnpopég Atpov mov mpotiBevtal va katafdiovy, poli
pe GAAEC TANPOPOPIEG TOV TAPEYOLV KATA TNV OVAPOPE CTUAVTIKAOV TEPLCTATIKMV KVBEPVOUCPAAELNS.
H ev Adym vrofoln avapop®dv vrootnpilel TV OMOTEAEGLATIKY SIEPEVVION TEPICTATIKAOV AVTPIGHIKOD,
GUUTEPIAAUPOVOLLEVIC TNG TYVNAATNONG TGOV TANPOUDY GE TAATQOPUES AVTOAAAYNG KPVTTOVO UG LATMV
L& GKOTO TNV TOVTOTOINGCT TOV OTOOEKTAOV.

H toyvmrta avaxapyng arotelel kaboptotikd mopdyovta yio T dTnpno” TS avOekTIKOTTOG Kot TG
EUTIGTOGVVNG TOL KOO, EWOIKOTEPA GTOV TOUEN TNG VYELOVOUIKTG TEPIBaAYMGS, OTTOL 0 YPOVOG O1KOTNG
™G Asttovpyiag pmopel va dratapdéet Ty mepiboiyn tov achevov. o v amoteAeouaTiKn avaKapy
and emBEcelg AVTPICUIKOD, Ol TAPOYOL VYEWOVOUIKNG TepiBaiyng mpémel va SoBétovv 0GPOAT,
EMUKOPOTOMUEVE, KOL OTTOUOVOUEVO EPEOPIKO OVTIYPOPO TO OTOI0L HITOPOVV VO OITOKOTAGTOHOVV
YPNYopo. XT0 TAOUGIO0 TOVL KATOAGYOL VANPESI®V Tov, T0 Kévipo Ymootpitng Oa pmopovoe va
TPOGPEPEL PLKL CUVOPOUNTIKI] VANPEGIQ AVAKTIONG AVTPLOHIKOD, Pon0@vVTaS Ta vocokopneio kot
TOVG TOPOYOVS VYELOVOMIKTG TEPIOUAYNGS VO KATUPTIGOVV EK TOV TPOTEPOV oYEda avakapyne. O
ENISA xot 1 Evpondd Oo tpénel va cuvepyastody Y100 TOV EVIOMIGUO TOV GLVNOESTEP®V GTEAEXDV
ALTPIGUIKOV TOL GTOYEVOVY OPYAVICHLOVS VYEIOVOLKNG TEPIOAAYNC Kol Vo, EMEKTEIVOVY TO 0.T00ETIPLO
EPYUAEIOV amoKpLTOYPAPNONG oL dratifeTon pécm Tov épyov «No More Ransom»**. Oa mpémet
eniong vo avortuEovy kot vo tpomBncovv mpocsPdhoipeg 0dnyieg yio va fonicovv toug mopdyovg

44 https://www.nomoreransom.org/en/index.html.
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VYEWOVOMKNG TePIBaAyMg v amo@ebyovy TNV TANPOUN AVTP®V  YPNCLOTOLDVING EPYUAEin
QTTOKPVTTOYPAPNONG.

H 81£0viig mpwTofovdia yia TV KoTamorépnon Tov Avtpropkod™ amotedei ToAdTIHO YDHPO Yio TNV
aVTOALOYT OTOYEMV CYETIKA LE CLUYKEKPIUEVO TEPIOTATIKA AVTPIGLIKOD, KOOGS Kol Yo TNV ovamTuén
TOV IKAVOTHTOV TOV YOPOV LEADV TNG LE CKOTO TNV EVIGYVOT TOV TAUGI®V KVBEPVOUSPAAELNS KL TV
KOVOTNTOV dlepehivnong Katd Tov tapayoviov Avtpiopkov. H Enttponn, o cuvepyacia pe Ty vmotn
exknpoowno, Bo cvveyicel va mpowbel T ovvepyacic 610 mAaiclo ™G mpwrtoPfoviiag «Counter
Ransomware», petald GAA®V Kotd ToV anelAdv AVTPIGUIKOL Yo Tov Topéa TG vyeioc. EmumAiéov, 1
Emutpom Oa emduwéer ovvepyacio oto mAaiclo g opadeg epyociog g G7 yw v
Kupepvoac@alrera, e okomo TNV vioyvon e KuPepvoacpaielag Tov Topéa g vyeiag. Edikotepa, n
oudda epyaciog Bo pmopovice vo eEETAGEL SLVATOTNTEG GTNPIENG TOV TOUEN TNG LYELNG EVAVTL ATEIADV
OT®G TO ATPIGHIKO, LE BAcT d1APOPOLS TPOPANUATIGLOVS, OTWS OVTOL TOL HLATLTMOVOVTUL GTNV KON
ONA®ON OYETIKA pE TIG EMBEGEIC AVTPICUIKOD KOTA EYKATAGTACEWDY VYELOVOLUKNG TTEPiBaAyNg TG NG
Noepppiov 2024, n omoia mapovcidonke 610 TAAiGo0 Tov XvuPoviiov Aceaieiog Tov Hvouévov

EOvav*S.

4. EOvikég dpaoerg

Ot dvuvatdT™TES TOL TAPOVTOS GYEDIOL OpAoNG Yo TN PeATion TG KVBEPVOUGPAAELNG GTOV TOUEN TNG
vyelag ompilovior oty evepyd ovppetoyn kot SECHELON TV Kpat®dv peAdv. o v emtuyn
vAomoinom Tov 6Yediov dpdong, Ta Kpdtn EAN Ba propovcay va opicovy 0vikd KEVTPa VTooTPIENS
NG KUPEPVOUGPAAELNG E1OIKE Y10 TO VOGOKOUELN KL TOVS TAPOY0VS vYELOVOMIKG TEPiBaiyne. Ta
KEVTpa avTd Ba Asttovpyohv mg Ta Pacikd onpeia Taeng Yo Tov Topéa TG vyeiog og eBvikd enimedo,
oe otevn ovvepyacia pe 10 Kévrpo YroompiEng tov ENISA. Onov givar e@iktd Kot oKOTIHO, To KPATN
péAN Ba mpémetl va opilovv o¢ eBviKd KEVTPa VTOGTHPIENG TG KVPEPVOUTPAAELNS VPIGTALEVOVS QOPELC,
onwg eBvikég CSIRT yuo v vyeio 1 opprodieg apyec.

Ta kpdtn péAn evBappdvovion emiong va Katapticovv €0vikd oyxfda dpaong pe emikevrpo Tnv
Kupepvoac@dlrera otov Topéa TG vysiag. Ta oyédo avtd Ba meptypdpovv Tovg 101K0VG KIvOHVOLG
KLPEPVOUGPALELNG TTOV OVTILETOTILOVY TO GUGTHLLOTO VYEIOVOUIKNG TEPIBOAYNG Ko TG 0VIKES OpAGELS
OV OVOAOUPAVOVTOL Yo TNV OVILETOTICY] TOVS, SCPOAMIOVTOG TOPAAANAQ TNV OMOTEAEGUOTIKN
YPNON TOV TOPOV KOl TOV TPUKTIKOV o€ vpondikd eninedo. To Kévipo Ynootpiéng tov ENISA
umopel vo. GUVOPALEL GTI SOUOPEMCT] CVTOV TV GYEdi®V, Aapufdvovtag VTOYTN To 1O1 VEIGTAUEVA
ebvikd oyédia kot cvvtovifovtog Tig mpoondbelec TPOKEWEVOL Vo o PaAoTel OTL 01 TOPOL Kot Ot
OTPOTNYIKES TOV EMUEPOVS KPATDOV HEADY OAANAOGLUTAN POVOVTOL.

“ https://www.counter-ransomware.org/.
46 https://usun.usmission.gov/joint-statement-on-ransomware-attacks-against-healthcare-facilities/.
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‘Eva axépa Bactkd onueio eotioong yia o kpdatn péAN eivat n 01€KOAVVGT TNG KOTOVOUNG TOV TOPMV
HETOED TOV TTapOY®V LYEWOVOMKNG TepiBaiyng, n omoio Bo pumopovoe va emtevydel pécm Kowvig
npopun0£10g 1] CVYKEVTPOONS TOPMV G £0VIKO, TEPLPEPELOKO 1 OKOL KO O EVPOTAiKO emimedo. H
TPOGEYYIoN OoVTH B HEWMOEL TNV OIKOVOUIKN EMPAPVVON TOV EMUEPOVS OVTOTNTMV, CVEAVOVTOS
TOPAAANAQ TN SLOTPOLYLLOTEVTIKY] TOVG 10XV LLE TOVG TAPOYOLS VITNPESLOY KVPBEPVOUTPAAELNG.

Mo mapadetypa, 6To mAaicto Tov yodkod mpoypdppatoc CaREY éyel Osomiotel oeipd pétpov ce e0vikd
KO TEPLPEPELOKD EMITESO Y10 TNV OVTIUETOTION TWV TPOKANGE®Y OGOV APOPE TOLG TOPOLG: HECWH EVOG
KLBEPVOKATOAOYOV TOPEXETOL EMIOCKONNOY TOV AVCEMV KOl TOV TOKETMV GTOV KLPEPVOYDPO TOL
dwtifevtal ota voocokopegio pHéow Tov €BViKOD opyavicHoy KLPBEPVOUCPIAEING, TOV OPYOVIGLOD
YMOEIKNG VYEIOG, TOV TEPLPEPELNKDOV OPYAVICU®Y, TOV EOVIKOV 0pyavicudv mpoundeidv, kabmg kot
EUTOPIKAOV AVGE®V. AVTO CLUTANPOVETAL OO TPOGHETN XPNUATOSOTNOT Y10 TOVG TEPLPEPELOKOVS
OPYOVIGHOVS MGTE VO, TPOGPEPOVY KOVOVG TOPOVC.

Ta xpdtn péAn Ba mpémel emiong vo OVTILETOMIGOLV TO OVETOPKY EMIMESN EMEVOVGEWV GTNV
KuPBepvoacpdrela otov Topen TG vyeioc. I va eEacpalotel enapkng xpnpotoddton, Bo mpénel va
kafopicovv pun  OEOHEVTIKOVS OEIKTES OVUPOPAS KOl VO  TOPAKOAOVOOVY TOVg OTOYOVG
YPNUOTOOOTNGNS TOV UTOGKOTOVV ELOIKA 6TV KVPEPVOGPaAELD, dlacPalilovTag TapdAinia OTL Ot
ev MOy emevovoelg oev vmovougbovv T Pacikn wepiBoiyn tov acbevav. Ot gv Adym o1d)0L
YPNUATOSOTNONG ol TPETEL EMIOTG VAL ATOGKOTOVY GTNV EVEOUAT®ON (NTNUATOV 0GPAAELNG GE OAES TIG
YMeLokég emevovoelg otov topéa. Ta kpdtn HEAN UTOPOVV VO, AVTOAAGGGOVY BEATIOTEG TPAKTIKEG KOl
GUUPOVAEC GYETIKG LE TOVG GTOYOVE AVTOVS HEGH TAATPOPUAY OTtG To dikTvo eHealth®®,

5. Xvuvepyaoio ONpocLov Kol IOIOTIKOD TOpE

H ocvvepyosio onpociov kot 101oTikov Topéa Kot 1 dtaodAcvon pe Tapoyovs VYEWOVOIKNG Tepifaiymg,
dAlec ovtomnteg TOL TOMED TNG Vyelog, KAODG KOl HE GYETIKOVG TAPAYOVTEG TOL KAAOOL TNG
KLPBEPVOAGPALELNG EXEL OVGLOCTIKY CNUAGIO Yol TV EMTVYY VAOTOINoT ToL GYediov dpdong. T va
TPOPOSOTNOEL TEPAUTEP® TO £pYo TOL Kévipov YmootpiEng, n Emrponiy, pe v vrootipi&n tov
ENISA, 00 ocvotiogl ko] copPovienTiki) €atpom) Yo TV KVPEPvoac@aieta 6Tov TOpEa TG
VYElOG e LYNAODU EMITEOOV EKTPOGMOTOVS KOl TV dVO TOUEMV, dNANOY| TNG VYEWOVOUIKNG TepiBaiymg
Kot g KuPepvoacedietnc, m omoion Bo pmopel va ovpPfovievel v Emitponn xor to Kévipo
YTootpiENg OYETIKA LE AMOTEAECUATIKEG OPACELS KO VoL cLINTAE TNV TEPATEP® AVATTVEN SVUTPAEEDV
ONUOGIoL KoL WITIKOY Topén otov Topéa avtov. H emtponn Ba cvotabel pe Paon T velothpeveg
TPOCTAOEIES Y10 CUUTPAEELG ONUOGIOL KOl WOLOTIKOV TOUEN, GUUTEPIAUBOVOUEVOL TOL EVPOTATKOV
ISAC otov Topéa ¢ vyeiog.

47 Todhkog Opyoviopog Pnoetoxhg Yysiag: Cybersécurité acceleration et Résilience des Etablissements (CaRE). Atatifeto
ot dtevbuvon https://esante.gouv.fr/strategie-nationale/cybersecurite.

% To diktvo eHealth eivau éva e0elovticd SikTvo TOV APUOSIOV Yl0. THY NAEKTPOVIKT] VYEIN £OVIKAOV apydV oV opilovv Ta
Kpatn AN kou éxel Beomotel Paoel tov apBpov 14 g odnyiag 2011/24/EE.
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EmmAéov, n Emitponn 0o mpoxmpviel mpoéokinen yio opdon ToV ETAPELDV, TOV 1OPLUATOV, TOV
EKTIOOEVTIKMV POPEWV KL TV EVOLUPEPOUEVOV HEPDV TOV KAAOOV GTOV TOUEN TNG KLVPEPVOUTPAAELNG,
MD6TE Vo AVOAGBOVY OPACELS Y10, TNV CVTIUETAOMTION TOV TPOKANGEMV 6TOV TOUEN TNG VYEiag. Me
Baon v meipa g Axadonpiog Aelot)tov KuPBepvoaspdietog, ot 0ecuedoelc avtég Bo pmopovoay va
aQOPOVV, Yo TOPAOELY O, OEGUEVCELS 6TO TTAaic1o TG Akaonuiog As&tomtov KuPepvoaspdretog yio
TN GLUTEPIANYN TNG TAPOYNG LOONUATOV KOTAPTIONG KOt DVAIKOD UE EUPOCT GTOV TOUEN TNG VYELNG Yo
TOVG EMAYYEALOTIEC 6TOV Topéa TN KuPepvoacpdretoc®®. Alleg deopedoslc Ho umopodoav emiong vo
aopohV dpacTnPLOTNTEG gvatcinTomoinong M TV wapoy OoyEPLOUEVOV VINPESLDY OCPAAELNS GE
WOUTEPOS EVAAMTEG OVTOTNTES, dMPEAV N HE UELOUEVO KOGTOG, TPOKELUEVOL va. avéndel 1 eTodTNTA
TOVG Kol 1 OvOEKTIKOTNTA TOvg oTov Topéd TG KuPepvoacpdlrelag. EmmAéov, ou deopevoelg Oa
UTOPOLGOV VO GUVICTOVTIOL GTNV OVTOAAXYT TANPOQOPLOV CYETIKA [E KuPepvoameldég pe 1o Kévrpo
Yrootpiéng tov ENISA. To Kévipo YrmootpiEng Oa mpémet va tnpel emokdnnon TV SEGUEVCEMY TOV
avoAN@ONKav 6To TAAICL0 TNG TPOSKANGNG Yo AvAANY™ dpdomng, e 6TdYO T S10GQAAIoT] THG GLVOYNG
KO TNG GUUTANPOUOTIKOTNTAS TOVC.

6. Amotpom) mapayoévTOV KVBEPVOUTEILOV

Ot ecmtepikéc ko eEmtepikég moltikég g EE yuo v xuPepvoacodietn Ba mpémetl va otnpilovv tov
OTOYO TNG OGMOTPOTNG TOV TOPAYOVI®OV KLPEPVOATEIL®Y OO TNV TPAYUOTOTOINoT EMOECE®V GTA
EVPOTOIKG CLOTAWATO VYEWOVOUIKNG Tepifaiyne. Ot kuPepvoemBEécel; KTl TOV OPYOVICU®MV
VYEOVOKNG TtEPiBayng amotelobv 1Waitepa amapddekto €160¢ KakOBOLVANG dPASTNPLOTNTOS GTOV
KLPBEPVOYMDPO, JEGOUEVIC TNG IKAVOTNTAG TOVS VO OMEIMCOVV TNV ACQAAED TOV aclevdv Kol TIg
avBpomveg (wég. Qg ek tovtov, Oa pémel va ypnoonmomBel n TAPNS SOVOUN TOV OTOTPETTIKMOV
wavotntev ¢ EE otov topéa ¢ xuPepvoacedietog Kot tng EXBOANG TOL VOLOL Y10 VO VTTOVOUEDGEL
TO GUVOAIKO ETLYEPNHOTIKO LOVTEAO TMOV TOPAYOVTOV ATEIAG TOL BALOVY GTO GTOYOGTPO TOV TOUED TG
vyelag Kot va Tovg oTePNoEL ToL DKOAN KEPON. AvTtd Ba mepriapPdvel v TpomOnon dlGLVOPLUKDOV
EPELVOV PHEGM TNG EVIGYVUEVIG OVTOAAAYNG OEIKTOV TTopafioong Kot GAA®V GYETIKOV 0E00UEVOV, KAOMG
Kol TNV avENUEVN €0TiocT 68 6TOXOVS LYNANG a&lag kol o€ PAciKovg Tapayovieg SIEVKOAVVONG TOV
eYKMUOTOS, OmmG ot ampoomélacteg vanpecieg erhofeviag (bulletproof hosting) 1 ot vanpeoieg
AVAUEIENG KPVTTOVOLUGUATMV.

H gpyoierodnkn yio ™ dumrhopatio otov KuBepvoyd@po mpoceipet Eva TAaicto yio TNy TpdAnym, v
QITOTPOTN KoL TNV avTIHETOTIoN KuPepvoembécemy katd g EE, Tov kpatdv pehdv Kot Tov €Toipmv.
H Yram Exnpdéconog Oa cuveyicel va ypnoiponolel To veiotdpuevo TAaiclo KuBepvoKupmce®Y yio TV
OVTILETOTION ATEIADV TOL BALOVV GTO GTOYOGTPO TA GLGTHUATA VYEIOC.

H Moyodocio Tmv eyKANUOTIOV Yo TIC EVEPYELEG TOVS AMOTEAEL CNUAVTIKO OMOTPENTIKO TOPAyovTa. €2G
€K TOVTOV, TOL KPATN AN Ba mpémet va dStoc@aAiicovy 6t 1) eMPOAT] TOV VOLOL EVOOUOTOVETAL TANPWOGS
ot okelo eBvikd oyxéola dpdong. Ewdikotepa, Ba mpémel va a&lomomaoovy TANpwS T1g dotdEels g

49 Cyber Skills Academy: Get Involved | Digital Skills and Jobs Platform (Axadnuio AsEottov KvBepvoasodietoc:
Evepyomombeite | [TAat@dpua yneokav de€ottmy Kot OEcemv epyaoiag).
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odnylog Yo TIC emOEGEC KOTE GLGTUATOY TANPoPoPdVY Ko g TopPoong e Bovdanéotg Tov

Svppoviiov g Evpdnng yia 1o éykinua otov KuPEPVOYmPO e GKOTO TNV ATOTPONY| EMOECEMY, TNV
TPOGAYMYT TOV EYKANUOTIOV 0TI OIKOOGVVI Kot TV €EA4pHpmon eYKANUOTIKOV DTOSOU®DV TOL EDVOOHV
11 emBéoerc®™. H emroync epoppoyn avtdv v epyalsinv 0o mpénst va Stoc@olilet 6Tt ot eyKANUOTIKEG
Kol KakOPOVAEG EVEPYELEG KT TNG VYEIOVOUIKNG TTEPIBaAYNC TIL®POHVTOL.

7. Yhomoinon kot wapakorovOnon Tov oyediov dpaong

Xe oAOKANPO TO OY€d0 dpdiong, mpoPAémovror opiopéva kabnkovio yu T onuovpyio Kévipov
YmoompiEng oto mhaicto tov ENISA. Me tov tpdmo avtdv d1ac@oaMieTon 1 OMOTIKY] KO GUVEKTIKN
vAomoinomn Tov oyediov Opdong, VM TAPAAANAC OTOPEVYETOL 1) ONUIOLPYIO. VE®V OVIOTHT®V 7OV
0oMnyovv og mbavég aAnAemikaAdyels Kot yevika £€oda. H Emtponn mpotiBeton va eEacpaiicel Tovg
KatdAiniovg Topovg yia to Kévipo Yroompiéng.

Mog 1e0el oe Aettovpyia T0 Kévrpo YmootpiEng, o ENISA, og dwafovrevon pe v Emtponn, Oa
TPEMEL VO, TOPEYEL TAKTIKO EMKOPOTOMGELS TOV £pYactdV Tov Kévipov Ymoot)piEng 6to d1otkntikd
ovppodio tov ENISA, kabdg kol oTo 6YETIKG SIKTVA TOV KPOTOV UEADYV, Kol EIIKOTEPO GTNV OUAdQ
ovvepyaciog NIS, oto diktvo CSIRT, oto diktvo eHealth ki, katd mepintmon, 6to cupPfodilo Tov
EVPOTATKOV YOPOL dedopévav Yo TNV vyeia. EmmAéov, o ENISA Oo mpénel va aviaAldcoel cuveydg
TANPOQOPieg He TN GUUPOVAEVTIKY EMTPOTN YL THV KLPEPVOAGPAAELD GTOV TOUEN TNG VYELOS TOV
ONUOGIOL KOt TOL WIMTIKOD TOUEN GYETIKA e TNV VAOTOINGON T®V dpAceE®mV TOL TaPEYOVTOL Omd TO
Kévtpo Yroompi&ng.

Ortaktikég ekBéoeig tov ENISA, 0mme 1 éxBeon oyetikd pe v Katdotaon e KuPepvoacpdieiag otnv
‘Evoon, 1 omola mapéyel uyKeVTpOTIKY AS10A0YNOT TOL ETUTEGOV MPIUATNTOS TOV IKAVOTHTOV KOl TWV
Topwv KuPepvoacpdielag oe oAokANp ™V EE, peta&d dAdwv otov topéa g vyeiog, Oa mpénetl va
YPNOLEVOVY MG €VKAIPieg YL TN ONUOscievon oyetkdv dedouévav, vmootpiloviag v
TapaKoAovOnon tov oyediov dpdonc. EmmAéov, o evosiakdg deiktng kuPepvoacpdistag Tov ENISA®?
pUmopel va Topéyxel TOGOTIKA Kot TOOTIKA dEO0UEVA, TA OTTOI0L XPNGIUEVOVY ¢ PACT TEKUNPIOONS Y10
™V a&loAdynon g KPIGIUOTNTOS KO TOV EMTEOOV MPYLOTNTOG TOV TOUEN TNG VYELNG.

8. Enoépevo priporta

50 Odnyia 2013/40/EE tov Evponaikod KowvopovAiov kot tov ZvpBoviiov, g 12n¢ Avyovotov 2013, yia Tig emibéoelg
KOTG GCLGTNHATOV TANPOPOPLOV KOl TNV OVTIKATAGTACT) TG andpaong-tAaisiov 2005/222/AEY tov Xvpfoviiov:
https://eur-lex.europa.eu/eli/dir/2013/40/0j/ell.

51 ZHppoon yio to yrinuo otov kuBepvoympo (Zdupaon g Bovdanéotng, ETS apif. 185) kot o tpeTOKOARE THG:
https://www.coe.int/en/web/cybercrime/the-budapest-convention.

2 ENISA, EU Cybersecurity Index, Framework and Methodological Note (Evaoctakég deiktng, mhaicio kot pefodoroyikd
onueiopa kuPepvoacedietog) (2024). AwrtiBeton ot dievBvvon https://www.enisa.europa.eu/sites/default/files/2024-
12/eu_csi_methodological note v1-0.pdf.
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H moapodoa avokoivworn opiler éva @lodo&o Bepoatordylo yia €vav Topéo vyelog pe peyohdtepn
KuPBepvoacpdretnr oty EE. Me tv mpotewvopevn avamtvuén tov Kévipov YmootipiEng g
KvBepvoaocpdrelog yio To VOGOKOUELD Kol TOVES TapOYOVS VYEIOVOUIKNG TTEPiBaAyng GTOV TLPTVA TOV
ENISA, 10 6%£610 dpdong kabopilet pia mopeia yio T ONUIOLPYIl GUVEKTIKNG KO KOWVNG EVPOTOTKNG
TPOGEYYIONG Y10 TNV AVIILETOTION TNG TPOKANOTG TNG KVPEPVOUTPAAELNG GTOV EV AOY® TOUEQ.

H moapovoa avaxoivoon Oa mpénet va avipuetomotel og onueio exkivnong g odtkaciog yio T
Bedtioon ™¢ KuPepVOaGPAAEING GTOV TOUEN TNG VYEIOVOUIKNG TepiBaiyng. Qg ek TovTov, 1 €yKpion
oV oyediov dpdomng Ba cuvodevtel amd TV Evapén S1EE0KAOV JBOVAEVCEWV LE TO EVOLOPEPOLEVOL
HEPT KOl TN GLUVEYLOT] TG AVTOALOYNG OTOYEMV LLE TOL KPATN HEAN KO TO GYETIKEG O1KTLA Y10l T GLAAOYN
mAnpogopldv. Me Bdon ta amoteAécpato tov dafovicdoemy, 1 Exttpony| mpotifeton va vroPdiet
GLOTAGELS TO TETOPTO TPiUNVo Tov 2025 Yoo v mepautépm PeAtimon Tov 6yediov dpdaong.

H Emuponn xoiel ta kpdtn péAN kot OAo to evOLpepOUEVO LEPT VO GUVEPYAGTOVV Y0 TNV EMITEVEN
TOV PLAOS0EWV GTOY®OV TOL GYEdiOV dpAoNC.
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H Emtpon:

VYELOVOPIKNG TTEPTOaAYN G

Kévipo YmootipiEng s Kupepvoacedierog tov ENISA Yo To vocokopgia Kor T0VG TAPOYOVS

Eéaopdion kotddiniov mopov yuoo to Kévrpo
YrootpiEng g Kvpepvoaospdaietog

Yvvepyooio pe to ECCC ywo t OSpopordynon
TAOTIKOV £PY®V LE OKOTO TNV avATTLEN PEATIOTOV
TPOKTIKAOV Y10 TNV KVPEPVODYIEWVT KoL TNV EKTIUNGON
KIVOUV®V Y10 TNV 0CQAAELN KOL TNV OVTILETOTION TNG
avaykng GLVEYOVG TapoKoAoVONoNg ™mg
KUPBEPVOUGPAAELONG, TNG GLAAOYNG TANPOPOPIDV Y10l
OTENEG KOl TNG OVIHETMTIONG TEPICTAUTIKAOV UE TN
YPAON TPONYUEVOV ADGEDV KLPEPVOUGOALELNG, Yl
v ovamtuén Tov  KOTAAOYOL  VANPECIOV  TOV
Evponaikon Kévtpov YrootpiEng ™mg
KvBepvoacpdielog

2025

[poinyn TePLOTUTIKAOV KVPEPVOUGPALELNG

Ye dafovievon pe v opddo cvvepyasiog NIS, to
EU-CyCLONe ot tov ENISA, digpedvnon tov
TPOGOOPICUOL TNG VYElOG ®G TOpE Yo TOV OTOio
umopel vo mopacyedel oPiEn Y GLVTOVIGUEVEG
SOKIUEG ETOWOTNTOG GTO TAAICL0 TNG TTPAENS Yo TNV
aAAnieyydn otov KuPepvoydpo

1o Tpiunvo tov 2025

Tayeio avTiopacn Kol avaKapy)

Amd xowvo¥ pe tov ENISA, dtacpdiion 6t epedpeia
m¢ EE otov topéo g kuPepvoac@Aarelog
neprlapPavel vanpecio tayeiog avtidpaong 0K yio
ToV TopéN TNG LYEing

40 tpipnvo tov 2025

Yuvepyaoia 0NIocLlov KOl IOIMTIKOD TOPEN

Me v vrootpién tov ENISA, ovotoon kowng
GLUPOVAEVTIKNG EMTPOTNG YO TV KLPEPVOAUCPAAELD
GTOV TOHEN TNG VYELOG

1o tpiunvo tov 2025

[Ipoknpvén TPOGKANGNC Yo OPAcT] TOV ETULPEIDV,
TOV WPLHATOV, TOV EKTAOEVTIKOV (POPEMV KOl TOV
EVOLLPEPOLEVDV LEPDOV TOL KAGOOV GTOV TOMED TNG
KUPBEPVOUGOALELONG, DGTE VO OVOAAPOVY OPAGELS Y10,

20 tpipnvo tov 2025
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TNV OVIWETOTIOY] TOV TPOKANGE®V GTOV TOUEN TNG
vyeiog

AToTponn TapayOVTOV KUBEPVOUTELADV

Ao kowov pe v Yratn Exapdcwno, digpevvnon
™G XPNONG TNG EPYAAELOONKNG Vi TN SuTA®poTiol GTOV
KuPepvoy®po pe okomd TNV WPOAMYM, TNV
amofdppLVGT, TNV OTOTPOT| KOL TNV OVIYETOTION
KAKOBOLA®Y OpOCTNPLOTHTOV KOTE TOV CLGTNUAT®OV
vyeiog

2025

[Mpombnon g O1ebvodg ocuvvepyooiog katd TV
TOPOYOVTIOV AVTPIGUIKOD, 10i0¢ 6T0 TAGIGI0 NG
o1eBvoic mpwToPovAiag Yot TNV KATATOAEUNGT TOV
AvTplopkoy, o€ ovvepyooio pe v Ymat
Exnpdowmno

2025-2026

Enwdinén ovvepyasiog oto mhaicio g opddag
epyooiag g G7 yio v KuPEPVOUCOALELD., LE CKOTO
Vv gvioyvon g KuPEPVOUGPAAELNS TOV TOUEN TNG
vyeiog

2025-2026

Enépevo frjpoata

‘Evopén  de€odikdv
EVOLLPEPOLEVA LEPT

dwPovAievcemy  pe T

1o tpipumvo tov 2025

‘Exdoon ocvotdcewv Yo meportépm Peitioon Tov
oyediov dpdong

40 tpiunvo tov 2025

ENISA:

vyelovopKkng wePidaiyng

Evoocwké Kévipo Ymoomipiing tmg KuPepvoaopdrerog yio Ta VOGOKOMEiD KOl TOVS TAPOYOVS

‘Evapén epyaciov yio ™ onuovpyio Evpomoicon
Kévtpov Ymootnpi&ng g KuPepvoacspdieiog yio ta
VOGOKOUEIDL Kot  TOLG  TOPOYOVS  VYELOVOUIKNG
nepiBoiymg

20 tpipnvo tov 2025

Katdption oAokANpoUEVOL KOTOAGYOL VLINPECLOV
nov Ba mapéyetanr and 10 Kévipo Ymootnpigng g
KvBepvoacopdielog

Amo 1o 40 tpiunvo tov 2025

[péinyn meproTATIKOV KOBEPVOUGPAALELNG

"Exdoon katevfuviipiov ypopumy yio Ty avaoeién
TOV TAEOV KPICIU®V TPOKTIKOV KLBEPVOUTOAAELOG

30 tpiunvo tov 2025
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Kot oTNPEN TV TOpdX®OV VYEWOVOUIKNG TtepiBaiymg
KOTA TNV EQOPLOYT| TOVG

e otevn ovvepyaoio pe v Emtponn ko ta kpdn
WEAN, avamToén gpyoreiov KOVOVIGTIKNG
xapToypaenong

1o piunvo tov 2025

Avantuén TAaieiov yio Tig aEL0A0YNGELS TOV ETUTESOV
OPUOTNTOG GTOV TOUEN TNE KUPEPVOUCPULELNG EIOIKE
Y0 TNV VYEIOVOLUKT TEPiBoiym

30 tpiunvo tov 2025

Aevépyeln  etnolag  aloddynong Tov  emmédov
OPUOTNTAG GTOV TOUEN TNG KVUPEPVOAGPAAELNG Yo
™V vyeia

2025-2026

Yvvepyooio pe To KpATN MHEAN Kol TIC opyég
TEPLPEPEIOKDOV  TPOYPOUUATOV Yo TN Onpovpyia
TPOTLVRLOV TPOYPOUUATOV KOVTOVU®DV
KuPepvoacpAielog

2025-2026

Katdption véwv katevbovtipuov ypoppmv yuo Tig
onpocieg ouppdocelg GOV TOpEN mg
KUPePVORGEUAEING TV  VOCOKOMEI®V Kol TV
TOPOYMV VYELOVOUIKNG TepiBoiyng

30 tpiunvo tov 2025

Anpovpyio evog gvpomaikov dwtoov CISO otov
TOUEN TNG VYELOG

1o tpipumvo tov 2026

Yyedlooudg Kol Tpominon evotHTeV Kot pabnudtoy
KOTAPTIONG YO TOVG EMOYYEAUOTIEG TOV TOMED TG
vyeiog

1o tpiunvo tov 2026

Evponaikés iKavoTnTES aviyvevong KOBEPVOUTEILOV KATE TOV TOPEN TG VYELNG

Anuovpyio.  €VPOTOIKOD  KATAAOYOL — YVOGTOV
EKUETOALEVCIU®Y €VTOOEIDY VIO 10TPOTEYVOLOYIKA
TPOTOVTA, GLGTHUOTO NAEKTPOVIKOV UNTPO®V VYELOG
Kot opoyovg e€omhopon kot Aoyiouikov TIIE otov
Topén NG vyelag

40 tpipnvo tov 2025

OEOTION TAVEVPOTATKNG GUVOPOUNTIKNAG VANPECIOG
€yKapng TPoEBOToinoNg Yo ToV Topéd TG LYElog

Amd 10 2026

YmoompiEn tov evpwmaikod ISAC otov topéa g
vyelag pe epyareio Kol avTaAAay] TANPOPOPLDY

2025-2026

Tayeio avtiopaon Kol avaxepyn

Amd xowo0 pe v Empomn, dwoediion o1t M
epeopeia. g EE otov topéa e xuPepvoacedisiog

40 tpipnvo tov 2025
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nepthapPavel vanpecio tayeiog avtidpacng K yio
TOV ToUéN TNG LYEing

Ye ovvepyacio pe 1o odiktvo CSIRT, koatdption
eyyepdiov Yo mv OVTLLETMTION
KuPepvomepoTaTIKGV Ta 0moia £ival TPOGapPHOGUEVQL
GTNV VYELOVOLUKT TEPiBaiym

30 tpiunvo tov 2025

Atevkolovor, g evpeiog  defayoyng  eBvikov
OCKNCEDV KLPEPVOUCOAAEING YL TN OOKIU TOV
eyxepwiov kol v evioyuon TV TPOTOKOAA®V
OVTULETMTIONG TEPLGTATIKMDV

Amo 1o 40 tpiunvo 2025

[Mopoyn ouvopouNnTIKNG VANPECING  OVAKTNOTG
ADTPIGULKOD

Amo 1o 2026

Amd xowol pe v Evpomdd, mpoodiopiopdc twov
oLVNOECTEP®V GTELEXDV ADTPIGLUKOD TTOV GTOYXEVOVV
OPYOAVIGLOVG VYEIOVOULKNG TTepifaiyng Kol ETEKTOOT
tov amofetnpiov epyorel®v  ATOKPLTTOYPAPNONG
péom tov £pyov No More Ransom.

40 tpiunvo tov 2025

Amd kowvov pe v Evpondd, avantoén npocfioipwny
odnyumv ov Ba fonBovv Tovg TEPHYOLG VYELOVOUIKNG
mePiBolymc vo amoedyouy TV IANpou) ADTpmV

30 Tpiunvo tov 2025

EOvikég opdosig

[Mopoyn Ponbelog ota kKpdTn WEAN Yo TNV avamTLuén
eOVIKDV GYediV dpaong

2025

Yuviovioudg TV TPooTafEdV  TPOKEWEVOL  Val
e€oopoMoTel OTL OL TOPOL KOl Ol GTPUTNYIKEG TMV
EMUEPOVS KPOTMV LEADV OAANAOGUUTAT pDVOVTOL

2025-2026

Y\lomoinon kol wapokorovdnen Tov cyediov dpaong

Ye dwPovrevon pe v Emtponn, mapoyn toxtikav | 2025-2026
EMIKOIPOTOMGE®Y TV gpyacid®v Ttov  Kévtpov
Yroompiéng ™m¢g KvPepvooopdielog ota oyeTika

dikTLO TOV KPATOV UEADY

Yuveyng avtailoyn andyewnv pe T cvpfovievtiky | 2025-2026

EMUTPOTN Y10 TNV KLUPEPVOUGPAAELD GTOV TOUEN TNG
vyeiog

Kpatn péin:

Evponaikéc ikavotnTeg aviyvevong Kufepvoamell@v Katd 10V TOpEN TG VYEiag

27



Kowomoinon ovOQOPMOY  TEPIOTATIKOV  amd
vocoKopeio Kol mapodyovs VYEWOVOKNG mepiBaiymg
010 mhaioto g odnyiag NIS2 oto Evponaixd Kévtpo
YrootpiEng g KvPepvoaspdaietog

Amo 1o 40 tpiunvo 2025

EvBappovon g avdntuéng ebvikov ISAC i v
vyeia

2025-2026

[Ipéinyn teproTaTik@V KVPepvoacaierag

Y10 mhaioto g opadog cvvepyaciog NIS, dievépyeia
GUVTOVIGUEVTG EKTIUNONG KIVOOVOV Y10 TNV AGPAAELD,
a&l0AOYOVTOG TOGO TOVG TEYVIKOLG OGO KOl TOVG
OTPATNYIKOVG KIvOOVOUG Tov oyetilovtal HE TIC
0AVGI06EC EQOSIAGLOD LOTPOTEYVOLOYIKDV TPOIOVIMV

4o tpipnvo tov 2025

Tayeio avTiopacn KoL avaKapy)

Ate€aymyn eBvik@v aoknoemv KuBepvoacedielog yio
TN OOKIUN TOV EYXEPWIOV Kol TNV EVIGYLON TOV
TPOTOKOAADV OVTIUETDOTIONG TEPLOTATIKDV

Amo 1o 2026

EOvikég opaoerg

Oplopog  eBvikdv  kévipov  vrooTAPIENG NG
KUBEPVOUGOALELNG YIOL TO. VOGOKOWEIDL KoL TOVG
TOPOYOVG VYELOVOUIKNG TEPTIOoAYMC

20 tpipnvo tov 2025

Awpopemon ebvikdv oyediov dpdong pe enikevtpo
TNV KUPEPVOUCPALELD GTOV TOUEN TNG VYELNG

40 tpipnvo tov 2025

Atgvkdlovorn TG KaTavoung mopov Uetad Tov
TOPOYMV VYELOVOUIKNG TepiBaiyng

2025-2026

KaBopiopdg pn decUeLTIKOV EIKTAOV avapopis Kot
TOPOKOAOVONGT TV CTOY®V YPNUATOSOTNGNG TOV
0TOGKOTOVV 101K, 6TV KLPEPVOUGPAAELDL

40 tpipnvo tov 2025

Altmpo  mPOg TOLG  OPYOVIGUOUG  VYELOVOUIKYG
mepiBolymg Kot GAAES OVTOTNTEC TOV VITOKEWVTOL GTNV
odnyio NIS2 va avagépovv tic Tpobécelc Tovg va
TANPOVOLY AVTPU

40 tpipnvo tov 2025
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