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* Pernament 3a msmbiHenne (EC) 2020/1124 na CoBera ot 30 ronm 2020 rogmua 3a NpuiaraHe Ha
Pernament (EC) 2016/1686 3a HanaraHe Ha MOILIIHUTE/THU OTPAHUYNTETHU MEPKH, HACOUEHU Cpely
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* Pernament 3a usmbiHenne (EC) 2020/1125 Ha CbBera or 30 ronmm 2020 ronmua 3a mpuilaraHe Ha
Pernament (EC) 2019/796 OTHOCHO OrpaHMUMTEeNHM MePKM Cpelly KuGepaTaku, 3acTpaliaBaLiy
CDbI03a MITH HETOBUTE IBPIKABY MITEHKM . ..........ooooiiiiiiiiiiiiiiiiiiiiiiii

PELIEHWA

* Pemenne (OBIIIC) 2020/1126 na Cneera or 30 romu 2020 rommuHa 3a u3MeHeHue Ha Pemenue
(OBIIIIC) 2016/1693 oTHOCHO orpanmumTenHuTe Mepku cpeity MOVIT (Hamm) u An-Kaitma u npyru
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* Pemenue (OBIIIC) 2020/1127 na CoBera or 30 ronmu 2020 ronuHa 3a u3MeHenue Ha Pemenne
(OBIIIIC) 2019/797 OTHOCHO OrpaHMYMTEHM MepKM cpelny Kubeparaku, 3acTpaimaBaiy Cbro3a uim
HETOBUTE IBPIKABY MITCHKII . .......ooituniiiiin ettt e ettt e et ettt ettt e e et e e e e e et eeeeaes

10

3arnaBusTa Ha BCMUKM OCTaHANIM aKTOBE Ce OTMEeYaTBaT C noiyuep H.Ipl/l(l)T W €€ TPENIIECTBAT OT 3BE3[MUKA.

AKTOBeTE, UMUTO 3aINIaBusl Ce OTIEYaTBAT ChC CBETHII LLlpI/[(l)T, Ca aKTOBE IO TEKYILO YIPABICHME HA CEIICKOCTOMAHCKATa IOJIUTMKA M MIMAT KPaTbK
CpOK Ha TeCTBIE.
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II

(He3aronodamennu armose)

PEITIAMEHTU

PE[TIAMEHT 3A V3ITB/THEHME (EC) 2020/1124 HA CbBETA
ot 30 romu 2020 romuHa

3a npwiarane Ha Permamenr (EC) 2016/1686 3a HamaraHe Ha TOIBIHMTENHM OTPaHMUNTETHN MEPKM,
Hacouenn cpemry VIOWI (Hamm) v An-Kaitna u pusmuecku M 10puaMuecKu Jnua, o0pasyBaHus WIn
OpraHu, CBbp3aHy € TAX
CHBETBHT HA EBPOIENCKUS ChIO3,

Karo B3¢ npensuy [lorosopa 3a $yHKIMOHMpPaHeTo Ha EBpomnerickist chio3,

xaro B3e npexsun Pernament (EC) 2016/1686 Ha Cosera or 20 cenrempy 2016 1. 32 Hanarase Ha JOIBIIHUTEIIHM OTPAHUYNTEITHY
Mepku, Hacouenn cpetty VINIT (Mawum) u An-Kaitna u ¢uamueckyt M FOPUIMUECKY JTMLA, 0OpasyBaHUs WM OPTaHY, CBbP3aHMU C
ax ('), ¥ mo-crenyanHo uieH 4, maparpad 1 or Hero,

KaTo B3e MpEIBUI MPEIOXKEHNETO Ha BHPXOBHMS TpecTaButen Ha Chr03a 10 BHIPOCHTE HA BHHIUHMTE PabOTH M MOMMTHKATA Ha
CUTYPHOCT,

KaTo MMa IpefBILy, ye:
(1)  Ha 20 cerrrempn 2016 1. CpBersT npue Permament (EC) 2016/1686.

(2)  Cormen Ha mpoIHIKABALIATA 3a1U1axa, KosTo npencrapnssat VINIT (Hamm) u An-Kaitna u duamdeckute u 10puamdeckuTe
nuua, o6pa3yBaHMATa ¥ OpraHuMTE, CBBP3AHM C TSX, COHO JMUe CrefBa ga Obme H0OaBEHO KbM CIMCBKA ¢ Qu3MuecKy u
IOPUIIMYECKN JIMLa, 00pa3yBaHuUst WM OPraHu, ChIbpaKall ce B mpunoxerue I koM Pernament (EC) 2016/1686.

(3)  Topamu Tosa Pernamenrt (EC) 2016/1686 crersa na Oblie CbOTBETHO M3MEHEH,

[TPUE HACTOALLNA PEITIAMEHT:

Unen 1

Ipuoxerne I kbm Permament (EC) 2016/1686 ce u3MeHs, KakTO € IOCOYEHO B PUIOKEHNMETO KbM HACTOSLIMS PETTIAMEHT.

Ynen 2

Hacrosiuyst pernameHT BIIv3a B CIJIa B [IeHs Ha nmyOmukysareto My B O¢uyuanet secmnur Ha Egponeiicrus cato3.

() OBL255,21.9.2016 ., cp. 1.
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Hacrostmmsr PEITIaMenT € 3aIbJIZKUTEIIEH B CBOATA LSAJIOCT M CE Npuiiara MpAKO BbB BCMYKM ObpKaBy
YJICHKN.

Cpcraseno B bprokcen Ha 30 1o 2020 ronmHa.

3a Cegema
Ipedcedamen
M. ROTH
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I1PMTTIOKEHUE
B criebka B pmitoxkenie [ kbM Pernament (EC) 2016/1686 ce mobasst CrieAHOTO BIINMCBAHE:

,6. Bryan D’ANCONA; nata Ha paxmane: 26 sHyapu 1997 r.; mscro Ha paxmane: Huua (Qpanums); rpaxmanctso: gpeHcko.”
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PE[TTAMEHT 3A M3IIB/THEHME (EC) 2020/1125 HA CbBETA
ot 30 romu 2020 romuua

3a mpunarase Ha Permament (EC) 2019/796 OTHOCHO oOrpaHMumMTeNIHM MepKM cpemty Kubepatakm,
3acTpamasamy Cbro3a MM HErOBMTE TbPKABY WIEHKM

CBBETHT HA EBPOIEMCKUS ChIO3,
Karo B3¢ mpensuy [lorosopa 3a $yHKIMOHMpPaHeTo Ha EBpomnerickis cbio3,

Karo B3e npenpuy Pernament (EC) 2019/796 Ha Cosera ot 17 Mait 2019 1. OTHOCHO OrpaHMUMTENTHU MepKM cpellly Kubeparaku,
sacrpamasau Cbio3a MIVM HETOBHUTE [TbPKaBy uneHKu ('), u mo-crermanto uneH 13, naparpad 1 ot Hero,

KAaTO B3¢ IpEIBUI NPELIOKEHUeTO Ha BbPXOBHMS NpencTaButell Ha Chblo3a IO BHIPOCUTE HA BBHIIHUTE PAbOTV M HOMMTYMKATA Ha
CHUTYPHOCT,

KaTo MMa TpeMIBIL, Ye:
(1)  Ha 17 mait 2019 r. CeeersT npue Permamenr (EC) 2019/796.

(2)  LeneHacoueHuTe OrpaHNUNTEITHI MEPKM CpelLly KMOepaTaky ChC 3HAUMTEITHO Bb3MeNICTBIE, PEICTABIISIBALLY BbHIIHA 3aIU1axa
3a Cbi03a VIV HETOBUTE TbPKABY WIEHKH, Ca CPell MepPKITe, BKITIOUeHN) B paMKara Ha Cb03a 3a CbBMeCTEH AMIIIOMATIYeCKN
OTTOBOp HA 3TIOHAMEPEHM MEHCTBMSA B KUOEPIPOCTPAHCTBOTO (,MHCTPYMEHTApMyM 3a KubepmuiviomMauus), u ca
KM3HEHOBaKeH MHCTPYMEHT 3a BB3IMPAHETO M pearnpaHeTo Ha TakyBa MeMcTBUS. OTpaHMYMTENTHMTE MepKM MOXe Ma ce
IIPUIATaT ChUIO M B OTTOBOP Ha KMOEPAaTaKy CbC 3HAUMTETHO BB3ACHCTBUE CpELLy TPETM HbPXKABYM WIM MEXIYHAPOIHM
OpraHM3ALMH, KOTATO TOBA Ce CYeTe 3a HEOOXOMMMO 3a TIOCTUIAHE Ha OOLINTE e Ha BBHIIHATA TIONUTHKA M IONUTUKATA Ha
CUTYPHOCT, IIPeNBUACHY B ChOTBETHNUTE pasnopenOu Ha uieH 21 ot [lorosopa 3a EBponeiickus cbio3.

(3) Ha 16 ampum 2018 r. CeBeTbT Ipue 3aKITIOYEHNS, B KOUTO KAaTETOPMYHO Ce OCBHXKMA 3TIOHAMEPEHOTO M3ION3BAaHE Ha
MHOOPMALMOHHY ¥ KOMYHVKALVMOHHYM TEXHOJIOTMM, BKIIIOUMTENIHO NpYM KubepaTakuTe, W3BECTHM B IyONMUYHOTO
npoctpanctBo karo WannaCry u NotPetya, KOUTO MpUUMHMXA 3HAUMTENHM LIETH M MKOHOMuuecky 3arybu B Chroza u
u3BbH Hero. Ha 4 oxromspy 2018 r. mpencenarenure Ha EBpomneiickus cbBeT U Ha EBpomeiickata KOMUCHs M BbPXOBHUAT
npepcraguten Ha Cbio3a 1O BBIIPOCHTE HA BLHIIHMTE PabOTM ¥ MOIMTMKATA HA CUIYPHOCT (,BHPXOBHMST IpEICTaBUTEN")
¥3pasyXa B CbBMECTHO M3SBIICHNME CEPMO3HA 3arpUKEHOCT MOPAy OTMTA 33 KubepaTaka ¢ el 1a ce HaKbpHU PeryTalusTa
Ha Opranusaiysra 3a 3abpaHa Ha xummdeckoto opbxue (O3XO) B Humeprnanmmss — arpecuBeH akT Ha He3aumTaHe Ha
BaxHata e, npecnegsana or O3XO0. B peknapaums ot umero Ha Cproza ot 12 anpu 2019 r. BEPXOBHUAT NPeACTaBUTEN
IpY30Ba YUACTHUINTE [ CIPAT CbC 3MOHAMEPEHNTE NECTBUS B KMOEPIPOCTPAHCTBOTO, KOMTO MMAT 3a LT Ja HAKBPHST
pemyTalyATa, CUTYPHOCTTA ¥ MKOHOMMYECKATa KOHKYPEHTOCOCOOHOCT Ha Cbl03a, BKIIOUMTENHO € KpaxOM Ha
VHTeNEKTyanHa coOCTBEHOCT, M3BbpLIBaHM upe3 KubepMeromu. Hsikon ot Tean kpax6u upe3 KubepHETHYHNM IOXBATH Ca IEI0
Ha MBBBPLUNTESISL, U3BECTEH B IIyONMUHOTO MpOcTpaHcTBo Karo ,APT10“ (,Advanced Persistent Threat 10%).

(4) B TO3M KOHTEKCT M C LieN NPefoTBpaTsiBaHe, paskonebasaHe, Bh3MMpPaHe 1 pearupaHe Ha MPOIBIKABALIOTO ¥ 3aCMIIBALIO Ce
3MIOHAMEPEHO MOBEHeHME B KMOEPIPOCTPAHCTBOTO, B CIMCHKA HA MOMIEXKAIINTE HA OFPAHNYMTENIHN MEPKY (M3MUECKH U
IOPUIIMYECKH TMIIA, 0Opa3yBaHus M OPraHu, ChIbpxKall ce B npunoxerue [ kpM Pernament (EC) 2019/796 cnenpa ma 6bnat
BKITIOUEHN LIECT GM3MUecKy Nt 1 Tpu o6pasysarust uimm oprany. Tesu nuua u 06pasyBaHust UM OPTaHY Ca OTTOBOPHM 3a
kubepaTakyt WM OMMTH 33 KubepaTaky, OKa3Baiy ca MOJKPeNa, y4acTBamy ca BbB MM Ca YIECHSBAIM TakuBa KubepaTaku
WM OINTH 33 KubepaTaky, BKIIOUMTENHO B omuTa 32 Kubeparaka cpemy O3XO u kubepatakire, U3BECTHI B IIyONMYHOTO
npocrparctBo karo WannaCry u NotPetya, a Taka cpio u ,Onepauns Cloud Hopper®.

(5)  Tlopamu ToBa Permament (EC) 2019/796 cnenBa aa Gbe CbOTBETHO M3MEHEH,

[TPUE HACTOSALLUMSA PETTIAMEHT:

Ynen 1

Tpunoxenne [ koM Permament (EC) 2019/796 ce m3MeHs B ChOTBETCTBIE C MPUIIOKEHIETO KbM HACTOSIIIS PEITIAMEHT.

() OBL1291,17.5.2019 ., c1p. 1.
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Ynen 2

HacTosiuysT permaMent Bnysa B cuna B IeHs Ha myOnukysateto My B Oduyuanen secmuur na Esponeticrug ceios.

Hacrosimmsr PEITTaMenT € 3aIbJIKUTEIIEH B CBOATA LSJIOCT M CE Ipuiiara MpsKO BbB BCMYKM ObpKaBy
YJIEHKHN.

Cocraseno B bprokcen Ha 30 romu 2020 ronmHa.

3a Cegema
Tpedcedamen
M. ROTH



B crimcbka Ha pu3MUecKuTe 1 IOPUIMUECKHUTE JINIA, 0Opa3yBaHMsTA M OPTaHUTE, ChIbPKALL ce B nputoxenue I kbM Pernament (EC) 2019/796, ce mobassit cremuute i, 06pasyBaHus UM OPraHu:

JA. Qusnuecku nmuua

ITPUTTO2KEHUE

Nme

VimeHTHUKALIMOHHN TaHHN

OcHoBaHMs

]laTa Ha BIIMCBAHE

1. |GAO Qiang Mscro Ha paxmane: [posuums | Gao Qiang yuactsa B ,Onepauns Cloud Hopper* — cepust Kubepataku cbC 3HAUMTETTHO Bb3IEICTBIE, 30.7.2020 .
Shandong, Kurait 3ageiicTaHM u3BbH Cbl03a ¥ IIpeOCTaBIIsIBAllY BBHIIHA 3amnaxa 3a Cblo3a MM HETOBUTE IbpXKaBU
Anpec: Room 1102, Guanfu Man- | wieHKY, 1 KuOepaTaky ChC 3HAYUTEIHO Bb3AEHCTBIE BBPXY TPETH TbPXKaBH.
sion, 46 Xinkai Road, Hedong Di- | Mumena a ,Oneparmst Cloud Hopper* ca nH$popMALmOHHNTE CHCTEM) Ha MHOTOHAIIVOHAITHY APYKeCTBa
strict, Tianjin, Kurait OT IIECT KOHTVHEHTA, B T.4. IPyXecTBa Ha TeputopyATa Ha Cbro3a, PY KOETO € OCBIIECTBEH HepaspelleH
I'paXXHaHCTBO: KUTAICKO IIOCTBII 0 YYBCTBUTEITHM ThPTOBCKM TaHHM, TOBEIT O 3HAUMTEIHI MKOHOMMUECK 3aryOu.
Iom: MbxKM
,Onepauns Cloud Hopper® e neino Ha u3BbpuinTelt, u3BeCTeH B yOIMYHOTO IPOCTPAHCTBO Kato , APT10“
(»Advanced Persistent Threat 10“) (u3s. owe xaro ,Red Apollo®, ,CVNX*, ,Stone Panda“, ,MenuPass"
u ,Potassium®).
Gao Qiang Moxe ma Obge cBbp3aH ¢ APT10, BKIIOUMTENHO Ype3 CBBP3aHOCTTA CY ¢ KOMAaHIHATA U
KoHTponHara uHpacrpykrypa Ha APT10. Ocsen toBa Gao Qiang paboru 3a Huaying Haitai —
o6pasyBaHue, II0COUEHO KaTO OKa3ao noukpera u yieckenue 3a ,Onepaumst Cloud Hopper®. Toit uma
Bpp3ka ¢ Zhang Shilong, xoiito cbmo e mocouen BBB Bpb3ka ¢ ,Omeparms Cloud Hopper*.
Crieosarento Gao Qiang ce cBbp3sa kakto ¢ Huaying Haitai, taka u ¢ Zhang Shilong.
2. | ZHANG Shilong Anpec: Hedong, Yuyang Road|Zhang Shilong yuacrsa B ,Omepammst Cloud Hopper® — cepus kmbepaTaky ChC 3HAUMTENHO 30.7.2020 r.

Ne 121, Tianjin, Kuraii
['paKHaHCTBO: KMTAJICKO
Tom: MbxKM

Bb3MIeficTBMe, 3afeiicTBany M3BbH Cbl03a M MpeNCTaBNsABALLM BbHIIHA 3amimaxa 3a Cblo3a MIIM Herobute
ITbP2KABY UIEHKM, 1 KMOEPaTaKyt CbC 3HAUNTETHO B3NEIICTBUE BbPXY TPETH [IBPKABIL.

Muena Ha ,Onepauwst Cloud Hopper* ca nHpopMatiMoHHNTe CUCTEMI Ha MHOTOHALIMOHAITHY [PY>KeCTBa
OT 1I6CT KOHTMHEHTA, B T.4. IPY>KeCTBa Ha TepuTopysTa Ha Cbl03a, MPM KOETO € OCHLIECTBEH HepaspellleH
IOCTBII 10 UyBCTBUTEITHY THPTOBCKY TaHHM, TOBEIT JO 3HAUNTEITHI MKOHOMMUECKI 3aryOu.

,Onepauus Cloud Hopper® e neino Ha u3BbpuinTelt, u3BeCTeH B yOIMYHOTO IPOCTPAHCTBO Kato , APT10“
(»Advanced Persistent Threat 10“) (u3s. owe xaro ,Red Apollo®, ,CVNX*, ,Stone Panda“, ,MenuPass"
u ,Potassium®).

Zhang Shilong Moxe na 6bme cBbp3an ¢ APT10, BKITIOUMTEITHO Upe3 3TOBPEIHNMS COPTyep, paspaboTeH 1
TECTBAH OT HEro BB Bpb3Ka ¢ u3sbpueHnute or APT10 kubeparaku. Ocser ToBa Zhang Shilong pa6oru 3a
Huaying Haitai — oOpa3yBaHue, 10cOu€HO KaTO OKa3ano MofKpera u yrnecHenue 3a ,Oneparms Cloud
Hopper*. Toit uma Bpb3ka ¢ Gao Qiang, KOiTo chIIO € ocoyeH BbB Bpb3ka ¢ ,Onepaumst Cloud Hopper.
CrnenosarenHo Zhang Shilong ce cBbp3sa kakro ¢ Huaying Haitai, taka n ¢ Gao Qiang.

9/9vT 1
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Alexey Valeryevich
MININ

Anexkceit Banepesiu M/HVH
Hata Ha paxnane: 27 Mait 1972 .
Msacro na paxmpane: Ilepmcka
o6nacr, PCOCP (mHec Pycka dere-
paus)

Macropr Ne 120017582,

u3ganed OT MMHNCTEPCTBOTO Ha
BBHIIHNTE paboTn Ha Pyckara dpere-
paums, BamuueH oT 17  anpui
2017 r.mo 17 ampun 2022 1.
Mecronpebusasane: Mocksa, Pycka
demepatms

I'paxXmaHCTBO: PycKO

[om: MbXKM

Anekceit MuHMH yyacTBa B OIMT 33 KubepaTaka C IOTEHLMANIHO 3HAUMTEIIHO BB3MENCTBUE CpeLy
Opraum3atsita 3a 3abpaHa Ha xummdeckoto opbxue (03X0) B Humeprasmms.

Kato oneparuses odurep OT areHTypHOTO pa3y3HaBake KbM [TTaBHOTO yripasneHue Ha [eHepanuus mab Ha
Bropbakennte cumm Ha Pyckara Qenepauyst (TY[TPY) Anekceit MuHMH € 4acT OT YeTMpUUWIEHEH EKMII
oduuepy Ha PyCKOTO BOCHHO pa3y3HaBaHe, OIMTAIM Ce 1 OCHLIeCTBAT mpe3 anpuin 2018 r. HepaspeleH
mocTll 0 GesxuuHata Mpexa Ha O3XO B Xara, Humepnanmms. Onmrbr 3a Kubepataka e Lenisul
BKJIIOYBaHE ype3 Xakepcka araka B OesxuyHata Mpexka Ha O3XO, koero, ako Gewte ycmsuio, mele a
Hapyum CUTYyPHOCTTA HA MpeXaTa J W3BbPIIBAHMTE KbM MOMeHTa pascremsadms ot  O3XO.
Hupeprnannckara Cnyx6a 3a BoeHHO pasysHaBaHe ¥ curypuoct (Militaire Inlichtingen- en
Veiligheidsdienst — MIVD) npekbcBa omura 3a kubepartaka, ¢ KOETO [PEIOTBPATSBA CEPUO3HM MIETH 32
03XO0.

30.7.2020 r.

Aleksei Sergeyvich
MORENETS

Anekceit Cepreesny MOPEHELL
Hara na paxpane: 31 o 1977 1.
Mscro Ha paxpane: MypmaHcka
obnacr, PCOCP (mHec Pycka dene-
pausi)

IMacnopr Ne 100135556,

u3naeH OT MMHMCTepCTBOTO Ha
BBHIIHNTE paboTn Ha Pyckara dere-
paums, BamuueH or 17  anpui
2017 r.mo 17 ampun 2022 1.
Mecronpe6usasane: Mocksa, Pycka
denmepams

['paxmaHcTBO: pycKO

Tom: MbxKM

Arnekceit Moperer| yuactBa B onmr 3a Kubeparaka C IOTEHLMATIHO 3HAUMTENIHO BB3HENCTBIE CpELLy
Oprannsanusita 3a 3a0pata Ha xummdeckoto opbxue (03X0) B Hupepnanmust.

Karo kubeponeparop 3a [maBHoTO ympasnenne Ha [eHepanuus mab Ha BropbxeHute cumi Ha Pyckara
deneparmst (TY/TPY) Anexceit MopeHel| e 4acT OT UeTMPUUIICHEH eKMII OQULEPU HAa PYCKOTO BOECHHO
pasy3HaBaHe, OIUTAJIN Ce 1@ OCBLIECTBAT mpe3 anput 2018 r. HepaspeleH HOCTHI H0 Ge3XMYHATA Mpexa
Ha O3XO B Xara, Hupmepnaugms. Omurbr 3a kubepartaka e LEMsUT BKIIOUBAHE UPE3 XaKepPCKa aTaka B
OezxiuHaTa Mpexa Ha 03XO, koeTo, ako Oellie yCIsIo, Lielle 1a HApYIIM CUTYPHOCTTA HAa MpexaTa 1
M3BBPIIBAHNTE KbM MOMeHTa pascrienpanust ot O3X0. Huneprnannckara Criy:k6a 32 BOEHHO pa3y3HaBaHe
u curyprocr (Militaire Inlichtingen- en Veiligheidsdienst — MIVD) npexbcBa onnra 3a kubeparaka, ¢
KOETO NpefoTBpaTsiBa cepuosHn wern 3a O3X0.

30.7.2020 r.

Evgenii Mikhaylovich
SEREBRIAKOV

Eprenmit Muxarinosuu CEPEPAKOB
Iara Ha paxpane: 26 1o 1981 1.
Msicro Ha paxnane: Kypek, PCOCP
(mmec Pycka demeparys)

acopr Ne 100135555,

M3naieH OT MMHMCTepCTBOTO Ha
BBHIIHNUTE paboTn Ha Pyckara deme-
pauys, BamuueH or 17 ampun
2017 r.mo 17 ampun 2022 1.
Mecronpebusaare: Mocksa, Pycka
demeparms

I'paxXHaHCTBO: pycKO

[om: MbXKM

Erenmit CepeOpsIKOB yuacTBa B OMMT 32 KybepaTaka ¢ MOTEHLMATHO 3HAYMTEIHO BB3LEICTBME CPELLy
Opranmsanpsira 3a 3a0pana Ha xummdeckoto opbxue (03X0) B Hunepnanmust.

Karo kubeponeparop 3a [maBHoTO ynpasneHye Ha [eHepanuus mab Ha Bropbxenute cunmu Ha Pyckara
denepatms (TY/TPY) Esrenmit CepeOpsKOB € YacT OT YeTMpPUUIIEHEH eKMI OQULEPH Ha PYCKOTO BOEHHO
pasy3HaBaHe, OIIUTAIM Ce 1a OCBLIECTBAT Npe3 anpun 2018 r. HepaspelneH JOCTI 10 Oe3:KMYHATA Mpexka
Ha O3XO B Xara, Hupmepnarmust. Omurbr 3a kmbepataka e LeNsi BKIIOUBAHE Ype3 XaKepcKa aTaka B
Gesxmunara Mpexa Ha 03XO, koero, ako Oele ycIsuIo, Lelie 1a HAPYIIM CUTYPHOCTTA HA MpeXKara 1
M3BBPIIBAHNUTE KbM MOMeHTa pascriensanus oT O3X0. Huneprnannckara Cry:k6a 3a BOCHHO pa3y3HaBaHe
u curyproct (Militaire Inlichtingen- en Veiligheidsdienst — MIVD) npekbcsa omura 3a kubeparaka, ¢
KOETO NpenoTBpaTsBa cepuosHn wern 3a O3X0.

30.7.2020 r.
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6. |Oleg Mikhaylovich
SOTNIKOV

Oner Muxaiinosny COTH/KOB
HMara Ha paxpade: 24 aprycr
1972r.

Msacro Ha paxpane: YIAHOBCK,
PCQCP (unec Pycka ¢enepaums)
[Macnopr Ne 120018866,

usgageH oT MMHUCTepCTBOTO Ha
BBHIIHKTE paboTy Ha Pyckata eme-
paums, BamuueH oT 17  ampui
2017 r. mo 17 ampun 2022 1.
MecronpeGusaBare: Mocksa, Pycka
denepaums

['paKHaHCTBO: pycKO

Iom: MbxKM

Oner COTHMKOB ydyacTBa B OMMT 3a Kubeparaka C MOTEHUMATHO 3HAYMTENHO BB3ICHCTBME CpeLLy
Opranmsanysira 3a 3a0pata Ha xummdeckoto opbxue (03X0) B Hunepnanmust.

Kato onepatuseH oduiiep OT areHTypHOTO pa3y3HaBake KbM [TIaBHOTO yripasneHue Ha [eHepanuus mab Ha
Bropbxennte cwmt Ha Pyckara ¢emepaumst (IY[TPY) Orer COTHMKOB € 4acT OT YeTMPUUIICHEH EKMII
oduuepy Ha PyCKOTO BOCHHO pasy3HaBaHe, OMUTAIM ce [a OChIIecTBST npe3 anpui 2018 1. HepaspeweH
mocTell [0 Gesxmunata mMpexa Ha O3XO B Xara, Humepmanmms. Ommrbr 3a Kmbeparaka e Lemsul
BKIIIOYBAHE Ype3 XaKepcka araka B OesxuuHata mpexa Ha O3XO, koero, ako Gelie ycrso, welre na
Hapyly CUTYpPHOCTTa HAa MpeXaTa M U3BbpUIBAHUTE KbM MOMeHTa pasciemsanus or  O3XO.
Hunepranmckara Cryx6a 3a BoeHHO pasysHaBaHe u curypuoct (Militaire Inlichtingen- en
Veiligheidsdienst — MIVD) npekbcsa omura 3a kubepataka, ¢ KOeTO HPEIOTBPATSIBA CEPUO3HM LIETH 32
03X0.

30.7.2020 r.

B.  IOpunnmuecku nuia, 06pasyBaHys 1 OpraHu

HaumeHoBaHMe

VneHTMUKALVOHHN TaHHN

OcHOBaHMs

IlaTa Ha BrycBaHe

1. |Tianjin Huaying Hai-
tai Science and Tech-
nology Development
Co Ltd

U3BectHo cbio kato: Haitai Tech-
nology Development Co. Ltd
Mecronaxoxnenue: Tianjin, Kuraii

Huaying Haitai npemocrasst ¢uHaHCOBa, TeXHMUECKA MV MaTepHalTHa MOIKpena u yrecHssa ,Onepaums
Cloud Hopper* — cepust Kubepataku ChC 3HAUMTENHO BB3MEICTBUE, 3amelicTBaHy u3BbH CbrO3a 1
NpECTABNISBAIY BBHIIHA 3airaxa 3a Cbl03a MM HETOBUTE IbPXABM UNEHKM, M KuOepaTaku ChC
3HAUNTEITHO Bb3AEICTBIE BbPXY TPETH IbPXKABIL.

Muena Ha ,Onepauyst Cloud Hopper* ca nHpOpMALiMoHHNTe CHCTEMI HA MHOTOHALIMOHAITHY IPY>KeCTBa
OT 1IeCT KOHTMHEHTA, B T.4. APYKeCTBa Ha TepuTopysTa Ha Cblo3a, PM KOETO € OCHLICCTBEH HepaspellleH
IOCTBII 10 UyBCTBUTEITHY THPTOBCKM TaHHM, TOBEIT O 3HAUNTEITHI MKOHOMUUECKI 3aryOu.

,Onepaums Cloud Hopper” e meno Ha u3BbpiumTes, u3BecTeH B MyOIMUHOTO IPOCTPAHCTBO Kato , APT10“
(»Advanced Persistent Threat 10“) (u3B. owe karo ,Red Apollo®, ,CVNX*, ,Stone Panda“, ,MenuPass"
u ,Potassium®).

Huaying Haitai Moxe ma 6bme cebp3an ¢ APT10. Ocsen ToBa 3a Huaying Haitai paborsr Gao Qiang un
Zhang Shilong, xouro ce cbp3sar ¢ ,Onepaums Cloud Hopper“. Crenosarenso Huaying Haitai ce
cebp3Ba ¢ Gao Qiang u Zhang Shilong.

30.7.2020 r.

2. | Chosun Expo

Uspectno cpmo kato: Chosen Ex-
po; Korea Export Joint Venture
Mecronaxoxmenue: KHJIP

Chosun Expo mnpemocraBsi ¢uHaHCOBA, TeXHMYECKA WM MaTepualHa IONKPENa M yIeCHSBA Cepus
knbepaTaky ChC 3HAYMTENHO BB3OCHCTBME, 3ameiicTBaHu u3BbH Cbi03a ¥ MPENCTABIIABALIM BHHIIHA
3amaxa 3a ChrO3a WM HETOBUTE [bPXKABU UIIEHKM, M KMOEPATaKy ChC 3HAUMTEIHO BB3LEHCTBUE BHPXY
TpeTH ObPXKaBM, B T.4. KubepaTakure, M3BECTHM B IyONMMYHOTO MPOCTpaHcTBO Karto ,WannaCry*,
kubepaTakute cpelly IONCKMs OpraH 3a QuHaHCOB Hamzop u Sony Pictures Entertainment, kakro 1
kubepkpaxOara or Bangladesh Bank u ornra 3a xubepkpazx6a ot Vietnam Tien Phong Bank.

30.7.2020 r.
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,WannaCry“ npemmssuksa cpys B MHOPMALVOHHN CHCTEMN IO CBET4, KATO I 3apa3siBa ChC coPTyep 3a
3HymBaHe 1 GMOKMpA MOCTBIIA O JAHHMTE. 3aCeTHATH ca MHGOPMALMOHHM CHCTEMM HA OPYKecTBa B
Cb103a, BRITIOYMTEITHO CHCTEMI, CBbP3aHIL C YCITyTH, HeOOXONMMI 3a IOMIbPKAHETO HA OCHOBHM YCIYTH 1
VIKOHOMMHYECKM [EHOCTH B TbPIKABUTE UIIEHKN.

,WannaCry*“ e 1ero Ha M3BbPLINTEI], M3BECTEH B MYONMMUYHOTO MPOCTPAHCTBO Kato ,, APT38 (,Advanced
Persistent Threat 38%), unu ,Lazarus Group*.

Chosun Expo moxe ma 6bme cBbp3aHo ¢ APT38[Lazarus Group, BKIHOUMTETIHO 4pe3 HpOPuimTe,
M3ION3BAHM TPH KubepaTakure.

['aBeH LeHTBP 3a crie-
VaTTHY TEXHONOIMM
(TUCT) kM 'maBHOTO
ynpasienne Ha I'ene-
panxus mab Ha Bro-
PBKEHNTe CHITY Ha
Pyckara ¢eneparis
(Y/TPY)

Anpec: Yn. ,Kuposa“ Ne 22, Mock-
Ba, Pycka denepas

TnaBumsT ueHTsp 3a cremanay TexHonormu (TLICT) kpm [maBHOTO ynipasnenye Ha [eHeparHus mab Ha
Bropbxennte cumy Ha Pyckara demepaumst (IY[TPY), ussecren owe kato ,[lompasmenenue 74455 e
OTTOBOPEH 3a K1bepaTakuTe ChC 3HAUMTEITHO BB3MIENCTBYE, 3aeiicTBaHN M3BbH Cbi03a 1 MPENCTaBIIBALIM
BBHIIHA 3amU1axa 3a Cb03a MM HETOBUTE [IbPKABY WICHKM, U KMOEPATAKM ChC 3HAYMTEIHO BB3MEICTBIE
BBPXY TPETU IbPKaBy, B T.4. Kubepatakute oT 10HM 2017 T., M3BECTHU B IyONMUHOTO MPOCTPAHCTBO KATO
,NotPetya“ umn ,EternalPetya“, u kubeparakute cpelry eneKTpoeHepruifHaTa Mpexka Ha YKpaiiHa mpe3
auMara Ha 2015/2016 .

,NotPetya“ unn ,EternalPetya“ mpexbcBar mocTbia 10 TaHHMTE Ha pemmiia npyxectsa B Cpo3a, B EBpona
KAaTO LSUI0 M TI0 CBETa, KaTO 3apa3siBaT KOMIIOTPUTE ChC cOPTyep 3a MBHYIBAHE ¥ OIOKMPAT HOCTHIA 0
IIAHHNTE, KOETO OCBEH BCUYKO APYTo BOMM [0 3HAUMTETHYM MKOHOMMYecKy 3aryou. Kubeparakara cpeuty
eNIeKTPOeHEPIMIiHA MpexKa Ha YKpaliHa BOIM [0 YaCTMYHOTO U M3KITIOYBAHE IPe3 31MaTa.

,NotPetya“ wmm ,EternalPetya“ e meno Ha M3BbpuIMTEN, M3BECTEH B MyOIMUHOTO MPOCTPAHCTBO KATO
,<Sandworm® (u3s. owe kato ,Sandworm Team“, ,BlackEnergy Group“, ,Voodoo Bear*, ,Quedagh®,
,Olympic Destroyer” u ,Telebots). Toit crom u 3am arakara cpelly eleKTpOeHEpIMiiHATA Mpexka Ha
YKpaitHa.

[JIaBHMAT LEHTHP 3a CHCLMAIHM TEXHOJOIMM KbM [NaBHOTO ympapnenme Ha lexepanHus mwab Ha
Bropbakennte cunu Ha Pyckara demepauist urpae akTUBHA POIIs B HEfCTBUSITA B KMOEPIPOCTPAHCTBOTO,
neno Ha Sandworm, 1 Moxe 1 Objie CBbP3aH C HEro.

30.7.2020 r.”
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L 246/10 Oduumanen BecTHUK Ha EBporiefickus cpro3 30.7.2020 1.

PEILIEHUA

PELLIEHME (OBIIIIC) 2020/1126 HA CbBETA
ot 30 romn 2020 romuHa

3a u3MeHeHue Ha Pemenue (OBIIIIC) 2016/1693 orHocHO orpannunTeHute Mepku cperxy MW (Tamm)
n An-Kaiia u ipyru ivua, rpynu, IpennpusaTus u 00pasyBaHus, CBbP3aHM C TAX
CBBETBHT HA EBPOIENCKUS ChIO3,
KaTo B3¢ Ipefui [Joropopa 3a EBponeiickus chros, i I0-CIeUManHo uiieH 29 ot Hero,

KATO B3¢ IpEMBUI NPeNIOKEHUeTO Ha BbPXOBHMS TpercTaButell Ha Chblo3a IO BHIPOCUTE HA BBHIIHUTE PAbOTY U HOMMTVMKATA Ha
CHUTYPHOCT,

KaTo MmMa Inpensum, ve:

(1)  Ha 20 cenremspu 2016 r. Coeerst npue Pemenne (OBIIIC) 2016/1693 (') OTHOCHO OrpaHMYMTENHUTE MEPKM CpELLLy
VIOWTT (Hamw) u An-Kaiina v mpyru mua, Ipymny, TpennpusTus u oOpasyBaHusi, CBbP3aHM C TSIX.

(2)  Cornen Ha mpombIKaBallaTa 3amnaxa, kosro npencrapissat VIWIT (Hanm) u An-Kaiiga v nuuara, rpymnute, IpennpusTysTa
¥ 00pa3yBaHWsITa, CBHP3AHM C TSX, €HO JIMuE Crersa ga Gbae N00aBeHO KbM CIUCHKA C JIMLA, TPYIM, NPEMIPULTUS U

06pa3yBaHs, ChIBPKALL Ce B PUITOKeHNeTo KbM Pewerne (OBIITC) 2016/1693.

(3)  Tlopamu Tosa Pewenne (OBIIIIC) 20161693 crnensa aa Gblie CHOTBETHO U3MEHEHO,
[TPUE HACTOSILOTO PELIEHME:

Ynen 1

Tpunoxennero keM Pemerye (OBIINC) 2016/1693 ce u3MeHst ChIIACHO MPIIIOKEHUETO KbM HACTOSIOTO PELICHME.

Unen 2

Hacrosiwoto pelenne Bim3a B Ciia B IeHst Ha nyOnukysaHeto My B Oduyuanet eecmuur Ha Eeponeiicrug cst03.

CncraseHo B bprokcen Ha 30 o 2020 romuHa.

3a Cesema
[pedcedamen
M. ROTH

() Pemerye (OBIIIIC) 2016/1693 Ha CpBera or 20 cerrempu 2016 T. 0THOCHO OrpaHyumTenHuTe Mepky cpeury VINIT (Dawm) n An-Kaitma u
IpyrH T, TPYIM, NPEnpusTys M oOpasyBaHuMs, CBbP3aHM C TAX, M 3a OTMsHA Ha OOma mosuums 2002/402/OBIIIIC (OB L 255,
21.9.2016 r., c1p. 25).
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I1PMTTIOKEHUE

B crincpka B mpunoxennero keM Pemerie (OBIIIIC) 2016/1693 ce nobasst cnenHOTO BIMCBaHE:

,6. Bryan D’ANCONA; niata Ha paxnane: 26 sayapu 1997 1.; macto Ha paxnane: Huua ((Opanums); rpaxnanctso: gppercko.”
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PELLIEHME (OBIIIIC) 2020/1127 HA CBBETA
ot 30 romn 2020 roguua

3a u3MeneHue Ha Peuenue (OBIIIIC) 2019/797 oTHOCHO OrpaHMUMTETTHM MEPKM cpeily KuGepataku,
3acTpamasamy Cbro3a MM HErOBMTE TbPKABY WIEHKM

CBHBETBT HA EBPOITENCKUS CBIO3,
KaTo B3e npensum Horosopa 3a EBponeiickus cbro3, 1 MO-Crenyanto uieH 29 or Hero,

KaTO B3¢ MpEIBMI MPELIOXKEHNETO Ha BbPXOBHMS mpercTasuten Ha Chbi03a 10 BHIPOCHTE HA BHHIUHMTE PAbOTH M HOMMTHKATA Ha
CUTYPHOCT,

KaTo MMa MpeIBI, Ye:
(1)  Ha 17 mait 2019 r. CoeerbT mpue Pemenue (OBIIIC) 2019/797 ().

(2)  lleneHacoueHuTE OrpaHMUMTENIHY MEPKY Cpellly KnOepaTaky ChC 3HAYMTEITHO B3NEICTBHUE, IPEICTABIABAIIM BbHIIHA 3aMIlaxa
3a Cpr03a MM HETOBUTE TbP2KABY WIIEHKM, Ca CPel MePKMTe, BKIIIOUEHM B paMKaTa Ha Chro3a 33 ChbBMECTEH IMMIIOMATUYECKN
OTTOBOP HA 3/IOHAMEpeHM [elcTBUS B  KMOEPTPOCTPAHCTBOTO (,MHCTPYMEHTapUyM 3a KuOephuiioMaums‘), u ca
KI3HEHOBAKEH MHCTPYMEHT 3a BB3IMPAHETO U PearyipaHeTo Ha Takypa HeicTBys. OrpaHMYMTETTHMTE MEPKM MOXE Ma ce
IpUITAraT ChUIO U B OTTOBOP HAa KMOEPAaTaKM ChC 3HAUMTENIHO BB3AEHCTBME CpElly TPETM HbPKaBM MIM MEXKIyHAPOIHU
OpraHM3aLMy, KOTaTo TOBA CE CYeTe 3a HEOOXOMMMO 3a IOCTUraHe Ha OOLIVTE LIV Ha BHHIIHATA MOMIMTHKA U TOMIMTHUKATA Ha
CUTYPHOCT, IIPeNBUICHY B ChOTBETHNMTE pasnopenOu Ha uieH 21 or [lorosopa 3a EBponeiickiust cbio3.

(3) Ha 16 ampun 2018 r. CbBeTbT IpMe 3aKIIOUEHMs, B KOWTO KAaTETOPUYHO Ce OCHKINA 3IOHAMEPEHOTO W3IMON3BAHE Ha
MH)OPMALMOHHY ¥ KOMYHVKALVMOHHYM TEXHOJIOTMM, BKJIIOUMTENIHO NpYM KuOepaTakuTe, WM3BECTHM B IyONMUYHOTO
npoctpanctBo karo WannaCry u NotPetya, KOUTO MpyUMHMXa 3HAUMTENHM LIETH M MKOHOMMUECKM 3aryou B Cbroza 1
u3BbH Hero. Ha 4 oxromspu 2018 r. mpencenarenure Ha EBpomneiickus cbBeT 1 Ha EBpomneiickata KOMUCHS U BbPXOBHUAT
npepcraputen Ha Chbio3a 1O BBIIPOCHTE HA BBHIIHMTE PabOTM M MOIMMTMKATA HA CUIYPHOCT (,BbPXOBHMAT IpEICTaBUTEN")
13pa3uxa B ChbBMECTHO M3SIBICHME CePUO3HA 3aIPUKEHOCT NOpafy OIMTa 3a KyubepaTaka ¢ LeNl 1a ce HAKbPHY PelyTalusTa
Ha Opranmzaiysra 3a 3abpana Ha xummdeckoto opbxue (O3XO) B Humeprnanmmss — arpecuBeH akT Ha He3aumMTaHe Ha
BaxxHaTa e, npecnegsana or O3XO0. B peknapaums ot umero Ha Cproza ot 12 anpu 2019 r. BEpXOBHUAT NPeACTaBUTEN
IPY30Ba YUaCTHUINTE [ CIPAT CbC 3TOHAMEPEHNTE NECTBUS B KMOEPIPOCTPAHCTBOTO, KOMTO MMAT 3a LEJT Ja HAKBPHST
peIyTauusTa, CUIYPHOCTTA M MKOHOMMYECKATa KOHKYypeHTOCmocoOHOCT Ha Cbio3a, BKIIOYMTENIHO C KpaxOu Ha
VIHTEIEKTyalHa COOCTBEHOCT, M3BBPIIBAHN upe3 KubepMeromu. Hsikon o Te3u kpaxOu upe3 KubGepHETHUHN IOXBATH €A [ETI0
Ha M3BbPLINTENIS], U3BECTEH B MyONMUYHOTO MpOcTpaHcTBO Kato ,APT10“ (,Advanced Persistent Threat 10).

(4) B TO3M KOHTEKCT M C LieN NpefoTBpaTsiBaHe, paskonebapaHe, Bh3IMpPaHe M pearupaHe Ha MPOTBIKABAIIOTO ¥ 3aCMIIBALIO Ce
3TIOHAMEPEHO IOBETeHME B KMOEPIPOCTPAHCTBOTO, B CHMCHKA HA MOMIEXKAIINTE HA OTPAHNYMTENIHN MEPKY (M3MUECKY U
IOPUIINYECKH T, 0Opa3yBaHMsl M OPraHH, ChIbpKall ce BrpuIoxenuero kbM Pewenne (OBIIIC) 2019/797 crensa ma
ObIaT BKIIOUEHN LecT (M3MUecKy uua u Tpyu obpasyBaHus wim opranu. Tesy jmua u oOpasyBaHMUsL WIM OPIaHM Ca
OTTOBOPHM 3a KuOepaTaky iy omuTH 3a Kubeparaky, OKa3pasy ca MOAKPeENa, Y4acTBaM Ca BbB, MIIM Ca YIeCHsIBaIM TaKiBa
xubepaTakyt WM ONUTH 3a KuOepaTaky, BKIIIOUNTETHO B ommTa 3a kubeparaka cpemy O3XO u xubeparakute, M3BeCTHU B
nyOrmuHOTO TpocTpancTBo Kato WannaCry u NotPetya, a taka cbio u ,Onepaunst Cloud Hopper*.

(5)  Tlopamu ToBa Pemennue (OBIIIIC) 2019/797 crenpa ma 6boe CHOTBETHO M3MEHEHO,

[TPYE HACTOALLIOTO PELIEHME:

Ynen 1

Ipunoxennuero keM Pemrerye (OBIITC) 2019/797 ce M3MeHs B ChOTBETCTBYE C IIPUIIOKEHIETO KbM HACTOSIIOTO PELeHIe.

(") Pewenue (OBIIIC) 2019/797 na CobBera or 17 Mait 2019 r. OTHOCHO OrpaHMYMTENIHN MEPKYM cpelly Kubeparaky, acrpamasauy Cpio3a miu
Heroute abpkasy wienkn (OB L 1291, 17.5.2019 ., c1p. 13).
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Ynen 2

Hacrosioro peumenne Bimsa B cuiia B ICHA Ha Hy6]'II/IKyBaH€TO My B Otj)uu,ua/len B6CCMHUR HA Eeponeﬁmuﬂ Ce103.

CpcraBeHo B bprokcen Ha 30 ronyn 2020 ronyHa.

3a Ceeema
Ipedcedamen
M. ROTH



B crcbka Ha Qu3MuecKuTe M IOPUIMYECKUTE JINIA, 00pa3yBaHMATA I OPraHuUTe, CHIIbPXKALL Ce B IpyloxkeHuero kbM Pemerne (OBIIIIC) 2019/797, ce mobGassr cremuute mua v 06pasyBaHus win

opraHu:

A. Quznuecku miua

ITPUTTO2KEHUE

Nme

MHEHT]/[(I)I/IK&IH/IOHH]/[ JaHHU

OcHoBaHMS

]IaTa Ha BIIMCBAHE

1. | GAO Qiang

Mscro Ha paxmane: [Iposuuims Shandong,
Kwurait

Ampec: Room 1102, Guanfu Mansion, 46
Xinkai Road, Hedong District, Tianjin, Kurait

['paXgaHCTBO: KMTACKO

[Mon: MbKKM

Gao Qiang yuacrsa B ,Onepaumst Cloud Hopper* — cepust kubepataky Cbc 3HAUMTEITHO
BB3[EIICTBME, 3ameiicTBaHy M3BbH Cbl03a 1M MpENCTaBisiBalM BbHINHA 3aIlaxa 3a Cbio3a wimm
HETOBMTE [TbPKABY UIEHKM, 1 KMOEPATAKM ChC 3HAUMTEITHO BH3NEHCTBIE BBPXY TPETH IbPKABIL.

Muena Ha ,Onepaunst Cloud Hopper® ca MHGOpMALIMOHHNTE CHCTeMU HAa MHOTOHALMOHATTHMU
IIpy>KecTBa OT IIECT KOHTUHEHTA, B T.4. JPYKecTBa Ha TepuTopuaATa Ha Cblo3a, IIPU KOETO €
OCBIIECTBEH HepaspelleH IOCTBI HO YyBCTBUTETHM THPIOBCKM NAHHM, HOBEN HO 3HAUMTENTHM
VIKOHOMIYECKM 3aryom.

,Onepaums Cloud Hopper* e meno Ha u3pbpuinTen, M3BecTeH B MyOIMYHOTO IPOCTPAHCTBO KATO
»APT10“ (,Advanced Persistent Threat 10“) (u38. owe karo ,Red Apollo*, ,CVNX*, ,Stone
Panda“, ,MenuPass“ u ,Potassium®).

Gao Qiang Moxe na Obe cBbp3ar ¢ APT10, BRITIOUNTETHO Upe3 CBbP3aHOCTTa C1 ¢ KOMAHIHATA
1 KOHTponHata nHpactpykrypa Ha APT10. Ocser ToBa Gao Qiang paboru 3a Huaying Haitai
— o0pasyBaHe, I0COYEHO KATO OKA3a/10 MONKperta 1 ynecHerue 3a ,Onepauns Cloud Hopper*.
Toit mma Bpp3ka ¢ Zhang Shilong, koitro chbio e mocouer BbB Bpb3ka ¢ ,Onepauyst Cloud
Hopper“. Crenoatenno Gao Qiang ce cBbp3sa kakro ¢ Huaying Haitai, Taka u ¢ Zhang
Shilong.

30.7.2020 r.

2. | ZHANG Shilong

Anpec: Hedong, Yuyang Road Ne 121, Tia-
njin, Kurait

rpa)K]IaHCTBOZ KUTAICKO

[Mon: MbKKM

Zhang Shilong yuacrsa B ,Onepauns Cloud Hopper* — cepust KubepaTakyt ChC 3HaUUTEITHO
BB3[CICTBIe, 3afieficTBAHY 13BbH Cbi03a ¥ IPECTABISBAILM BbHIIHA 3amiaxa 3a Chro3a wim
HErOBUTE TbPKABU UIIEHKM, 1 KMOEPATaKy ChC 3HAUMTEITHO BB3MENCTBIE BHPXY TPETU IbPKABU.

Mumena Ha ,Onepaums Cloud Hopper” ca nH$popMammoHHuTe CiCTeMI Ha MHOTOHALIMOHATHN
[IPyeCcTBa OT LIECT KOHTUHEHTA, B T.4. APYXKeECTBa Ha Tepuropusita Ha Cbio3a, IIpU KOETO €
OCBLUECTBEH HepaspellieH JOCTBI [0 4yBCTBUTEIHM THPTOBCKM IaHHM, [OBEN [0 3HAUMTETHU
MKOHOMIYECKY 3aryom.

,Onepaums Cloud Hopper* e merno Ha u3pbpLinTen, M3BecTeH B MyOIMYHOTO IPOCTPAHCTBO KATO
,APT10“ (,Advanced Persistent Threat 10%) (u3s. owe kato ,Red Apollo®, ,CVNX*, ,Stone
Panda“, ,MenuPass“ u ,Potassium®).

30.7.2020 r.
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Zhang Shilong Moxe ma Gbme cBbp3an ¢ APT10, BKITIOUMTENTHO upe3 3MOBpeRHNst codryep,
paspaboTeH ¥ TecTBaH OT Hero BbB Bpb3ka ¢ u3pbpiiernte or APT10 kubeparaku. OceH TOBa
Zhang Shilong pa6oru 3a Huaying Haitai — o0Gpa3syBaHue, 10cOU€HO KaTO OKa3allo [OIKpena
u ynecuenve 3a ,Onepaunst Cloud Hopper®. Toit uma Bpb3ka ¢ Gao Qiang, KO/TO CHIIO €
nocoueH BbB Bpb3ka ¢ ,,Onepaumst Cloud Hopper®. Crenosarento Zhang Shilong ce cabp3sa
kakTo ¢ Huaying Haitai, Taka 1 ¢ Gao Qiang.

Alexey Valeryevich | Anekceit Banepsesiy MYHVH Artekceit MUHNH yuacTBa B OINT 33 KubepaTaka ¢ MOTEHIMATHO 3HAUNTENHO Bh3feicTeue cpemy | 30.7.2020 r.
MININ Oprauuaiysita 3a 3abpaHa Ha xumudeckoto opbxue (03X0) B Humepraxmus.
Hara Ha paxnane: 27 Mait 1972 1.
Kato omepatBeH oduiep OT areHTypHOTO pasy3HaBaHe KbM [TIaBHOTO ympaBneHue Ha
Mscro Ha paxnane: [Tepmcka o6nact, PCOCP | Tenepanuus ma6 Ha Bropbxenute cumi Ha Pyckata enmepauns (TY[TPY) Anekceit Munun e
(mHec Pycka demeparis) YaCT OT UETHPUWICHEH eKMI OQuuepu Ha PyCKOTO BOGHHO pasy3HABAHE, OMMTATM Ce Ja
ocblecTBsT npe3 anpuin 2018 r. HepaspeleH TOCTHI K0 Oe3xknuHata Mpexa Ha O3XO B Xara,
Macnopr Ne 120017582, Hupepnanams. OnursT 32 Kubeparaka e LSl BKIIOYBAHE Upe3 XaKepcKa aTaka B Ge3xidHaTa
3Manied 0T MUHICTEPCTEOTO Ha BHHINHMTE pa- | MPEXa Ha 03XO0, koero, ako Oelre ycIsulo, lielle Na HAPYLWM CUTYPHOCTTA Ha Mpexara U
6oty Ha Pyckara denepaus, M3BBPIIBAHNTE KbM MOMeHTa pasciensanmst or O3XO. Hupepnarmckara Ciyx6a 3a BOGHHO
parmer ot 17 ampunt 2017 1. o 17 anpu | pasy3HaBaHe M CMTypHOCT (Militaire Inlichtingen- en Veiligheidsdienst — MIVD) mpexbcBa
2022 . omuta 3a Kubeparaka, ¢ KOeTo penoTBpaTssa cepuosn ety 3a 03XO0.
Mecromnpe6usasane: Mocksa, Pycka dpeneparms
['paXHaHCTBO: pycKO
[on: MbXKM
Aleksei Sergeyvich | Anexceit Cepreesny MOPEHEL] Anekceit MopeHel yuactsa B omuT 3a KuOepaTaka ¢ MOTEHIMAIIHO 3HauMTeNHO Bb3ferictsue | 30.7.2020r.
MORENETS cpetty OpranHmsanysita 3a 3a0pasa Ha xummdeckoto opbxue (03X0) B Humeprnanmust.

Hara Ha paxpane: 31 rom 1977 1.

Msicto Ha paxmaHe: MypmaHcka obmacr,
PCQCP (nnec Pycka enepaus)

IMacnopr Ne 100135556,

u3ganeH 0T MUHMCTepPCTBOTO Ha BLHIIHUTE pa-
6ot Ha Pyckara denepars,

Banunied ot 17 anpun 2017 r. go 17 ampun
2022r.

Mecronpe6usasare: Mocksa, Pycka denepars

'paxXmaHcTBO: pycKo

[Tom: MbXKKM

Karo xubeponeparop 3a [maBHOTO ympasneHue Ha [eHepanuus wab Ha BropbxeHute cumm Ha
Pyckara ¢emepauust (IY/TPY) Anekceit MopeHell € 4acT OT YeTMpUUIeHEH €KUM oduiepn Ha
PYCKOTO BOEHHO pa3y3HaBaHe, OIMTAIM Ce [a OChbuIecTBAT mpe3 anmpun 2018 r. HepaspeuieH
IoCThII 10 Oe3xmunara Mpexa Ha O3XO B Xara, Hunepranmms. Onurst 3a kubeparaka e Lersin
BKITIOYBAHE Ype3 XaKepcKa ataka B Oe3xkiuHata Mpexa Ha O3X0, koeTo, ako Gelnie ycrisio, meme
Ila HapyLy CUTYPHOCTTAa Ha MpeXara M U3BbpLIBAHUTe KbM MOMeHTa pasciensanus ot O3XO.
Hupepnannckara Cryx6a 3a BoeHHO pasysHasare u curypHoct (Militaire Inlichtingen- en
Veiligheidsdienst — MIVD) npekbcsa onmra 3a KuOepaTaka, ¢ KOETO [PENOTBPATSBA CEPUO3HN
ety 3a O3XO.

10C0CL0¢

[5¢]

q BH MMHIE HALEMIGQ

£019) Kuduauode

ST/9%T 1



5. | Evgenii Mikhaylovich | Esrermit Muxaitnosuu CEPEEPSIKOB Esrennit CepeOpsikoB yuacTBa B omuT 3a KnbepaTaka ¢ NMOTEHUMAIHO 3HAYMTENHO Bb3meiictue | 30.7.2020 r.
SEREBRIAKOV cpeuty Opranmsanpsira 3a 3abpata Ha xumudeckoto opbxue (03X0) B Hunepnanmust.
Hara Ha paxpnaHne: 26 tom 1981 1.
Karo kubeponeparop 3a [1aBHoOTO ympasienve Ha [eHeparust mab Ha BropbxeHute cumm Ha
Msicro Ha paxnae: Kypex, PCOCP (utec Pycka Pyckara denepauus (TY/TPY) Esrermit CepeOpsIKOB € YacT OT YeTMpUHUIIeHEH eKuil opuLepu Ha
enepaums) PYCKOTO BOEHHO pa3ys3HaBaHe, ONMTANM Ce Ja OChUIeCTBAT mpe3 anpunn 2018 r. Hepaspemen
I Ne 100135555 moctbi 10 Oe3xuyHara Mpexa Ha O3XO B Xara, Humeprannmst. Onutst 3a kubepataka e Lersit
0
acropr _M ’ BKJIIOYBAHE ype3 Xakepcka ataka B OesxmyHara Mpexa Ha O3XO, koeTo, ako belie ycrisio, werie
gsnaneﬂ ;’)T VIHICTEPCTBOTO HA BBHINHITE PA- | 1 yanyiniy curypHOCTTA Ha MpEKATa 1 M3BBPIIBAHNTE KbM MOMEHTA pascriensanms ot O3XO.
oTi Ha ycxla;a ¢euepal2161;;,7 17 Hupepnannckara Criyx6a 3a BoeHHO pasysHaBane u curypHoct (Militaire Inlichtingen- en
3‘1(])1;2]1“ or L/ anpui L. 0 L/ aUpW | vejligheidsdienst — MIVD) mpekbcBa omuTa 3a KuGepaTaka, C KOETO MPeIOTBPATSIBA CEPUO3HIA
- ety 3a O3XO0.
Mecronpe6usasare: Mocksa, Pycka deneparst
'paxpaHCTBO: PycKO
[om: MBXKM
6. |Oleg Mikhaylovich | Oner Muxaitnosna COTHMKOB Oner COTHMKOB y4acTBa B OIUT 3a KybepaTaka C MOTEHIUMAIHO 3HAUNTENHO Bh3neiicTaue cpeury | 30.7.2020 r.

SOTNIKOV

Mara Ha paxnane: 24 aprycr 1972 .

Msicro Ha paxmaHe: YISHOBCK, PCQOCP (mnec
Pycka ¢enepars)

[Tacnopr Ne 120018866,

u3ganeH 0T MUHUCTepPCTBOTO Ha BLHIIHUTE pa-
6oti Ha Pyckara denepars,

Banunied ot 17 anpun 2017 r. go 17 ampun
2022 1.

Mecronpe6usasane: Mocksa, Pycka deneparms
['paxmaHCTBO: PyCcKO

[Momn: MbKKM

Oprannsanysira 3a 3a0pata Ha xummdeckoto opbxue (03X0) B Hupepnanmust.

Karo omeparueH oduiep OT areHTyPHOTO pasy3HaBaHe KbM [JIaBHOTO yIpaBreHyue Ha
Tenepanuns wab Ha Bropbxennre cuny Ha Pyckara ¢enepauist ([Y/TPY) Oner COTHMKOB € dact
OT YeTMPUUWIEHEH eKUM oQULepy Ha PyCKOTO BOGHHO Pa3y3HABaHe, OIMTAIIM CE [Ja OCHILIECTBST
mpe3 ampwi 2018 1. HepaspemeH gocthll [0 OesxmuHata Mpexa Ha O3XO B Xara,
Hupepnanans. OnursT 32 Kubeparaka e LSl BRIIOYBAHE Upe3 XaKepcKa aTaka B Ge3xidHaTa
Mpexa Ha O3XO, koero, ako Oellle yCIsUlo, luelle [ HApyLIM CUTYPHOCTTA Ha MpexXata U
M3BBPIIBAHNTE KbM MOMeHTa pasciensanyst or O3XO. Hupepnarmckara Ciyx6a 3a BOCHHO
pasysnasane u curyprocr (Militaire Inlichtingen- en Veiligheidsdienst — MIVD) npekscsa
omuta 3a Kubeparaka, ¢ KOeTo NpenoTBpaTssa cepuosn ety 3a 03XO0.

b. IOpummuecku myua, 06pazyBaHus 1 OpraHu

HaumeHoBaHMe

VineHTHMKALMOHHN TAHHN

OcHoBaHMs

IlaTa Ha BriMCBaHe

1. | Tianjin Huaying Hai-
tai Science and Tech-
nology Development
Co Ltd

M3BectHo chuo Karo: Haitai Technology De-
velopment Co. Ltd

Mecronaxoxnenue: Tianjin, Kurait

Huaying Haitai npegocrasst ¢uHaHCOBa, TeXHMYeCKa MM MaTepyaliHa IONKpera 1 yIlecHsBa
,Onepaums Cloud Hopper” — cepust kubepataky chc 3HaUMTEITHO BB3OENCTBIE, 3a€/CTBAHN
u3BbH Cbr03a U IIPENICTABIIABALIM BhHIIHA 3amIaxa 3a Chio3a MM HETOBUTE IbPKaBY WIEHKM, 1
KuOepaTaky ChC 3HAUUTETHO BB3MEICTBIE BBPXY TPETH IbPKABIL.

30.7.2020 r.
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Mumena Ha ,Onepaums Cloud Hopper” ca nHpopMammoHHuTe CiCTeMI Ha MHOTOHALIMOHAHN
[IPyXeCTBA OT LIECT KOHTMHEHTA, B T.4. APYKeCTBA Ha Teputopusita Ha Cbi03a, IIPU KOETO €
OCBLUECTBEH HepaspellieH JOCTBI 1O UyBCTBUTENHY THPIOBCKM HAHHM, [OBEN [O 3HAUMTEIHN
MKOHOMIYECKY 3aryom.

,Onepauns Cloud Hopper* e 1eo Ha M3BbpLUMTEIT, U3BECTEH B ITyOIMUYHOTO IPOCTPAHCTBO KATO
,APT10“ (,Advanced Persistent Threat 10“) (u3s. owe karo ,Red Apollo®, ,CVNX*, ,Stone
Panda“, ,MenuPass“ u ,Potassium®).

Huaying Haitai Moxe ma Gbme cebp3an ¢ APT10. Ocsen toBa 3a Huaying Haitai paborsar Gao
Qiang n Zhang Shilong, kouro ce cebp3sar ¢ ,Onepaumst Cloud Hopper®. CrenosarenHo
Huaying Haitai ce cebp3sa ¢ Gao Qiang n Zhang Shilong.

Chosun Expo

UzsectHo cbio karo: Chosen Expo; Korea Ex-
port Joint Venture

Mecronaxoxnenue: KHJIP

Chosun Expo mpemocrast ¢yHAHCOBA, TEXHMUECKA WM MATepUanHa MOOKPENa M YIECHSBA
cepust KnOepaTaky ChC 3HaUUTEITHO Bb3NeNCTBYe, 3aeiicTBaHM M3BbH Chr03a ¥ IIPEICTABIISBALLI
BbHIIHA 3amiaxa 3a Cbio3a MM Herosyrte IbPXKABU WICHKM, M KMOEPaTaKy ChC 3HAUMTEIHO
BB3NEICTBME BbPXYy TPETM [bpKaBM, B T.4. KubepaTakure, M3BECTHM B MyOIMUHOTO
npocTpaHcTBo karo ,WannaCry*, kubeparakute cpeliy MOJICKUs OpraH 3a QMHAHCOB HAN30P U
Sony Pictures Entertainment, kakro n kmbepkpaxOara or Bangladesh Bank u omura 3a
xubepkpax6a or Vietnam Tien Phong Bank.

,WannaCry“ npenu3suksa cpus B MHGOPMALMOHHN CUCTEMM IO CBET4, KaTO M 3apa3siBa CbC
codTyep 3a M3HymBaHe U GIIOKMPA IOCTBIIA 10 JaHHUTE. 3aCeTHATH Ca MHYOPMALIMOHHN CHCTEMH
Ha mpyxectsa B Cbi03a, BKIIIOUMTENIHO CIUCTEMM, CBBP3AHM C YCIyIM, HEOOXOmMMM 3a
TNIOTIBbPKAHETO HA OCHOBHM YCIYTY ¥ MKOHOMMYECKM JIEHOCTU B IbPKaBUTE YIIEHKM.

,WannaCry“ e [eno Ha M3BBPIINTEN, M3BECTeH B MyOMMUHOTO MPOCTPAHCTBO Kato ,APT38"
(»Advanced Persistent Threat 38%), umu ,Lazarus Group®.

Chosun Expo Moxe ma 6bme ceopsano ¢ APT38/Lazarus Group, BKIIOUMTENTHO upes
npodunmTe, M3MON3BAHN NPY KibepaTakiuTe.

30.7.2020 r.

['1aBeH LeHTBp 3a cIie-
IMaITHY TEXHOJIOTUY
(T'LICT) kM [maBHOTO
ynpasienne Ha Iene-
partHus wab Ha Bro-
PBKEHNTe CUITN Ha
Pyckara ¢eneparist
(TY[TPY)

Anpec: Y. ,Kuposa“ Ne 22, Mocksa, Pycka ¢e-
nepauust

I'maBHusT HeHThp 3a cnennanay TexHonormy (TUCT) xeM [MaBHOTO yripasnenue Ha TeHepanmHusa
wab Ha Brvopbxkenmre cumm Ha Pyckara Qemepaums (TY/TPY), u3BecTeH owme Kato
Jllonpaznenenne 74455 e oTroBopeH 3a KubepaTaKuTe CbC 3HAUMTEIHO BB3MEICTBHUE,
sapeiictBany u3pbH CBlO3a M NpENCTaB/IABaly BbHIIHA 3aruiaxa 3a Cbro3a MM HEroBuTe
IIbPKABM WICHKM, M KUOEpaTaKyl ChC 3HAUMTENIHO BB3HEHCTBIE BBPXY TPETH AbPKABM, B T.U.
xubeparakure ot 1oHM 2017 T., u3BeCTHM B MyOIMUHOTO mpocTpaHcTBO Kato ,NotPetya“ mmm
,EternalPetya“, n Kubepatakute cpely enekTpoeHepruilHaTa Mpexa Ha YKpaiiHa [pe3 3uMmaTa
Ha 2015/2016 1.

30.7.2020 r.
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,NotPetya“ umn ,EternalPetya“ mpekbcBar mocTbiia 0 TaHHNTe Ha peayia npyxectsa B Chro3a,
B EBpoma KaTo 111710 M IO CBETa, KATO 3apa3sBaT KOMIIIOTPUTE ChC COPTyep 3a M3HYIBAHE U
OnoKMpaT [OCTBIA [O MNAHHUTE, KOETO OCBEH BCMYKO [PYTO BOMM MO 3HAYMTENHM
MKOHOMIYecKy 3aryou. Kubeparakara cpelly efeKTpoeHepriifHa Mpexa Ha YKpajiHa BOIM IO
YaCTYHOTO M M3KITIOUBAHE NPe3 3MMaTa.

,NotPetya“ win ,EternalPetya“ e feno Ha usBbpimTes, U3BeCTeH B IIyOIMYHOTO IPOCTPAHCTBO
karo ,Sandworm® (u3s. owe karo ,Sandworm Team®, ,BlackEnergy Group*, ,Voodoo Bear”,
,Quedagh®, ,Olympic Destroyer u ,Telebots“). Toit crom u 3a;m arakata cpelty
€eNIeKTPOEHEPINITHATA MPeXa Ha YKpaliHa.

TTaBHYSAT LEHTDP 3a CIICUMANHY TEXHONOTMY KbM [TIaBHOTO yripasiieHue Ha TeHepanuus mab Ha
Bropbxennte cwii Ha Pyckara Qemepauyst urpae akTMBHA pONsl B NICICTBUSTA B
KMOePIPOCTPAHCTBOTO, Heno Ha Sandworm, 1 Moxe 1a Oblle CBbP3aH ¢ Hero.
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